Intellectual Technologies
on Transport
No 1

VNHmenneKkmyasnbHblie mexHoao2uu
HO MpaHcrnopme
No 1

CaHKkm-llemepbype
St. Petersburg
2018



MHTennekTyanbHbIe TEXHOMOrMM Ha TpaHcnopTe
Ne 1, 2018

CeTeBoii 3NeKTPOHHbBIV Hay4YHbIi KypHarsl, CBOGOAHO pacnpocTpaHsieMbli Yepes HTepHET.
MyGnuKyeT cTaTby Ha PYCCKOM U aHITIMIMCKOM A3blKax C pesynbrataMmy UCCMeAoBaHUi U NPaKTUYECKUX JOCTUKEHUI
B 06MacTh MHTENNEKTYanbHbIX TEXHOMOMMI U CONYTCTBYIOLLMX UM HayYHbIX UCCredoBaHuUM

XKypHan ocHoBaH B 2015 roagy

Yupeautenb n usparenb

depneparnbHoe rocyaapcTBeHHoe GlogkeTHoe obpasoBaTenbHOe yupexaeHue BbiClLuero o6pa3oBaHust
«MeTepOyprckuii rocynapCTBEHHBIN yHUBEPCUTET NyTen cooblueHnsa Mmnepatopa AnekcaHgpa I» (PreOY BO MIYTC)

Conpepacenatenu pegakuMoHHOro coBeTa
MaHbiveB A.HO., pektop MIYMC, C.-MeTepbypr, P®
YapkuH E. W., anpektop no UT OAO «PXX[», Mockea, P®

maBHbIN pegakTop
XomoHeHko A. 1., npodb., C.-lMetepbypr, PP

PeaakuuoHHbIN coBeT

myxos A.T1., Beg. HC 'BLL OAO «P>XX[», Mocksa, P®

Oyouvn A.H., A.T.H., npod., BI'Y, MuHck, Benapycb

MnnapuoHoB A.B., coBeTH. «POALI-BHNNDD»,
Capos, PO

KopHueHko A.A., npod., MIYMNC, C.-MeTtepbypr, PO

Kosarneuy I1., npod., Tex. yH-T, BapLwiasa, MonbLia

MepkypbeB KO. A., npod., PTY, Pura, Nateus

Hectepos B. M., npod., C.-INeTepbypr, PP
MycTtapHakoB B.®., reH. gup. «"asnHdopmcepBuCy,
C.-Metepbypr, PO
Tutosa T.C., npod., npopekT. MIYTC,
C.-Metepbypr, PP
®enopos A.P, reH. anp. «durfes», C.-Metepbypr, PO
KOcynoe P.M., npod., un.-kopp. PAH, C.-MNetepbypr, PO

PepakunoHHas konnerusa

By6HoB B.T1., npod., C.-MNeTtepbypr, P$ — 3am. rn. peg.
Apapypos C.E., npod., C.-lNeTepbypr, PO
AnekcaHgposa E.B., npod., C.-Metepbypr, P®
Atunna 3nuu, npod., Akcapan, Typuus
BespogHbin .., npod., Mockea, PO
BnaroeelleHckas E.A., npod., C.-MNeTtepbypr, PP
Bynasckuii M.E., o.T.H., gou., C.-Metepbypr, PO
Bacunenko M.H., npod., C.-lMetepbypr, PP

l'yna A.H., npod., PocTtoB-Ha-[loHy, PO
XKenesHsk B.K., npod., MY, benapycb
3aboposckuii B.C., npod., C.-lMNeTepbypr, PP
3enkaa M. 1., npod., C.-Metepbypr, PO

Kanaes A.K., A.T.H., npod., C.-Metepbypr, P®
KoteHko A.T., A4.T.H., gou., C.-lNeTtepbypr, PO
KypeHkos I1.B., npod., Mocksa, P®

Jleuknin 3.K., npod., Mockea, P®

Mwup3soeB T. ac. npod., xopmxkusa, CLUA
HacegkuH O.A., gou., C.-lNetepbypr, P®
HukuTuH A.B., npod., C.-Metepbypr, PO
Oxtunes M. 1O., npod., C.-MeTtepbypr, PO
Cokonos b.B., npod., C.-lMetepbypr, P®
TapaHues A.A., npod., C.-MNeTtepbypr, PO
YTtenbepreHoB W.T., npod., Anma-ATa,
KazaxctaH
dununyenko C.A., gou., Mockea, PO
®osunos L. X., npod., TawkeHT, Y3bekucraH
dy-HuaH Xy, npod, Ixunanrcy, Kutan
Xabapos B. ., npod., HoBocubupck, P$
Xopakosckui B. A., npod., C.-MNeTtepbypr, PO
YexoHuH K. A., npod., Xabaposck, PO
SAkoenes B.B., npod., C.-MeTepbypr, PO
Anbiwes KO. U., npod., EkatepuHbypr, P®

Agpec pegakumu
190031 CankT-lMetepbypr, Mockosckuii np., 9, MIYNC
email: itt-pgups@yandex.ru, canT: http://itt-pgups.ru

ISSN 2413-2527

>KypHan 3apervuctpupoBaH ®enepanbHon cnyx6oii no Haasopy B cepe CBA3M U MAaCCOBbIX KOMMYHMKALIWNA,
ceugetenbctBo AJ1 Ne ®C77-61707 ot 07 masa 2015 .

>KypHan 3apernctpupoBaH B Poccuinckom nHaekce HayvHoro uuTtuposanus (PUHLL)

© depnepanbHoe rocygapcTBeHHoe 6rogxeTHoe obpasoBaTtenbHoe yupexaeHve
BbicLLEero obpasoBaHus «[eTepbyprckuii rocyaapcTBEHHbIN YHUBEPCUTET NyTel cooblleHust Mimnepatopa
AnekcaHngpa I», 2018

PaspeluaeTca BocnponsBeaeHne B Npecce, a Takke coobLueHne B 3dup nnm no kabdento onybrnmkoBaHHbIX B COCTaBe nepuopmnye-
CKOro nsgaHuda-xxypHana ((|/|HTeJ'IJ'IeKTyaJ'IbeIe TEeXHONOormn Ha TpaHcnopTe» cTaTten no TeKyWMnM 3KOHOMUYECKNM, NONMNUTUYECKNM,
counanbHbIM U PENUTMO3HbIM BOMNPOCaM C obs3aTenbHbIM YKa3aHnem aBTopa CTaTbn N CETeBOro 3yIEKTPOHHOIo Hay4Horo
NepuoANYECKOro U3AaHUS XypHana «VIHTennekTyanbHble TEXHOMOMMN Ha TpaHcnopTe»



Intellectual Technologies on Transport
Issue Ne 1, 2018
Network electronic scientific journal, open access. It publishes articles in Russian and English

with the results of research and practical achievements in the field of intelligent technologies
and associated research

Founded in 2015

Founder and Publisher

Federal State Educational Institution of Higher Education
«Emperor Alexander | Petersburg State Transport University»

Co-chairs of the Editorial Council
Panychev A.Yu., rector of PSTU, St. Petersburg, Russia
Charkin E. ., director on IT of JSC “RZD”, Moscow, Russia

Editor-in-Chief
Khomonenko A.D., Prof., St. Petersburg, Russia

Editorial Council Members

Glukhov A.P., Lead. Res., CCC of JSC «RZD», Nesterov V.M., Prof., St. Petersburg,
Moscow, Russia Russia
Dudin A.N., Prof., BSU, Minsk, Belarus Pustarnakov V.F., CEO at «Gazinformservice» LTD.,
Illarionov A.V., advisor, «cRFNC-VNIIEF», Sarov, St. Petersburg, Russia
Russia Titova T.S., Prof., PSTU, St. Petersburg,
Kornienko A.A., Prof., PSTU, St. Petersburg, Russia Russia
Kovalets P., Prof., Tech. University, Warsaw, Poland Fedorov, CEO at «Digital Design» LTD., St. Petersburg,
Merkuryev Yu.A., Prof., Academician Russia
of the Latvian Academy of Sciences, Yusupov R.M., Prof., Corr. Member of RAS, St. Petersburg,
Riga, Latvia Russia

Editorial Board Members

Bubnov V.P., Prof., St. Petersburg, Russia — Letsky Ad.K., Prof., Moscow, Russia

Deputy Editor-in-Chief Mirzoev T. As. Prof., Georgia, USA

Adadurov S.E., Prof., St. Petersburg, Russia Nasedkin O.A., As. Prof., St. Petersburg, Russia
Aleksandrova E.B., Prof., St. Petersburg, Russia Nikitin A.B., St. Petersburg, Russia

Attila Elci, Prof., Aksaray, Turkey Okhtilev M.Yu., Prof., St. Petersburg, Russia
Bezrodny B.F., Prof., Moscow, Russia Sokolov B.V., Prof., St. Petersburg, Russia
Blagoveshenskaya E.A., Prof., St. Petersburg, Russia Tarantsev A.A., Prof., St. Petersburg, Russia
Bulavsky P.E., Dr. Sc., As. Prof., St. Petersburg, Russia Utepbergenov L.T., Prof., Almaty, Khazakhstan
Vasilenko M.N., Prof., St. Petersburg, Russia Filipchenko S.A., As. Prof., Moscow, Russia
Guda A.N., Prof., Rostov-on-Don, Russia Fozilov Sh.Kh., Prof., Tashkent, Uzbekistan
Geleznyak V.K., Prof., PSU, Belarus Fu-Nian Hu, Prof., Jiangsu, China

Zaborovsky V.S., Prof., St. Petersburg, Russia Khabarov V.1., Prof., Novosibirsk, Russia
Zegzda P.D., Prof., St. Petersburg, Russia Khodakosky V.A., Prof., St. Petersburg, Russia
Kanayev A.K., Prof., St. Petersburg, Russia Chekhonin K.A., Prof., Khabarovsk, Russia
Kotenko A.G., Dr. Sc., As. Prof., St. Petersburg, Russia Jakovlev V.V., Prof., St. Petersburg, Russia
Kurenkov P.V., Prof., Moscow, Russia Jalyshev Yu.l., Prof., Ekaterinburg, Russia

Editorial adress
190031, St. Petersburg, Moskovskiy pr., 9, 2—-108
email: itt-pgups@yandex.ru, http://itt-pgups.ru

ISSN 2413-2527

The journal is registered by the Federal Service for Supervision of Communications and Mass Media,
EL no. FS77-61707 testimony from May 7, 2015

The journal is registered in the Russian Science Citation Index (RSCI)
© Federal State Educational Institution of Higher Education “Emperor Alexander | Petersburg State Transport University”, 2018
The reproduction in the press, as well as a message broadcast or cable published as part of the periodical — journal “Intellectual

Technologies on Transport” articles on current economic, political, social and religious issues with the obligatory indication
of the author, and the network of electronic scientific periodical journal “Intellectual Technologies on Transport®



Intellectual Technologies on Transport. 2018. No 1

Coaepxxkanue

Jlemun A. B., /[mumpuesa C. I1.
Meton nocTpoeHus MPOTHO3HON OLIEHKH MTOBEIEHUSI aBTOHOMHOM MHOIOIIapaMeTpU4YeCKON
JUHAMHYECKOM TEXHUYECKOM CHCTEMBI . . . ot vt vttt ettt ettt ettt et et e et ettt 5

Kapnosuu C. H.
Kopryc TekCToB pyccKoro si3blka JijIsl TECTUPOBAHUS allTOPUTMOB TEMaTHYECKOTO
MOJICITUPOBAHMS (HA GHTTL). .« + o o v ettt e et e et et e e et e et e et e e e e e et e e e e et e e e 11

Cmaeun B. A., Byonog B. 1.
MonenupoBaHue MPOIECCOB HA OCHOBE MOCIIEIOBATEIBHOTO THIEP(PAKTAILHOTO PACTIPEICICHHUS . . . . . . . . . . . 20

Monooesan A. A., Tamuuna A. A.
CriocoOBbI TCeBIOBEPOSATHOCTHOTO OJIOUHOTO TITHIPPOBAHIIT . « « « v v evee et et et e e et e et e e e e e e e 25

Monoossan H. A., Bativuxayckac M. A.

I'enepanus creneHHbIX CpaBHEHUH Kak coco® OTKPHITOro muppoBaHus

Y TIPOTOKOJI OTPULIAEMOTO

002000 0102517 PP 32

Maxcumos B. A.
AnropuTM XpaHeHHs WH(OPMAIIUK Ha OCHOBE KOMOMHHPOBAHHS CITOCOOOB pa3MEIICHHUS
Y KOJTMPOBAHMS HEOAHOPOIHBIX MO BAXKHOCTH JAHHBIX (HA @HTIL) &+ o\ v ot e et e et et e e ee et e e e eee e 38

lapoakos K. C.
CpaBHUTENBHBIN aHATIH3 MOMYJSPHBIX CUCTEM MOHUTOPUHTA CETEBOTO 000PYI0BaHUS,
pactpoctpansiembix To TuieH3uM GPL. . . ... . 44

Humennekmyanvhovle mexnonozuu na mparncnopme. 2018. Ne 1 3



Intellectual Technologies on Transport. 2018. No 1

Contents

Demin A. V., Dmitrieva S. P.
A Method of Constructing Estimates ofthe Future Behavior of a Dynamic Autonomous

Multiparameter Technical SyStems . . . ... ...ttt e e 5
Karpovich S. N.

The Russian Language Text Corpus for Testing Algorithms of Topic Model (English) .. ................... 11
Smagin V. A., Bubnov V. P.

Modelling of Processes on the Basis of Consecutive Giperfractal Distributions . ......................... 20
Moldovyan A. A., Tatchina Ya. A.

Deniable-encryption Methods Based on Block Ciphers . . ......... .. . i 25
Moldovyan N. A., Vaichikauskas M. A.

Generation of Polynomial Equations as a Method for Public Key Encryption

and Deniable Encryption Protocol. . .. ... ... . 32
Maksimov V. A.

Algorithm of Data Storage Based on Combining of the Methods of Locating

and Coding non-Homogeneous Data (English). . ......... ... . . . . 38
Shardakov K. S.

Comparative Analysis of the Popular Monitoring Systems for Network Equipment

Distributed Under the GPL License. . . .. ... ... e e e 44
Humennekmyanvhovle mexnonozuu na mparncnopme. 2018. Ne 1 4



Intellectual Technologies on Transport. 2018. No 1

MeToa moCTPOEeHUs MPOTrHO3HON OLEHKH
MOBEJACHUSA ABTOHOMHOU MHOTONapaMeTPUYeCKOH
AUHAMUYECKON TeXHHYECKOU CUCTEMbI

Hemun A.B., JImutpuena C.I1.
Yausepcurer U'TMO
Canxkr-IlerepOypr, Poccus
dav_60@mail.ru, spdmitrieva@corp.ifmo.ru

Annomayus. BaxxueidiuM TpeGoBaHHEM K XapaKTePHCTHKAM
MHOTronapaMeTpUYeCKHX ANHAMHUYECKHX TEXHHYECKHX CHCTeM
(MATC), B yacTHOCTH, K CHCTEMaM MOHHTOPUHI A OKPY:Kalo1ei cpe-
Abl, pAGOTAIOIINM B ABTOMATHYECKOM PesKHMe B YCJIOBHSIX HEOIHO-
3HAYHOCTH 00CTAHOBKH OTHOCHTEILHO BHEIIHIX BO3MYIIIeHHIA, SIBJIsI-
eTcsl yCTOHYHBOCTh (PYyHKIIMOHHUPOBAHHUS BeCh MePHOJ ;KH3HEHHOT0
mukia. [osbimenue 3¢pdexrusuocTu padorsl MATC nocruraercs
3a cYeT yJydlleHHs ee (yHKIMOHAILHO-NAPAMETPHYECKHX XapaK-
TEPUCTHK MyTeM Pa3paboTKH M peaju3aluy aJITOPHTMOB NMPOTHO-
3HPOBAHMSI COCTOSIHUS €€ KOMIIOHEHTOB. B 3aBucuMocTH 0T 00bEMa
ANPUOPHBIX JAAHHBIX, JOCTOBEPHOCTH H TOYHOCTH IPOTrHO3a ONpesie-
JisieTcsl BLIOPAHHBIM METO/I0M MOCTPOEHHSI ¥ AITOPUTMA PeaTH3anun
B Bujie Mporuo3noii pynxmmn MATC.

Knroueewie cnosa: IPOTrHO3HAsA OLECHKA, IIOBEACHUE CJIOKHOI
TeXHUYeCcKou CUCTEMBbI, AJITOPUTM, MIPOTHO3HAHA AHAJIUTHYECKAA
MOJeJIb, AIIMPOKCUMALUA AIIPUOPHBIX TaHHBIX.

BBEAEHUE

Jis moBBIIeHUsT HAAEKHOCTH U BOSMOXHOCTH TPEAOT-
BpaIleHNs HEKEIAaTSIBHBIX TOCICACTBIH (PYHKIIMOHUPOBAHUS
MHOTOMapaMEeTPUIECKUX JUHAMHYECKAX TEXHUYCCKUX CHCTEM
(MATC), ocoberHo paboTaromX B aBTOMATHYECKOM PEKHU-
M€ B YCIOBHAX HEOJHO3HAYHOCTH OOCTAaHOBKH OTHOCHUTEIIBHO
BHEIIIHUX BO3MYIICHUH, MOKHO HCIIOJI30BaTh Pa3HbIE METO/BI
U CPECTBA, MO3BOJIAIOIINE IPOTHO3UPOBATh COCTOSIHUE TEXHO-
TeHHBIX CUCTEM (HalpuMep, aTOMHBIX AJIEKTPOCTAHINH, KOCMHU-
YeCKUX CTaHIUH, HedTe-, ra30mpoBOIOB U 1p.). TeXHUUECKUMHU
CpeJICTBaMH TEKYILEro KOHTpoJis noka3zaresneit kauectsa MITC
SIBJISIIOTCS CCHCOPHBIE YCTPOWCTBA: HA OCHOBE IMOIy4aeMoit
OT HUX UH()OPMAIIUI MOYKHO OTPEICTIHTH IIPOTHOZHYIO (DYHKIIHIO.
B cBsi31 ¢ 3THM B 3aBHCHUMOCTH OT 00bEMA alpHUOPHBIX JaHHBIX
JTOCTOBEPHOCTH M TOYHOCTH IPOTHO3a OIIPEIENIICTCS METOIOM
MTOCTPOCHHS U aJITOPUTMA PEATU3AIINH B BUJIE IPOTHO3HON (DyHK-
uuu g MATC [1, 2].

st obecnieuenust GyHKIMOHAIBHO-IKCILTYyaTallMOHHO
ycroitunBoctd MJITC HE0OX0MUMO MEPUOTUIECCKOE TECTUPO-
BaHHE, MIOITOMY HY)KHO PEIIUTh CIEAYIONUEe TeOpEeTUuIeCKue
U TIPaKTHYECKUE 3a1a4u:

® Pa3BUTHE METOJIOB ITOCTPOCHHS 1 aIITOPUTMOB PEATU3ALINH
JIOJITOCPOYHOTO MPOrHO3upoBaHus B aBToHOMHBIX MJITC B co-
OTBETCTBUU C allOCTEPHOPHBIMU JAHHBIMU IIPU HEOTPEICICHHO-
CTH BO3ICHCTBHS BHEIITHUX BOMYIIICHUI (M3MCHEHHUH JTABIICHNS,
TEeMIepaTypsbl, BIAYKHOCTH);

® [TOJTy9eHIE CBOCBPEMEHHOM MH(OPMAITIH B PeaTbHOM Bpe-
MEHHU 0 METEOYCIIOBHX U JaJbHEHIIee MPOrHO3UPOBAHUE Me-
T€000CTaHOBKH, KOTOPOE TO3BOJIMIO ObI 00ECTIEUNTH MpeICKa-

3yEMOCTb PEe3yJIbTaTOB HAPOHO-XO35MCTBEHHOMN JIEATEIbHOCTH
1 OS30MaCHOCTb KHU3HEACATCILHOCTH.

CoBpeMeHHbIe (hOpMaTH30BaHHBIC TTOAXO/bI K aHATIH3Y U M0~
CTPOCHHIO MPOTrHO3HOI GyHKIMH coctosiamst MJITC 6azupyrorcs
Ha MaTeMaTHYCCKUX METOJaX ONTHMH3AINHU U PEIICHUS Bapua-
IIUOHHBIX 3a]1a4 JIJIsl CHCTEM C MCIIOIB30BaHUEM MIPOTHO3UPYIO-
mux mogeneid — Model Predictive Control (MPC) [3—-6].

Ha6op mHCTpyMEHTANBHBIX CPEICTB UCCISIOBAHNS U TIPO-
EKTHPOBAHHS AJITOPUTMOB YIIPABJICHUS B TUCKPETHBIX M HETIpe-
PBIBHBIX CHCTEMaX Ha OCHOBE NpEJCKa3aHWN TUHAMUKHU UX
noseaenust — Model Predictive Control Toolbox (MPC Tools) —
MPEAOCTABIISICT HHCTPYMCHTBI ISl CHCTEMATHYESCKOrO aHaIn3a,
Pa3pabOTKU U HACTPONKH PETYIISITOPOB C MOJICTIBIO ITPEICKA3aHMS.
MOXHO MPOEKTHPOBATh PETYIIATOPHI U BBITOIHITH CUMYJISIIHIO
PErYJISATOPOB C MOJICIBIO MPEICKA3aHUs TPU TOMOIIN (HYHKITUI
MATLAB® wiu 6nokos Simulink®. MokHO 3a1aBaTh U U3MEHATH
MOJIETIh TIPENICKa3aHUsI, TOPU3OHTHI YIIPABICHUS U IPOTHO3UPO-
BaHWS, OTPAHUYCHUS Ha BXOJIC, Ha BHIXOJIC M BECOBHIC 3HAYCHUS.
WHucTpyMeHTapHii MO3BOJISICT AUATHOCTHPOBATH TIPOOIIEMBI, KO-
TOpPBIE MOTYT MPUBECTH K COOSIM BO BpeMsI pabOTHI U TAET COBETHI
10 M3MEHEHHIO 3HaYEHHUH BECOBBIX KOA(P(UITMEHTOB 1 OrpaHnye-
HUH I yITydIIeHust paboThl ¥ TOBBIICHAS HAACKHOCTH. [Ipn
TIOMOIIIH 3aITyCKa Pa3HBIX CIICHAPUEB B IMHEHHBIX U HEJTMHEHHBIX
CUMYJISILIUSX MOXKHO OIICHUTH PabOTy peryisropa.

CTPYKTYPHOE OIUCAHUE MJITC
ABTOHOMHOM MOBWJIBHOM
METEOCTAHIIMU

Konnenryansnas monens MATC oroGpaxaeTr Bce TAaKTHKO-
TEXHUYECKHE TPEOOBAaHMS TEXHMYESCKOTO 3a/IaHHsI Ha TIPOCKTH-
pPYyeMyIo CUCTEMY, 4TO (PaKTHUECKHU SIBIISIETCS MOJEIBHBIM OTO-
Opaxkenuem eé nenesoit pynkmu (Ld). Ha puc. 1 nano crpyk-
TypHO-(pyHKIMOHaNbHOE n3o0pakenne MITC, koropas siBisieTcs
TIPEIMETOM HCCIIEIOBaHMM, Ha pHC. 2 — e€ MOJICNIbHOE 0TOOpaxe-
Hue. B kauectBe npaktraeckn uccnenyemoix MATC B pabote mc-
TI0JTh30BaHa aBTOHOMHAs1 MOOMITbHAS! METEOCTAHIIHS, COZIepIKaIIast
JIATIUK N3MEPEHHsI ONTHYECKOH TaIbHOCTH BUANMOCTH (JIMAap)
Y METEOAATYNKH, KOTOPYIO MOXXHO OTHECTH K KJIACCy pacripee-
JICHHBIX MHOTOAreHTHBIX H3MEPUTEIbHBIX cucTeM. CTPYKTypHast
cXeMa B3auMOJICHCTBHSI METEOCTAHIINH BKIIIOYAET B CeOs LIEHTP
cOopa 1 aHATUTUIECKOI 00paOOTKU TEXHOTESHHBIX HAOMIONECHU,
JIaTYUK U3MEPEHHs ONTHYECKON TaTbHOCTH BUIMMOCTHU (JIUAAp),
MOOMIIbHBIE CEHCOPHBIE aTYHKH, (PUKCHPYIONINE METEOPOII0-
THUYECKUE JJaHHbIE, U BCTPOEHHBIHM pajinoMO/ieM, O3BOJISIFOLIHIHA
NPUHAMATH U 00pabaThIBaTh paIioCHIHAL.

Humennekmyanvhovle mexnonozuu na mparncnopme. 2018. Ne 1 5
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(8b1X00HAs UHGD.)

Puc. 1. CrpykTypHO-(pyHKIIHOHATIbHAS CXeMa
B3aHMOJICHCTBUS aBTOHOMHOM MOOMIIBHON METEOCTaHIIUH

N3mepsiemble
TapaMeTphl
(Temneparypa, 1aBJIeHHE,
BUJUMOCTb, CKOPOCTb BETPa, OCAIKH,
OTHOCHTENbHAs BIAXKHOCTB)

Cucrema
Ha3HAYCHUS —
BBIXO/

TTomexu

Oobpabotka
uHpopMaIH

IIpuemnas
cucTeMa

CIIV)KEBHASI CUCTEMA
(mMTaHue, KOPPEKIHs)
\ 7
[y
TEJEMETPUS

Puc. 2. MogensHoe otobpaxenne MITC
aBTOHOMHON MOOMJILHON METE€OCTaHIUN

YUCIIEHHBIU METOJT
MOCTPOEHMS TPOTHO3HOM OLEHKU MJITC

[Iponenypa mapamerpudeckoro moaenupoBaanst M/ITC sB-
JISIETCS LIEHTPAITLHOM TIPOIIeTypOi pa3pabOTKK MPOTHO3HON MO-
JCIIN. ,ZIOHyCTI/IM, YTO MOACTIMPOBAHUC TCXHUYECCKUX ITPOLIECCOB
B COYCTAHUM C pa3/IMYHbBIMU YCIOBUAMU, IJId KOTOPBIX IMTPOBO-
JIUITACH SKCIICPUMEHTHI, 00pa3yeT HeKyro cucteMy (puc. 3), Ko-
TOPYI0 MOXKHO OIMCATh 4epes3 MmapaMeTpudecKue CBOICTBaA e
AJIEMEHTAPHBIX CAWHUII: MHOXKECTBa BXOJHBIX MTapaMETPOB

N y

MUATC - {Vl }1 BX. MHOMECTBA BHEIIHUX BO3MYIIEHHUH OKpY-
. N

skaromei cpesr — {W; }, P, MHOKeCTBA BHYTPHCHCTEMHBIX

{Wi}{lVBosM

NCuer NBgixo,
G} © {z:3,"""

vin™

Puc. 3. O6mias cxema ¢ynxunonuposanust MATC
B PCATBHBIX YCIOBHSX IKCIUTyaTalllu

. N
nokasareneii — {G, }1 CHeT. MHOMKECTBA BBIXOJIHBIX CHCTEMHBIX

napametpos — {Z; }fVB""“’”.

B nponecce aHanuTHYECKOTO MOJEINPOBAHUS BBIIBUHYTO
MPEITIONIOKEHNE, YTO OJMH U3 BBIXOJHBIX CHUCTEMHBIX Mapame-
TPOB, HAI[PUMEP MAPAMETP Z,, MOXKET OBITH HCKOMBIM, a OCTallb-
HBIE BBIXOAHBIE IIAPAMETPEI Z,, ..., Z, B IPOIIECCE Pa3pabOTKH
nporrHo3Hoit mogenu MTC 6yayT yUYHUTBIBaThCS TOJIBKO MPH
HaJIMYUK 00paTHOM CBSA3M OT HUX (TEIEMETPHH CUCTEMBI), YTO
U IIOKA3aHO B BBIPAKCHUU

z1 = 1(&15-81) e fiVs-svp) o fi(wy, e, wy,).

UncneHHBI METOI IIOCTPOCHUS TIPOTHO3HOM (PYHKITHH peasti-
3yeTCsl MyTeM MPECTaBICHNS aHATUTHYECKON (DYHKIINH B BUJIE
KOMITO3UIIMN TPEX OCHOBHBIX KOMIIOHEHT: IIE€PBasi COCTABIISIO-
I11ast XapaKTepU3yeT BIMSHUE BHYTPEHHUX MapaMeTpoB U Mpel-
CTaBJISIET COOOI0 HEKYIO OOIIYIO YaCTh HCKOMOM MOJIEIH, BTOPas
(yTOUHSIOIIAs) ONMUCHIBACT BO3/ICHCTBHE BHEIIHUX MTapaMEeTPOB
CHCTEMBI, TPEThsI (PEryIMpyYIOIIas) yYUThIBACT BEIMYUHY 00par-
HOH CBSI3M (HarpuMep, TeJIEMETPHN):

Z(xl,X2,...,xNBHXOﬂ ) = V(xl,X2,...,xNonﬂ ) 5 (1)

W(xl,xZ,...,xNBOSM)O G(xl,xz,...,xNCmT ) .

B 3aBHCHMOCTH OT KOHKPETHBIX IIeNICH U YCIOBUI TPUMEHE-
HUS TIPOTHO3HBIX (YHKITUHA PH UX TOCTPOSHUH MOKHO TTPHHU-
MaTh BO BHIMAaHNE WITH, HAIPOTHUB, HCKITIOYATh M3 PACCMOTPEHH
OTAETHHBIC KOMIOHEHTHI B CTPYKTYpe (DYHKIINH, MOKHO yTIpaB-
JIATh TOYHOCTBIO OyAyIIMX MPOTHO30B M TONYyYaTh OICHKH IS
(hU3MYECKOTO SABJCHUS C Pa3IMYHOM CTCICHBIO JCTaTH3allHH,
YUHUTBIBAs] MJIA UTHOPUPYSL, TAKKMM 00pa30M, OTICIIbHBIC (PaKTOPBI
BIIMSTHUS.

Haubomnbiuii nHTEpEC MPEICTaBIACT HOCTPOCHHUE IIPOTHO3-
HOUM Mozenu aist oTKpbITEIX MJITC, T. €. Korna yuyuThIBaloTCA
BHeIIHUE (hakTopsl, MPorHo3nyr Moxens MJITC MoxHO ommu-
caTh KaK MyIbTH()AKTOPHYIO, UTO CIIEAyeT U3 BhIpaxkeHus (1),
U MyJIBTUTIAPAMETPUICCKYIO, YTO CICITyeT U3 BRIPAKCHUS

S =f(x)e (%),

e f,(x) gukcupyer Bo3aelcTBrE Ha 0OBEKT MOCTOSHHBIX (ak-
TOPOB OKpY’Karolel cpeibl; f,(x) — BAMSAHME NEPEMEHHbIX Be-
JIUYUH.

O6o6mennas mporao3Has moneb MJITC MoxeT OBITH TIO-
CTpOEHa 1o €€ MozieJIbHOMY npeacTasieHuto [7]. Eciu monenb
{Mpp( gl.)fv } sABNIsieTCs 00pa3oM peaibHOl cucTeMBl {OB,,, ( gi){v 1
TO OHA a/ICKBaTHA MPU COOTHOIICHUU
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OBBEKT

{OBreal(gi) }Ilv

N
MUITC {0Byea(g:) }, |/Iudap

—] Beixoamsie napaMeTpbl —
00beKTa B JUHAMHUKE

I/IHTEPHOHHHI/IOHH%}I
MOJIETb (M55 (91},

TTPOI'HO3HASL I\/IIVOIIEHB
— {MOB D) }1

A4

Habmogarens

<& &
<

Puc. 4. CtpykTypHO-(yHKINOHAIIbHAS cXeMa porHosuposanus coctostHust M/ATC ¢ GyHKIuei IporHo3HOro ypaBieHH]

{M5 (g1 }N{OB, (g } = max.

[Ipomeccer, mpoTekaronye B KaKI0M THIIEC TToACHCTeM (0J10-
KOB), OCHOBAaHbI Ha yPaBHEHHAX MaTeMaTHUECKON (U3HKH,
IIPU 3TOM Ba)XHO 3aMETHUTb, YTO MAaTEMaTHYECKHE MOJEIH
{OB, ... (gl-)lN } B o0ImmIeM cirydae MOTYT OBITh IIPEICTaBICHBI HA
MaKpoO-, MUKpPO- U MeTaypoBHsIX. HOBBII1 101X01 TpOrHo3upoBa-
HUS 3aKJII0YAeTCs B MOCTPOSHUU NMPpOorHOo3HON Moaenu MJITC
Ha OCHOBaHMHU UHTEPIIOJISIIMOHHOM (yHKIMH IO allpUOPHBIM HC-
XOJIHBIM JTaHHBIM, & MOJEIU {MZB ( gi)lN } — kak o0Opasa peajib-
ot MJITC [8] (puc. 4). [TonHOTa ¥ TOCTOBEPHOCTD AlPUOPHBIX
WCXOAHBIX JAHHBIX OMPEAEISET TOYHOCTh IIPOTrHO3UPOBAHUS.

Draribsl peanu3aniy MeTo/1a HOCTPOEHHS IIPOrHO3HON (PyHK-
uuu st MIATC:

1) mocTpoeHNe NHTEPIOIALMOHHON (DYHKIIMK B COOTBET-
CTBUU C allPUOPHBIMU UCXOAHBIMU JaHHBIMU peasibHol MJITC
{OB, (g1 }; .

2) cospanue Iporuo3Hoit monenu {M,p(g;); } Ha OCHOBe
OTIepaIX SKCTPATIOJISIIINY HHTEPIIOSINOHHON (DyHKIINM;

3) BBITIOJTHEHHE OTIEPALIH KOMITBIOTEPHOTO MOJICIINPOBAHHS
s {Mog (g

4) cpaBHEHHUE PE3yNIbTaTOB MOAeNUpoBaHus {M g (gl-)fv }
C MCXO/IHBIMH JJAHHBIMH B KOHTPOJIbHBIX TOUKAX;

5) BBIIIOJIHEHNE YCIIOBHS: €CIIM HEBSI3Ka PE3YIILTaTOB MOJIE-
JIUPOBAHUSI C UCXOJHBIMU JIaHHBIMU JIC)KHUT B TOJIE JIOTYCKa,
TO Mozienb { My ( gi)fv } TpUHMMaeTcs 3a NPOTHO3HYIO (PyHK-
ko {OBreal (gl){\/ }s

6) BBIIIOJIHEHUE YCIIOBUS: €CJIM HEBA3KA PE3yJIbTaTOB MOJE-
JIMPOBAHMSI C UCXOIHBIMU JaHHBIMU HE JIC)KUT B I10J1€ JAOITyCKa,
TO MPOLEAYPY MOBTOPSIIOT ¢ HEOOXOIMMOW KOPPEKTHPOBKOI
AITOPUTMA;

7) KOPPEKTUPOBKA IMOJYyYCHHOW MPOTHO3HOW MOJENH
{Mop (gi)fv } myrteM nporoHa eé uepes oobexr {OB,,, (gi)fv }s
TIPY KOTOPOM BBITIOJTHACTCS CIIETYIOIIEE YCIOBUE: €CIIN BBIXO/I-
HBIE JaHHBIE C OOBEKTA COBMAMAIOT B MIPEAEIAX OIS JOIyCcKa
JTAHHBIX CO 3HAYEHUSIMHU HMCCIECTYyEMOM MPOrHO3HOM MOJeIH,
TO MOJKHO CUHTATh, YTO MIPOTHO3HASI MOAETH HCKOMOH CHCTEMBI
copmupoBaHa; eciIu BEIXOAHBIE JaHHBIE ¢ 00OBEKTa HE COOT-
BETCTBYIOT JIOITyCTUMBIM 3HaYECHUSIM, TO KOPPEKTUPOBKA MPO-
THO3HOI MOJIENHN JI0JDKHA OBITh TIPOIOIDKEHA.

AJTOPUTM IIOCTPOEHUS
HPOrHO3HOM OLEHKUA MJITC
[Tpu pazpaboTKe MPOrHO3HON MOJIEITH CIIEAYET IIepBOHAYAIb-

HO U3YYUTh PEaNbHO CYIIECTBYIOIYI CUCTEMY: HCCIEA0BATh
e¢ CTPYKTYPHO-(DyHKIIMOHAJIBHYIO CXEMY, 3KCIUTyaTallHOHHbIC

OTPaHUYEHHUs, B3AUMOCBS3U DJIEMEHTOB U BIMAHUE BHELIIHUX
(hakTOpOB, TAKUM 00pPa30M, JIHIIb [1OCIIE NPEABAPUTEIBHOTO
uccnenoBauust MJITC M0XHO NpUCTyNaTh K €€ MOJIEINPOBa-
Huto. [Toctpoenne nporuosnoii mopenu MITC, HaunHaromeecs
¢ onmcanwus € neneBoi Gynkiuu (L) u 3akangnBaromeecs
JIOCTHKEHUEM KOHEYHOTO pe3yJIbTara, BKIIIo4aeT B ceOsl 4eThIpe
Jtama (puc. 5).

ATIIPOBALIST METOZA
IOCTPOEHMS ITPOTHO3HOM OLIEHKU
noBEAEHUA MJITC

[Monuenii maket asst nporHozuposanus M/ITC o6pasyer co-
BOKYITHOCTh METO/Ia 1 MoziesH. [Ipy corocTaBlieHNH TTOX0/10B
mozemuposanust MITC cymecTBeHHbIE TPEUMYIIECTBA UMEET
KOMITBIOTEpHAst 00pab0TKa JaHHBIX, KOTOPas TI03BOJISIET MaHU-
MyIAPOBaTh OOJBIINM YHCIOM W3MEHSIEMbIX BEJIMYUH U MPO-
THO3MPOBATh JUHAMUKY MPOIECCOB HEIMHEHHOTO XapaKkrepa
¢ nosiBiieHueM 3 QektTor cuneprusma [9, 10].

Jlst perieHus nccaenoBaTenbCKol MpooaeMbl ObLT CO3/1aH
MPOrpaMMHBIN MPOJYKT HA s3bIKe IporpammupoBanus Cut++,
B 3a/1a4M KOTOPOTo Bouuin cOop, aHanu3 U hopMarupoBaHue
9KCIIEPUMEHTAIIbHBIX JAHHBIX, BBISIBIICHHE 3aBUCUMOCTH MEKTY
TEMIIepaTypoil U BHEIIHUMH (pakTopamMu cpe/ibl, BIUSIONINMHU
Ha TIOCTPOEHHE MTPOTHO3HOH (DYHKINH, TPOBEPKA aJeKBAaTHOCTH
CIPOTHO3MPOBAHHBIX BEJINYNH UX PEATBEHBIM BEIIMYNHAM.

Jist anpoOupoBaHus TIPEIUIOKEHHOTO YHCICHHOTO METOa
1 pa3pa0OTaHHBIX alTOPUTMOB ITOCTPOCHHS MPOTHO3HON (PYHK-
UM B KagecTBe u3ydaemoro napamerpa MT/IC BBuay moctyn-
HOCTH, OXBaTa ¥ MOJTHOTHI b/ pemeHo BEIOpaTe METEOPOIOTH-
4ecKylo BelIMUuHy (MHTepHeT-pecypc ¢ b/l crarucTudeckux
MeTeoHabmroneHui). Ha puc. 6 n3odpakeHa nporeaypa Boioopa
ONTUMAJIBHOM alllIPOKCUMALIMU JJIs1 CTATUCTUKU TEMIIEPATyphl
BO3/lyXa, Ha pUC. 7 — alIIPOKCUMAIIHS CPETHEH TeMIepaTyphl
BO3/yXa B JIOBEPUTEIIbHBIX HHTEpBaaXx. BakHO, 4TO 110 MeToy
1 QJITOPUTMY MOCTPOCHUSI aHATMTHYECKHIX TIPOTHO3HBIX MOJIETICH
MTAC st pealbHBIX yCIOBUHM HKCIUTyaTallud Ha OCHOBaHHUU
arocTepHOpHOI MH(OPMALIUK MOYKHO CIIPOTHO3UPOBATH JTIO0YTO
JpYTyIo (pyHKIMOHAIBHYIO XapaKTEPUCTUKY CHCTEMBI.

B pesynbrare nporHO3MpOBaHMS MO JAHHBIM YETHIPEX 00b-
eKTOB (M3MECHEHISIM TeMIeparypsl Bo3myxa B 6.00, 12.00, 18.00,
24.00 9) mocTpOCHBI YETHIPE MPOTHO3HBIC CE30HHBIC MOJCITH
C BBIJICJIEHHOM 0a30BOH YTOUHSIONIEH U PETYIUPYIOLIEH KOMITO-
HEHTOM, TO3BOJISAIOIINE ¢ TOUHOCTHIO ~70—-80 % mpencka3piBaTh
(DYHKIIMOHATBHO-IAPAMETPHUUECKOE COCTOSIHUE aBTOHOMHOM
MeTteocTaHuu. Ha puc. 8 naHa oreHka JOCTOBEPHOCTH MPO-
THO3HOM MOJIeNH, CpelHee OTKIOHEHHE ITPOTHO3HBIX JaHHBIX
0T peajbHbIX cocTaBisaeT ~5-6 °C.
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TlocTanoBka 3agaun MpOrHO3UPOBAHUS;
onpenenenne L{®, orpannuennii n rpedosanuii Ha LI
st M/ITC; BeiGop knactepa pU3NIECKUX SBICHUM

v

[TomaroBoe ciioBecHOE OMHMCAHNE ATOPUTMA
BoinoaHenus LI s MIATC

v

Onucanve GpyHKINOHAIBEHOH U TapaMeTpHIecKoit
KOH(HTYpaLUH aNrOPUTMA B AaHATUTHYECKOH hopme

v

JIeKOMIIO3HUIIHSI QITOPUTMA BBITOTHECHUS
obmeit L® nns moacucrem

v

ToctpoeHue ICKOMITO3UIIMOHHBIX aHAJTUTHYCCKUX Mojieliell  [€—
noxacucreM MITC (pyHKIHOHATEHBIX GJIIOKOB)

v

OnucaHue ajaropuTMa IeKOMIO3UIHOHHOTO MMUTALIMOHHOTO
Mozaenuposanus nogcuctem MJITC
(ompezeneHre KpUTEPHEB OLICHKH IIPOTHO3a)

v

MmuranonHoe (1eKOMIIO3ULMOHHOE) MOJICTHPOBAHIE
noncucteM M/ITC Ha BUpTyabHOM CTEHE

OreHka
pe3yJIbTaTOB MOAEIUPOBAHUS
noacuctem MJITC Ha cooTBeTCTBUE
TpeOOBaHUSIM

Amnamu3s (B nenom) mogenu MATC u e€ kommo3uuus

v

[TocTpoenne KOMIO3MIMOHHONH UMUTALIMOHHON MOJIEIIH <

v

HmuranuonHoe (KOMIO3UIIHOHHOE) MOICTTHPOBAHNE
MUTC Ha BUpPTYaJIbHOM CTCHJIE

Ananuz
QITOPUTMA BBIITOJTHCHUS
o6mreit [{®d MJITC Ha cooTBeTCTBHE
TpeOOBaHHAM

AJNTOPUTM MOCTPOCHHUS MPOTHO3HOM MoJiesu cormmacHo LD

BBIXOJ]

Puc. 5. Anroput™ nocTpoeHust NpOorHo3Hoi Mozaeny 1o L[

Average temperature

0 5 10 15 20 25 30
-2

-6
-8

-10

14 The temperature
= = linear regression
— — = logarithmic regression
=== 3 polynomial of degree 5
==="3 polynomial of degree 3

Puc. 6. IIponienypa Be1OOpa ONTHMAIEHON aNIPOKCHMAIAN
JUISL CTATUCTUKK Temreparypsl Bo3ayxa (°C)

y = 5E-06x5 — 0,000x4 + 0,019x3 — 0,336x2 + 2,068x + 7,478
R>=0,889
y =0,001x3 —0,049x2 + 0,295x + 10,36
R>=0,832

Cp 3Hau

MuH 3129

Makc 3Hau

====== [JoruHOMHanbHas (Cp 3HaY)
= = = [TonmunomuansHas (Cp 3HaY)

Puc. 7. Annpokcumanus cpeHeil TeMneparypel
Bo3ayxa (°C) B 1OBEpUTEIBHBIX HHTEPBAJIaX

Taxum 0Opa3oM, Ha TIpUMepe aBTOHOMHOH MOOMIIEHON Me-
TEOCTaHIIMH Ha OCHOBAHUH SKCIIEPUMEHTAIBHBIX TAHHBIX OBLI
MIPaKTHYECKN NTPUMEHEH pa3pabOTaHHBIN YHCICHHBIN METOL,
anroputmsl mporaosuposanus coctostauss MATC u I10, mo3Bo-
JISTIOLIIEE TIOCPECTBOM IIPOTHO3HOTO YIIPABICHUSI 3KOHOMUTD pe-
cypc aBroHOMHON MJITC, rapanTupys ycTOHYHBOCTH & PyHK-
MOHMPOBAHUS HA MPOTSHKEHUH BCETO XM3HEHHOTO IHKJIA.

3AKJIIOUEHUE

Vcnonp3oBaHKe pe3yabTaToOB HCCIISIOBAHNS TTO3BOJISIET TIPH
HEONPE/ICIICHHOCTH BO3/ICHCTBHUS BHEIITHUX BO3MYIIICHUH 00ec-
MEYUTH CTAOMIIBHOCTH (DYHKIMOHUPOBaHHs aBTOHOMHBIX MITC
3a CYeT NPOTHO3HOTO YIPABICHHUS BHYTPCHHUMH TEXHHYECKHMHA
poLeccaMu CUCTEMBI. Pe3ynsrarsl paboThl OBUIH HCTIOIB30BAHBI
000 «JIOMO-METEO», «OKb Tect» u «ABToBu3yC).
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Puc. 8. Ouenka 10CTOBEpHOCTH MPOTHO3a TEMIIEPATYPhl BO3AyXa

B cratbe BbIMOIIHEHO 00OCHOBaHHOE MOCTPOEHHUE MPO-
THO3HOM MOJEJIU NPUMEHUTEIBHO K JAaTYUKY TEMIIEPATyphl.
DTO MO3BOJISIET YIPABIATH PEXKUMAMHU PAOOThI CTAHLIUH ITyTEM
BKJTIOUCHUSI-BBIKITIOYEHHS YKAa3aHHOTO JIaTYHKa JUTsl 00ecrieueHnst
SKOHOMHUYHOCTH U MOBBIIICHUS JUTUTEIEHOCTH aBTOHOMHOI pa-
60T, B nepcriekTuBe nenecoodpa3zHo peann30BaTh IIPOTHO3HEIE
MOJIEJIM METEOCTAaHIIMU AJIsl BCEX BUJIOB NaTYHKOB. [Ipn aToM
ClIeyeT OTMETHTb, YTO Pa3pabOTaHHBIH METOM PaclpoOCTpaHs-
eTcs Ha Bce (paKTOpHI.
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A Method of Constructing Estimates of
the Future Behavior of a Dynamic Autonomous
Multiparameter Technical Systems
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Abstract. Stability of functioning for the whole period of the life
cycle — this is the most important requirement is that the charac-
teristics of multivariable dynamic technical systems (MDTS) and
automatic systems for environmental monitoring, working in condi-
tions of uncertainty of external disturbances. The efficiency MDTS is
achieved by improving its functional and parametric performance
through the development and implementation of algorithms for fore-
casting of its components. Depending on the amount of prior data, the
reliability and accuracy of the forecast depends on the selected build
method and algorithm implementation in the form of the forecast
function MDTS.

Keywords: predictive assessment of the behavior of complex tech-
nical systems, algorithm, predictive analytic model, an approximation
of a priori data.
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The Russian Language Text Corpus
for Testing Algorithms of Topic Model

Karpovich S.N.
JSC “Olimp”
Moscow, Russia
cims@yandex.ru

Abstract. This paper proposes a special corpus for testing al-
gorithms Topic model SCTM-ru. In the conditions of the prompt
growth of quantity of data, the problem of development of tools and
systems for their automatic processing. To create systems and testing
algorithms should be suitable datasets. Existence of free collections
of documents, text corpora in Russian, is necessary for researches
methods of natural language processing, considering linguistic fea-
tures of language. Designated special housing requirements: must be
distributed under a free license, the number of documents should be
sufficient for the study, must include the text of documents in natural
language should contain demanded algorithms Topic model infor-
mation. The comparative analysis of corpus in Russian and foreign
languages is carried out, discrepancy of characteristics of the existing
corpus with the designated requirements is revealed.

Keywords: text corpora, topic model, natural language process-
ing, Russian language.

INTRODUCTION

Information is becoming the main product and commodity of
the contemporary society. The following areas are in the process
of active development: science, economics, politics, and manu-
facturing; digital data is being generated and accumulated in
many fields. To successfully retrieve and process information
from data, one shall have proper tools, systems and algorithms.
A demand for Natural Language Processing systems is grow-
ing. Natural Language Processing is already used in common

p(Ed)

I

collective
project

which the jubilee article was determined to be “l'enHaepHas nuHreucTuka” (Gender

created by "ru-wiki" user Koryakov Yuri.

software and services. For instance, software for reading news
feeds is capable of grouping news by topics, search engines find
documents with information of value for the user and mailing
services filter spam messages automatically. Various algorithms
are used for clustering and classification of text data; most popu-
lar are k-means, SVM, neural networks. An upcoming trend in
automatic processing of texts is development of probabilistic
topic modelling algorithms.

Topic modelling is a method of building of a topic model of a
text documents collection. The topic model sets the ratio between
topics and documents in the corpus of texts. For the first-time
topic modelling was described in the paper by C. Papadimitriou,
P. Raghavan, H. Tamaki, and S. Vempala in 1998 [1]. Thomas
Hoffman in 1999 proposed probabilistic latent semantic indexing
(PLSI) [2]. One of most popular topic models is Latent Dirichlet
Allocation (LDA), this model is the generalization of probabilis-
tic semantic indexing and was developed by David Blei, Andrew
Ng and Michael I. Jordan in 2002 [3]. Other topic models are
usually an extension to LDA. Fig. 1 is an example of building a
topic model of a document.

Algorithms of topic modelling are oriented at the work with
a natural language text. Initial solutions were based on a sugges-
tion that text is a “bag of words”, i.e. word order in the text is of
no value. Further models have successfully implemented algo-
rithms that consider dependencies between words with the help of
latent Markovian models. The review [4] considers five primary

Wikipedia
articles
editors
Russian

linguistics

4
March 17. The collective of editors on the project issued a press release on that, acconding to

[ingisics

4

Fig. 1. Building a topic model of a document: p(w|t) — matrix of sought-for conditional distributions of words by topics; p(t|d) — matrix of sought-for
conditional distributions of topics by documents; d — document; w — word; d, w — observable variables; t — topic (latent variable)
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classes of probabilistic topic models: basic, taking into account
relations between documents, taking into account relations be-
tween words, temporary, teacher-taught.

Availability of text corpora will make it possible to develop
systems for automatic Natural Language Processing, as well as
topic modelling algorithms. When developing a topic model, one
shall consider language features of texts. A Russian text corpus,
which is distributed through a free license, is necessary for devel-
opment of topic modelling methods operating with the Russian
language.

Corpus linguistics is a complicated linguistic discipline, which
has formed in the last decades based on computer equipment. It
studies the construction of linguistic corpora, methods of data
processing in them and their generation and usage technology
proper. “A corpus is a reference system based on an electronic
collection of texts composed in a certain language” — such defini-
tion of the text corpus is available on the website of the Russian
National Corpus [5]. The study [6] notes the following: “Corpora,
as arule, are designed for repeated use by many users; therefore,
their markup and their linguistic support shall be unified in a
certain manner”. Feasibility of establishment and sense behind
using the corpus depend on the following premises:

1) sufficient (representative) volume of the corpus;

2) data of different type is contained within the corpus in their
natural context form;

3) once developed and prepared, data store may be used re-
peatedly.

First-order corpora are a collection of texts with a common
feature, for instance, source, author, place of publication. A special
text corpus is a balanced corpus, representative, as a rule, small,
identifiable to a certain research task and designed for use mainly
for purposes that are in line with composer’s ideas. Text corpora
or corpus, large collection of documents, dataset, as specified in
the paper [4], are synonymic concepts.

The purpose of this paper is to create a special Russian text
corpus SCTM-ru, suitable for study of algorithms of probabilis-
tic topic modelling. Let us specify requirements to the created
corpus. The corpus shall be distributed through a free license,
the quantity of documents shall be sufficient for research, and it
shall contain the following:

e original text of documents;

e dates of described events;

e authorship information;

e topics.

Let us consider the opportunity of using existing text corpora
for purposes of testing topic modelling algorithms.

REVIEW OF TEXT CORPORA
AND DATASETS

The Russian National Corpus (RNC) [5] contains more than
335 K documents in Russian, which divided into sub corpora.
It includes 180 K texts of the Newspaper Corpus. A license
agreement shall be signed to use the offline version of the main
corpus (1 M tokens).

The OpenCorpora [7, 8] contains around 3 K documents in
Russian, 93 K marked sentences, 10 data sources, some docu-
ments contain information about the author and date of described
events. Linguistic information, such as morphological, semantic
and syntactic, is assigned to text parts. The corpus is not suitable
for objectives of building temporal and author-based models,

since not all documents of the corpus contain information about
the author and the date of the events.

The Associated Press [9] corpus contains 2 K documents in
English. Corpus documents are not labelled with a date of a de-
scribed event, publication author, and document category. The
corpus is applicable to research a limited quantity of topic model-
ling algorithms.

The New York Times Annotated Corpus [10] is a large English
text corpus of newspaper articles and news distributed through
a closed license.

20 Newsgroups [11] is a collection of news in English,
prepared to research algorithms of automatic text processing.
20 Newsgroups contains around 20 K documents. Data about
authors and date of publication that is important for building topic
models is not marked up. Preliminary processing of news text is
required for use in topic modelling.

Reuters Corpora [12] is a large English news corpus. Three
datasets contain more than 3 M news. It is distributed through a
limited license only for scientific research and is provided only
upon signature of the license agreement. There is an earlier ver-
sion of the corpus named Reuters-21578 [13], which is popular
for testing algorithms of automatic text processing and is distrib-
uted through a limited license, being available for offline analysis.

The computer corpus of texts from Russian newspapers of
the end of the 20th century [14, 15] was established in 1999; it is
currently developed and researched using grants of the Russian
Foundation for Basic Research. The corpus is designed to analy-
ses linguistic features (vocabulary, morphology, syntax, phrase-
ology, stylistics) of the contemporary newspaper language. The
corpus contains 23 K texts of full issues of 13 different Russian
newspapers in Russian. The corpus includes 11 M tokens.

The corpus of the Russian literary language [16, 17] is rep-
resented in the form of an array of morphologically annotated
texts in the Russian literary language. The corpus includes more
than 1 M tokens with a balanced genre composition.

The Helsinki Annotated Corpus of Russian texts HANCO
[18] — the corpus contains morphological, syntactic and func-
tional information about texts with total volume of 100 K texts
retrieved from the magazine “Itogi”. Rights to full texts of maga-
zine articles belong to owners.

Table represents comparison of algorithms of topic modelling
of corpus characteristics that are important for research: corpus
language, distribution license, availability for download and re-
search on computers with no access to Internet, data on author,
data on date of described events, text topic. Considered text cor-
pora do not fully meet the requirements specified in this paper.
The developed special corpus for topic modelling SCTM-ru is
distributed through a free license, the language of the corpus is
Russian, it contains data on authorship, the date of the events,
topic affiliation of documents, is available for download and
research on computers with no access to Internet.

TECHNOLOGY OF SCTM-RU
CORPUS DEVELOPMENT

The technological process of corpus development includes
the following steps:

1) source detection;

2) preliminary processing of document texts;

3) markup of parameters of each document in the corpus;

4) provision of access to the corpus.
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Table. Comparative table of text corpus characteristics

Open Available Data on| Data .
Corpus | Language| .. for Topics
license author [on date
download

RNC Russian - - + - -
Open Russian + + + + -
Corpus
Associated .

+ + - -
Pross English
The New
York Times .

— — + + +
Annotated English
Corpus
20 News- English + + - -
groups
Reuters .

— — + + +
Corpora English
Russian
Literary Russian - - - - -
Language
Corpus
HANCO Russian — — - -
SCTM-ru Russian + + + + +

In accordance with the indicated requirement to availability
of corpus data, texts used as content shall be distributed through
a free license, available for download and free use.

As result of preliminary processing of texts and markup of
parameters of each document, the corpus shall store and mark
up in a certain way the information necessary to construct topic

models. Information that was unclaimed in topic modelling shall
be excluded from the corpus, as useless.

Various objectives of topic modelling may require a certain
procedure of data arrival into the topic modelling system, from
successive for temporal models, to one-off for regular topic mod-
els. Therefore, to provide access to the corpus, it is sufficient to
provide an opportunity for its download and subsequent use in
accordance with specific objectives of the researcher.

SOURCE OF DATA FOR SCTM-RU CORPUS

We suggest using the international news website “Russian
Wikinews” (Wikinews) as a data source, where texts of articles
are distributed through a free license of Creative Commons At-
tribution 2.5 Generic, are available for download and analysis on
any computers, including computers with no access to Internet.
Papers [19, 20] specify advantages of wiki-resources, such as
Wikidictionary and Wikipedia, for use as a source of data for
research purposes. Wiki-resources are websites of the second
generation of Internet characterized by the fact that many ordi-
nary users were involved to develop their content, and those us-
ers help to expand them and update information. Large volume,
continuous expansion, neutrality of opinions, and availability
are among the advantages of all wiki-resources, including Wiki-
news.

Wikinews is a brother project of large Wikipedia designed to
write news articles. The example of a Wikinews article is shown in
fig. 2. A signature feature of the Wikinews website compared to
any other news website is the fact that any person may take part in
creating a piece of news. Rules of Wikinews require writing news
from a neutral point of view, in unbiased form, selecting material
and relevant topics, using valid sources.

r-‘@‘%\ Article | Collaboration | Opinions
WIKINEWS

Main page

Wikinews is written by people like you.
Find a current topic you'd like to see Wikinews cover, create an account and write an
article on it!

Russian Wikipedia reaches a quarter million articles

Creale account Eog in

Read View source | View history |Search Q

[dismiss]

Mewsroom

8 _—
Recent changes {"I This zrticle
Random article

Archives Tuesday, March 18, 2008

Free use media upload

one of its projects, or people relsted to it. Wikinews is s project of the Wikimedia Foundation

Wikinews

Help

Write an article
Water cooler
Style guide
Live chat
Donate
Contact us

Regions

Africa

Asia

Central America
Europe

Middle East
MNaorth America
Oceania

South America

In otherlanguages  £¥

The Russian Language edition of Wikipedia reached the milestone of 250,000 articles on
Monday, March 17. The collective of editors on the project issued a press release on
that, according to which the jubilee article was determined to be “TeHaepHan
NUHrBMCTURE" (Gender linguistics) created by ru-wiki user Koryakov Yuri.

In the extent of 7 years of its life. the Russian Wikipedia has become the largest Russian
=L Language encyclopedia of all time, as well as the largest in the Runet (Russian-spoken

BMK]{HEJ:[MH Internet). The closest printed rival is the Terra (“Teppa”) encyclopedia published in 2006

Coofiodnas SHIUKAONENS  which features 160 000 articles in 62 volumes. It is followed by 1906 Brockhaus and

Efron Encyclopedic Dictionary which has 121 240 ariicles in 31 volumes.
Image: Kalan, Mohat,

VWikimedia Foundation. Russian Wikipedians estimate that around 30 thousand people participated in one or

another way in the ru-wiki so far. Russian Wikipedia is now a major source of information

for Russian-speaking people: a poll indicated it recently to be 12th most visited site within
the Runet, another poll of about 1000 people found out 32% of them were considering Wikipedia a crucial
informational tool. During last February (2008) there were over 4.8 million hits to ru-wiki's main page registered
(about 163 thousand per day).

Russian language Wikipedia is the 11th in quaniity amongst other language ones, 13th in the number of
participants and the 5th in "depih” parameier in 100 000+ category, says the press release.

Fig. 2. Article ,,50,000 Articles in Russian Wikipedia“ on website of Russian Wikinews
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XML-file of Wikinews data base export includes the follow-
ing XML-elements:

+ <page> — group of news article elements;

+ <title> — article title;

— <ns> — identifier or name of a namespace, the element is in-
tended to separate primary articles from internal ones, zero cor-
responds to the primary namespace;

+ <id> — unique article ID;

+ <revision> — group of elements of the relevant article ver-
sion;

— <id> — primary revision key used to monitor article changes;

— <parented> — parent article ID;

— <timestamp> — date and time of article revision creation;

+ <contributor> — group of article authorship elements;

— <username> — article author name;

+ <id> — unique article author ID;

+ <text> — article text with elements of wiki-markup;

— <shal> — article hash code produced by Secure Hash Al-
gorithm SHA-1, used to monitor versions;

— <model> — model of article content, in this case wikitext;

— <format> — format of article data, in this case text/x-wiki.

For topic modelling objectives the information, which is con-
tained in elements marked with (+), is necessary. Elements that
contain information, which is not used in topic modelling algo-
rithms are marked with (-). Example of a part of XML-tree of
Wikinews data base export file is shown in fig. 3.

PRELIMINARY PROCESSING OF WIKINEWS DATA

In the export file of Wikinews the articles are sorted accord-
ing to the revision creation date <timestamp>, this date is not
related to the date of the described events. Authors are recom-
mended to specify the date of the events in the article text, using
wiki-markup. The example of wiki-markup of the date {{: Date
| December 24, 2005} } is shown in fig. 4 inside the element

<text>. Some articles in the export file of Wikinews does not
contain the date of the events in the wiki-markup, but at the
same time it is specified in the text or in the category. To save
maximum information required for topic modelling algorithms,
the date of the events was, where possible, restored from the text
and categories. In 455 articles it was not possible to restore the
date of the events, these articles are selections of news that oc-
curred on the same day, in different years, and present no value
for constructing topic models, and they were excluded from the
corpus. Documents of the SCTM-ru corpus are sorted by the date
of the events, from old to new ones.

The export file of the Wikinews database contains informa-
tion about the author of the last article revision. We use such in-
formation as authorship ID for constructing author-topic models.
Since 58 pieces of Wikinews do not contain the author data, and
articles are valuable, the technical decision was made to assign a
unique author ID — 2 — to these articles and include the latter into
the SCTM-ru corpus.

The text of the Wikinews article contains references that
are arranged in a certain way. References are divided into three
groups: internal — a tool to relate pages inside the language sec-
tion of Wikipedia, interlingual links (interwiki) — means to orga-
nize connections between various wiki-systems in Internet and
references to pages of brotherly wiki-projects (for instance, to
Wikipedia). The article text enclosed within double square brack-
ets is an internal reference. If the case of the referring word or
token does not match with the nominative case, there is a line
within double square brackets, to the left of which there is the
nominative case of the reference text, and to the right — the text
that corresponds to the sentence grammar. Topic modelling al-
gorithms consider the number of each word lemma entries into
the text, in internal references each word has two entries in
different wordforms and will be taken into account twice in
the topic model, thus having perverted frequency characteris-
tics of the model. Documents of the SCTM-ru corpus contain

<?xml version="1.8" encoding="utf-8"2>
<page>

<ns»B</ns»<id>1823408</1d>

linguistics) created by
== 5Sources ==

[[Category:Russia]]
[[Category:Internet]]
[[Category:Wikipedia]]
[[Category:Wikimedia Foundation]]

</revision:
</page>

<titler»Russian Wikipedia reaches a quarter million articles</title>

<revision»<id>625827</id><parentid»>625026</parentid><timestamp>26888-04-26T18:47:46Z</timestamp>
<contributor»<username>Cirt</username»<id>17538</id»</contributors
<comment>{{archived}}</comment><model>wikitext</model><format>text/x-wiki</Tormat>
<text xml:space="preserve"»{{WikimediaMention}}{{date|March 18, 2808}}

The [[w:Russian Wikipedia|Russian Language edition]] of [[Wikipedia]] reached the milestone
of 258,88@ articles on Monday, March 17. The collective of editors on the project issued a
[[w:ru:Buxunegus:Mpecc-penns/ 258K |press release]] on that, sccording to which the jubilee
article waes determined to be "[[w:ru:leHpepHas nWHrBMCTWKE | Fengepran auHreucTuka]]” (Gender
"'ru-wiki'' [[wiru:User:Koryakov Yuri|user Koryakov Yuri]].

[[es:La Wikipedia en ruso llega al cuarto de milldn de articulos]]
[[ru:Pycckaa BukvnenuwA Habpana Y4ETEEpTh MUNAMOHE CTaTed]]</texts
<shal>B8kcIgdebyos4juese@goslhmtoz4iuxs/shal>

Fig. 3. Example of XML-article ,,50,000 Articles in Russian Wikipedia“ on website of Russian Wikinews
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<?xml version="1.8" encoding:"utf—S"?ﬂ
<page>

<id»102348</id>
<userid»17538</userid>

<category>Wikipedia</category>
<category>Russia</category>
<category>Internet</category>
<data>18 March 2008</data>
<text>

</text>
</page>»

<title>Russian Wikipedia reaches a guarter million articles</title>

<category>Wikimedia Foundation</category>

The Russian Wikipedia of Wikipedia reached the milestone of 250,800 articles on
Monday, March 17. The collective of editors on the project issued a press release
on that, according to which the jubilee article was determined to be “TeHgepHas
nuHrencTuka™ (Gender linguistics) created by

"ru-wiki'' user Koryakov Yuri.

Fig. 4. Example of XML-document ,,50,000 Articles in Russian Wikipedia® in SCTM-ru corpus

only that part of the reference that corresponds to the sentence
grammar.

News shall be accompanied with references to a documentary
source. They are usually divided into four types: other articles of
Wikinews, external links to online-sources, citations of printed
media and websites with reference or related information. For the
section of the article “Sources” they use wiki-markup == Sources
== (see example in fig. 4). For purposes of topic modelling, links
to sources are of no big value, therefore the decision was made
to exclude them from the SCTM-ru corpus.

The important element of Wikinews markup and important
data for constructing topic models is information on categories,
to which the article is related. Categories of the article are de-
fined by its author.

Software was developed in C# language, the development
environment is Visual Studio Express 2013, for preliminary pro-
cessing of texts. Regular expressions were used to search within
the export file of Wikinews. The software is multi-modular, each
module performs one certain operation. The software receives
the initial XML-file as an input, specially prepared regular ex-
pressions sequentially search through the file looking for a match
by the template, and an XML-file is created with changes made
within one iteration at the output. To preserve integrity of initial
data, each search through the initial XML-file makes only a few
changes that are thoroughly checked by the system administra-
tor, afterwards the software is started with another processing
module.

Multi-modular software was developed to calculate statistics
of the SCTM-ru corpus. The document count module analyses
the XML-tree of the corpus, retrieves unique IDs for each docu-
ment and counts their total. The author count module retrieves a
list of unique IDs of Wikinews article authors and counts their to-
tal. The category count module retrieves unique categories from
the XML-tree of the corpus and counts their total. The module
for processing of the dates of the events described in articles
analyses the XML-tree of the corpus, retrieves information on
the date of the event of each document, counts unique values,
finds the earliest and latest dates of the document.

To count vocabulary of the SCTM-ru corpus, a module was
developed using regular expressions and MyStem software. The
module takes the text from specified elements of the XML-tree

(title, text), regular expressions from the text retrieve all sequenc-
es of Russian alphabet letters. In the process of word count the
sequence of Russian alphabet letters separated from other letters
with something other than letters (punctuation marks, blanks) is
a word. MyStem software was used to determine the word lem-
mas. MyStem software performs morphological analysis of the
text in Russian. Hypotheses are generated for the words that are
absent in the dictionary [21].

SCTM-RU CORPUS MARKUP

As SCTM-ru corpus storage format, XML (eXtensible Mark-
up Language) was chosen, as one of most convenient formats
for use in software environment and conversion of data into
other formats. XML features make it possible to save the text of
the initial Wikinews article and highlight additional parameters
of the document.

XML-file of the corpus (SCTM-ru) consists of the following
elements:

» <page> — group of document elements;

* <title> — document title;

* <id> — unique document ID;

* <userid> — unique author ID;

* <category> — document category;

e <date> — date of document events;

» <text> — document text;

Example of one document markup in SCTM-ru corpus is
shown in fig. 4.

The document title (title) is separated from the document text,
since title words may be given higher priority in construction of
a topic model.

The unique article author ID (userid) is a parameter neces-
sary in author-topic models. The Author-Topic over Time model
[22] is an extension to LDA, where distribution of authors, topics
and documents in time is evaluated in process of model con-
struction.

Document categories (category) are categories specified by
the article author. For instance, in fig. 4 in the article ,,50,000 Ar-
ticles in Russian Wikipedia“ the ,,Russian Wikipedia“ category is
specified. Information on the category is important for topic
modelling, therefore saved in the SCTM-ru corpus, see fig. 4.
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Auvailability of information on documents belonging to categories
will make it possible to automatically check accuracy, complete-
ness, exactness of tested topic modelling algorithms. Information
on the document categories may be used in Labeled LDA models
described in [23].

The date of the events described in the article (date) is used to
build temporal topic models. Example of the model using the date
under the title ,,Topic over Time — TOT* is shown in the paper
[24]. When a temporal model is constructed, apart from standard
distributions of words among topics and topics by documents, one
shall assess distribution of each topic over time, which makes it
possible to track and display dynamics of topics variation over
time.

The document text (text) corresponds to the initial article text.
We purposefully leave the initial text without any change, with-
out its conversion into a model of a ,,bag of words®, and without
linguistic processing, to make it possible to study unique features
of the Russian language. Information on the sequence of words in
the document text is used in the models that consider mutual oc-
currence of words. For instance, the model titled Hidden Topic
Markov’s Model — HTMM described in the paper [25] is based
on suggestions that words in the sentence structure, as well as
sentences themselves are related to one common topic, and the
topics of words in the document produce a Markov's chain. As a
result of work the HTMM reduces ambiguity of words, widens
topic understanding.

CONCLUSION

As aresult of the work done, a special Russian corpus of texts
was prepared (SCTM-ru), which is suitable to test various algo-
rithms of probabilistic topic modelling. The objectives set for the
work were achieved: SCTM-ru corpus contains original texts of
documents in Russian, information on date of events described in
the document, information about author and categories, to which
the document is related, is available for download and use on
devices with no access to Internet.

The source of corpus data is the international news website
“Russian Wikinews”. The SCTM-ru corpus contains 7 K docu-
ments, 185 authors, almost 12 K unique categories. Events de-
scribed in the documents are distributed among more than 2 K
unique dates, from November 2005 to June 2014. The SCTM-ru
corpus contains 2.4 M tokens that consist of Russian letters only.
The corpus vocabulary includes 150.6 K unique wordforms,
59 K unique lemmas.

The volume of the developed corpus gives ground to sug-
gest its representativeness for various tasks of automatic process-
ing of natural language texts. As noted in the paper [26], “It is
not reasonable to wait until someone balances the corpus sci-
entifically before using it, and it would not be prudent to assess
results of corpus analysis as “not well-founded” or “irrelevant”
just because one cannot prove that the used corpus is “balanced”.
Variety of events described in the SCTM-ru corpus and large team
of article authors (21 K members) justify the suggestion on its
balance. One may be convinced of corpus balance after analysis
of internal features and construction of topic models.

The suggested technology of text corpus development for
objectives of topic modelling makes it possible to expand the
SCTM-ru corpus due to new articles. Similarly, language cor-
pora may be established in any language from 33 languages pre-

sented in Wikinews. Within the proposed format collections and
corpora may be created from various sources of data, at the same
time only information required for topic modelling algorithms
shall be kept.

Then on the basis of the developed corpus the features of
existing variations of topic modelling algorithms will be studied,
new algorithms will be developed, which take into account lin-
guistic features of the Russian language. The SCTM-ru corpus is
distributed through an open license and is available for download
at <www.cims.ru>.
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Kopnyc TeKCTOB PyCCKOro si3bIKa
JIJISl TECTUPOBAHUSA AJITOPUTMOB
TEMATHYECKOI0 MOJCTUPOBAHUS

Kapnosuu C. H.
AO «Onmumm»
Mocksa, Poccns
cims@yandex.ru

Annomanus. IpenioxeH cnenuaabHblil kopmyc TekeroB SCTM-
r'u J1sl TeCTHPOBAHMSI AJITOPUTMOB TeMATHYECKOI0 MOJeJTHPOBAHMSI.
B yciioBHSIX cTPeMHUTEIBLHOIO POCTA KOJNYeCTBA HH(POPMAIMOHHBIX
JAHHBIX OCTPO NPOSIBJsieTcs MpodiieMa pa3padoTKU HHCTPYMEHTOB
U CHCTeM /ISl KX aBTOMaTH4ecKoii 00padoTku. 115 co3naHus cucTeM
M TECTHPOBAHHS AJITOPUTMOB JA0/IKHBI CylIeCTBOBATh MOAX0AsIHe
HaGopsb! JaHHBIX. Heo0xonnmo Haimune ¢cBOOOAHBIX KOJIEKIU 10-
KYMEHTOB, TEKCTOBBIX KOPIIYCOB HA PYCCKOM SI3bIKe ISl HCCJIe0Ba-
HHI{ METO/10B AaBTOMATHY€CKO 00pa00TKH TEKCTOB HA €CTECTBEHHOM
sI3bIKE € y4eTOM JIMHIBUCTHYECKHX 0co0eHHO Teii si3bika. O003Have-
HbI TPeOOBAHMS K CIIEUAJIBHOMY KOPIIYCY: OH 10JIZKEH PaclpocTpa-
HATHCS 10 CBOOOTHOIH JTHIEH3HH, KOJUIeCTBO JOKYMEHTOB J0TKHO
ObITH 1I0CTATOUHBIM /115l HCCJII0BAHHS, I0JI’KEH COAEPIKATh TEKCThI
JOKYMEHTOB HA eCTeCTBEHHOM sI3bIKe, a TAK¥Ke BOCTPe0OBAHHYIO
B AJITOPUTMAX TeMaTHYeCKOr0 MOJeTHPOBAHUSI HHPOPMAIHIO.
IIpoBenen cpaBHUTEIBHBIH AHAIN3 KOPIYCOB HA PYCCKOM M HHO-
CTPAHHBIX SI3bIKAX, BBISIBJCHO HECOOTBETCTBHE XaPAKTEPUCTHK
CYHIeCTBYIOIIHMX KOPITYCOB 0003HAYeHHbIM TPeOOBAHUSIM.

Kniouegvie cnosa: TeKCTOBbI KOpPIYC, TeMATHYeCKAs] MOJIeJIb,
00pa0d0oTKa ecTeCTBEHHOTO SI3bIKA, PYCCKHIi SI3BIK.

JINTEPATYPA

1. Papadimitriou Ch. H., Raghavan P., Hisao Tamaki, Vempa-
la S. Latent semantic indexing: A probabilistic analysis.— 1998.

2. Hoffman Th. Probabilistic Latent Semantic Indexing //
Proc. 22 Annual Int. SIGIR Conf. Res. Dev. Inform. Retrieval,
1999.

3.Blei D.M., Ng A.Y., Jordan M.1. Latent Dirichlet Alloca-
tion // J. Mach. Learn. Res. 2003.

4.Daud A., LiJ., Zhou L., Muhammad F. Knowledge discov-
ery through directed probabilistic topic models: a survey // Proc.
Front. Comput. Sci. Chin. 2010. P. 280-301.

5. HaumnonansHseIi kopryc pycckoro sizsika HKPS. URL:
www.ruscorpora.ru (nara oopamienus 12.01.2015).

6. 3axapos B.Il. MexnyHapoaHble CTaHIAPTHI B 00JIACTH
KOPITyCHOM JIMHIBUCTHKH // CTPpYKTYpHas ¥ NIPHUKJIaHas JINHT -
Buctuka. 2012. Ne 9. C. 201-221.

7. I'panosckuii 1. B., bouapos B. B., buunnesa C. B. OTkpsI-
THII KOPITYC: MIPUHIIHITEI PAOOTHI U IIepcleKTUBEI / KomibroTep-
Has JTUHTBUCTHKA M Pa3BUTHE CEMaHTHUYECKOTO TMoucka B MH-
TepHeTe: Tp. Hayd. cemunHapa XIII Beepoc. O6benmaeH. kKoHb.
«HaTepHET M coBpeMeHHOE obmecTBo». Cankt-IletepOypr,
19-22 okt. 2010 r. /mox pex. B. 1. Pybamxuna.— CII6., 2010.
9% c.

8. OtkperThIii Kopiryc. URL: opencorpora.org (mata ooparie-
Hus 10.01.2015).

9. Small corpus of Associated Press. URL: www.cs.princeton.
edu/~blei/lda-c (nara obpamenus 6.01.2015).

10. The New York Times Annotated Corpus. URL: catalog.
ldc.upenn.edu/LDC2008T19 (mara obparmenus 14.01.2015).

11. The 20 Newsgroups data set. URL: qwone.com/~jason/
20Newsgroups (mata obpamenns 24.01.2015).

12. Reuters Corpora. URL: trec.nist.gov/data/reuters/reuters.
html (mara oopamienus 24.01.2015).

13. Reuters-21578 Text Categorization Collection Data Set.
URL: archive.ics.uci.edu/ml/datasets/Reuters-21578+Text+
Categorization+Collection (1ata oopamienus 24.01.2015).

14. Bunorpanosa B.b., Kykymkuna O. B., Ionukapros A. A,
Caguyk C. O. KomnbroTepHslil KOpIyc TEKCTOB PYCCKUX Ta3eT
koHIa 20-ro Beka: Co3JaHHe, KaTeropu3anus, aBToMaTu3npo-
BaHHBIN aHaIH3 S3BIKOBBIX 0coOeHHOCTEH // Pycckuil sI3bIK:
HCTOPUYECKHE CyIbOBI 1 COBPEMEHHOCTh: MeXayHap. KOHIPecc
pycucToB-uccienoBareneii. Mocksa, gpronormndeckuii -t MI'Y
uM. M. B. Jlomonocosa 13-16 mapra 2001 . Tpynsr u marepua-
761, — M.: U31-Bo Mockos. yH-Ta, 2001. C. 398.

15. KoMIbIOTEpHBIN KOPITYC TEKCTOB PYCCKHUX Ta3eT KOH-
a XX Beka. URL: www.philol.msu.ru/~lex/corpus/corp_descr.
html (nara o6pamenus 24.01.2015)

16. Bennos A. B., I'pynesa E. B. O kopmyce pycckoro aure-
parypHoro si3bika (narusco.ru) // Pyc. muarsuctuka. 2009. T. 33,
Ne 2. C. 195-209.

17. Kopnyc pycckoro nureparypHoro sizbika. URL: www.
narusco.ru (mara oopamienus 24.01.2015).

18. XenbCUHKCKUI aHHOTUPOBAHHBIA KOPITYC PYCCKUX TEK-
ctoB XAHKO. URL: www.helsinki.fi/venaja/russian/e-material/
hanco/index.htm (mara o6pamenus 24.01.2015).

19. Krizhanovsky A. A., Smirnov A. V. An approach to auto-
mated construction of a general-purpose lexical ontology based
on Wiktionary // J. Comput. Syst. Sci. Int. 2013. Vol. 52, Ne 2.
P. 215-225.

20. CmupHoB A. B., Kpyrnos B. M., Kpuwxkxanosckuit A. A.,
Jlyrosas H.b., Kapnos A. A., KunsitkoBa 1. C. Konuuectsen-
HBII aHaM3 Jiekenku pycckoro WordNet u Bukuciosapeit / Tp.
CIIMUPAH. 2012. Bem. 23. C. 231-253.

21. IIporpamMma MOp(oTOrHYECKOro aHaIN3a TEKCTOB Ha pyc-
ckoMm s3eike MyStem. URL: api.yandex.ru/mystem (mata obpa-
mennst 12.12.2014).

22. Xu S., Shi Q., Qiao X. et al. Author-Topic over Time
(AToT): a dynamic users’ interest model, in Mobile, Ubiquitous,

Humennekmyanvhovle mexnonozuu na mparncnopme. 2018. Ne 1 18



Intellectual Technologies on Transport. 2018. No 1

and Intelligent Computing.— Berlin (Germany): Springer, 2014.
P. 239-245.

23. Ramage D., Hall D., Nallapati R., Manning C.D. Labeled
LDA. A supervised topic model for credit attribution in multi-
labeled corpora // Empirical Methods Nat. Lang. Proc. 2009.
P. 248-256.

24. Xuerui Wang, McCallum A. Topics over Time: A Non-
Markov ContinuousTime Model of Topical Trends // Proc. 12th

ACM SIGKDD Int. Conf. on Knowledge Discovery and Data
Mining, Philadelphia, USA, Aug. 20-23, 2006.

25. Gruber A., Rosen-Zvi M., Weiss Ya. Hidden Topic Mar-
kov Models // Proc. Artificial Intel. Statistics (AISTATS), San
Juan, Puerto Rico, USA, March 21-24, 2007.

26. 3axapos B.II., Azaposa 1. B. [Tapamerpusanus cnemu-
AITBHBIX KOPITYCOB TEKCTOB // CTPYKTypHAast M TPUKIIAHAS JIUHT -
BUCTHKA: MEXBY3. ¢0. B 9.— CI16.: CII6I'Y, 2012. C. 176-184.

Humennexkmyanwvnvie mexnonozuu na mpancnopme. 2018. Ne 1 19



Intellectual Technologies on Transport. 2018. No 1

MoaesupoBaHue pomeccoB
HA OCHOBE IOCJICA0BATEIHLHOI0
runepPpaxkrajbHOr0 pacnpeaejieHus

CwMmarun B. A.
Boenno-kocmuueckas akagemus um. A. @. Moxalickoro
Cankr-IlerepOypr, Poccus
va_smagin@mail.ru

Annomauyusn. ®paxraibl, Teopusi GpaKTanoB NPUMEHSIOTCS IPH
ONMCAHUU PA3JIMYHBIX SIBJIEHHUI — OT OHOJOrHYecKHX 10 KBAHTOBO-
MexaHnveckux. Ilpenioxkena mareMaTnyeckasi Moje/Ib MpeaCTaB-
JICHHs IPOLIECCOB B BH/IE NOC/Ie0BATEILHOIO THIIeP(PAKTAILHOIO
pacnpenenenusi. Ona 6asupyercst Ha MoJeJ M KBAHTOBaHUS UH(OP-
MallMH{ U THIePAedbTHOM pacnpesie/leHHH BeposiTHOCTel, paHee
npenioskeHHoM aBTopoMm. [liist popmMupoBaHusi mocJie10BaTe IbHOCTH
NpelI0KeHO HeJIMHelHOe HHTerPajlbHOe YPABHEHUE ¢ Le109HCIICH-
HBIM sigpoM. 1o Hemy HaxoaaTcs 6a30BbIii GppakTad u cydoppak-
Taabl (K1acTepbl). PaccMoTpen npumep /s paBHOMEPHOTo pac-
npeneaeHnsi. OueHeHbl BEPOSTHOCTHbIE U SHTPONUIiHbIE CBOIiCTBA
KOMIIOHCHTOB pa3/io:keHUsl. PekOMEeH10BaHO HCII0/Ib30BATH MOIXO0
B METPOJIOTHM, TEOPUHM UH(POPMALMHU U TeopHH 3(PPeKTHBHOCTH.

Knruegvie cnosa: nociieoBareIbHOCTH (PAKTAIOB, CYyODpak-
Tall, BEPOSITHOCTHBIE CBOICTBA, JHTPONMITHbIE CBOICTBA, JeTePMHU-
HHPOBAaHHBIE U C/IyYaiiHble Mpouecchl.

BBEJEHUE

B xHUTE M3BECTHOTO HOPBEKCKOTO (PU3MKA JTACTCS SICHOE
U MIPOCTOE M3JIOKEHHE MaTeMaTHIECKUX CBOHCTB ()PAKTAIOB
U OTHCBIBAIOTCS MPUIOKEHNS TEOPUH (PAKTaJIOB B THIPOIHU-
HaMHUKE, OKEaHOJIOTUH, THPOJIOTHH, B UCCIEJOBAaHUH MEPKOJIS-
IIHOHHBIX MporieccoB u p. [1]. Kpome Toro, mpuBoasTCS METOMBI
KOMITBIOTEPHO# rpaduKkm.

VYka3aHHBIM UCTOYHUK PEKOMEHIYETCS ISl aCIIUPAHTOB
U CTY/ICHTOB, )KEJIAIOIINX 03HAKOMHTBCS C Teopuel (pakranos
U TIPUMEHSITH €€ TIPU OMMCAaHWU Pa3InYHBIX SBJIEHHUI — OT OHO-
JIOTHYECKHX JI0 KBAHTOBOMEXaHHUECKHX.

@pakran (ot sar. fractus — qPOOIEHBIH, CIIOMAaHHbIH, pa30u-
TBII) — 3TO MHOXKECTBO, 00J1a/1at0IIee CBOHCTBOM CaMOTIOA00MS
(0OBEKT, B TOYHOCTH MIIM IPHOIMKEHHO COBITAIAIONINI C YaCThIO
camoro ceos, T. e. Ilesioe uMeeT Ty ke hopmy). Cozmanue Teopun
(pakTanoB U METOJOB €& MPUMEHEHUS PUHAICKUT U3BECT-
HOMY y4EHOMY — aBTOpy OombIioro nukia pador b. Manmens-
oporty [2].

Lenpro TaHHOM CTAaThU SIBISETCS MOMBITKA MPEUIOKUTH OIUH
13 BO3MOXHBIX MaTeMaTH4eCKHX METO/I0B MOJICIUPOBAHUS Jie-
TEPMUHUPOBAHHBIX U CIy4YailHBIX MPOLECCOB, UEST KOTOPOTO
BOCXOJIUT KaK K paboTe aBTopa [3], Tak U K Haee MpUMEeHEHUs
¢dpakranos, u3noxeHHoH B [1, 2]. OHa COCTOUT B TOM, YTOOBI
pa3paboTarb NpuOIMKEHHBIA METOJ NCCIICAOBAHNS JICTCPMHU-
HUPOBAHHBIX U CITyYalHBIX IIPOIIECCOB, C KOTOPBIMH TECHO CBS-
3aHBI PUKJIAIHBIC METOBI COBPEMEHHOIN HAyKH TEXHUIECKOTO
1 nHPOPMAIIMOHHOTO TTpodust. B Gomee mpocToM moHNMaHUH —
CBSI3aTh HayKy O (ppaxTajax ¢ Teopueil BEepoATHOCTEH 1 TEOpHeH
nH(popmanun. [Ipu 3TOM aBTOp HE IPETEHIyeT Ha CO3AaHKE Ha-

by6nos B.II.

[TetepOyprekuii rocyIapCTBEHHBIN YHUBEPCUTET
myTeit coobmenus Mimmneparopa Anexcanpa |
Cankr-IlerepOypr, PO
bubnov1950@yandex.ru

YYHOM TEOpuH, a U31araeT CBOE MOHUMAHNE Ha MPOCTHIX MPH-
KJIaIHBIX TpUMepax.

CYTh METOJA

B crartbe [3], mocBSIIEHHOI pa3pabOTKe OMHON M3 MOeIeh
MCCIICZIOBAaHUSI HEMapKOBCKUX IPOIECCOB B TCOPHH HAIEKHO-
CTH ¥ MacCOBOM OOCIyXMBaHHH, ObITIa TIpeiokeHa MapKoB-
CKasi MOZIeTh THTIIEPICIBTHOTO pacpeaeieHus (cM. Takke [4]).
OHa oCHOBaHa Ha METOJC PAaBCHCTBA HAYAJHHBIX MOMECHTOB
TEOPETHUYECKOTO ¥ alPOKCUMHPYIOLIETO paclpeeeHuil Teo-
PHUH BEPOATHOCTEH. 31eCh 3Ty HACIO TpeAIaraeTcs MpUMEHUTD
K IMOCTPOCHHUIO MPHOIMKEHHOTO MOCIIEI0BATEILHOIO pacipe-
JIeNICHHsI, TIOCTPOEHHOT'0 Ha BBIJICIICHUH 0a30BOr0, OCHOBHOTO
(pakTana 1 COBOKYIHOCTHU cyO(dpakTanoB Oonee HU3KOTO paHra
10 CPAaBHEHHMIO ¢ 0a30BbIM (ppakTajoM. 3aTeM Ha OCHOBE JIeNbTa-
dyHkiuit Jlupaka cTpOUTCS MTIOTHOCTD BEPOSTHOCTH (PpaKTaIb-
Horo pacrpenenenus. C e€ MoMOIIbIO OIIEHUBAIOTCSI BEPOSITHOCT-
HO MHTEPECYIOIIHE HCCIICA0BATEII MoKa3aTesin o0bekra. Kpome
TOTO, TIPH HEOOXOAMMOCTH TIpe/IaracTcs MPUMEHSATE (PyHKITHIO
pacripeieieHus SHTPOITUH IS JOTOTHUTEIIEHOTO OIICHUBAHS
KadecTBa o0bekTa (cMm. [5]).

MATEMATUYECKA S MOJEJIb

OCHOBBIBaETCS Ha UJIee ONTUMAILHOTO KBAaHTOBaHHS HH(OP-
Manui [6]. TouHee, OHa UCTIONIB3YET 3aMUCh ABTOPAMH BEJTMYHHBI
MaTreMaTHYeCKOro 0XKHMaHusI KBAHTOBAHHOM ClTy4aliHOW BeJu-
YHHBI:

M) = (o) [ (EC) + D) f ().
0 X

IJie ¢ — YCTaHOBJICHHBIN ITOCTOSIHHBIN MTPOOEN MeXly KBaHTa-
MHU; X — BeJIMYMHA KBaHTA; E — HAauOOJbIIIast 11ej1ast 4acTh Ynuciia
C HETOCTATKOM; /() — TUIOTHOCTh BEPOSTHOCTHU CITy4aifHOTO KO-
JMYEeCTBA KBAHTyeMOU uH(pOpMaInu Z.

ITycTs 3amana TUIOTHOCTE BEPOATHOCTH f () Ha IMOTYHHTEP-
Baje [0, o), TpedyeTcs mpeacTaBUTh €€ B BUAE yObIBAIOMICH
(bpakTarbHOH MOCIEA0BATEILHOCTH, COCTABICHHOM 0a30BBIM,
oCHOBHBIM (hpakTanom @, u MHOKecTBOM cybdpakranos @,
i=1,2,3, ... Torma MOXHO MPUHSITH CICIYIOLLYIO0 GOPMYITY IS
MPOU3BOACTBA (PpaKTAIN3ALINH:

.[E(i)f(z)dz—l - 0. (1)
0
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ConepskaTenbHbIN CMBICI (1) COCTOMT B TOM, UTO MaTeMaTH-
YecKoe 0KuiaHue £ He IOMKHO MPEBBIIATh SAMHIYHOTO 3HaYe-
HUS, HO U He OBITh OTpUaTebHbIM. Hy)KHO IPHHATH PaBEHCTBO
x = @ ¥ PENIUTh MOJyYEHHOE HEIMHEHHOE YPABHEHUE OTHOCH-
TENbHO HEM3BECTHOH Beam4rHbl O . [Tpr 5TOM HY’KHO KaK MOKHO
TOYHEE BBIYUCIIHUTH 3Ty BEJINYUHY, @ 3aT€M ITPOBEPUTH NPaBHJIIb-
HOCTb JJOCTaTOYHO CTPOToro pemieHus ypasuenus (1). Dra yuc-
JICHHAs! BEJINYMHA U OyleT MpeACTaBIsATh Oa30BbIl, OCHOBHOM
(axTopran. MoxXHO yOeIUThCS, 4TO TOYHOE PEIICHUE YPaBHEHUS
(1) nocturaercs nmpu max®; ¥ OHO OyJIET €NUHCTBEHHBIM.

CrenyronM maroM OyzieT BHIYHCIICHUE 3HAUYCHNS BETUIH-
HEI IepBOro cyOdpakrana @ . DTOT npouecc OyIeT aHATOTUICH
npezbiaynieMy npoieccy — Boraucienus @ . Ho HennueliHoe
ypaBHEHHE HEOOXOIUMO U3MEHHUTh TAaKUM 00pa3oM, 4TOOBI OHO
TIPUHSIIO hopMy

TE(Z_(DO)wf(Z) dz—1=0. )
o Y[ fadu
cI)0

IIpu u3BecTHOM OmpenenénHoM 3sHauenun O ypapuenue (2)
Hy’KHO PELIMTh OTHOCHTENbHO @, ¢ JI0CTaTOUHOH CTPOrocThIO
1 MIPOBEPUTH TOUHOCTh MOTY4YEeHHOT0 perieHns. COMHOXHUTENb
C BHYTPEHHHUM MHTETPAJIOM B (2) oIpesienseT yCIOBHYIO BEpOosT-
HOCTb TOT0, YTO MPE/IISCTBYIOIINI HHTEPBa 0a30BOro (hpakTaia
ObLI yCIEITHO 3aBEPILEH.

Crenyromuii mar — BBIYHCICHIE 3HAaYEHUSI BTOPOTO CyO-
¢paxrana @,. /I 5T0ro HEOOXOAMMO HCIIOJIB30BAThH HETMHEH-
HOC WHTETPaJbHOE YpaBHECHUE

e,
J. f(u)du

D, +d,;

T E Z_q)P_(Dl

—-1=0. 3)
Dy+D; 02

COMHOXMUTEIb ¢ BHYTPEHHUM MHTETpajoM B (3) onpenenseT
YCJIOBHYIO BEPOSITHOCTB TOT'O, YTO TPE/IILIECTBYIOIINI HHTEPBAJ
no @, BKiroyaromui 6a3oBblii ppakTan v nepebiii cyodpakrai,
ObLT yCTICIITHO 3aBEPIIEH.

[Tocie mpoueypsl CiletyeT Takxke 00SCIIeunTh U TPOBEPHUTD
TOYHOCTH TTOJyYSHHOTO pemeHus. Jlanee cieayeT BIYUCINTh
creyromye cyo(hpakTasl 10 aHATOTHYHBIM, HO BUJON3MEHEH-
HBIM YPaBHEHHUSIM JI0 TEX TI0p, TOKa BEJIMINHA MTOCIeIHero (pak-
Taja He OyAeT MpeHeOpeKNMO MaJIoi.

ABTOp cTaTbM HE HaIIE] METOJa PEIIeHHUs paccMaTpuBae-
MOTO HEJIMHEHHOI0 YpaBHEHHS B 3aMKHYTOM aHAJIUTHYECKOM
BHUJIE, TIOATOMY ITPUMEHMII CIOCO0 HETTOCPECTBEHHON 3aMEHBI
HCKOMOW BEJTMYMHBI TAKUM 00pa30oM, YTOOBI BBICOKAsI TOYHOCTb
pEeLIeHHUs] CTPOTr0 COOTBETCTBOBAJIA MAKCUMAJIbHOMY 3HAUCHUIO
ncKoMoro Qpaxraina i cyodpakrana.

ITPUMEP BBIYMCJIEHUI JJIA 3BAJAHHOTI'O
PACIIPEJEJIEHU A BEPOSITHOCTEU

3a/:[aH0 PAaBHOMEPHOC pacCIIpeaACTICHUEC, €ro IJIIOTHOCTb BEPO-
SITHOCTH 3aITMCBhIBACTCA B BUJIC

J (x) = dunif (x,a,b);

Jlnst onpenenieHus 3HaUSHUsT BEJIMYMHBI 0a30BOTO (hpakTaia
TpeOyeTcst pelInTh ypaBHEHHE

a=0; b=100 en.

«° z
{E >, f(2)dz—-1=0.

B pesynbrare periieHust yTéM MpoCTOro noadopa ornpeess-
em @ = 33,33 en. ¢ TounocTero 1,819%10*. Yucno dpakranos
paBHO eIMHUIIE, & MHTEPBAJI BPEMEHHOW 3aHSATOCTH COCTABUT
33,33 en.

OmnpenensieM 3HaUCHKE TIEPBOTO cyOdpakTana myTéM periie-
HUS ypaBHEHHS OTHOCUTENBHO @ :

TE 2= Dy Oof(z) dz—1=0.
@ o,
0 [ f)du

(1)0

3HaueHne

Of £ ()du =0,667.
D,

Bemmunna @, Gyzer 22,21 e11. ¢ TOYHOCTBIO 7,2 10*. Yucno
cyodpaxranos @, paBHO eIMHUIIE, IOITOMY UHTEPBAJ BpEMEH-
HOH 3aHATOCTH cocTaBuT 22,21 en.

OmnpenernsieM 3HaUCHHE BTOPOro cyodpakraia myTéM periie-
HHUsl ypaBHEHHUs OTHOCUTENBHO D

[ E Z_Q)qo)_q)l) . PACH R
Dy +D,; 2 J' f(u)du
Dy +D;
3HaueHne

[ fadu=0,445.
D)+D,

Bennuuna @, Gyner 8,63 ex1. ¢ Tounoctsio 5,185%1077. Yueno
®, cybdpakTanos paBHO €JMHHIIE, TOITOMY BPEMEHHON HHTEP-
BaJI 3aHATOCTH COCTaBHT 8,63 ef.

OmnpenenseM 3HaYCHIE TPETHETO CyOdpaKTama myTéM perre-
HHsl yPABHEHHUS OTHOCUTENBHO D,

[ e ey 1 R
D+, +D, @, T )
D)+, +D,
3HaueHue

[ f@)du=0,338.
Dy+D,;

Bennunna @, Gyner 11,95 en. ¢ To9HOCTBIO 4,889x107.
Yucio @, cy6ppakranos paBHO eJUHULE, TO3TOMY BPEMEHHOM
MHTEpBaJl 3aHATOCTH cocTaBuT 11,95 ex.

Ha »tom OrpaHUYNMCH, CHUTasd, YTO BECJIMUYMHA ‘leTBépTOFO
cyodpaxTana Oyaer ONM3Ka K HYJIO.

AHAJIN3 PE3VJILTATOB

B nprMepe 10Ty dYeHsI Clie Ty oLie 3HaYeHUS TIPOIOIDKUTEIb-
HOCTH BPEMEHH 3aHATOCTH (ppakTaya u cyoppaKTaios:
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t,=33,33en;t,=2221 en;1,=8,63en;t,=0en.

O0603HaYMM COOTBETCTBYIOIINE BEPOATHOCTH HAXOXKICHUS
mporecca B Iepruoaax BPEMCHH 3aHSATOCTH:

By (t))=0,667, A (t;)=0,519; P, (t,)=0,316; A (t;)=0.

Ha puc. 1 nokazano u3mMeHeHHne BEPOATHOCTH Mpoliecca 3a-
HATOCTH 10 BpeMmeHu. Kaxxaplil oTpe3ok npsimoii Ha puc. 1 co-
OTBETCTBYET BBIYMCICHHON BEPOSITHOCTH Ha KOHELl OTpe3Ka. Tak
YTO €CIIH MBI XOTUM CTIIAJUTh KOHTYP KPUBOI HEMpPEepHIBHOM
JUHAEH BEPOATHOCTH, TO TOJDKHBI COCAMHUTH IIABHOM JTHHUEH
TOYKy | Ha OCH OpAMHAT C MPABBIMHU KOHIIAMH BCEX OTPE3KOB,
HCKJII0Yasi CaMblil HYPKHUN OTPE30K.

Po(ty) 1F. .
Py(ty)
P (t2)
z(%)o.s

P(t)

o —

0 20 40 60 80 100

t:t1styst3,t

Puc. 1. BepostHOCTH TIpo1iecca 3aHATOCTH

IIpu noCTaTOYHOM KOIMUYECTBE OTPE3KOB dTa JIMHUS JOIK-
Ha IUIABHO TNEPEXOANTH B HYJIEBYIO JIMHUIO — JINHHUIO aOCIHCC.
Ha puc. 1 npu yuére TosbKO ABYX CyO(paKTasoB HEBO3MOXKHO
TUTABHO COCIMHUTH TOUKH C OCHIO a0CINCC, KPUBYIO MPUXOIUTCS
00pBIBaTh, HE JOCTUTAS OCH.

Ha puc. 1 npsamoit myHKTHPHOW JIMHUEH TOKa3aH rpaduk
BEPOSATHOCTH TOTO, YTO COOBITHE, OMpPECIIEMOe 3aJaHHBIM
PaBHOMEPHBIM PaclpeieICHHEM B IIPUMEPE C IUIOTHOCTHIO BE-
POSITHOCTH

f(t) = dunif (x,a,b),a=0,b=100 en.

U ompezensieMoe GopMyaoi
t
P(t) =1~ f(2)dkz,
0

HE MOXKET MPOM30MTH. DTa JIMHHS XOPOLIO alPOKCUMUPYETCS
KOHIIAMH OTPE3KOB BEPOSTHOCTEH 0a30BOTO (paKTaia u BTOPO-
ro cyOdpakrana. ITo NOATBEPKIAET KOPPEKTHOCTh (hpaKTaib-
HOM anmpoKCHMaIMH 331aHHOTO pacrpeeeH s BEpOsITHOCTEH
Ha OCHOBE ITOCJIE/IOBATEIEHOTO THIepPpaKTaIbLHOTO pacipesie-
JICHHUSL.

OLIEHKA D®OEKTUBHOCTU ®PAKTAJIBHOIO
IIPOTHO3A 1O PECYPCY H. M. CEQSIKMHA

31ech BeIMYMHA pecypca — 3TO KPUTEPU BaKHOCTH, WU
Beca (ppakrana. Pecypc 3a Bpems ¢ onpeznensiercst mo ¢popmyiie

PAU)

t
= | M2)dz, M2) = :
() ({ (2)dz, M1) ()

Bpemennrie nntepsansl 3anaroctu f, = 0; 7, = 33,33; 1, =
=55,5; t, = 64,2. OcTaro4nblii BpeMEHHOW MHTEpBA / > 64,2,
®pakTanbHble (MPOTHO3UPYEMBIE) PECYPCHI

) (to) = 0, n (tl ) = 0,334, ) (tz) = 0,555, r (t3 ) = 0, 642.

Cymmapusiit ¢paxransabiil pecype 1,531. OcraTounstii pe-
cype (¢t > 64,2)=0,358. Tlomusii pecypc 1,889. Jlonsa dpak-
TaJIbHBIX pecypcoB 1,532 /1,889 = 81,048 %. losst ocTatouyHOro
pecypca 0,358 /1,889 = 18,952 %. Takum 0Opa3oM, onpeesicHue
6azoBoro (hpakrana u JByX CyO(paKIiIoB AJsl pACCMOTPEHHOTO
pacnpenenenus BeposatHocTu oteHuBaercs 81,048 % — ypoBHEM
a¢dekTHBHOCTH. DTO, HA HAIll B3IV, XOPOILast OLICHKA.

O1eHnM BaKHOCTH (PpaKTaIoB MpUMEpa MO KPUTEPHIO IIIOT-
HOCTH BEPOSTHOCTH CIIy4aillHOM BeUYMHBI SHTponuu [S5]. s
3TOTO T10 BBIYHCIICHHBIM BEPOSITHOCTAM JUIsl (PpaKTanoB HAHAEM
CpelHUE 3HAYEHUsI SHTPONUU /, €€ BTOpOoil HayalbHbI MOMEHT
0. ¥ CPEAHEKBAIPATHUECKOE OTKIIOHEHHE G. 3HAUCHUSI YKa3aHHBIX
BEJINYUH MIPUBEICHBI B TAOIHIIE.

XapakTepucTUKH (paKTaIoB

P H a G
0,667 0,636 0,512 0,328
0,519 0,692 0,481 0,046
0,316 0,624 0,518 0,484

0 0 0,008 0,092

Brimonaum AMMPOKCUMAINIO MJIOTHOCTU SHTPOIIUU HOP-
MaJIbHBIM paclpeacICHUECM

(x-H)’
C  2¢

g(x)= Toro e ,

rae C — KOHCTaHTa HOpMHUPOBaHuUs IoTHOCTU. Ha puc. 2 npu-
BeZICHBI IpaUKH TPEX IUIOTHOCTEH BEPOSTHOCTEH Al TPEX
MIEPBBIX CTPOK TaOJIHUIIBI.

| | |

2005 i
6F " .

&l® 2

g2(t) P

—L B i
0 N TS

0 0.5 1 1.5 2
Puc. 2. TI10THOCT BEPOSITHOCTEH CTPOK TAOIHIIBI

W3 puc. 2 cienyer, 4To NepBblil cyOdpakTan npuMepa UMeeT
caMyIo OOJIBIITYIO 3HAYUMOCTb, MU Bec. JleficTBUTENbHO, TpyOoe
OLICHHBAHKE 3HAYCHHIT KOHLICHTPALIMU BEJIMYMHBI SHTPOITHH (MH-
hopmarmu) ppakrainos I o JTaHHBIM TAOIHITBI U PUC. 2 TIPUBOIUT
K CJICIYIOIINM pesynbrataM: (paxran O (mepsasi CTpoka TadIu-
Il ¥ HYJICBOW TpauK ITOTHOCTH puc. 2 — [ = 5,21; mepBsrii
cyodpakran @, (Bropas CTpoKa TaOJIHIIbI ¥ IEPBBIN TpadyK IIOT-
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Hocty puc. 2 —1=9,031; Bropoii cybdpakran @, (TpeThst CTpoka
TaONIUIIBI U BTOPOH rpaduk mioTHOCTH puc. 2 — [ =4,502.

O IIPUKJIAJHOM HATIPABJIEHHOCTH
WCCJIEJIOBAHUS

MaremaTtnueckas MOZCJIb, NMPCAJIOKECHHAA B CTATHC, MOXKCT
HaWTH IPUMEHEHHE B Pa3JIMYHbIX IPUKJIAJHBIX HAyYHbIX UCCIIe-
noBanusix. Harmpumep, runepdpakraibHoe pacrpeaeieHue mo-
3BOJISIET MPE/ICTABIISTH COBPEMEHHBIE CHCTEMBI CUHCIICHHS B BUJIE
COBOKYITHOCTH (PpaKTasioB, BBOIUTH HOBBIE CHCTEMBI CUHCIICHUS
JUTS. MOJICITUPOBAHUS TIPOLIECCOB U MIPUMEHSTH UX B U3YUCHUU
npobiem Teopun nHpopMamu. PaKTHUECKH OHO MPUIIOKHMO
K MOJICIIMPOBAHUIO TIPOIECCOB JTI000M (PH3MUIECKOM PHPOIBI —
MaTepruaTbHON M WH(POPMAITOHHOM.

OHO NO3BOJISIET U3YYaTh CITyJaiHbIE IIPOLIECCHI C IIENBI0 yBe-
JIMYEHHs] TOYHOCTH UX MO3HaHMs. SIBIIsIeTCs TOCTATOYHO MIPUBIIE-
KaTeJIbHBIM JUisi MeTpoJioruu [7], reopuu sddexruBHocty [8].

3AKJIIOUEHHUE

@pakTasbl, TeopHs (PpaKTAIOB B HACTOSIIIIEE BPEMS IPHMEHSI-
I0TCS TIPU OTIMCAHNY Pa3JIMYHbIX SIBICHUH — OT OMOJIOTHYECKUX
210 KBaHTOBOMexaHuyeckux [9—-14]. Ha ocHoBaHUM 3HaKOMCTBa
C OTAEIBHBIMH TPYJAMH 3TOH TEOPHHN B CTAaThe MPEUIOKEHA Ma-
TeMaTH4YeCcKasi MOAEIb MPEIOCTABICHNUS IIPOLIECCOB HA OCHOBE
MTOCIIEIOBATENFHOTO THTIEppaKTAIBHOTO pactpenencans. OHa
OTIMpPAETCs Ha JIEMEHTHl TEOPUU KBAaHTOBaHMSA MH(POPMAILIUU
U Ha THIEPAENIbTHOE pacHpeie]leHHe BEpOsITHOCTEH, paHee
MIpeUIOKEHHOE aBTOpoM. JIJisi MOJIeTIMPOBaHHS [IOCIIEI0BATEb-
HOCTH (ppaKkTajoB pacHpenesieHHuii BEPOSITHOCTEH MPEIIOKEHO
HEITMHEITHOe MHTerpalIbHOE ypaBHEHHUE. SIApO 3TOro ypaBHEHUS
MIPE/ICTABIICHO B LIEJIOYUCIICHHOM BHJIe. B pesynbrare mocineno-
BaTEJILHOTO PELICHUs YpaBHEHUsI HaXOAsATCst 0a30BbIN (hpaKTai
1 TIPOM3BOJHEIE OT HETo cyOdpakTaisl (kiactepsl). Bemmunny
U coziepKaHue KaxJ0ro (paxrana MOKHO U3ydaTh ISl OLCHHU-
BaHMS €T0 BaKHOCTH, NH(GOPMATUBHOCTH H T. 1.

Mopenp MOXKET IPUMEHATHCS B METPOJIOTHH, TEOPUU HH-
¢dopmanuu, Teopun 3PPEKTUBHOCTH U B PEIICHUH KOHKPETHBIX
NPUKJIAJHBIX 3a7a4 JeTEPMUHUPOBAHHON WJIN CIIy4ailHOW Ha-
npaBieHHOCTH. Taxke Ha €€ 0OCHOBE MOXKHO TOJIyYUTh HOBBIE
pe3yabTaThl B TEOPHU (PaKTaJIOB.
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Modelling of processes on the basis
of consecutive giperfractal distributions

Smagin V. A.
A.F. Mozhaysky Military Aerospace Academy
St. Petersburg, Russia
va_smagin@mail.ru

Abstract. Fractals, the theory of fractals are applied at the de-
scription of various phenomena, from biological to quantum me-
chanical. The mathematical model of representation of processes in
the form of consecutive hyper fractal distribution is offered. It is
based on model of quantization of information and the giperdeltny
distribution of probabilities which is earlier offered by the author.
For formation of the sequence the nonlinear integrated equation with
an integer kernel is offered. On him there are a basic fractal and sub-
fractals (clusters). An example for uniform distribution is reviewed.
Estimation of probabilistic and entropy properties of components
of decomposition is made. Use in metrology is recommended, to the
theory of information and the theory of efficiency.

Keywords: the sequences of fractals, subfraktal, the probabilistic
properties, entropy properties determined and casual processes.
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Cnoco0bI CeBA0BEPOITHOCTHOTO
0/104HOTr0 U poBaAHUS

MonnossiH A. A.
Cankr-IlerepOyprekuii HHCTUTYT HH(POPMATHKH
u apromaruzanun PAH
Cankr-IlerepOypr, Poccust
maal305@yandex.ru

Annomauyus. IlceB1oBeposiTHOCTHOE IK(pOBaHUE IPeACTABJIe-
HO KaK HOBBIii aIrOpuTMHYECKUN MeXaHU3M obecriedyeHusi uugop-
MaIlMOHHOIi 0€30MaCHOCTH, PeaJ N3y 3auTy HHpOpManuH
B CJIy4yae aTaK ¢ NPUHYKIACHHEM K PACKPBITUIO KiII04a mudpoBa-
Husl. bazoBbIM TpeGoBaHHeM K IPe0dpPa30BAHUAM JAHHOIO BU/IA 1B~
JisieTcsl BBIYHCJIMTEIbHASI HEPa3THYMMOCTh N0 MH(PTEKCTy 0T Be-
posiTHOCTHOro mudposanus. PaccmarpuBaTes cnocodbl H aJIro-
PHUTMBI, BBINOJIHAIOLINE NICEBI0BEPOATHOCTHOE IU(POBaHUEe KAK
0/IHOBpeMeHHOoe KpunTorpaguyeckoe npeodpasosanue GUKTHBHOIO
M CEKPETHOIo cO001IeHMIl 110 IBYM Pa3/JIHYHbIM KJII0YaM, COCTOsIIIIee
B ()OpMHUPOBAHHHU 0JIOKOB NPOMEKYTOYHBIX INH(PTEKCTOB M UX 00-
PaTHMOM 0TOOpaKeHMH B ¢UHBII pacIIMpPeHHbIl 010K BBIXOIHOI
Kpunrorpammsl. [Ipensioxenb! aJIropuT™Mbl, BKJIKYAKOLIUE 3a1aHHe
npoueaypbl 00beIMHSIONIEro 0TOOPaskeHUsI B BH/Ie PellieHHsl CHCcTeM
JIMHEIHBIX YPABHEHUI U CPABHEHNI, B KOTOPBIX B KauecTBe MOTYJIst
HCIOJIB3YIOTCS YUCIa U JBOUYHbIe MHOro4wiIeHbl. IIpennoxxennnie
¢noco0bl 00J121210T BLICOKON NPOM3BOIUTEIbHOCTBIO H IIPEICTaB-
JISIIOT 3HAYUTe/IbHbI HHTEpec 1151 NPAKTHYeCKOro NPUMeHeHHUs
B cHcTeMaxX HH(OPMALHOHHON 0e30I1aCHOCTH.

Kniouegvie cnoga: xpunrorpadus, orpunaemoe mudppoBanme,
TCeB/10BePOSITHOCTHOE MK (poBaHUe, CHMMeTpUYHOe I (poBaHue,
0J104HBIe MIH(PBI, BEPOATHOCTHOE IKH(POBaHUE, KPUITOTPAMMA.

BBEAEHUE

Otpunaemoe mudposanue (OL) mo3BonseT obecedynTh
3ammTy MH(GOpMANKUN B CUTYaIUsIX, KOTJja YYACTHUKHU CeaHca
3alUINEHHON CBA3M MOJBEPraloTCs aTake C MPUHYXKICHUEM
[1-3]. Takue aTtaku moxpa3syMeBaroT, YTO y 37I0YMBIIUICHHUKA
MMEIOTCSI HEKOTOPbIE PECYPChI BO3ACHCTBUSI HA TTOTydaTess W/
OTHPaBUTEIIS, BBIHYKAAIOIINE TTOJTyYaTes sl U/WII OTIIPaBUTEIS
PacKpBITh CEKPETHBIE TapaMeTphbl IPOLEAYphI 3a(pOBHIBa-
HUSI WM paciin(poBBIBaHMS, HAIIPUMEP, UCXOJHOE COOOIICHNE
1 CEKPETHBIN KJTI0U.

[Tpakruueckoe 3Hauenne Ol ompenensercst Tem, 4TO €ro
MPUMEHEHHE TO3BOJSET PEUINTh PAJl BAXHBIX HECTaHAAPT-
HBIX 3a]1a4, CBS3aHHBIX ¢ HHPOPMAITHOHHON 0€30MMacHOCTHIO
MH()OPMALNOHHO-TEIEKOMMYHUKAIINOHHBIX TEXHOIOTHH. DTOT
BUJ MHU(POBAHUST MPUMEHACTCS JUIS 3alIUTHl HHPOPMAIIUU
B MPOTOKOJIAX PACMIPENeTICHHBIX BBHIYUCICHUHN [4], 3aIMUTHI
OT CKYIIKM I'0JIOCOB CHUCTEM TalHOIO IrojIocoBaHus yepe3 1n-
TepHeT [5, 6].

CrnenmanbaeiM BapuanToM OlLI siBrisieTcs rceBnoBeposiTHOCT-
Hoe (I1B) mudpoBanue, KOTOpoe pacnpsieT Kiacc alropuTMu-
YECKUX CPEICTB 3aIUTHI HHPOPMALINH, UCTIOIb3yEMBIX B COCTa-
BE€ KOMILUICKCHBIX CPEIICTB 0OecTieueHus HH(GOPMAIIMOHHON 0e30-
nacHoctH [7]. CrotikocTs [IB-mmdpoBanus K NpuHY>KAAI0MNAM
aTakaM 00eCTIeYMBaeTCs TEM, YTO KpUNITOrpaMMa (Iu(pTEeKCT)
(hopMupyeTCs IyTeM COBMECTHOTO KPUITOTPAPIIECKOTO TIPeod-
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Cankt-ITetepOyprckuii rocyapCcTBEHHBIH
aNeKTpoTexHuYecKuil yauBepcuteT «JIDTH»
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pa3oBaHUs IByX COOOIIEHUN — CEKPETHOTO M (PUKTUBHOTO — MPH
BBIITOJIHCHU U Tpe60BaHI/I5[ BBIYMCIIATEIILHON HEPA3JIUINMOCTHU
oT mudpTEKCTa, NOAYYSHHOTO B MPOIIECCEe BEPOSTHOCTHOTO
muppoBaHuss GUKTUBHOTO COOOIIEHUS 0 QUKTUBHOMY KIIIO-
qy. [TocneHue MOryT OBITH PACKPBITHI aTaKyIOIIEMy B Cilydyae
NPUHYKJAIOIEH aTaku ¢ COXpaHeHHEeM TpeOyeMoro ypoBHS
3aIIMIIEHHOCTH CeKpeTHOro coobmenus. [1pu aTom mons3oBa-
TEJI! UMEIOT BO3MOXKHOCTD YOCIUTEIILHO YTBEPKAATh, YTO OHU
MCTIOIB30BAJIN aJITOPUTM BEPOSITHOCTHOTO IIHU(POBAHNUS IS 3a-
muThl nH(opMarmu. Panee B paMkax JaHHOTO OOIIETO IOAX01a
ObLTH pa3zpaboTaHbl MpoToKoIs! [IB-mmdpoBanms, oCHOBaHHEIE
Ha KOMMYTaTHBHBIX MU(PYIOMUX Mpeodpa3oBaHmsx [8], u ru-
opunnbie [1B-mmdpst [9].

B cxeme 1B kpunrorpaduyeckoro mpeodpa3oBaHusi Noiyva-
TCJIb U OTHIPABUTEIIb COO6LL[CHI/IH O6M6HI/IBa}OTCH JABYMs KITFOUaMU
MIM(pPOBAHUS — CEKPETHBIM U (PUKTUBHBIM, 110 KOTOPBIM BBITIOI-
HSIETCsI ITpoLielypa NpeoOpa3oBaHusl CEKPETHOTO U (PUKTHBHOTO
coo01eHuit, coorBeTcTBeHHO. [1pu aTOM hopmupyeTcst enuHbIit
MUAPPTEKCT, N3 KOTOPOTO € NUCIIOIH30BAHUEM OJHOTO M TOTO K€
aIropuT™Ma pacmn(pOBBIBAHUS MOXKET OBITH BOCCTAHOBIICHO
CEKpeTHOE WK (PUKTHBHOE COOOIICHUE B 3aBUCUMOCTH OT HC-
TMIOJIB3YeMOT0 KJfo4a. Takas BO3MOXKXHOCTH 00ECIIEINBACTCSI TEM,
YTO pa3Mep eIMHOTo MMdpTEeKCcTa OOIIBIIE, YeM pa3Mep KaKIo-
TO M3 paccMaTpUBAaEMbIX JBYX BXOAHBIX cooOmmieHni. B cimydae
BEPOSATHOCTHOTO MN(POBAaHUS UMEET MECTO aHAJIOTHYHOE yBe-
JMYEHUEe pazMepa MUPPTEKCTa, YTO CO3AaeT MPUHIUITHAIBHYIO
BO3MOXXHOCTbD BBIIIOJIHUTH Tpe6OBaHI/Ie BBIYMCIIUTCILHON HEpas-
aauMocTH 1o mudprexcty [1B-mmmdpoBanus oT BEpoSTHOCTHO-
ro [10]. Jloka3aTeapHOE BBITIOIIHCHUE ATOTO TPCOOBAHUSI CBSI3aHO
C MPE/CTaBICHUEM aTaKyOIIEeMy aJITOPUTMa BEPOSITHOCTHOTO
mu(poBaHus, KOTOPOMY COOTBETCTBYET TaKOW aJIrOpPHTM pac-
MM(POBEIBAHMS, C IIOMOIIBI0 KOTOPOTO 110 (PUKTUBHOMY KITFOUY
U3 MUPPTEKCTa BOCCTAHABINBACTCS (PUKTUBHOE COOOIIECHHE.

Wntepec k cocobam u anroputmaM [1B-mmmdposanmst 00y-
CJIOBJIUBACTCS BO3MOKHOCTBIO pEan3aliil Ha UX OCHOBE HO-
BBIX MEXaHM3MOB 3allIUThl HHPOPMALIUH, PEATU3YyEMBIX B BUJE
KPHUIITOrpaUueCcKU CKPBITHIX KaHAJIOB (KpUOTOrpadmuecKux
CTEroKaHaJIoB) ¥ Kpunrorpaguyeckux oOMaHHbIX JoByIek [11,
12]. JlaHHbIe 3alIUTHBIE MEXaHU3MbI HOBOTO THIIA MPEICTABIISIOT
MHTEpEC ISl MPAKTUYECKOTO IIPUMEHEHHUS B COCTaBE KOMILIIEKC-
HBIX CpPEACTB obOecreucHusl HHHOPMAIMOHHON 0C30MaCHOCTH
MH(POPMALMOHHO-TEJIEKOMMYHHUKAITHOHHBIX CUCTEM, HCITOJIb-
3yeMBIX Ha JKEJIE3HOIOPOKHOM TPaHCIIOPTE.

Hacrostimas crarss moctpoeHa cieayrommm oopasoM. B rep-
BOM YaCTH OMHCHIBAIOTCSI OCHOBHBIE TPEOOBAHUSI K TOCTPOCHHIO
AJITOPUTMOB IICEBAOBEPOSITHOCTHOTO MHU(POBAHUSI U MOJEITD
MOTEHLUHAJIBHOTO Hapylurens. Bo BTopoill yacTu npeacrtas-
JeHsl crocoObl Omounoro [IB-mmdpoBanus ¢ BRIYUCICHHEM
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0710K0B MIM(PTEKCTA KAK ABOWYHBIX YHCEIT ITyTEM PEIICHUS CH-
CTeM CpaBHEHHUM. B TpeThel 4acTu ONMUCHIBAIOTCS aJrOPUTMBbI
[1B-umdpoanus ¢ hpopMrpoBaHUEM OJIOKOB BHIXOIHOTO HIA(P-
TEKCTa B BUJIE PEIICHUS CUCTEM JIMHEHHBIX YPaBHEHUH B KOHEU-
HOM T10J1€ (IIPOCTOM U TBOUYHOM).

TPEBOBAHUA K AJITOPUTMAM BJIOYHOI'O
IICEBJOBEPOATHOCTHOI'O IIM®POBAHU A

Anroput™msl 6iouHoro [1B-mudpoBanns kak 4acTHbIE CITy-
yan anroputMoB Ol ¢ pa3messieMbIM KITIOYOM OPHEHTHPOBAHbI
Ha oOecredeHre CTOMKOCTH K aTakaM ¢ IPHHYKICHHEM K pac-
KPBITHIO KiTtoua mmdposanus. [IpuHyuTenbHas araka mpes-
CTaBJsIET CO00 HEKOTOpOe 0000IIEHNE Pa3HBIX IOTEHITHAIBEHBIX
aTak, B X0/I€ KOTOPBIX aTaKyIOIHI MOyJacT K04 MU(POBAHMS.
HaunOonee xapakTepHbIM JUIs MOJCIIN NPUHYIUTEIbHON aTaku
SIBJIIETCS TO, UTO aTaKyHOLIUI MocIie IepexBara mMudpreKkcTa 1no-
JIy4JaeT 3HaueHHe KIroua mudpoBaHus, C OMOUIBIO KOTOPOTO
MOKET OBITh BOCCTAHOBIIEHO UCXOHOE coobienue. [Ipuaumast
TaKyI0 MOJIeNIb, MOYKHO a0CTparupoBarhCsi OT KOHKPETHBIX CIIO-
c00OB JIEHCTBUI aTaKyIOIIEro, ¢ MOMOIIbIO KOTOPBIX €My CTa-
HOBHTCS] U3BECTHBIM KIII0Y. TaKMMHU JCHCTBUSIMUA MOTYT OBITH
YCTaHOBKa TEXHUYECKHX M IIPOrPaMMHBIX 3aKJIaJI0K, TOAKYTI, XH-
IIEHNE KITIOYEBBIX HOCUTEIICH, TIEpPEXBaT KIIFOYEBOI HH(POPMAINN
110 TOOOYHBIM KaHaJIaM, KpUITOAHAIIN3 U .

[pu pa3paboTke MeXaHU3MOB 3AIIUTH HHPOPMAIIUN, OCHO-
BaHHBIX Ha OOMaHHBIX KPUITOrpapuIecKnX, MOTYT CO3/aBaThb-
Csl yCIOBHsA OOJIEr4EHHOTO MOJTYy4YeHMs KIfoua Mu(ppOoBaHUs,
HampuMep, MCIOJIb30BaHUE 00jiee KOPOTKOTrO (PUKTUBHOTO
KJIIOYa M0 CPaBHEHUIO C CEKPETHBIM KitouoM. J{iisi mpakTuue-
CKOT'O HCIIOJIb30BaHHUA 3alIUTHBIX MCXAaHHU3MOB, OCHOBAHHBIX
Ha [IB-mmdpoBanny, cinenyer pa3paborars aropuT™sl, odecre-
YHMBAIONINE JOCTAaTOYHO BBICOKYIO cKopocTh [IB-mmdposanus
1 OTCYTCTBHE IPHU3HAKOB, 110 KOTOPHIM HApYyIIUTEIb MOT ObI
OTIPEAENNTD, YTO MIN(POBAHNE HE SBISCTCS BEPOSITHOCTHBIM.

Jlis obecriedeHHst MOCIEIHEr0 MOJI0KEHUS MPEICTaBIs-
€TCSl BAXXHBIM BBHITIOJIHEHHE CIEAYIOMMX TpeOOBaHUH K IO-
crpoermio [IB-mmdpoB, B TOM dncie OJI0YHBIX alTOPUTMOB
[IB-mm¢ppoBanus:

* KpUIITOTpaMMa, MoTy4eHHas B poriecce [IB-mmdposanms,
JIOJKHA OBITh HEOTIIMYUMA OT KPUITOIPAaMMBI, MOITy4aeMoi
B XOJIC MTPOIIEIYPBI BEPOSITHOCTHOTO IIH(POBAHHS,

* BOCCTaHOBJICHUE M3 KPUIITOIPaMMBbI (PUKTHBHOTO M CEKPET-
HOTO COOOLICHNH JIOJKHO MPOUCXOIUTHh HE3ABUCHMO JIPYT OT
Apyra;

* QITOPUTMBI paciIM(POBBIBAHNS (PUKTUBHOTO U CEKPETHOTO
COO0OIIEHNH TOTKHBI COBIAIATh.

[ICEBOOBEPOSITHOCTHOE ILIM®POBAHUE
C BBIYMCJIEHHWEM BJIOKOB IIM®PTEKCTA
13 CUCTEMBI CPABHEHUI

Paccmotpum crioco6 6mounoro I1B-mudposanus, peanu-
3yEeMBII B BHJIC COBMECTHOTO IMU(PPOBAHUS JIBYX HE3aBHCHUMBIX
co00meHn — GUKTHBHOTO M M CeKpeTHOTO 7, BHIMOIHICMOTO
[0 JIBYM HE3aBHCHMBIM KJIFOUaM B e€AMHBIN mmdprexct. J{is
obecrieueHus1 BO3MOKHOCTH HE3aBUCUMOIO BOCCTAHOBIICHUS
U3 MOCTEHEr0 KaKJI0r0 U3 BXOAHBIX COOOIIEHHUH C UCTIOIb30-
BaHHEM OJIHOTO U TOTO e aJlfTOpUTMa 3aauM pasduenue M
u 7 Ha OITOKH TaHHBIX OJMHAKOBOH JJIFHBL, paBHOM # OHT, U (op-
MHPOBaHUE 1-OUTOBBIX OJIOKOB MPOMEXKYTOUHBIX MH(PTEKCTOB

C VICIIOJIE30BaHHEM HEKOTOPOTo arpoOHPOBAHHOTO alrOpUTMa
6moyHoro mudpoBanus E.

[MonubIi cexpetHblii ko4 [1B-mudposanust chopmupyem
B BHJle cekpeTHoro (K, p,) u ukrusHOroO (K, p,) Kiouei, rue
sneMenThl K| 1 K, — 3T0 Kitouu O1104HOro 7-6uToBOrO mHdpa
E, ap, up,—napa B3aMMHO NPOCTBIX YUCEN JUIMHBI 72 + 1 OUT.
CoBMecTHOE KpunTorpaduueckoe mpeodpasoBaHue COOOIICHUI
r={T,T,..,T)unM=(M,M, ..., M), npeacTaBIeHHbIX
B BHJIC MOCJICOBATEILHOCTEH n-OUTOBBIX OJOKOB JaHHBIX,
OIIpe/ICNTUM KaK MOCIIEI0BATeIbHOE IPe0Opa3OBaHUE COOTBET-
CTBYIOIIMX Tap BXOAHBIX O110KOB 7, M M, B €IMHBIA pacuIMpeH-
b1 6ok mmdp texcra C, (s i = 1, 2, ..., z) mo crenyromemy
AITOPUTMY:

1) ucrions3yst GpyHKIHIO 0J09HOTO MHGPOBAHKS £ ¥ KITHOY
K, npeoOpa3oBaTh BXOMHOM OIOK aHHBIX 7, B OJIOK MPOMEXKY-
tounoro mudprexcra C,. = E, (T);

2) ucnosb3ys OnouHb mmdp £ u ko4 K|, mpeodpa3oBarh
BXO/IHOM OJIOK JJaHHBIX M, B OJIOK TIPOMEsKYTOYHOTO IH(pTEKCTa
CMi - EKZ(A/[:‘);

3) WCTIOMB3ys KITFOUEBBIE DJIEMEHTBI p, U p, M TPAKTysl h-OM-
TOBbIE OJIOKH NPOMEKYTOUHBIX MHdprexctoB C, u C,  Kak 4uc-
J1a, IPeJICTaBICHHbIC B JIBOMYHOM BH/IC, BEIMUCITUTH CIMHBIH OJIOK
BBIXOIHOTO mH(ppTeKcTa C, B BUIAE PEMICHAS CHCTEMbI CPaBHe-
HHH

C; =Cp, mod py;

_ M
C; =Cy, mod p,.

Jns 3anucu 3HaveHns Oroka eunoro mudprekcra C, pesep-
BUpYyeTcst 21 + 2 OUTOB, UTO SBISIETCS JOCTATOYHBIM, TIOCKOJIBKY
TIPH JIFOOBIX 3HAYEHHSX p, U p, IMeET MecTo yciobre C; < 222,
Kpunrorpamma C, copeprkamias B mpeoOpa3oBaHHOM Buje 00a
BXOIHBIX COOOIIECHS, TIPEICTABISACTCS B BUJIC ITOCIIEJOBATEIIb-
Hoctu 6nokoB mmpprexcra C: C=(C, C,, ..., C).

B cooTBeTcTBUE ¢ KHTaNCKOI TeOpeMoii 00 ocTaTkax perie-
HHUE CHCTEMBI TMHEWHBIX cpaBHEHUH (1) omuchBaeTcs Gpopmy-
T0#

C.=[Cpp(p," modp)+C\,p, (p, " mod p))] mod p, p,,

KOTOpasi ¥ 33/1aeT BBIYMCIHUTEIBHYIO MTPOLEAYPY OTOOpaKEeHHs
napbl GJI0KOB TIPOMEXKYTOUYHBIX MIH(DPTEKCTOB B €ANHBIN paciin-
PEHHBIA OJIOK BRIXOTHOTO MH(pTEKCTa. JIerko 3aMeTHTB, YTO 3Ha-
uenusi p, (p,' modp ) up, (p,” mod p,) MOTyT ObITH BBIYKCIIEHBI
TPEABAPUTEIILHO, YTO TO3BOJIUT HOBBICHTH TPOU3BOAUTEIIBHOCTh
omHCcaHHOTO anroput™a Omognoro [IB-mmdposanus.

Croiikocts nanaoro [I1B-mmdpa k mpuHy)Ial0MKUM aTakaM
obecrieurBaeTCsi BO3MOXKHOCTBIO MPABIONOA00HO yTBEPKIATh,
410 MU(PTEKCT CHOPMUPOBAH ITyTEM BEPOSITHOCTHOTO IN(POBa-
HUs PUKTUBHOTO cooOmenus M o puktuBHOMY Kiody (K, p.).
J10BOZIOM B MOJTb3y TaKOM MHTEPIPETALMH SIBJISETCS ITpe/CTaBIIsie-
MBI aCCOIMUPOBAHHBIH AJTOPUTM BEPOSITHOCTHOTO MIM(PPOBAHUS
W CBSI3aHHBIM ¢ HUM QJITOPUTM HPOLETYPbl paciii(pOBBIBAHUS
mugpTeKcTa.

AccoLupyeMbIid AITOPHTM BEPOSTHOCTHOTO MIU(POBAHUS
MOXKHO OITUCATh CICAYIOLINM 00pa3oM:

1) pa30buTs coobuierne M Ha n-OUTOBBIE OIOKU M:

M: (MI) Mz’ M) A42);

2) 3ammdpoBaTh Kaxaeli i-if (i = 1, 2, ..., z) OJIOK BXOITHBIX
JaHHBIX M, BBINOJIHAS CIIEIYIOLIHE IIAry:
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2.1) ucrione3ys 7-OUTOBBINA anTOpUTM O0YHOTO HIH(pPOBa-
Hus E, 3ammdposars 610K nanHbix M, no kiody K,

Cu = E(M);

Mi

2.2) creHepHpoBaTh CIIy4yalHOE YHCIIO 7, YAOBIETBOPSIOIIEEe
YCJIOBHIO 2" < 7 < 2" "' ¥ B3aMMHO MPOCTOE C p.;

2.3) creHepupoBarh cirydaifHoe 9ucio R < 27;

2.3) BBIMUCIIATH i-H 610K KpunTorpaMMel C, Kak perieHue
CHCTEMBI JTMHEHHBIX CPaBHEHUI

C; =Cy, mod py;

2
C; =Rmodr.

Jlerko mokasatk, 4To Kaxabld Onok C, kpunrorpamMmmbl C
MOT OBITH ITOJIy4€H B pe3yJIbTare BEPOSTHOCTHOIO IU(POBAHUS
Onoka QUKTUBHOTO COOOIIEHHs M, 10 (PUKTHBHOMY KITIOHY TIPH
UCTIOJI30BaHNN MIPEACTABIEHHOTO aITOPUTMa BEPOSTHOCTHO-
ro Onodnoro mudposanus. Jlefcteurensho, nycts C, u C, =
= E,,(M)) ynoBIETBOPSIOT MIEPBOMY CPABHEHHIO CHCTEMBI (2).
Tornma st 1100010 3HAUCHNS 7, KOTOPOE ABIAETCS B3aUMHO TIPO-
CTBIM C p, M YIIOBIIETBOPSIET yCNoBHIO C, < 7,, IMEETCS 3HAYECHHE
R = C. mod r, Ipx KOTOPOM CHCTEMA (2) UMEET CBOMM PELICHUEM
3ananHoe 3Hauenue C. Takum oOpasom, 3amndpoBbiBaHUe PUK-
TUBHOTO cO00IIeHHsT M 110 PUKTUBHOMY KJIIOUY C UCIIONB30BAHH-
€M acCOIMMPOBAHHOTO aJITOPUTMA BEPOSTHOCTHOTO IH(POBAHUS
MOTEHIMAILHO MOXKET TPUBECTH K (hOpMHUPOBaHUIO MIH(PTEK-
cTa, IMoJIy4eHHOro ¢ rnoMoinsio [1B-mudposanus cooduennit
MnuT.

Anroputmy [IB-mudpoBanus U accouunpyemMomy ¢ HUM
AITOPUTMY BEPOSITHOCTHOTO IIN(POBAHHS COOTBETCTBYET OAINH
¥ TOT JKE aITOPUTM paciuupoBbiBanms Kpunrorpammel C = (C,

C, ..., C, ..., C) mo xmouy (K,, p,), KOTOPBIA OTMUCBIBAETCS
CIIE/IYIOLIMMH IIaraMu:
1) xaxapit i-i (i =1, 2, ..., z) 6mok C, pacmmpoBark, BbI-

IIOJIHMB CIIEAYIOLINE JBa IIara:

1.1) BbruMCIIUTE OIOK TIpOMeXkyTOUHOro mudprexcra C, . =
=C modp,;

1.2) pacumgposats 6ok C, . 110 kmody K, ucronb3ys GyHk-
10 O104HOro pacumdpossiBanus D = E!

M. =Dy, (C,);

2) 0OObEMHNUTD BCE BOCCTAHOBJICHHBIE OJOKH M B coo0e-
aue M= M, M, ... M, ..., M).

B ciyuae npuHy:xaaroiieit araki OTIpaBUTENb U NOJTyYaresb
kpunrorpaMmMel C MPEIOCTABNIAKOT aTakyromeMy Kirod (K, p,)
u coobuieHne M B KayecTBe CEKPETHBIX 3HaueHul. [Tpu aTom
OHU NOSICHSIIOT, YTO OJIOYHBIN MK(P £ MCIONb30BaH B PeKUME
BEPOSTHOCTHOTO MK (POBaHMS (M IPETOCTABIAIOT aTaKyIoIeMy
ACCOIMMPOBAHHBIN AJITOPUTM BEPOSTHOCTHOTO MIM(POBAHMS).
[TpumeHeHne pexxnMa BepOSTHOCTHOTO IIM(POBAHUS OHH TIO-
SICHSIFOT KEJTAaHNEM TMOBBIIICHUSI CTONKOCTH MHU(POBAHUS U 3a-
IIATHI OT BO3MOXKHBIX HETIPEIBUICHHBIX cI1a00cTei OI109HOrO0
umdpa E.

Cexkpernoe coobmenue u3 kpuntorpammel C = (C,, C,,.., C)
BOCCTaHABJIMBAETCSI TAKXKE ITyTEM BBIITOJIHEHHUS TOCIETHETO all-
TOPUTMa, HO TIPU MCTIOJIL30BaHUH CEKPETHOTO Kimro4a (K, p),
YTO OINPEAEISET TAKYIO MTOCIIEI0BATEIbHOCT 1IIaroB:

1) xaxapid i-i (i =1, 2, ..., z) 6nok C, pacndpoBarh, BbI-
TIOJTHUB CJIEAYIOIHE JBa I1ara;

1.1) BBIYMCINTH OJIOK MTPOMEXyTOUHOTO mUpprekcra C, =
=C modp,;

1.2) pacmmmposats 610k C,, 10 KItody K|, HCTIONB3Yst (PyHK-
LU0 0JI0YHOro pacinugpoBbiBanust D = E-!

T=Dy (Cp;

2) 0ObeIMHNUTH BCE BOCCTAHOBIICHHBIC OJIOKU s coo01IeHne
r={T,7,....,T,....T).

Takum 00pa3zom, paccMOTpeHHBIH OnounbIit [IB-mmdp ymoo-
BJIETBOPSIET MTPUHSATHIM KPUTEPUSM TTOCTPOCHHUSI, T. €. B HEM CO-
BIIAJIAI0T AJTOPUTMbBI BOCCTAHOBIICHUS U3 KpuUntorpaMmer C
(bUKTHBHOTO M CEKPETHOTO COOOIIeH sI. TakKe OHU COBIIAJA0T
C aaropuTMOM pacini()pPOBBIBAHHS KPUIITOIPAMMBbI, MTOJyUYCH-
HOH C MOMOIIIBIO ACCOLMMPOBAHHOIO aJITOPUTMA BEPOSTHOCTHOIO
M ppPOBaHHSI.

IICEBJOBEPOATHOCTHBIE IIIU®PHI
C BBIYMCJIEHMEM BJIOKOB HIMO®PTEKCTA
13 CUCTEMBI YPABHEHUI

PaccMoTpuM mocTpoeHHEe CKOPOCTHBIX aJIrOPUTMOB TICEB-
JIOBEPOSITHOCTHOTO MH(DPOBAHUS C OTOOPaKCHUEM MMap MPOo-
MEKYTOYHBIX MIH(DPTEKCTOB, peaTn3yeMoe B BHJIE MPOIEITYPhI
PCIICHUS CHCTEMBbI JIMHCIHBIX YPaBHCHHUHN B TPOCTOM KOHCYHOM
niore. Tak ke, Kak B MpeAbIayIeM mudpe, Ipe/moaaraeTces mpe-
BapUTEIbHOE 3au(pOBBIBaHNE OJIOKOB BXOIHBIX COOOMmIeHH M
1 T’ ¢ nomorpro 6moynoro mmdpa £ Ha kmodax K = (K, K,) u
0 =(0,, Q,), COOTBETCTBEHHO, MOAKIIOYH KOTOPHIX UCIIONb3Y-
IOTCA TakXKe B KauecTBe KOI(PPUIINEHTOB YpaBHEHUH, BXOI-
mux B cucremy. IIpu s1oM nipu rerepanuu noakmoyen K, K.,
0O, u Q, crenyeT 06eCeYnTh BBIOIHUMOCTE ycaosus K O, —
—K,0, # 0 mod p (ycnoBue cyliecTBOBaHUs €JMHCTBEHHOTO Pe-
LICHUS [UISL CHCTEMBI [IBYX JIMHCHHBIX YPaBHCHHUIA).

[Tycth, HaIpUMEp, MPOMEKYTOYHOE MU(YPOBAHKUE BBIIOJ-
HSETCSI C MIOMOIIIBI0 OJI0YHOTO mHudpa £ ¢ pa3MepoM BXOIHOTO
6moka 7 = 64 out u 128-6uToBBIM KITFOUOM K, TIpE/ICTaBICHHBIM
B BHUIC Mapbl 64-OUTOBBIX MOIKITIOUCH K nK:K= (Kv Kz).
Bnounoe [1B-mm¢ppoBanne coodmennii 7' 1 M, IMEIOMIAX OTU-
HaAKOBBII pa3Mep, 3a0aeTCsl CICAYIONINM allTOPUTMOM:

1) pa36uts coobmienns 7 u M Ha 64-0uTOBBIC OJIOKU TnM:

T=(Tp Ty Ty T
M= (M, My ..s M, oo M;
2) Kax bl i-H 050k T, v Kaxublid i-i (i =1, 2, ..., z) Gnok M,

3a1u(poBaTh, BEINOIHKUB CIACIYIOLINE JBa I1ara:
2.1) zamm@posarh 010K TaHHBIX 7, 110 Kirody

C,=E, (T);
2.2) zamm@posarh 0110k JaHHbIX M, 110 Kitouy K

Cyi = E (M);
3) mas xaxzaoro 3HadeHusd i = 1, 2, ..., z chopMHUpOBaATh

130-6uToBBIi 610K KpunTorpammbl C, B BUJie KOHKaTEHAIINH
aByx 65-6urtoBbix sHadenni C' n C": C, = (C/, C"), aBmusro-
IIMXCS PELIEHUEM CUCTEMBI JIMHEHHBIX YpPaBHEHUI C HEU3BECT-
upivu C u C/':

K,C{+K,C/=C;,; mod p;

' " 3)
QlCi +Q2Cl =C7'; mod P,

e p — HEKOTopoe crelu(UUUPOBaHHOE IPOCTOE YUCIIO JJIHU-
HOW 65 OuT, TaKoe, 4TO onepanyst YMHOKECHHS 110 MOJYJIIO p
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MOXXET OBITH BBITIOJIHEHA 0€3 onepauu apu(MeTHIeCcKoro
nenenus Ha p (Hampumep, p = 18446744073709551629; p =
= 18446744073709553681).

Accounupyemblii aropuT™M BEpOSITHOCTHOTO MIN(BPOBAHUS
OIIMCBHIBACTCS CIIETYIOLIMM 00pa3oM:

1) pazouth coobmenue M Ha 64-6utoBbie O0KH M,

M: (M’ A423 LR A4Z)9

2) Kaxneii i-i (i = 1, 2, ..., z) OOk 3ammQpoBaTh, BRIOTHUB
CJIeyIOIIHE TPH MIara:

2.1) samm¢posars 610K JaHHBIX M, 110 Kiody K ¢ ucrosb-
30BaHHEM 71-0MTOBOTO OJIOYHOTO anroputMa mudposanus £ 1o
dopmyse C\, = E,(M);

2.2) creHepupoBaTh CllydaiiHble yucia R <p u r < p;

2.3) BBIMUCIATH i-i OO0k KpunTorpaMmel C, Kak pelIeHHE
CUCTEMBI CPaBHEHHH

K\Cj+K,Ci'=C) mod p;

4
C/+rC/=Rmod p. @
ITpn pukcuposannom Kimode K Kaxapii i-ii 610k C, kpuI-
TOTpaMMBI B OOILEM CITydae MOXKET OBITh MOIYYEH C ITOMOIIBIO
aCCOIMMPOBAHHOTO AJITOPUTMA BEPOSITHOCTHOTO IHU(PPOBAHUS
TIPY Pa3IMYHBIX MMapax 3HaueHuil R u 7. JleicTBUTENBHO, BBIOOD
MIPOM3BOJILHOTO YHMCIIa #* OJJHO3HAYHO OIpeJieisieT 3HaueHue R,
IIPU KOTOPOM BTOpPOE ypaBHEHHE B (4) OyIeT BBIMOIHATHCA IS
(uxcuposanHoro 3Hauenus C..
BwmecTo (4) B acconunpyeMoM aJlrOpUTME BEPOSITHOCTHOTO
mH(poBaHKST MOXKHO 33aTh CUCTEMY JIMHEWHBIX ypaBHEHUH,
B KOTOPO# BTOpOE ypaBHEHHE UMeeT OoJiee IPOCTOi BUI:

K\Cj+K,Ci'=C), mod p;
C/=rC/mod p.

PacmmugpossiBanue xpunrtorpammel C = (C, C,, ..., C, ...,
C) no ¢puxruBHOMY Kitouy K = (K|, K) BBIIOTHSETCSA CITEMYIO-
M 00pa3oMm:

1) xaxmpiit i-i (i = 1, 2, ..., z) 130-6uroseii 6ok C, mpen-
CTaBUTh B BUJIC KOHKATEHALMH JIBYX 65-OUTOBBIX OA0I0K0B C/'
u C/' u pacumudpoparh €ro, BHINOIHUB CJIeyONIUe J1Ba LIara:

1.1) BerancIuTh 64-0UTOBBII OJIOK IIPOMEIKYTOYHOTO UG-
TEKCTa

CM,- = K,C/ + K,C/mod p;

1.2) pactmdposars 6ok C,, 1o Kimody K, HCTomb3yst QyHK-
LU0 0JI0YHOro pacinugposbiBanus D = E:

A/[i - DK (CMi);

2) 00OBbETUHUTH BCE BOCCTAHOBIICHHBIC 64-OUTOBBIC OJIIOKH
JAHHBIX M B COOOIIIEHNE

M= (M, M, ..., M, ..

i

. M),

z

PackpsiTHe cekpeTHOro coolrieHus u3 Kkpunrorpammsl C =
=(C,, C,, ..., C) BBITIOJHAETCSA TI0 ITOMY K€ AJTOPUTMY NPH
UCTIONIb30BaHUH cekpeTHoro kimoda O = (Q,, 0,):

1) kaapiit i-i (i = 1, 2, ..., z) 130-6urossii 610k C, pac-
mu(poBaTh, BHIIOJIHUB CIIEAYIONINE BA [Iara:

1.1) BeIYmCIATE 64-OUTOBBII OJIOK TIPOMEKYTOYHOTO IIHU(P-
texera Cp = QG + 0,C'mod p;

1.2) pactuugposars 6510k C,, 110 Kimtody (), HCTIONb3ys (PyHK-
LU0 OJI0YHOrO paciiudposbiBanus D = £

T,=D,(C,);

2) 00BeAMHUTH BCE BOCCTAHOBJICHHBIE 64-OMTOBBIE OJTOKH
naunblx T, B coobmenne 7'= (7, T, ..., T).

[ononoku C/ u C;" umeroT pasmep, paBHbIi 65 OuT, a Ook
C,— 130 6ur. O10 Ha 2 Guta GoJiblle, YEM CyMMapHas JUIMHA
0JI0KOB BXOJIHBIX AaHHBIX. UTOOBI 0OecneYnTh PaBEeHCTBO pas-
Mepa 00BEIMHEHHOTO OJIOKa KPUIITOTPAMMBI CYMME Pa3MepOB
BXOJTHBIX OJIOKOB JJAHHBIX, CIICAYET BOCIIONB30BAThCS 3aIaHUCM
CHCTEMbI YPaBHEHHI, aHAIIOTHYHO# (3), B KOHEYHOM I10JIE JIBO-
HYHBIX MHOTOYJICHOB.

AJITOPUTMBI HA OCHOBE PEIIEHU S
CHUCTEM JIMHENHBIX YPABHEHUN
B KOHEYHBIX JIBONYHBIX OJIIX

[TycTh TpeOyeTcsi BBIOIHUTHE COBMECTHOE HIU(ppOBaHUE
aByx coobmenuit 7= (T, T,, ..., T)u M= (M, M,, ..., M), rne
T, m M, — 128-6urosbie Onoku. [Iponssenem mpomexyTouHOE
IH(POBAHKUE Kak/I0TO OJI0Ka TaHHBIX M, C TTOMOIIBIO JITOPHUT-
Ma Oo9HOTO mHdpoBaHus £ ¢ pasMepoM BXOIHOTO OJIOKa 7 =
= 128 OuT 1 256-0MTOBHIM KITFOUOM K, TIPE/ICTaBICHHBIM B BHJIC
naper 128-6uroBbix oakmodeh K, u K : K = (K, K,). Jlna mpo-
MEKYTOYHOTO mHppoBanus OI0KOB 7, TaKkkKe BOCTIONB3yEMCS
6mouHBIM mdpoM E 1 1pyruM 256-6uToBEIM KiTFo4OM O, TIpe.-
CTaBJICHHBIM B BuJI¢ naphl 128-0uToBRIX moakmouehd O u O,:
0=(0,, Q,). I'enepanmro kmodei K u O BBINOJHMM KaK I'€He-
panuio nap paBHOBEPOSATHBIX CIy4YailHbIX 128-OMTOBBIX CTPOK,
paccMaTpUBacMbIX KaK JTBOMYHBIC MHOTOWICHBI M YIOBJICTBO-
psromux ycnosuio K O, — KO, # 0 mod n (x), tae 1 (x) — Henpu-
BOJMMBIM JTBOWYHBI MHOTOYJICH CTeHEeHHU 128, SIBIISIOIIUICS
cnenudupyeMsiM napamerpom [IB-mudpa.

Bnoanoe [1B-mmdpoBanme coodmienwii M u 7 MOXKHO 3a/1aTh
IO CIIEAYIOIIEMY aJTOPHTMY:

1) KaXaBIi i-i1 128-OMTOBBINA OJIOK JAHHBIX T, m Kax b1 i-i

(i=1,2,...,z) 6mok M 3ammdpoBarh, BHINOIHHUE CIEAYIOIIHE
JIBa [Iara:
1.1) zammdpopars 128-6uToBbIi 610K NaHHBIX M, 110 Kiroay K
CMi = EK (M) ’

1.2) zammdposath 128-6uToBbIi 010K JaHHbIX 7; 1o Kirody O
C,=E, (T);

2) st Kak1oro 3HadeHusi i = 1, 2, ..., z chopmupoBath 256-
OuroBblii 6ok kpunTorpamMmel C, B BUJie KOHKATEHAIUM JIBYX
128-6uroBbIX 1BOMYHBIX MHOro4wieHoB C' u C/": C.=(C/, C"),
SIBJISTFOILIMXCSI PELLIEHUEM CUCTEMBbI JIMHEHHBIX YPABHEHUH C HEH3-
BectHbiME C u C":

K\Ci + K, C'= Cyy, modn(x);

(6))
0,C +0,Ci'= Cp modm(x) .
Accounupyemblil allropuT™M BEpOSITHOCTHOTO MIN(PPOBAHUS
OITMCHIBACTCS CJICTYIOLIMM 00pa3oM:
1) pa3ouTh coobmenne M na 128-6urossie 6oku M::

M:(MaMza sM),

z

2) Kaxaplid i-ii (i =1, 2, ..., z) 110K 3a1M(ppPOBaTh, BHITOIHUB
cllelytolIye Tpy Iara:

2.1) zammgposath 610K JaHHBIX M, 110 Ki1tody () € UCTIONb-
30BaHueM 128-0uToBOro 0JI0YHOTrO anropuTMa ImudpoBanus £
o gopmyne C,, = E, (M);
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2.2) creHepupoBaTh CIyJaifHbIC TBONIHBIC MHOTOWICHBI A(X)
u p(x) crenenu 127;

2.3) BBIYMCINTS i-i 256-0UTOBBIA 010K Kpunrorpammbl C.=
=(C/, C") KaK peneHre CUCTEMbI YPaBHEHUI

{KIC; +K,C]'=Cy, modn(x);

C/ +Mx)C/ = p(x)modn(x). ©

3ajannblii 60k KpunTorpaMmel C; MOKET OBITH MOTyHEH

C MOMOIIBIO aCCOIIMMPOBAHHOTO AJITOPUTMA BEPOSITHOCTHOTO

mrpoBaHus NPU GUKCUPOBAHHBIX 3HAYCHUSIX (PUKTUBHOTO

kmoda K u 61oka npomexyrounoro mudprekcra C,, npu pas-

JUYHBIX Mapax 3HAYCHUH MHOTOWICHOB A(X) U p(x). [Ipu sToM

BEIOOP MPOM3BOJIFHOTO MHOTOWIEHA A(X) OAHO3HAYHO OTIpEIeIIs-

€T 3HaueHue p(x), It KOTOPOTO CHCTeMa ypaBHEHHH (5) B Kaue-

CTBE CBOETO pemIeHus OyneT umMeTh mapy muorounenos C/, C,
takux, uro C.= (C/, C").

PacmmmgpossiBanue xpunrorpammsl C = (C,, C,, ..., C)
1o puxruBHOMY Kitody K = (K, K,) BBIIOJIHAETCS CIIEAYOIIMM
o0Opazom:

1) kakapii i-i (i = 1, 2, ..., z) 256-6utossii 610k C, pac-
mr(poBaTh, BHIIOJIHUB CIIEAYIOLIME JBa [Iara:

1.1) BeramcuTh 128-OUTOBBIH OITOK IPOMEKYTOUHOTO IIHBP-
TeKcTa 1o hopMmyre

Cy, = K1Ci + K, G mod n(x);

1.2) pacumdposars 128-6utopbrii 6ok C,, 1o kimouy K, uc-
noub3yst GYHKIUEO O10YHOTO pacuinppoBbiBanus D = £
M=D,(C,);

2) 0OObEAMHNUTH BCE BOCCTAHOBJICHHBIE OJOKH M B coo0e-
aue M= M, M, ... M, ..., M).
PackpsiTHe cekpeTHOro coolieHus u3 Kpunrorpammsl C =

=(C,, C,, ..., C) Bemonusercs mo kmody O = (0, 0,) cnenyro-
M 00pazom:
1) kaaplit i-i (i = 1, 2, ..., z) 256-6utosbii 610k C, pac-

i poBaTh, BHIMOIHUB CICTYFONIUC JIBA [Iara:
1.1) BeramcnuTh 128-0UTOBBII OITOK IPOMEKYTOUHOTO IIH(pP-
TEKCTa

Cr, = 0,C/ + 0,/ modn(x);

1.2) pactmdposars 128-6urosslii 6ok C,, 1o kmody Q, uc-
noub3yst GyHKIHIO O0vHOro pacumdpossiBanus D = E!,

I=D(Cp);

2) 00beTMHUTH BCE BOCCTAHOBIICHHBIE OJIOKH T's coo0I11IeHNE
r={T,T, ...,T).

B onucannom [1B-mm¢pe B kauecTBe QPyHKIMH OIOYHOTO
g poBaHust £ MOXKHO MCTIONIB30BaTh 128-OUTOBBII anroputm
6roynoro mudposanus, pekoMenyemsiit craugaprom [OCT P
34.12-2015. B obmiem ciyvae aist mudpoBanusi coodmenui 77
1 M MOXXHO HCTIONB30BATh OJI04YHBIE IH(PBI ¢ Pa3HBIMU pa3Mepa-
MH BXoiHOTO Ontoka. Harrpumep, cooOienne 7' MOXHO pa3ouBath
Ha 64-6uToBbIE OJOKH NaHHBIX 7, M IH(POBATH MOCIIEIHKE C TI0-
Moripto 64-0utoBoro mmgpa, a coodmienue M — Ha 128-0uToBEIe
Onoxm M, ¢ TTOCTIEAYIOMMM WX MIM(POBAHAEM C UCTIONB30BAHHEM
128-0uroBoro 6mouHoro mudpa. OgHAKO OIOKH TPOMEKYTOUHO-
ro mmdprexcTa moTpedyercs 0ObEAUHATH ITyTEM COBMECTHOTO
perIeHns AByX JUHEHHBIX ypaBHEHUH (5), 3aNMCaHHBIX IO MO~

JIF0 OJTHOTO M TOTO K€ HEMPUBOAMMOIO IBONYHOTO MHOTOYJICHA
N(x) crenern 128. DTo mpUBEET K TOMY, 9TO OObEIMHEHHBIH
Omox C, KpUITOrpaMMbl Oy/ICT UMET pasMep 256 OuT, 4To npe-
BBIIIAET CyMMy pazmMepoB 6510koB 7, u M.

Jst pa3ouenust cooOmennii 7' u M Ha GJIOKH TaHHBIX Pa3HOTO
pa3Mepa NpeArnoYTHTEILHO UCIO0JIb30BATh TIOCTPOCHUE aJITOPUT-
Ma [IB-1mmmdpoBanust ¢ 00beMHEHHEM OJIOKOB POMEXKYTOYHBIX
MA(PTEKCTOB MyTEM PELISHUS CUCTEMBI U3 JIBYX ypaBHEHUH,
B KOTOPOH B KadecTBE MOIYJICH MOXKHO HCITOIb30BaTh JIBOMY-
HBIC MHOTOYJICHBI Pa3HOH cTerneHu (Hampumep, 128 u 64 our),
3a CYET Yero MOYKHO 00€CIICUHTh PAaBECHCTBO pa3Mepa 00beInHEH-
Horo 6710Ka (192 6uT) cymme pazMepoB OTOKOB IIPOMEKYTOTHBIX
MU(GPTEKCTOB, UIMEIOLIUX PA3TUIHYIO JIHHY.

3AKJIIOUEHUE

B Hacrosimelt crarbe rokazaHa epCcleKTUBHOCTD IIPUMEHe-
Hus [1B-mmmgpoBanus 1711 OCTPOSHHST HOBBIX MEXaHH3MOB 3a-
MUTH HPOpManny, chOPMYITUPOBAHEI OCHOBHBIE TPEOOBAHUS
k [IB-mudpam, paccMOTpeHBI cII0OCOOBI TOCTPOCHUS U Mpe-
JIO)KEHBI KOHKPETHBIE aJIrOpUTMEI Ostoynoro [1B-mmdposanns
C pa3feIsaeMbIM KIIFOUOM. BBITOIHUMOCTD KPUTEPHS BBIYHCIIHU-
TETBPHON HEPa3IMINMOCTH 10 (pTekcTy Omouxoro [1B-mmdpa
OT OJIOYHOTO BEPOSITHOCTHOTO MIM(pa JOKA3bIBACTCS HATMIHEM
aCCOLMUPOBAHHOTO AJITOPHUTMA BEPOSITHOCTHOTO IMH(POBAHUSL.

[Ipennoxxenubie criocoObl 6mouHoro [IB-mudposanus 3ana-
10T TPOLEYPY COBMECTHOIO 3amu(poBbIBaHMs ByX COO0OIIIe-
HUI{, OJHAKO OHU JIETKO PACHIMPSIOTCS AJIsi OJHOBPEMEHHOTO
mrpoBaHus TpeX U OoJiee COOOLICHUH.

JanpHeiimee pazButue tematuky [1B-mmdposanns Mox-
HO CBSI3aTh C pa3paboTKol paHpoMu3upoBaHHbIX [1B-mmgpos,
C TIOMCKOM HOBBIX CITOCOOOB 3aJjaHMsI B3aUMHO OJJHO3HAYHOTO
0TOOpaKEHMS OJIOKOB IIPOMEKYTOUHBIX MIN(PPTEKCTOB B SIMHBIH
610K BeIXOAHOW KpunTorpammsl 1 [IB-mmdpos, Brirtogarommx
MpoLEIYpy NPEIBAPUTEIHLHOTO CXKATHS BXOJHBIX COOOIICHNUIA.
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Deniable-encryption Methods
Based on Block Ciphers

Moldovyan A.A.
Saint-Petersburg Institute for Informatics
and Automation of RAS
St. Petersburg, Russia
maal305@yandex.ru

Abstract. Pseudo-probabilistic encryption is presented as a new
algorithmic mechanism for ensuring information security, which im-
plements information protection in the event of attacks with com-
pelling disclosure of the encryption key. The basic requirement for
transformations of this type is the computational indistinguishability
of the ciphertext from probabilistic encryption. We consider methods
and algorithms that implement pseudo-probability encryption as a
simultaneous cryptographic transformation of fictitious and secret
messages in two different keys, consisting in the formation of blocks
of intermediate ciphertexts and their reversible mapping into a single
extended block of the output cryptogram. Algorithms are proposed
that include the task of the unifying mapping procedure in the form
of solutions of systems of linear equations and comparisons in which
numbers and binary polynomials are used as a module. The proposed
methods have a sufficiently high productivity and are of consider-
able interest for practical application in information security systems.

Keywords: cryptography, denied encryption, pseudo-probabilis-
tic encryption, symmetric encryption, block ciphers, probabilistic
encryption, cryptogram.
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I'enepanus creneHHbIX CPABHEHUH
KaK CI0C00 OTKPHITOro Mu(poBaHU
U MPOTOKOJI OTPUIAeMOr0 ITU(PPOBAHUS

MongossH H. A.
Cankr-IletepOyprckuii MHCTUTYT
nHpOpPMATHKK U aBToMaTh3anuu PAH
Canxr-IlerepOypr, Poccus
nmold@mail.ru

Annomauus. IlpeacTaBieH HOBbIIi crocod OTKPLITOro mudgpo-
BaHMHsl, B KOTOPOM Npouecc 3ali(poBbIBAHUS BbINOJTHSCTCS MyTeM
reHepanuy K03 puuueHToB KyOHN4HOr0 ypaBHEHHs, a IPoLece pac-
mu(pPOBLIBAHNS 3aKII04AETCS] B PelIeHHU TAaHHOTO YPaBHEHHs.
Be3onacHocTh JaHHOTO METOa OCHOBBLIBAETCS HA CJI0KHOCTH 32/1a4H
(akTopuzanumu, a NMEHHO Ha CJI0KHOCTH (PAKTOPH3ALUHU COCTAB-
HOI'0 MOJYJIsl, KOTOPbIii CJIy?)KMT OTKPBITBIM K/11040M. CeKpeTHbIii
KJIIOY IPeCTaBIIsieT co00ii mapy 4ucel p M ¢, TAKUX 4TO 12 =pq. IIpo-
necc paciinppoBbLIBAHUS BBINOJHSIETCS MyTeM pelleHus] Kyouy-
HOTI'0 CpaBHEHHs 1o Moy.110 n. [lepBbIM MIaroM JaHHOTO Nponecca
SIBJISIETCS HAXO0K/IeHHe KOpHeil ypaBHeHus B nosix GF(p) u GF(q).
B paGorte npeanaraercss MeTo] pelieHusl KyOMYHbBIX YPaBHEHHIl
B MPOCTBIX KOHeUHbIX MosiX. [IpeaoskeHHbIH cnocod OTKPBITOro
mr¢poBaHusi NPUMEHEH /ISl I0CTPOeHHsI MPOTOKO0J1a OTPHIIAEMOI0
muppoBanns, cTOHKOro K AByCTOPOHHUM NMPHHYKAAIOLINM aTa-
KaM.

Knrouegvie cnosa: xpunrorpapus, mudpoBaHue, 0TKPbITOE
mudpoBaHue, OTpUIIaeMoe H(POBaHUE, OTKPBITHIN KJII0Y, Bepo-
SITHOCTHOe N (poBanHue, 3a1a4a (aKTOPU3ALMH, KyOMUHbIE YPaB-
HEeHHs, IPOCToe KOHEYHOoe MoJie.

BBEJEHUE

HoBblii c1toco0 oTKpBITOTO MIN(POBaHUS COCTOUT B reHEpa-
UK MUQpTeKcTa B BUAe Habopa ko3(h(HUIIMEHTOB ypaBHEHUI
BTOPOH, TpeTbell 1 ueTBepToil crenenei [1, 2]. OH no3somnser
OJTHOBPEMEHHO MHU(POBATH ABA, TPH M YETHIPE COOOIICHUS
B OJIHY KPHUITOrpaMMy, Oarofapst 4eMy MOXeT OBbITh peans3o-
BaHO oTpuraemoe mmdposanue (OLl), koTopoe mpencrapiseT
c000i Kpunrorpaguueckuii MeXaHn3M, 00eCIeunBalOIHiA 3a-
UTY HHPOPMALIUK B CITydae IPHHYKAAOIMX aTak. [logpobHo
xoHneniusa Ol u HekoTopble 00IacTH €ro NMPUMEHEHHsI pac-
CMOTpeHbI B pabotax [3, 4]. B [5] o0ocHOBaHA COCTOSATEIBHOCTD
OUI ¢ pazgenseMbIM CEKPETHBIM KJIIOYOM Kak HOBOTO Camo-
CTOSITEIBHOTO MEXaHU3Ma 3allUThl HHQOPMAIK OT HECaHK-
LMOHMPOBAHHOTO JIOCTYNA, EPCIEKTUBHOTO JUIs TPUMEHEHUS
B cpeJCcTBaxX oOecreueHns KOMIBIOTEPHOH 0€301acHOCTH, HC-
TIOJTB3YIONIUXCS. B TOM YUCIIC JIUTSI 3alUThI TEJICKOMMYHUKAINH
B MH(OPMAMOHHO-BBIYHCIUTEIEHBIX CHCTEMAX Ha JKeJIe3HOI0-
POXXHOM TPAHCTIOPTE.

Crtoco6 OTKpHITOTO MU(POBaHNS, OCHOBAHHBIM Ha TeHEpa-
UM CTENICHHBIX YPAaBHEHMUH M BKIIOUAIOIINI OJHOBPEMEHHOE
nmdpoBaHme IBYX M 00JIee COOOIICHHIA, TPEIIoIaracT HeOqHO-
3HAYHOCTh MPOLEAYPHI pacuindpoBbiBaHus. B maHHON cTaThe
paccMaTpUBaeTCst CIIOCO0 OTKPBITOrO MK(POBAHUS C HCIIOIB30-
BaHUEM KyOWYHBIX ypaBHEHHH, CBOOOHBIN OT HEOJHO3HAYHOCTH

Baitunkayckac M. A.
Cankr-IleTepOyprekuii rocyapCTBCHHBIH
aneKkTpoTexHuueckuil yausepcuret «JIDTH»
ropux, Beitnapus
m.vaichikauskas@gmail.com

pacmmgpoBbIBaHUS IUPPTEKCTA, YTO SBISIETCSI €T0 CYIECTBEH-
HBIM [IPEUMYILECTBOM 110 CPABHEHHUIO C aHAIOTUYHBIMH CIIOCO-
6amu. Takke MpeAyIokeH Crocod OTPUIIAEMOro MU(pPOBAHUS,
B OCHOBY KOTOPOTO TOJIOKEH pa3padOoTaHHBII CII0COO OTKPHITOTO
G poBaHUSL.

HoBbIl1 CIIOCOB OTKPHITOIO IIU®POBAHUS

Taxk ke, kak B anroput™e mmdpoBanus [ 1], TMIHBIM ceKpeT-
HBIM KJIFOYOM BIIJIENIbLIa OTKPBITOTO KJIIOUA 72 SBIISIETCS T1apa CHIlb-
HBIX MTPOCTHIX YKCEN p U ¢ [6], TakuX, 9T0 11 = pg, p* = Tmod9,
¢°=7mod 9, u unco 3 He aeanT HK O11HO U3 uncen (p— D u (g —1).

Wnes obecriedeHus: 0JJHO3ZHAYHOCTHU ITPOLETYphI paciuud-
POBBIBaHMSI, COCTOSILEH B PELICHUH KyOMYHOTO YpaBHEHUsI HaJ|
KOHEUHBIM KOJIbIIOM KJIACCOB IO MOAYJIIO 71, COCTOUT B T€HEpa-
IIUHM KyOWYHOTO BBIPA)KCHHMSI, KOTOPOE TPEJICTABISIETCS] B BUIE
MIPOM3BEICHUS MHOTOYJICHA NIepBOH cTernenn (x — M), rne M —
mmdpyemoe coobmienue (M < n), 1 MHOTOUJICHAa BTOPOI CTe-
nenu (x? + Zx + Y), He UMEIOIIEro KOpHeH B yKa3aHHOM KOJIbLIE.
IIpu sTOM ciyuaiinble 3HaueHus1 Z < n U Y < n TeHepUpYyrOTCs
TakK, 4TO JTUCKPUMHUHAHT MHOTOWIECHA BTOPOH CTETIEHH SBIISIETCS
HeBblueToM. OHaKo MU(POBaHUE BBIIOIHACTCS JUIAMH, KO-
TOPBIM HEU3BECTHBI JICIUTENN TPYAHO (pakTOpHU3yeMoro uucia
n, TOATOMY TpeOyeTCsl PaCIIMPUTh OTKPBITHIN KITFOY, BKJIIOYHB
B HET'O HEKOTOPBIH KBaJlpaTUYHbIN HEBBIYET N < 11, KOTOPBIH re-
HEPUPYETCs BIaJIENbLIeM OTKPHITOrO KJIoua M0Cie reHepaliu
JIUYHOTO CEKPETHOTo Kitoua. [l 3TOro BiIajesnel] OTKPhITOTo
KJII0ua FeHEPUPYET ClTyyaiiHOe 3HaueHHe, JUIsl KOTOPOTO BBIIOJI-
HSIOTCS CIICAYIOIIUE ABA YCIIOBHS:

—1

RS

N 2 =—1modp;

R
I\)‘| N
—_

N 2 =—1modg.

OTKpBITBIM KJIFOUOM SIBIISiCTCs napa aucen N U n.

Auroput™ mudpoBanust coodmmeHus M 1o OTKPBITOMY KO-
4y ONHUCHIBACTCS CIICAYIOIIIM 00pa3oM:

1) chopmupoBats cirydaitHoe 9uciio Z < 71 ¥ BBIYUCIUTD 3Ha-
4yeHue 1o Gpopmyre

Y:Zz/4—Nmodn;

2) BBIUMCIUTD KOdQuumeHTsl A, B u D KyOu4HOTrO ypas-
HEHUS

x>+ Ax* 4+ Bx+ D =0modn, 1)
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ncnonb3ys Gopmynsl A =Z - Mmodn, B=Y—- MZmod nu
D = —MY mod n, KoTOpbI€ BBHITEKAIOT U3 yCIOBHs x° + Ax? +
+Bx+D=(x—-M)(x*+Zx+ 7).

Takum 00pa3oM, CIIOKHOCTh HPOLENypbl (HOPMUPOBAHHUS
ummdprexcra C = (4, B, D) npuMepHO paBHa TpeM Ollepalu-
SIM YMHOXKEHUSI 110 Moayitio #. Kpunrorpamma C HampaBisieTcst
10 OTKPBITOMY KaHaJTy BJIaJieJIbIly OTKPBITOTO Kitoua (N, ), Ko-
TOPBIN pacIn(pPOBBIBAET €€ C UCIOJIL30BAHUEM CBOETO JIMYHOTO
cekpeTHoro Kirova. [Iponenypa pacmmnpoBbIBaHNS COCTOUT
B pemeHnu KyOuaaoro ypaBHeHus (1), 3amanHoro ko3dduiu-
eHTaMu A, B u D, T.e. B HAXOK/ICHUH SAUHCTBEHHOTO €0 KOPHS,
paBHOTO 3HaYEHUIO M.

Pemenne ypaBHeHus (1) BRIOTHSCTCS CIIEAYIOMIINM 00pa-
30oM. Penratorcs crenyromue 1Ba KyOM4HBIX YpaBHEHHUS:

x*+ Ax*+ Bx+ D=0 mod p; )

x*+ Ax?>+ Bx+ D=0mod ¢ 3)

B MPOCTHIX KoHEeUHbIX oysiXx GF(p) u GF(q), COOTBETCTBEH-
Ho. Kaxxoe u3 3TUX ypaBHEHUI UMEET eANHCTBEHHBIH KOPEHb
B IIPOCTOM KOHeuHOM Toe. [IycTs kopeHs ypaBHeHus (2) paBeH
M, a ypaBHeHus 3) - M. Torna xopeHb ypaBHEHHA (1) naxo-
JIUTCSI KaK PelleHUe CUCTEMbI JINHEHHBIX CpaBHEHUI

M =M, modp

: “4)
M =M, modg
B cooTBeTcTBUE € TpEeKO-KUTAHCKOM TeopeMoii 06 ocTaTkax
pemeHneM CUCTEMBI (4) SBIsSeTCS 3HaUCHHE

M:[Mpq (q_l modp) +M,p (p_l modq)}modpq. (5)

TpynoeMKoCTh pacmnpoBBIBAHUIO 337a€T PEIICHUE YPaB-
Henuit (2) u (3). PaccmoTpuM, Kak MOJKHO PEeIIUTh KyOU4YHOE
ypaBHEHHE B KOHEYHOM I10JIe, HallpuMep ypaBHEHUS (2).

[To anamoruu co cnoco6oM penieHus KyOMUHbIX ypaBHEHUH
B M0JI€ JICHCTBUTEINIbHBIX Yncen [7] myTeM 3aMeHbl IEPEMEHHOM
o hopmyie x =z — A/3 mod p nepeiiieM K PEeIICHUIO CIICAYIO-
IIEr0 ypaBHEHHs, CBOOOHOTO OT KBa/IpaTa HEM3BECTHOTO:

z3+ Pz+ Q= 0mod p, (6)

rae

2
P:B—ATmodp;

24> 4B
=2 A% Dmodp.
0="7 P

ITockonbKy 3aBeJOMO H3BECTHO, YTO €CTh PEIICHNE ypaBHe-
Hus (6), BEIBOZ (DOPMYIBI s KOpHEH KyOWYHOTO ypaBHEHHUS,
TIpUBEIEHHBIH B [7, ¢. 234-238], MOKHO IPIMEHHTH U B paccMa-
TpUBaeMOM cirydae. Takoi MOAX0 JaeT CIAeIyIoNTyo hopMyry
JITIs1 KOpHEH (6):

z = o+, (7)

e

2 3
3—2-1- Q—+P—m0dp;
2 4 27

o=

2 53
B:3_%_\/QTT}2)_7modp. 3

[Tpu 5TOM IpU HAJIMYUKM HECKOJIBKUX 3HaU€HUH KyOHMUHOIOo
KOpHs B popmysax (8) ciaemyer BEIOMpATh TaKKUE Mapbl, KOTOPbIE
YAOBIIETBOPSIIOT COOTHOILIEHUIO

aﬁ:—? ©)

ITockombKy mpu OTKPBITOM MIM(POBAHUH UCTIONB3YIOTCS CITy-
YyalHbIC 3HAUCHUS, T. €. 3TOT IPOLIECC SIBIISETCS] BEPOSITHOCTHBIM,
07T KBaJAPATHBIM KOPHEM B BEIpAXKEHHUSX (8) MOXKET OKa3aThCs
3HaUCHUE, KOTOPOE SIBIISIETCS KAK KBAJAPATHYHBIM BBIYETOM, TaK
Y KBaJIpaTUYHBIM HEBBIUYETOM. B nepBoM cityuae 3Ha4eHUe KBa-
JIPATHOTO KOPHSI UIMEETCsl, M €r0 MOXKHO JIETKO BBIYMCIHUTH (CM.,
Haripumep, [8]). [Ipu aTom u3-3a yciioBust BeIOOpa MPOCTHIX YH-
cell B Ka4eCTBE CEKPETHOro KiIfoua (YMciao 3 He JAEIUT HU OIHO
n3 uncen p — 1 v g — 1) ecTb €AMHCTBEHHBIH KyOMYHBIH KOPEHb
13 JII000T0 3HAYEHHMS, T0ITOMY CYIIECTBYET €JMHCTBEHHBIH KO-
peHb ypaBHeHus (6), KOTOPBIA BEIYUCIIAETCSI HETIOCPEICTBEHHO
o opmynam (7) u (8).

Bo Bropom cirydae, 9ToOBI HaifTH pemeHne ypaBHEHHS (6),
Tpedyercs nepeiitu B ose GF(p?), BHIIIOIHUTH BHIUMCICHUS
o opmymnam (7) u (8) 1 B3ATh B KAYECTBE UCKOMBIX 3HAUCHUH
Te, KOTOopHIe Jiexar B noste GF(p), BnoxenHom B oie GF(p?).
B kauectse nosst GF(p?) yno6HO BEIOPATH MOJIEe TBOMYHBIX BEK-
TOPOB, 3alaHHBIX Haa nosieM GF(p) [8, 9] npu onpeneneHun
OTIepalMil CIOKEHHUSI U YMHOXKEHUsI BeKTOpoB V= (a, b) €
GF(p*>)u U = (c, d) € GF (p?) no ¢popmynam

V+U=(a,b)+(c,d)=(a+cmodp, b+ dmod p); (10)

VU = (a, b) (c, d) = (ac + kbd mod p, bc + ad mod p), (11)

rne k € GF(p) — HEeKOTOPBIH 3a/1aHHBII KBaAPaTUYHBIA HEBBI-
YerT.

Bwmecro ypaBuenus (6) Oyznem paccMaTpuBarh ypaBHEHUE
HaJl KOHEYHBIM IT10JIEM JIBONYHBIX BEKTOPOB BU/IA!

Z+PZ+0=(0,0), (12)
rac
2
P:(P,o)z(B,o)—@;
A,0)(B,0
0=(0.0)=Z(40) - LUED o),

Ecii 3aBeoMo M3BECTHO, YTO €CTh PeleHHe ypaBHeHUS (0),
TO €CTh U pemieHns ypaBHeHus (12), Torna nmeem GopMymy st
KopHeii (12)

Z=A+B, (13)

f 2 3 ’ 2 3
P P

A:3_g_|_ Q_+_; B:3—g— Q__|__. (14)
2 4 27 2 4 27

I[Tpu 5TOM NPH HAIUYUH HECKOJIBKUX 3HAYCHHH KyOUYHOTO
KopHA B (hopmyrnax (8) cremyeT BEIONpPATh TaKHMe Maphl, KOTOPHIC
YIOBJIETBOPSIIOT COOTHOILICHHUIO

rae
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P
AB =——. (15)
3
3aMeTuM, 4TO UMEIOTC CIIEIYIOLINE MTOJI0KEHHU.
YrBep:kaenue 1. [Iycts a € GF(p) ecTh KBaJpaTn4HbIi
HeBbIveT, Torna a7s (a, 0) € GF(p?) BbimonHsieTcs

J(@,0)=(0,£Vk'a),

rae k — KBaJpaTUYHbIA HEBBIYET, 3aaHHbIi B hopmye (11),
OTpPEAETAIONICH NMPAaBUIIO BHITIOTHEHUS ONEPAllUi YMHOKCHHS
B TI0JIC IBONYHBIX BEKTOPOB.

Hokazamenscmeo. B coorBerctBuu ¢ popmysnoit (12) no-
JTy4aem

0, +vk 'a)? = [(a,0). 0

YrBepxaenue 2. B none GF(p?), e p > 3, U3 Npou3BoIIb-
HOTO KyOMYHOTO BeIYeTa A €CTh TPU Pa3HbIX KyOUYHBIX KOPHS.

Jloxazamenvcmeo. JI1o60e pocToe 9uciio p > 3 mpeacTaBuMo
B BHJE p = 6f + 1 Ipr HEKOTOPOM HATYPAIEHOM YHCIIE 7, TOATOMY
TIOPSIIOK MYJIBTHILTHKATABHOM TPyYIIBI 101 GF(p?) mpeacTaBium
B Bujsie p°— 1 =36 124, 1. ¢. umcno 3 — MOPSIZIOK ATON KOHSYHON
rpyrmbl. [TocnenHsist IBseTcs IMKIIMYECKO!, II09TOMY B HEH €CTh
POBHO JIBa 2JIEMEHTA, UMEIOIINX MOPsIIOK, paBHbIH 3. [TycTb 910
oynyt snementsl E u E?. Tlocneanue SABAsIOTCS HETPUBHATBLHBIME
KOpHSIMH U3 eiMHIYHOTO 31emenTa (1,0) € GF(p?). Ecnu B sBisi-
ercst KyOuuHbM KopHeM u3 A, 10 EB u E*B — taxke KyOuuHbIe
xopuu u3 A: (EB)* = E*B*=B3>=Au (E’B)*=E°B*=B*=A.

[IpeamnonoxkeHne O CyHmIECTBOBAHUHM YETBEPTOTO KOPHS
B =34 MIPUBOJUT K HAJIMYHIO B KOHEYHON HUKJINYECKOU IpyTI-
e 6oee IBYX 3JEMEHTOB, HMEIONINX MOPSAAOK 3. DTO IIPOTHBO-
peune noKas3biBaeT, uro B noye GF (p?) uMeTCs pOBHO TPH
Pa3HbIX KyOUYHBIX KOPHS M3 KQX/0r0 KyOMYHOIO BhIYETA.

Yrepxkaenue 3. B noixe GF(p?) npu p> =7 mod 9 oxun
13 KyOU4HBIX KOpHEH B u3 KyOMYHOTO BbIueTa A MOXKET OBITh
HaiiiieH o gpopmyre

p2 +2

B=4 9 . (16)

Jlokazamenvcmeo. T1ockonbky A — KyOWYIHBIN BBIYET, €CTh
HeKoTOpbIif ameMeHT X € GF (p?), IJIst KOTOPOTO BBIMTOJTHSACT-
cs1 X° = A, mosTomMy nmeem

-1

43 =xP1 =0,

CrieoBarelibHO,

2

B =43

=44 3 =4

B cumy Toro, uto ypaBHenue (12) 3aBeoM0 HMEET pelieHus,
Bhr4ncisiemble 1o Gopmysam (13) u (14), nox KyOUYHBIM KOpHEM
B (14) OynyT mpucyTCcTBOBaTh KyOMYHBIC BEIYETHI. BhIuncieHne
KyOMYHBIX KOpHEH B BhIpakeHUsIX (14) MOXKET ObITh BHIITOJIHEHO
o ¢popmye (16).

B 1estom B cpaBHEHHH € IPOLEAYPOH 3aI(pPOBBIBAHMS pac-
mH(POBBIBAHAE UMEET CYIIECTBEHHO OOiiee BBICOKYIO BBIYHC-
JIUTEJIBHYIO CIIOKHOCTb, OTHAKO IIPH HCIIOIB30BAHIH OBICTPOTO
aJrOpUTMa BO3BEACHHSA B OOJBIIYIO CTEIIEHb B KOHEUHBIX T10-
ms1x GF(p) u GF(p?) oHa BBITIONHAETCS TOCTATOYHO OBICTPO —

B IIOJITOpa-ZBa pa3a MeIJICHHEE MPOLEAYPH! pacnppoBbIBa-
HUS B TIPOTOKOJIE OTKPBITOTO muppoBanus Iib-I'amans [10].
OnHaKo B MOCJICHEM MIPOLIe/ypa 3au(pPOBbIBAHIS HMEET Bbl-
YHUCIIUTENLHYIO CJIOKHOCTh B COTHHU pa3 0oJiee BHICOKYIO, YEM
CJIO)KHOCTB 3aIIU(POBBIBAHMS B OIIMCAHHOM CIIOCO0E OTKPBITOTO
M (ppoBaHUSL.

[TPOTOKOJI OTPULHAEMOT'O IIUOPOBAHHUSI

Ipemnoxennslii ciocod mmMQpPOBaHUS IO OTKPHITOMY KIFOTY
MOXeT OBbITh Hcnonb30BaH B mportokose OIII, cToifkom K AByX-
CTOPOHHMM HpUHYKAatomuM atakam. Anroputm OIII crpourcst
cnemyrommM obpazoM. uKTHBHOE coodmienne M < n 3amud-
poBbIBaetrcs mo crnocody OIII, onucanHOMYy paHee, a CeKpeT-
HOE cOoO0IleHHe BCTpauBaeTCsl B 3HaYeHUE Tapamerpa Z. 1o
BCTpaMBaHKE BBITTOIHSETCS C IOMOIIBIO PA30BOT0O pa3/iessieMo-
TO CEeKpeTHOTo Kitoua U, KOTOPBI COINacoBhIBAETCS Ha dTarle
B3aUMHOMW ayTeHTH(UKALMKU OIB30BaTeNeH IyTeM YMHOKEHUSI
cekperHoro coobmienus 7 Ha kirod U o moxayimo 7: Z = TU mod
n. IIpu BocCcTaHOBICHNH (PMKTUBHOTO COOOIIIECHNUS OTHOBPEMEH-
HO BOCCTaHAaBJIMBACTCS M 3HAUCHUE TICEBIOCIYYafHOTO Mapame-
Tpa Z. 31aTeM BBIYHCIIACTCS CEKPETHOE coobIIeHne 1o popmyre
T=U Zmodn.

Jiis B3anMHO# ayTeHTH()UKAIIAH TTOTb30BATENCH BOCIONbB3Y-
eMcsl reHepaluei cay4yaiiHoro 3apoca OJHUM I10JIb30BaTeNIEM
U BBIUUCIIEHHEM OTBETa Ha 3TOT 3alpoc JIPYyTUM I0Jb30BaTe-
neM. B kauecTBe oTBeTa 3a1a/1uM 3HaueHre U(POBOI MoAIICH
TIOJIL30BATEIS K TIOJIyYeHHOMY CITydaifHoMy 3arpocy. B kauecTse
crnenuduIEpyeMoii cxeMbl IIU(POBOIT OIIHCH BBIOEPEM KPHII-
TocucteMy RSA, MOCKONIBKY TPYIHOPA3NOKUMBIN MOAYIb yXKe
MMEETCs] B KaUeCTBE OJTHOTO M3 3JIEMEHTOB OTKPBITOTO KIIOYa.
YToOBI BEIMOIHSTE IPOLEAYPHI (POPMHUPOBAHHMS U IPOBEPKH TTOAI-
JMHHOCTH IU(POBOH MOANNCH B paMKax KpUNTOCXeMbl RSA,
OTKPBITBIH KIJIFOY JOJDKEH OBITH TOMOIHEH TPETHHM JIEMEHTOM —
YHUCIIOM e, TakuM, uTo e < @(n) 1 HOJI (e, ¢(n)) = 1. ITpu sTom
JIMYHBIN CEKPETHBIHN KITI0Y TAKKE JIOTOJTHICTCS] TPETHUM JIEMEH-
ToM — unciom d = ¢~ mod @-D@-D.

Takast KpUIITOCXEMa peann30BaHa B CIEAYIOLIEM IIPOTOKOJIE
OI1l, B KOTOPOM TIpe/IIoIaraeTcsi, 4To OTIPABUTEIb COOOLICHUSI
BJIQJIEET OTKPBITHIM KIIFOUOM (71, €, N, ), & OJTy4aresb — OTKPbI-
THIM KIIIOYOM (1, €,, N,).

1. OTnpaBuTesb TeHEPUPYET CllyyaiiHoe Yucio k, yIoBieT-
Bopstomee ycinosuto 0 <k <N — 1, u BBIYHCIIAET 3HAUEHNE

R = N? modn,.
3arem popMupyeT CBOIO TIOAINCH
Sl = Sl (Rl): Rldl modnl

K 3HAQ4YEHHIO R, ¥ HalpaBIIseT 3Ha9eHusA R, 1 S (R, ) IomydaTeno.

2. Ilomy4areb, HCTIONB3Ys OTKPBITHIA K04 (7, €,, N, ), Ipo-
BEPACT MONTMHHOCTH oanucyu S\ (R ). Ecin moanuck moammH-
Has, TO OH FEHEPUPYET CIlyHaiHOe YMCIIO k,, YIOBIETBOPAIOIIEE
ycnosuio 0 <k, <p — 1, u BBIMUCIISIET 3HAYEHHE

R2 = Nécz modnz.

3areM (opMHUpPYET CBOKO NOANMUCH S, (R ) K 3HAYCHHIO R, 1
CBOIO TIOANHMCH S,(R,) K 3HAYCHUIO R, ¥ HANPABIISAET 3HAYCHUS
R, S,(R)unS,(R) oTnpaButeIo.

3. OTnpaBuTEB, UCTIONB3YS OTKPBITBIA KITk0Y (71,, €,, N, ), TIpo-
BEpsET NOTMHHOCTH ToAMMcH S(R,) K cllydailHOMY 3Ha4eHHIO,
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KOTOPOE€ OH HAIPABIIUT MOTYYaTeI0, U MOATMHHOCTD TTOIITICH
S, (R,) K pa3oBOMY OTKpBITOMY KiIrody R, momy4arens. Eciu non-
MUCh MOJIMHHAS, TO OH 3aIM(POBBIBACT U NIEPEIACT CEKPETHOE
coobmenue 7' (T < n,) MOMyYaTEIIO, BHIMOJHAA CIIEYFOIINE ATk
(B IPOTHBHOM CJTy4yae OH IPEPBIBACT CEAHC CBS3N):

3.1) renepupyet pukTHBHOE cooOmEeHne M < n,;

3.2) BBIUHUCIISIET 3HAYCHHE

k
U =R,' modn,,
JIETKO 3aMETUTB, YTO
kok
U= N,"" modn,,

U, UCTIONB3ysl 3HadeHne U B Ka4eCTBE Pa30BOro CEKPETHOTO KITO-
Ya, BBIYUCIISIET MACKUPYEMBIi [OJT CITy4aiiHOE YUCIIO IH(PTEKCT
Z=UT mod n;

3.3) BBIYHCISAET 3HAUCHUE

Y =Z72/4— N, modn,

n kpunrtorpammy C = (4, B, D), ucnonb3ys Gpopmynsl 4 =
=(Z—-M)mod n, B=(Y— MZ) mod nu D =-MY mod n,

3.4) Berancnget ceoro noanuck S,(C) k kpunrorpamme C =
= (4, B, D) n nanpasnser 3Ha4enus S (C) u C nomydareno;

4. Ilomy4aTens npoBepsAeT NOMMMHHOCTL noanuck S,(C).
Ecnu noanuce noxkHast, oH uropupyer mudprexct C u npe-
pBIBaeT ceaHc cBs3H. Eciu monmuch mouinHHAs, TO OH BOCCTa-
HaBJIMBACT CEKPETHOE cooOlIIeHHe 7' CIeyONM TyTeM:

4.1) noncraeisier B ypaBHenue (1) 3HaueHust Koo uimeHToB
A, B D u, ucnionb3yst U3BECTHBIE €My 3HAUYCHHS p U ¢, BBIYNC-
JISIET IEJIOYUCIICHHBIH KOpeHb (1), KOTOpBbIil paBeH (UKTUBHOMY
cooOrieHuro M,

4.2) BeramcIsieT 3HadeHne Z 1o popmyne Z = (4 + M) mod n;

4.3) BbIUHUCISIET 3HAYCHHE PA30BOTO CEKPETHOTO KIIF0Ua

k
U'=R/?> modn,,
JIETKO 3aMETUTh, 4TO
ok
U'=N,"> modn, =U,

4.4) Beraucnser cexkpetHoe coobmenne 7= U''Z mod n,.

5. IloaBeprasich IBYXCTOPOHHEW MPUHYKIAIOIIEH aTake, OT-
TIPaBUTENb PACKPBIBACT (PUKTUBHOE COOOIIEHNE M, a moyJaresnb
PacKpBIBACT CBOM JIMYHBIN CEKPETHEIA KIItod (p, ¢, d,).

Atakyromuii paciinpoBBIBaET KPUIITOTPAMMY I10 KITIOTY
(p, ¢, d,) n y6exiaercs, 4To 3Ha4eHKre M PacKphITO IPaBUIILHO.
OH MOXET TaKoke BBIYHCIUTD U TICEBIOCTyYaifHOe 3HaYCHUE Z,
OJIHAKO PACKPBITh CEKPETHOE COOOIIIEHHE OH HE CMOKET, TaK KaKk
JUISl 9TOTO HaJI0 3HATh PA30BbIi OOLIHIA CEKPETHBII KIIF0Y, KOTO-
pBIi HE 3aBUCHUT OT JIMYHBIX CEKPETHBIX KIJII0YEH yuyaCcTHUKOB
ceaHca CEKpPETHOM CBA3M.

UToOb! yITUUUTS 110JIb30BaTeNIei B 00MaHe, aTaKky oM J10J1-
KEH PEIINTD 3a]a4y AUCKPETHOTO JIOrapu(MUPOBAHUS IO TPY/I-
HOPa3JIOKUMOMY MOMYJIO 72,. [locmennss 3a/1aqa He mpo1e, 9em
(axropuszanus yucna #n,. Ha 5T0M 0CHOBaHO TIPEIONOKEHHE:
aTaKyIOUIUH HE CMOXET JI0Ka3aTh, YTO CIIy4YaiHbIC 3HAUCHUS
R ¥ R, ObUIM MCIIOIb30BaHbl KaK Pa30BBIE OTKPBITHIE KIHOYH
B MPOIIEype COMIacOBaHUs pa3oBoro obiero cekpera U, T.e.
TO, YTO TIOJIB30BATEIN CKPHITHO HUCIIOJIB30BAIN KPUIITOCXEMY
Jubdu — Xemmmana.

B ciayuyae akTHBHBIX MPUHYXAAIOMIMX aTaK HApyIIUTEIb,
BBIJTAFOIMI ce0sl 32 moyyarelisi COOOIIeHNs, 00HApY)KUBAETCS
Ha mare 3 OnuCaHHOIO NMPOTOKOIA, a HAPYIIUTENb, BBIIAIOLIHNA

cebs 3a OTIpaBHUTEINS COOOIICHHMS, — Ha TIare 4, T7Ie MPOBEPSETCS
HOJUTMHHOCTb IIOANNCH OTIIPaBUTENS K Kpuntorpamme C.

OIHOCTOPOHHUI AJITOPUTM
OTPULIAEMOTI'O IIIM®POBAHUS

Eciu B Monieny moTeHIMaNbHOTO HapyHINTEIs He pelycMa-
TpHUBaeTCs MPUHYKAAIONIAs aTaka Ha MoJydarelisi COOOIIeHUs
W paccMaTpHBAIOTCS TOJBKO TACCUBHBIC aTakH, TO ajJrOPUTM
OLI MoxeT OBITH TOCTPOCH 0€3 CKPHITHOTO MCIOJIb30BaHUS
CXEMBI OTKPBITOTO COIIACOBAHUS OOIIEro CEKPEeTHOTO KIIoYa.
[ocTpoeHne Takoro ajaropuTMa MOKET OBbITh BBIIIOIHEHO C HC-
TIOJTE30BaHUEM 0a30BOT0 KyOMYHOTO ypaBHEHUS (1) 1 OTKPBITOTO
KiIro4a (7, N) mosrydarelisi Ha OCHOBE BKJIFOUCHHS B IIPOTOKOI
CIICIYIOIIHX IIAroB.

1. OtpaBuTenb ceKpeTHOTo coodmeHust 7 < n TeHepupy-
eT (pUKTHBHOE coolieHne M < 1 U BBIYUCIAET KPUITOTPAMMY
C=(4, B, D) cnenyionum myTeM:

1.1) BBIYHCHsAET MceBAOCTyYaiiHOe 3HaYeHne Z = (27! —
— T)> mod n u 3HaYeHHE

Y:Zz/4—Nmodn;

1.2) Beraucnsietr k03pduiueHTs A, B 1 D, IpA KOTOPBIX
ypaBHeHue (1) UMeeT eIMHCTBEHHbIH KOPEHb, IO CIIEIYIOIIIM
hopmymam:

A= (Z- M) mod n;
B = (Y- MZ) mod n;

D =—-MY mod n;

1.3) ornpasnser kpuntorpammy C = (4, B, D) nomydarernto.

2. Ilonyvarens, UCMOIB3YS CBOI TMUHBIN CEKPETHBIN KITOY,
pemraer Kyonunoe ypasHenue (1) u HaxonuT xKopeHb M — duk-
THUBHOE COOOIIEHUE. 3aTeM OH BBIUUCIIET CEKPETHOE co001Ie-
Hue 7, BBITONHSS CICAYIOIINE HIATH:

2.1) BeruncIszeT 3HaYeHue Z 1o popmyne Z = (4 + M) mod n;

2.2) BBIYUCIIAET 3HAYCHHUS

T,=2" —~/Z modn,

rmei=1,2,3,4;

2.3) oTOpackIBaET TPH CIyJalHbIX 3HAYEHHS T, & OCTaBIIEECH
OCMBICJICHHOE COOOIIeHNe OEepeT B KaueCTBE BOCCTAHOBICHHOTO
CeKpeTHOro coodmmeHus 7.

B cirydae nmpuHyXIEHHS OTIIPAaBUTENS COOOIIEHHS K pac-
KPBITHIO HCIIONB30BAaHHBIX TTaPaMETPOB MH(POBAHMS OH IPEO-
CTaBJISICT aTaKyromeMy GUKTHBHOE cooOmieHne M U 4ucio Z,
CCBLIAACH HA IIOCIIEIHEE KaK Ha CIy4aiiHOe 3HaueHue. Brinonnus
mmgpoBanue M 1o OTKpbITOMY Kirody (N, 77) IpU UCIIONIb30Ba-
HUU [IPEJOCTABICHHOIO «CJIy4ailHOI0» 3HAUCHUs] Z, aTaKyOLUH
noiy4ut kpunrtorpammy C = (4, B, D).

Ecim ona coBnagaer ¢ mmprexcToM, epeiaHHbIM 110 OTKPBI-
TOMY KaHaJly Y [0 OPEANOIOKEHNUIO U3BECTHBIM aTaKyOLIEMY,
TO TIOCJICTHNI BBIHYK/ICH TIPU3HATh, YTO €My YECTHO PaCKpPBUIN
nepeganHoe coodmenne. YToObl pacKpbITh 0OMaH, aTakyole-
MY HY’KHO BOCCTaHOBHUTB CEKPETHOE COOOIIEHHE M0 N3BECTHOMY
3HAYEHHIO Z, OTHAKO 3TO TPeOyeT BBIYNCICHHS KBaAPATHOTO KOP-
Hsl TI0 MOZLYJIIO 7, YTO HE MEHEE CIOKHO, UM PEIICHNE 3a/1aun
(baxropuzarum uncna z 11, 12]. Ha BeraucauTenbHON TPYIHOCTH
ToCTeHEH 3aJa41 ITOCTPOCHO JAOCTATOYHO OOJIBIIIOE YUCIIO pa3-
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JUYHBIX KpUnTocxeM, Hanpumep, RSA [13], oTkpsIThrii mudp
Pabuna [12], cxemsr 1iudpoBoii moamucu [1, 14].

3AKJIIOUEHHUE

[Tpeasioxen crnocod OTKphITOro MHU(POBaHMS, 3aKIII0YAI0-
muiics B GpopMupoBaHuy mudprekcTa B Buae Habopa Kodd-
(UnMeHToB KyONYHOTO ypaBHEHUs. B oTian4me oT n3BecTHOTO
crocoba mudpoBaHus ¢ GopMUpoBaHHEM IH(PTEKCTa B BUIC
Habopa KOA(PHUIIMEHTOB KBaIPaTHOTO ypaBHEeHu [ 1], B ipemio-
YKCHHOM CTI0co0e perieHa mpodieMa HeOJHO3HAaYHOCTH TEKCTa,
BOCCTaHaBJIMBAEMOTO IIPH BBITIOJIHEHUHN MTPOLEAYPHI pacmnd-
posbiBaHMs. OCHOBHBIM IIaroM MpPOIETyphl pacin(poBbIBa-
HUS B IPEAJIOKEHHOM CIIOCO0€ SIBISIETCS PEIICHUE KyOUYHBIX
ypaBHEHHUH B MPOCTOM KoHeuHOM Tosie GF(p). UToObl HaliTH
KOPHH TaKMX YPaBHEHUH B 00ILIEM CITydae, MPEAIoKeHO peliaTh
ux B none GF(p?), 3a1aHHOM B BHJIC KOHEUHOTO OIS IBOUY-
HBIX BEKTOPOB.

OnuncaHHbIH B CTaThe CIIOCO0 OTKPHITOTO MIN(POBAHUS MOXKET
OBITH NCIIOIB30BaH IS TOCTpoeHus mpoTtokona O, Bkirouaro-
IIEr0 OZJHOBPEMEHHOE MIN(POBAHUE CEKPETHOTO U (PUKTHBHOTO
coobmenuit. [Ipu 3ToM puKTHBHOE COOOIIIEHIE BOCCTaHABIINBA-
eTCsl KaK KOPEHb KyOMYHOTO YPaBHEHHS, a CEKPETHOE — ITyTeM
mpeoOpazoBaHus OJHOTO W3 KOA(D(HUIINESHTOB HEPA3I0KUMOTO
B nonte GF(p) KBagpaTHOTO TPEXUICHA.

JINTEPATYPA

1. MonnossH H. A., Baitunkayckac M. A. Pacmupenue kpur-
TocxeMbl PabnHa: anroputm oTpuLaeMoro mndpoBaHus o OT-
KpbITOMY Kittouy // Boripocs! 3amuts nHdopmarmu. 2014, Ne 2.
C. 12-16.

2. Moldovyan N.A., Moldovyan A.A., Shcherbacov V. A.
Provably Sender-Deniable Encryption Scheme // Proc. «The
Third Conference of Mathematical Society of the Republic of
Moldovay (IMCS-50). Chisinau, 19-23 Aug. 2014, Inst. Mathe-

matics and Computer Science, Academy of Sciences of Moldova.
2014, P. 134-141.

3. Canetti R., Dwork C., Naor M., Ostrovsky R. Deniable
Encryption // Advances in Cryptology — CRYPTO 1997. Proc.
P. 90-104.

4. Ibrahim M. H. Receiver-Deniable Public-Key Encryp-
tion // Int.J. Network Security. 2009. Vol. 8, Ne 2. P. 159-165.

5. bepesun A.H., bupuuesckuii A.P., Monnossx H. A., Peix-
koB A.B. Crnioco6 orpuniaemoro nmgposanust // Bomp. 3amursr
napopmarun. 2013. Ne 2. C. 18-21.

6. Gordon J. Strong primes are easy to find // Advances in
cryptology — EUROCRYPT’84. Springer-Verlag LNCS. 1985.
Vol. 209. P. 216-223.

7. Kypom A.T. Kypc Beiciieli anreopsl.— M.: Hayka, 1971.
431 c.

8. MonnossH H. A. Teopetnuecknit MUHIMYM U alTOPUTMBI
udposoit noxmucu. — CI10.: [TerepOypr-bXB, 2010. 304 c.

9. Moldovyan N.A., Moldovyanu P.A. Vector form of the fi-
nite fields GF (pm) // Bull. Acad. de Stiinte a Republicii Moldova.
Matematica. 2009. Ne 3. P. 57-63.

10. ElGamal T. A public key cryptosystem and a signature
scheme based on discrete logarithms // IEEE Transactions on In-
formation Theory. 1985. Vol. IT-31, Ne 4. P. 469-472.

11. Moldovyan N.A., Moldovyan A.A. Class of Provably
Secure Information Authentication Systems // Springer Verlag
CCIS 4th Int. Workshop MMM-ANCS’07 Proc. 13-15 Sept.
2007.2007. Vol. 1. P. 147-152.

12. Koytunxo C. BBeaenue B Teopuio uucen. AIroputMm
RSA.— M.: IToctmapkert, 2001.— 323 c.

13. Rabin M. O. Digitalized signatures and public key func-
tions as intractable as factorization // Technical report MIT/LCS/
TR-212, MIT Laboratory for Computer Sci. 1979.

14. Moldovyan A.A., Moldovyan N.A., Shcherbakov V. A.
Short signatures from difficulty of the factoring problem // Bull.
Acad. de Stiinte a Republicii Moldova. Matematica. 2013. Ne 2-3.
P. 27-36.

Humennekmyanvhovle mexnonozuu na mpancnopme. 2018. Ne 1 36



Intellectual Technologies on Transport. 2018. No 1

Generation of Polynomial Equations
as a Method for Public Key Encryption
and Deniable Encryption Protocol

Moldovyan N. A.
Saint-Petersburg Institute for Informatics
and Automation of RAS
St. Petersburg, Russia
nmold@mail.ru

Abstract. The paper introduces a new method for public encryp-
tion in which the enciphering process is performed as a generation
of the coefficients of some cubic equation and the deciphering pro-
cess is solving the equation. Security of the method is based on a
difficulty of the factoring problem, namely, difficulty of factoring a
composite number » that serves as a public key. The private key is
the pair of primes p and ¢ such that n = pq. The deciphering pro-
cess is performed as solving cubic congruence modulo n. Finding
roots of cubic equations in the fields GF(p) and GF(q) is the first step
of the decryption. The paper also describes a method for solving cu-
bic equations defined over prime finite fields. Introduced method of
public encryption is applied for development of deniable encryption
protocol, which is resistant against two-sided coercive attacks.

Keywords: cryptography, encryption, public key encryption, de-
niable encryption, public key, probabilistic encryption, factorization
problem, cubic equation, prime finite field.
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Algorithm of Data Storage
Based on Combining of the Methods
of Locating and Coding
non-Homogeneous Data

Maksimov V. A.
A. F. Mozhaisky Military Aerospace academy
St. Petersburg, Russia
falcon225@yandex.ru

Abstract. Proposed an approach to the designing and applica-
tion of advanced spacecraft data storage systems based on hetero-
geneous storage devices. This approach serving for for the purpose
of increasing fault tolerance of information processing systems. Using
of heterogeneous storage devices and storage methods allows flex-
ible system management depend on its condition. It allows reduce
all kinds of redundancy at storage systems. The novelty of this work
lies in taking into account difference of the importance of stored data.

Keywords: storage systems, heterogeneity, distribution, fault
tolerance, correctness, remote sensing of the Earth, regenerating
coding.

INTRODUCTION

The current trends at the development of space satellites
are characterized by increasing volume of data collected during
spacecraft lifecycle and by a shift at the place of processing these
data from ground-based processing units to on-board processing
units. This information can be divided by type (telemetry, spe-
cial, navigation, etc.), or by importance for the consumer (ground
control system, onboard systems, etc.).

The largest amounts of data are generated by the earth re-
mote sensing satellites. Its characteristics are improved with
every generation and as a result amount of data accumulated on
board is significantly growing. However, the problem of fault
tolerance onboard data storage is not specific only for remote
sensing satellites. Errors occurred during the storage process at
commands, software or navigation data may lead to the disasters
consequences [1].

Long-term operation of the remote sensing satellites allows
to reveal a number of features of the onboard equipment opera-
tion:

1) due the high performance of all kinds of spacecraft equip-
ment, it generates a large amounts of data, which requires special
approaches to their processing and storage. At the same time,
parameters of FLASH-memory modules, used at the storage sys-
tems are not full-suitable for fault-tolerant storage.

2) one of the mainstream tends for last decades at Earth re-
mote-sensing is decreasing of data delivering time. One of the
solutions for this can be full or partial onboard data processing.
But organization of such onboard data processing demands er-
rors check and corrections of this operations. Besides it demands
fault-tolerant storage of processing results [2].

3) the demands placed on existing and prospective Earth
remote sensing satellites (ERSS) with regard of the lifecycle

extension are constantly increasing. However, the methods of
reliable space information systems design for long-term effects
of space factors are insufficiently developed [3].

4) base data attributes for fault-tolerant maintenance are in-
tegrity and errorless. Both of this attributes suffer from corruption
and data loss due storage at the data storage system and transfer-
ring throw high speed radio links. Increasing the level of integrity
and errorless of data, as an integral part of the spacecraft fault-
tolerance in general, requires the introduction of various types of
redundancy (hardware, software, time redundancy, etc.). But it is
not always acceptable in terms of mass-dimensional or functional
restrictions for the satellites systems.

One of the new approach to the onboard data storage systems
(ODSS) design is construction of data storage systems from mod-
ules based on different physical principles [4, 5]. These memory
modules (MRAM, FRAM, SONOM, etc.) have some differences
at the specifications, which makes them attractive for use at on
board satellite systems. It should be noted that the choice of one
specific type of memory is difficult because of substantial dif-
ferences in their characteristics (e. g., having a higher radiation
tolerance, they have less available information capacity).

At the same time, it should be noted that the data stored at
ODSS have different properties.

For example, system data (data required for the correct opera-
tion of the system) have noticeably much importance than results
of remote sensing data. Besides the structure of remote sensing
data is also heterogenecous.

In most Russian ERS satellites, after the first step of data
processing it has stored encoded in a JPG file format. In accor-
dance with international standards (ISO/IEC 10918) in the file
container is JFIF, we can identify several data regions.

Thus, the damage or data blocks loss from regions with SOS,
APPn, COM markers are not critical for main ERS functions.
At worth case this will lead to minor decline of ERS quality
results (collision of a few pixels or blocks of pixels at result im-
age). However, even slight corruption DQT, DHI, DRI regions
blocks can lead to a significant decline of ERS quality results or
to impossibility of remote sensing results perception.

Now exist a significant theoretical and practical ground-
work in the field of distributed data storage with the using a
regenerating codes [6—8] that allow significantly improve the
reliability of data storage compared to the replication method.

All of the above leads to the necessity of development meth-
ods for the designing and application of heterogeneous storage
systems.
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In order to resolve the emerging contradiction between ne-
cessity of reliable storage of large amounts of data on board the
spacecraft on the one side and the lack of currently developed
methods of designing and application of such storage at the other
side, proposed an algorithm of data storage based on combining
of the methods of locating and coding non-homogeneous data.

CONCEPT OF HETEROGENEOUS DATA
STORAGE SYSTEM

Concept of distributed data storage at heterogeneous data
storage system (HDSS) composed in designing and application
such system at ERS onboard systems. HDSS consist from set of
storage units (SU). Each storage unit consists of memory control-
ler (MC) and set of memory modules (MM). HDSS means ag-
gregation of hardware and software parts. Hardware part means
structure of HDSS. Software part means a set of processing pro-
cedures on data (data encoding, data placement). Introducing
of data storage method similar to Big Data at data centers is of-
fered instead of double or triple replication. It means that initial
data divides to several data regions according importance index.
Each data regions is encoding with regenerating code of certain
construction. Next step is determination of data placement (as-
signment data block with certain importance index to a certain
type of memory modules).

Data placement depends on data type and HDSS storage units
condition. Before data blocks will write at the MM they should
be encoding with error-correcting codes.

As writing above, at the current time exist a couple of works
at this field, but there is no one system method for designing and
application of fault tolerance HDSS.

Introducing in HDSS different types of memory allows to
flexible data placement management and ensure fault toler-
ance.

Besides that development of the inter satellite communication
and evolution of nano-satellite conceptions allows to consider-
ate inter satellite storage network [9, 10].

In this case heterogeneous nature of such system can provide
flexible management of data storage process witch is necessary
because of low-available nodes at network.

As further development of concept it is possible to introduce
at the importance index value of semantic importance of data
(importance for the final consumer).

Application of HDSS for ERSS can lead to some draw-
backs:

* increasing system complexity;

* necessity of development special management system.

Main target of HDSS organization is reliable and errorless
data storage.

Fault tolerance of HDSS at this work means probability of
data block will not loss or contains not corrected errors.

Main advantages of distributed storage concept are:

* high technical redness of HDSS;

 maintaining of HDSS fault tolerance;

* maintaining of data availability;

« flexible management of system;

* maintaining demand efficiency of HDSS;

« technical and technology reserve for future research.

Considering ERS as information system it is obvious that it
main function determinates as issuance of reliable information
about the objects of observation to the end user.

So, reliable and errorless data storage at the heterogeneous
HDSS of ESR is carried out through:

1) Dividing data objects to the regions according to the im-
portance index.

2) Application different constructions of regenerating codes
for different data.

3) Data placement according to the importance index.

4) Application of error corrections codes depends of data
placement and importance.

Using such complex multi-level approach can ensure high
HDSS fault-tolerance.

MATH FORMULATION OF PROBLEM

Technical analysis of modern storage systems and technolo-
gies condition shows that storage process characterized by couple
of properties witch borders reliability of data storage at current
ERS concept.

First, designing HDSS from homogeneous memory mod-
ules is hardly to realized for all kinds of memory (except NAND-
FLASH) because of huge mass of result system. Besides that it is
hardly to make a difference for different importance index
data.

Second, storage with replication of data leads to signifi-
cant increasing of data redundancy and respectively to decreas-
ing efficient storage capacity.

Third, evaluation fault tolerance of HDSS performed for sys-
tems “at average” and not takes in to account importance index
of data.

Fourth, for onboard data processing needed large volumes
of reliable memory with limitless (or very large) count cycles of
write and read before failure.

Current approaches to HDSS design based on replication of
data and using non-reliable NAND FLASH can not ensure such
opportunities regardless of the level of scaling and improvement
of technological processes due to constructive limitations.

Five, using of non NAND FLASH MU will allow save energy
resources and use them for data transformation for more reliable
storage and reducing the level of information redundancy.

Task of HDSS design is form from array of available mem-
ory modules types and controllers such structure of HDSS that
met the fitness criteria. Besides that it is necessary to choose
constructions of regenerating and error correct codes and data
placement for each importance index of data. Forming storage
methods should met criteria of minimal information redundancy.
Parameters of HDSS with such storage methods too should met
the fitness criteria.

Storage methods should be formed for maximum payload
of HDSS (initial storage methods). Storage methods (combina-
tion of construction of regenerating and error correction codes
and data placement) should be corrected according with system
condition. Storage methods may be form for each data obtaining
and should lead to maximum of data reliability.

Thus task of designing and application consist of two sub-
tasks. First, subtask is synthesis of HDSS structure and storage
methods.

Second, subtask of HDSS management.

In the math form, the problems of constructing and using a
heterogeneous storage system can be described as follows.

1. Subtask of HDSS structure synthesis and storage me-
thods.
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Given:
1. HDSS operational requirements:

<Dmax ’ Mmax ’ Emax ’ Vmin > ’
where
D — HDSS overall dimensions;
M — HDSS mass;

E — HDSS energy consumption;
V' — HDSS effective capacity.
2. Requirements for HDSS performance indicators:

<P ELmin > P, DNLmin » URmin ’ UWmin >’

where
P, . —requirements for data errorless probability;

Vimin requlrements for data ava1lab11.1t}./ probability;
U,,... — requirements for HDSS productivity at read mode;

Ui — requirements for HDSS productivity at write mode;

3. Structure of data:
(K,F} ),

where
K — number of importance levels at earth remote sensing data;
F, - spec1ﬁc capacity of k-th data .type.

4. Available set of memory chips:

MP ={mp;};

5. Available set of regenerating codes: 4 = {a, }, possessing
properties:

a = <nl N kl > N
where
k,—is number of blocks to which the data is divided;
n,—number of blocks to which the data is encoded,;

Red(a;) = Z—l — information redundancy, introduced by rege-
!
nerating codes.
6. Error-correcting codes: C = {cn } , possessing properties:

Cn :<nn9knsun> )

where
n_ — length of code block in bytes;
k,—numbers of information digits in error-correcting code;
u, — degree of error-correcting.
RedC,, = — information redundancy, introduced by error-
n
correcting code.
Find.:
Structure

So :<nll,n22,...,nJ1>,

where
n, —number of MM j-th type in B i-th SU,
storage methods Sp :<al ,b,c, >, such that:

<S0*=SP1? (tar )*> :?<4> (<S0’Spk (tar »)6 {Gu }

I}<4) =< Py (S0,5px )> Ponwi (S0.Spy )sU (S0,Spy. )

Uy (So,Spy ), Red (So,Sp;. ) > — HDSS performance indicator;

Gy = {Pgry (S0,5t,8p; ) > Pgpmink N
NPonrx (80,86,85p; ) > Poypmink NUg (S0,8t,5p; ) >

2 Upmin NUp (SO,Sf,SPk ) > Upmint —HDSS fitness
criterion.

Under the constraints: HDSS should met requirements for
onboard hardware: Y< 4 € {Y< 4>1} , Where:

max

Yy =< D(80) < Dyyay N M (S0) < My N
NE (80) < Eax NVor (80,894 )= Vigin >+

2. Subtask of HDDS management when solving target tasks.
Given:
1) HDDS structure CXJI: S, .

2) HDDS state: SS = {ss;s }.
3) New data: Dy :<VN,K,FK> , where V, —new data vo-

lume.
Find:

Storage methods: <Spk (t)*> :

<PSk (So, Ss,Spk* (1)) arg max Py (So,Ss, Spy (t))> , under the

constraints:

Spk* (t) S Ska,
Red (So, Ss, sz ) < Red (So,Ss,Sp,? )

ALGORITHM OF DATA STORAGE BASED ON
COMBINING OF THE METHODS OF LOCATING
AND CODING NON-HOMOGENEOUS DATA

Synthesis of the heterogeneous structure occurs under condi-
tions of a priori uncertainty of the functional conditions HDDS.
On the one hand, the impact of unfavorable space factors on the
most frequently used orbits for spacecraft is well studied and can
be accepted as normal operating conditions.

On the other hand, at the spacecraft lifetime cycle, the impact
of various unforeseen factors is possible: the effect of a physical
collision with other objects (space debris), etc.

According with math formulation of problem Algorithm
should solve both subtasks of designing and management of
HDDS.

Formation of requirements for HDDS is defined as one of the
stages of external design. Based on the research of HDDS sys-
tems as an element of onboard aperture, analysis of interaction
with other structural elements of the system, necessary technical
characteristics are determined and a feasibility study is carried
out. The results of the external design stage are formulated in the
form of technical requirements for the onboard computing sys-
tem. In most cases, the requirements for the performance HDDS
can be satisfied with a variety of options for the composition and
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parameters of the system. In this case, the cost of development
and operation, the availability of technological back-up and the
used software can become decisive when choosing system op-
tions.

At the first stage, the initial data is collected. It consists in
a comprehensive analysis of the requirements for the operation
conditions of the satellite, analysis of technical requirements for
HDDS, as well as available memory options [11].

Also before or at the stage of system-wide design, data are
collected on reliability indicators of various drive options. The
data can be obtained from the manufacturer on the basis of tests
carried out by them or the test data can be produced by the de-
signer in accordance with the approved methodology.

Algorithm of data storage based on combining of the methods
of locating and coding non-homogeneous data structurally con-
sist of two parts. Each part solving corresponding subtask.

For first subtask of HDSS structure synthesis and initial stor-
age methods it is necessary to execute the following sequence
of steps.

Step 1. Based on P,, . and available for implementation con-
structions of error-correcting codes C'= {c,} for each of memory
modules — mp_ a choice is made of such constructions of error-
correcting codes which provide the required probability of non-
avoidable errors at k-th type data set:

0y, ELkcj (ckcj ) <h ELmink *

In this case, the minimum information redundancy conditions
must be satisfied:

<Ckcj *> = argmin{red(c;;)}s

where

red (ckq.) — information redundancy introduced by the error-
correcting code used for the k-th data type in the j-th type MM in
combination with the ¢-th MC.

Step 2. Based on chosen types and construction of error-
correcting codes for each data type and combination of MM and
MC calculating effective data capacity: Vefy,; = v,; -red(cy;).

Step 3. For each data type forms many combinations of sub-
structures and corresponding construction of error-correcting
codes. It should be noted that when forming substructures, the
assumption that within the substructure, the data is evenly dis-

chj

tributed, i.e. by, =( L, . This assumption is possible

niji_n Viej
because of during HDDS application data placement is not even
and thus probability of data loss is much less.

During forming substructure and storage methods solving
following optimization problem:

{<50;c= Ay >} = Ponik (Sop .4, ) > Poypmink>

where
So, — substructure of HDDS.

This problem can be solved by a known method of borders
and brunches.

Step 4. Forming of full structure of HDDS can be find by
solving classic Multiple-choice knapsack problem:

1) For each data type k set of vectors enumerates from 1 to ;.

K
2)Find: max) ) Vef;-x;, with restrictions:

i=1jEN(Soy )
K
> 2 my; - Xip < Moy
i=1eN(Soy)
K
Z Z &ij " Xij SGmax;
i=1jeN(Soy )
K
Z Z €ij " Xjj SEmax;
i=1eN(Soy )
Z xlj = 1,
jGN(Sok)
i=1...K;
x;; € {0,1};
Jj € N(Soy).

Problem can be solved by dynamic programming method. As
result forms full HDDS structure that meet operational require-
ments for system and has maximum effective capacity.

Step 5. To determine the suitability HDDS structure it is nec-
essary to carry out simulation modeling.

According to the results of modeling, the decision on the
compliance of the functioning is made — G,

If following conditions are true:

(55°.50.) Fu (0,50 )) € (60

HDSS structure synthesis and initial storage methods is consid-
ered complete. In the case of failing to meet the specified require-
ments, make the necessary adjustments and the implementation
of the synthesis algorithm is repeated.

Main of function time there are exist sufficient information
reserve of HDDS capacity because of ERS systems doses not
work with full payload and has regular communication sessions.
Fault tolerance of HDDS can be enhanced by using this reserve.

At the same time, certain restctions on the quality of opera-
tion remains. HDDS should meet fitness criterion.

Optimal operating mode (in terms of HDDS fault tolerance)
should meet HDSS optimality criterion:

Oy = 1< Peyyc (S0.5,Spi. )= argmax Py (S0, S5, Sp )N
NPonis (So,Ss,Sp}; ): argmax Py, (So,Ss,Spy )N
N, (So,Ss,Sp; )g Temax N Ty (So,Ss,Sp; )g o
NRed (So,Ss,Sp}; )g Red (So,Ss, Sp? )>

In such way tasks of HDDS management may be formulated
as following: it is necessary to find such data placement at HDDS
structure and construction of regenerating codes that makes meet
HDSS optimality criterion.

For the subtask of HDDS management when solving target
tasks it is necessary to execute the following sequence of steps.

Step 1. When new data received by HDDS functional con-
trol is carried out.

According to the results of functional control, the HDDS
state vector is formed: Ssg = <VS ,VuS> .
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Step 2. New arrived data object Dy = (VN,K F 1<> divid-
ed in to k regions according to data type.
Step 3. Based on the initial storage methods — Spk0 com-

putes permissible redundancy — Red (Spko) .
Step 4. Based on the HDDS condition and permissible redun-

dancy for regenerating codes — Red (ako) selected regenerating
codes construction:

Vi
ky =— NG
min(V, —Vu,)/ Red (a;")
s

n, = Red (ako)-kk ,

where
Red (ako) — information redundancy.

Step 5. The next step is to find the placement of data blocks
by structure. The task is formulated as follows: it is necessary to
find the bijection & :n; — s, such that: Ppy;; (b ) — max.

This task is proposed to solve the Cauchy Method.

Step 5. According with chosen data placement — b,, and re-
strictions on the information redundancy — Red (cko) calculating
constructions of error correction codes:

<cks*> = argmax Py (¢t )

where
¢, — chosen type and construction of error correction codes for
k-th data type and s-th MM.

Step 7. Based on the way of storage for k-th data type
Spy = (ak,bk,ck> corrected system statement Ss_for further
calculations of storage methods.

Step 8. Similarly, can be chosen storage methods for other
data types.

Step 9. Simulation of storage system functioning in accor-
dance with the operating model is carried out.

In case of meeting the requirements:

(55.50.) Fu(s0.500)< 00 )

data writes with calculated storage methods. In the case of failing
to meet the specified requirements, it is the necessary to make
specified adjustments and repeat an algorithm.

CONCLUSION

Thus, based on the formulation of problems of designing and
application HDDS, they can be attributed to the class of combina-
torial optimization problems. There are known ways to solve this
type of problem. However, it is worth noting a few features.

Thus problem of searching of HDDS optimal structure and
storage methods for full payload can be solved by different ways,
including by a full search method.

However, this is unacceptable for the HDDS application, since
the choice of the method of coding and placement of data blocks
for storage must be made promptly and decided on the control
device storage, which has a relatively low performance.

In this regard to solve it, a combined method for selecting
the type of regenerating encoding and placing data blocks on the
storage is proposed.

The choice of error correction codes based on the type of data
block and type of MM on which this block assigned.

The proposed approach to providing fault tolerance of remote
sensing information processing system, based on design and ap-
plication HDDS allows flexible storage process management.
Besides that it allows to correct HDDS properties.

This takes into account the initial importance of the remote
sensing data areas, the structure and statement of HDDS as well
as compliance of the operating characteristics of HDDS require-
ments.
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Annomauyus. IpensioxkeH NOAX0/ K NOCTPOECHHIO M IPHMEHEHHUIO
cHCTeM XPAHEeHHUs JAHHBIX MePCIeKTHBHBIX KOCMHYECKHX afnnapa-
TOB HA OCHOBE I'eT¢POreHHbIX 3alI0MUHAIOIIMUX YCTPOICTB € LeIbI0
MOBBILIECHHS 0TKA30yCTOHYMBOCTH (PYHKIIUOHHPOBAHMS CUCTEM 00-
padoTku unpopmanuu. [IpumeHeHue reTeporeHHBIX HAKOMUTe el
aonyckaeT 0osiee rH0Koe ynpapJeHHe coco0aMu XpaHeHHs, YTO
M03B0JIIeT CHU3HUTh CTeNeHb HH()OPMALMOHHOI H30LITOYHOCTH BCeX
BH/IOB B CHCTEMe, 2 TAK:Ke THOKO PeryaInpoBaTh dKCIIyaTAlHOH-
HbIe napaMeTpsbl cucteMbl. HoBH3Ha padoThl 3aK/104aeTcsl B yueTe
HEOHOPOIHOCTH Ba)KHOCTH XPAHUMBIX IaHHbIX.

Knrouesvie cnosa: cucreMa XpaHeHHs! AaHHBIX, T€TEPOreHHOCTD,
pacnpeaeieHHOCTb, 0TKA30yCTOHYMBOCTD, 6€301HO0YHOCTH, TUC-
TAHIMOHHOE 30HAMPOBaHHe 3eMJIH, BOCCTAHABJIMBAIOIEe KOIH-
poBanue.
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CpaBHUTEIbHBIN AHAJU3 MONYJISPHBIX
CUCTEM MOHUTOPHUHIA CETEBOr0 000Py10BaHUS,
pacnpocrpansieMbix mo JuneHsuun GPL
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Annomauyusa. Paccmorpensl HanGos1ee MOMyJIsipHble CUCTEMbI
MOHHTOPHHIA CeTeBOro 000py10BaHNs, pacnpocTpaHsieMble MO
aunuensun GPL — Cacti, Nagios, Zabbix. BeisiBi1eHbI cxoncTBa 1
pa3nuyus Mexay HUMH. ONHCAHBI APXUTEKTYpa H OCHOBHBIE
KOMIOHEHTHI CHCTeMbl MOHUTOPHHTa. CMoOIeIMpPOBaHO padoyee
NMOJHO(YHKIHOHAILHOE COCTOSTHHE KAK/10if paccMaTpHBaeMoi cH-
crembl. [IpuBeeHbl KPpUTHYECKHE MUHYCHI CPABHUBAEMBIX CHCTEM
MOHUTOPHHTa. OTMEYeHO, YTO H3-32 BBISBJICHHBIX HEJOCTATKOB H
HeO00X0AMMOCTH HCMOIb30BAHHS 00JIBIIOT0 KOJNYeCTBA CTOPOHHHX
niarunoB 1s1 Cacti u Nagios, a Takoke H3-3a CJI0/KHOCTH MacIITa-
OMpoOBaHUSA ITUX CHCTeM HAWIYYIIHM BbIOOPOM 1151 MOHUTOPUHI A
00/1B1I0T0 KOIM4YeCTBA METPUK NPU3HaHA cucTeMa Zabbix.

Knroueewie cnosa: monuropunr, Cacti, Nagios, Zabbix, Docker,
cHcTeMa onoBelenunii, merpuku, ysegomiaenusi, GPL, RRDTool.

BBEJEHUE

ABTOMaTU3UPOBaHHBIE CUCTEMbl MOHUTOPHHIA UTPAIOT BAXK-
HYIO POJIb B )KM3HH COBPEMEHHOTO 00111ecTBa. MOHUTOPHHT — 3TO
HETIPEePHIBHBIN ITporiecc HAOMIOACHNUS M PETUCTPALli TAPAaMETPOB
00BEKTa MO CPaBHEHHMIO C 3aJlaHHBIMH KpUTEpHsAMU. B psne or-
pacrieii TaHHbIe COOMPAIOTCST M HAaKATTMBAIOTCS O4EHb MHTECHCHUB-
HO. OCHOBHBIE CBEICHHMS O CHCTEMAaX MOHUTOPHHTA B PA3JINIHBIX
0TpacIsiX, IPUMEPBI OTAEIBHBIX CHCTEM MOHUTOPUHIA U UX CPAB-
HUTEJBHBIC XapaKTePUCTUKN MPUBOAATCS B padoTax [1-5].

W3-3a TeHneHu pocta ceTell nepeaayu JaHHBIX MOBbIIIA-
I0TCSl TPeOOBAaHUA K CHCTEMaM MOHHTOpPHHTA 3THX ceTeil. [Ipu
paciMpEHNH CETU YBEJIMYUBACTCA U KOJIUYECTBO COCTABIIAIOIINX
€€ 00BEKTOB, HY KIAIOIINXCSI B MOHUTOPHHTE, a CJIEJIOBATEIILHO,
1 Harpy3ka Ha CUCTEMY MOHHMTOpHUHra. Takasi CUTyalys BIedYeT
3a co00ii 3aMeJICHNE PeakK Ha aBapUiHbIE COOBITUS B CETH,
BEJIET K JIeTPaJallii CETEBBIX CEPBUCOB U ciIy:x0. [ mpenor-
BpAIEHUs 3THX CUTyallnii HEOOXOAMM HMPABHJIBHBIH MOIX0N
K BBIOOpY CHCTeMBbl MOHUTOpHHTA. B pabore paccmarpuBaroTcst
HECKOJIBKHX Han0OoJee MOIMyIIIPHBIX CHCTEM MOHUTOPHHTA C OT-
KPBITBIM UCXOMHBIM KoztoM: Cacti, Nagios, Zabbix.

® zabbix

® cacti nagios

Ha puc. 1 mpezncrasieHa craTicTika 3alpocoB MO KIKoue-
BBIM CJIOBaM Ha MOMYJISIPHOM MOMCKOBOM pecypce google.com
¢ 2004 r. Kak BunHO U3 puc. 1, nHTepec K HEKOraa Momysp-
HbIM cucteMaM Cacti 1 Nagios IOCTENeHHO yracaet, B TO Bpemst
KaK KOJIMYECTBO 3aIPOCOB C KJIIOUEBBIM CJIOBOM Zabbix pacTér
1 IMEET MOCTOSHHYIO MOJIOKUTEIbHYIO TEHACHIIHIO.

Llens paboTHI — BEIIBUTH HANMEHEE PECYPCOEMKYIO M Hau-
Gornee TMOKO HACTPaMBACMYIO CHCTEMY MOHHTOPHHIA U3 HMEIO-
IMUXCSI, pacipocTpansieMsIx no gunersun GPL, coorBeTcTBYy!IO-
IIyI0 OCHOBHBIM TPEOOBaHHSM:!

e [Ipo3payvHas MacIITaOUPyeMOCTb;

® MOHUTOPHUHI HECKOJBKUX TBICSY YyCTPOHCTB U Ooiee
1000000 meTpuk ¢ ucnonb3oBaHueM npotokosa SNMP [6]
(Simple Network Management Protocol);

® 00pabOTKa HECKOJIBKUX THICSIY YBEJJOMIICHUH €KEHEBHO.

OCHOBHBIE KOMIIOHEHTBI CUCTEMbI MOTUHOPUHIA

Jlro0ast cucteMa MOHUTOPHHTA, B TOM YHCJIE MOHUTOPUHTA
CETEBBIX YCTPOMCTB, — 3TO CIOKHAsE MH(POPMAMOHHAS CHCTEMA,
BKJIFOYArOIas B ceos:

® METpHKH ceTeBBIX ycTpoiicTB (CPU, Temneparypa, 1oCcTyTi-
HOCTbH YCTPOWCTB, ITOTEPH MMAKETOB, OIIMOKN Ha MHTEpdeiicax,
JOCTYTHAs TI0JI0CA MPOITYCKaHUs U MPOYNE) — KPUTHUECKU BaXK-
HbIC TTapaMETpPhI, 3a 3BHAYCHUAMU KOTOPBIX HCO6XOI[I/IMO BCCTH
Ha0JIIocHuE;

® MOHHUTOPHHT — ITpoliecc cOopa, arperupoBaHus U aHaJH-
3a METPHK /ISl YIIyYNICHUS] HOHUMAHUS XapaKTEPUCTHK U MO-
BE/ICHHSI KOMIIOHEHTOB CHCTEMBI. B 3TOT IyHKT BXOIUT TaKxkKe
BU3YyaJIN3alysl COOPaHHBIX JAHHBIX IO METPHUKAM B Pa3IIMYHbIC
rpaduKy, TUarpaMMBbl, TUCTOTpamMMEI [ 1, 2];

® CHCTEMY OIOBEIICHUH — HE MEHEee BaXKHBIH KOMITIOHEHT,
MOCKOJIBKY BBITIOJTHSCT ACHCTBUS HA OCHOBE N3MEHEHHH 3Hade-
HUH HaOmogaeMbIx MeTpuK. I1pn qoCTIKEHNH KPUTHIECKOTO
MOpOra 3HaUCHUS] METPUKH MOXKET MOMBITATHCSI CAMOCTOSITEITBHO

Mo Bcemy mupy, 2004 — HacToALLee BpeMA

I AN

Mpumeyanne

Puc. 1. Craructuka 3anpocoB B OMCKOBOI crcTeMe google.com
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UCTIPaBHUTh MPOOIEMyY 110 3arOTOBJICHHOMY CLIEHApHIO MU OT-
IIPaBHUTh ONOBEILEHNE OTBETCTBEHHOMY JIMILY cpeAcTBaMu SMS,
ANIEKTPOHHO MoYTH U T. 1. [1, 2].

W CCHAETOBAHME BO3MOXXHOCTEHN
CHUCTEM MOHUTOPHWHIA

Cacti

Cacti 0o0naiaeT BEICOKOM CKOPOCTBIO pa3BEPTHIBAHUS IIPH
MaJIOM KOJIM4YeCTBE 00BEKTOB JUIsI MOHUTOpHHTA. JloO6aBieHne
B MOHUTOPHHT YCTPOMCTB K CTAaHJAPTHBIM IIAOIOHAM IIPOHUC-
XomuT OBICTPO U JerTKo [7]. Ho mpormece no6aBineHus yCTponcTs
¢ METPUKaMH, He NPETyCMOTPEHHBIMH CTaHIapTHBIM HabOpoM
¢byHKIui, Tpynoémkuii. B kauecTBe Xxpanmnmiia naHaex Cacti
ucnosnb3yetr RRD (Round-Robin Database), a B kadecTBe Bu3ya-
JIM3aTopa JJIsl TOCTPOeHHUs rpaduKOB U3 COOPAHHBIX JTAHHBIX —
yruuty RRDTool [5, 8]. D10 siBisieTcst HEOCTATKOM, TTOCKOIIBKY
RRD ycpennsier 1aHHble, 1 HEBO3MOKHO CKa3aTh, KAKOBO ObLIO
TOYHOE 3HAYEHHE MapaMeTPOB HECKOJIBKO MecsieB Hazan. OT-
CYTCTBYET CHCTEMa OIOBEIIEHHU, OCHOBHbIE (PyHKIIUU — cOOp
MeTpHK ¢ ycTpoiicTB B RRD 1 ux nocienyromias BU3yanu3anusi.

Ha puc. 2 npencrasnen npumep rpaduka yTHIN3aKUN Ipo-
MYCKHOW CIIOCOOHOCTH ceTeBOro MHTepdeiica KoMmMyTaTopa,
MTOCTPOCHHBIN ¢ moMotIsio Cacti.

Nagios

Nagios moaepKuBaeT OrpoOMHOC KOJUYESCTBO IUIATMHOB
JIUIsE BCEBO3MOJKHBIX 3aJ1a4, HO €ro ¢jiaboe MecTo — Masas OT-
Ka30yCTOMYUBOCTh. MacIITabupoBaHUe — CIOKHAS MPOIIEAYpa
B Nagios, HO BO3MOXKHA IIPH MCIIOJIB30BaHUU CTOPOHHUX TLIa-
ruHOB [7]. Kaxp1ii 3amyIieHHbIH IUTaruH SBISCTCS OTACTHHBIM

3aITyIICHHBIM TIPOI[ECCOM B OTIEPAIMOHHON cucTeMe. Nagios
HE MeET BCTPOSHHBIX CPEACTB BU3yaIU3allH, UX TOXKE HE00XO0-
JIMO TOJIKIIIOYaTh B Buzie iarnHoB [9]. Konduryparius n3mens-
eTcsl IIOCPEICTBOM M3MeHeHus (aiina koHpurypannu, Ho HoBas
KOH(HUTypanus MPUMEHSIETCS TOJIBKO TPH TIepe3aIycKe CIIyKObI
Nagios. IHpIMH ciioBamu, P JOOABJICHHH HOBOTO yCTPOKCTBA
B CHCTEMY MOHHTOPHHTA IPUXOANTCS Mepe3amycKarhb CiIyX0y
MOHHUTOPHHTA JUIsl IPUMEHEHHs KoHpUrypanuu. CortacHo Hc-
CJIEZIOBAaHUSM KOMIAHUH SIHAEKC, TIPU OOJIBIIOM KOJIMYECTBE
00BEKTOB MOHUTOPHHTA (HECKOIBKO THICS) MPOLIEypa Iepe3a-
ITycKa MOXKET 3aHATh 15—20 MUHYT, B TeUCHNE KOTOPHIX HE CHU-
MaroTcs METPHUKH ¢ 0OBEKTOB MOHUTOpPHUHTA [6]. DTO 03HAdaeT,
YTO B YKa3aHHOM IPOMEKYTKE BPEMEHU CHCTEMa MOHHTOPUHTA
He (QyHKIMOHUpYeT. B kadecTBe xpaHnmina faHHbIX Nagios, Kak
u Cacti, ucriosiedyetr RRD [5, 10].

Ha puc. 3 npencrasnen npuMep rpaduka yTUIA3AIUE IPO-
MyCKHOM CITOCOOHOCTH ceTeBOro MHTepdeiica KoMMyTaTopa,
MOCTPOCHHBIH ¢ oMoIbi0 Nagios.

Zabbix

Zabbix mo3BONIIeT U3MEHATH KOHOUTYPALUIO CHCTEMBI
HECKOJNIBKUMHU criocobamu: gepes BeO-uHTepdeiic 1 mocpen-
ctBoM API (Application Program Interface) [11]. Koudurypa-
LUl XpaHUTCsI B 0a3e NaHHBIX, 3TO MO3BOJSIET IPUMEHSTD €&
«Ha JIeTy», B omiirune ot Nagios [12]. 3a cuet pacnpeneiieHHOM
APXUTEKTYPBI U UCIOJIL30BAHUSI TPOKCH JIETKO MaCIITadupyeTcs,
MIOCKOJIBKY 0a3a JJaHHBIX MOXKET XpaHUTHCSl Ha OJTHOM CepBepe,
cepBep NPHIIOKEHHNS — Ha BTOPOM, a )pOHTEH T — Ha TpeTheM [13].
Takke ecTb BO3SMOXKHOCTb PACIIPE/CISATh HAarpy3Ky 10 HECKOJIb-
KHM HPOKCH-CEpBepaM, KOTOpPBIE AETAT OYEePEaH OIPOCOB 00b-
€KTOB MOHUTOPHHIA MEXly cOOOMH, TeM caMbIM BBICBOOOXKJast
pecypchl OCHOBHOTO cepBepa npuioxenust [4]. Momxas cucrema

soe M T 5
400 M .
200 M| -
200 M :

4
108 M 5

5]

14 1le 18 20 22 0@ 02

H incoming [ outgoing
IN: 112,821935M

g4 0 08 19 12 14 1l&

[}
=]

B scale maximum

OUT: 4395, 838331M

Puc. 2. I'padux yTHIU3aMK IPOITYCKHOM CIOCOOHOCTH, IIOCTPOCHHBIH ¢ momompio Cacti

200 M

e00 M

408 M

200 M

2]

12 14 16 12 208 22 @0

B incoming M outgoing
IN: 842, 644458M

P2 o4 85 02 18 12 14 16

B scale maximum

OuT: 557.312281M

Puc. 3. I'paduk yrunuzanuu nporyckHO#i criocoOHOCTH, OCTPOEHHBIH ¢ momolibio Nagios
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OTIOBEIICHHH MTO3BOJISIET UCTIOIB30BATh OMOBEIIICHUS 1 aBTOMATH-
YecKHe JISHCTBIUS Ha OCHOBE 3arOTOBJICHHBIX CIIEHApUEB IIPH J0-
CTHKEHHMHU TIOPOTOBBIX 3HAUESHUI HaOMonaeMbIx MeTpuk [ 14, 15].
B Bepcun 3.4 nosiBUIach BO3MOXKHOCTh TIPOrHO3MPOBATH J1AJIb-
Helflee MoBeJCHNEe METPUK Ha OCHOBE YK€ MOJTy4YEHHBIX 3Ha-
yenwii [4, 11]. VI3 HeQoCTaTKOB CTOUT OTMETUTH OTPAHUYECHHBIHN
(byHKIMOHAJ 11 pabOThI C BU3yaIn3alyel JaHHBIX U OOJBIIYI0
3aJIepKKy IpH 0TOOpaskeHUH OOJIBIIOr0 KOJIMYecTBa rpaKoB
Ha OJJHOM JKpaHe.

Ha puc. 4 mpencrasnen npumep rpaduka yTHIA3AIAHT TIPO-
ITyCKHOH CIIOCOOHOCTH CeTeBOTro MHTep(erica KoMMyTaTopa,
ITOCTPOCHHBIN C TOMOIIBI0 Zabbix.

B 1abn. 1 mpencraBieHbl OCHOBHBIE BOSMOKHOCTH CPaBHH-
BaeMBIX CHCTEM MOHUTOPHHTA.

MOJEJIMPOBAHUE CUCTEMbl MOHUTOPUHTIA
1 TECTUPOBAHME

Enié onHUM Ba)KHBIM KPUTEPHUEM SIBJISICTCS MOTPEOICHUE
PECYpCOB Kaxa0i cucteMoii. B paMkax ctaTthu cOOpaH TECTO-
BBIIl CTCH]] C Pa3BEPHYTHIMH B HEM CPaBHHUBACMBIMHU CHCTEMa-
MH MOHUTOpUHTA. B KadecTBe cepBepa BHICTYIACT YCTPOWCTBO
¢ mporreccopoM cemeiictpa Intel Core 2 Duo, HDD 7200 RPM,
8Gb RAM, OC Debian 9.3 «Stretch». Bce TecToBBIE CHCTEMBI
MOHHTOPHHTA pa3BepHYTH Ha cepBepe B Docker-koHTeitHEpax.
EnmHOBpEeMEHHO 3amyIieHBl KOHTEITHEPHI, CBA3aHHBIE TOIBKO

4.0 Ghps
3.5 Ghps
3.0 Ghps
25 Ghps
2.0 Ghps
1.5 Ghps
1.0 Gbps
0.5 Ghps
Obps
m

¢ ozmHO# cuctemont MmonnTopunra. HabGmomarorcst 100 xocToB
o 410 meTpuk Ha Kaxaplid. IHTepBan ompoca 60 cekyHI.

B Tabi. 2 oroOpakeHbl 3HAYCHHUS, [TOJYUCHHBIC B XOJIE TE-
CTHPOBAHUS MCCIICIYECMbIX CHCTEM MOHUTOPUHTA.

3AKJIIOUEHUE

B pesynbrare aHannza cpaBHHBaGMBIX CHCTEM MOHUTOPUHTA
BBISIBJICHBI CIICYIOIINE KPUTHUCCKUE MUHYCBI:

® HEeT cucTeMbl onosemiennii B Cacti;

e ipu ucnonp3oBannu RRD B Cacti u Nagios Tepsiercs ie-
TaJIM3aLHs CTAapBIX JaHHBIX;

e xoHpurypaius B Nagios U3MEHSETCS MOCPECTBOM H3-
MeHeHHs (aiiina KoH(QUTypanuu, Ho HoBasi KOH(UTypanus Mpu-
MEHseTCS TOJNBKO IIPU Iepe3anycke ciyx0b Nagios, 4To mpu
OOJIBIIIOM KOJIMYECTBE COOMPAEMBIX METPUK MOXKET 3aHHUMATh
HECKOJIBKO JIECSITKOB MHUHYT, a CJIEZI0BaTelIbHO, CUCTEMa He OyieT
(DYHKIIMOHUPOBATH B 3TO BPEMSL.

Zabbix nmeer MeHee KpUTHYECKHE HEOCTATKH, CBSI3aHHbIC
¢ BU3yalln3allMeld JaHHBIX, YTO cJ1a00 BIMSIET HA OCHOBHBIC
(DyHKIIMOHAIBHBIE BOBMOKHOCTH CHCTEMBI.

Kak BumHO U3 Tabn. 2, HAaNMEHee PECYpPCOEMKOI cHcTeMOon
asisiercs Cacti, Hambonee pecypcoemkoii — Nagios. Ho u3-3a
OINMCAHHBIX HEIOCTATKOB M HEOOXOANMOCTH HCIIOJIB30BAHUS
OOJIBIIIOrO KOJIMYECTBa CTOPOHHUX T1arnHoB jist Cacti u Nagios,
a TaKXKe U3-3a CIIOKHOCTH MacIITaOMpOBaHUA STUX CHCTEM HaH-

last min avg
M Incoming network trafficonethS  [avg] 3.46 Gbps 2.76 Gbps 3.2 Gbps  3.65Gbps
B Outgoing network trafficonethS  [avg]  968.96 Mbps  777.05 Mbps  905.46 Mbps  1.03 Gbps

Puc. 4. I'paduk yTrinn3anum nponycKHOi CiocoOHOCTH, MOCTPOCHHBIH ¢ oMoIIbI0 Zabbix

TABJIMIA 1. CBoznHast Tabyuia BOBMOKHOCTEH CPaBHUBAEMBIX CHCTEM

Crcrema AToMaTHYeCcKoe TMonepaia SNMP | F— Cucrema . Crnocob xpaHeHust ] (re—
o0Hapy:KeHHe omnoBeeHni JAHHBIX
Cacti UYepes ruiarud Ja Uepe3 rarux RRDTool GPL
RRDTool,
Nagios UYepes ruiarud UYepes ruiarud Jla MySQL uepe3 GPL
TUIarkH
Oracle,
. MySQL,
Zabbix Ja Ja Ja PostareSQL, GPL
IBM DB2, SQLite

TABJIMIIA 2. ITorpebiieHne pecypcoB CHCTEMaMU

Cucrema CPU, % RAM, %
Cacti 22
Nagios 25
Zabbix 25
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JIyYIIM BBIOOPOM JITST MOHHTOPHHTA GOJIBIIOTO KOJIHYECTBA Me-
TPHK Mpu3HaH Zabbix.
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Comparative Analysis of the Popular
Monitoring Systems for Network Equipment
Distributed Under the GPL License

Shardakov K. S.
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Abstract. The most popular network equipment monitoring
systems distributed under license GPL — Cacti, Nagios, Zabbix are
considered. Similarities and differences between them are revealed.
The architecture and main components of the monitoring system
are described. The working full-functional state of each considered
system is modeled. Critical disadvantages of the compared monitor-
ing systems are given. It is noted that due to the identified shortcom-
ings and the need to use a large number of third-party plugins for
Cacti and Nagios, as well as due to the complexity of scaling these
systems, Zabbix system is recognized as the best choice for monitor-
ing a large number of metrics.

Keywords: monitoring, Cacti, Nagios, Zabbix, Docker, alert
manager, metrics, notifications, GPL, RRDTool.
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