Intellectual Technologies
on Transport
No 3

NHmennekmyasbHble MexHos102uu
HO mpaHcriopme
Ne 3

CaHkm-llemepbype
St. Petersburg
2022



MHTennekTyanbHble TEXHONOrMU Ha TPaHCNopTe
(ceTeBOM 3NEKTPOHHbINA Hay4YHbIN XXypHarn)
Ne 3, 2022

ISSN 2413-2527

CeTeBOW 3MNEeKTPOHHbIN HayYHbIV XXypHar, cBOGOAHO pacnpocTpaHsemblin yepes VIHTepHerT.
My6nrKyTCst CTaTby HA PYCCKOM M @aHIMMIACKOM 53blKax C pe3ynbTatamv UccrnegoBaHui
N NPaKTUYECKMX JOCTVXEHUI B 06nacT MHTennekTyanbHbIX TEXHONOMN
1 COMYTCTBYHOLLMX UM Hay4YHbIX UCCrea0BaHWUN.

KypHan ocHoBaH B 2015 roay.

YuypeauTtenb v uspatenb
depnepanbHoe rocyaapcTBeHHoe GogxeTHoe obpasoBaTenbHoe yupexaeHue Boicluero obpasoBaHums
«MeTepbyprckuii rocyaapCTBEHHbIN YHUBEPCUTET nyTei cooblyeHns Mimnepatopa AnekcaHgpa |» (PrbOY BO MIYTC)

FMmaBHbIVA peaakTop
XomoHeHko A. [1., A.T.H., npod., C.-MeTepbypr, PO
Conpepacepatenuy pegakUMoOHHOMO coBeTa

ManblueB A. 1O., pektop MIYTC, C.-MeTepbypr, PO
YapkuH E. U., 3am. reH. ampektopa no T OAO «P>XX[», Mockea, PO

PepakuMOHHLIN coBeT

Apagypos C. E., npod., Mockea, P® MyctapHakos B. ., 3am. reH. aup. «asnHgopMcepBrcy,
Oyaud A. H., o.7.H., npod., BI'Y, MuHck, Benapycb C.-Metepbypr, PO

KopHueHko A. A., npod., MIYTC, C.-MeTtepbypr, PO Tutosa T. C., npod., npopektop MIYMC,

Kosaneuy IM., npod., TexH. yH-T, Bapwasa, MNonblwa C.-Metepbypr, PO

Mepkypbes 0. A., npod., PTY, Pura, Jlateus depnopos A. P., renH. aup. «Digital Design», C.-MeTepbypr, P®
Hectepos B. M., npod., CM6I'Y, C.-Metepbypr, PO tOcynos P. M., npod., un.-kopp. PAH, C.-MeTtepbypr, PO

PepakunoHHas konnerus

By6HoB B. M., npod., C.-MeTtepbypr, PP — MakapeHko C. W., A.T.H., aou., C.-MeTepbypr, PO
3aMecTuTenNb rMaBHOMo peakTopa Mwpsoes T. A., acc. npod., ropmrus, CLUA
Anekcangposa E. B., npod., C.-lMetepbypr, PO HacegkuH O. A., K.T.H., gou,., C.-lNeTepbypr, PO
Atunna 3nuu, npod., yH-T Akcapaw, Typums HukntuH A. B., npod., C.-MNeTtepbypr, PP
BacbipoB A. ., npod., C.-MeTepbypr, PO Hosukos E. A., a.T.H., gou., C.-MeTepbypr, PO
BespogHbii B. ®., npod., Mockea, PO Oxtunes M. 1O., npod., C.-lNeTepbypr, PO
BnaroBewyeHckas E. A., npod., C.-MeTtepbypr, P Mpueanos A. A., npod., C.-lMeTtepbypr, P
Bynasckui M. E., 4.1.H., gou., C.-MeTtepbypr, PO Cokonos b. B., npod., C.-lNetepbypr, PO
Bacunenko M. H., npod., C.-lNeTepbypr, PO TapaHueB A. A., npod., C.-MeTepbypr, PO
Mnyxos A. l., A.T.H., Mocksa, P® YT1enbepreHoB W. T., npod., Anmatbl, KasaxctaH
lN'yoa A. H., npod., PoctoB-Ha-[oHy, P® dununyerko C. A, K.T.H., gou., Mockea, PO
Kenesnsik B. K., npodh., HoBononouk, benapycb dosunos L. X., npod., TalkeHT, Y3bekuctaH
B3aboposckuii B. C., npod., C.-Metepbypr, PO Xabapos B. W., npoc., HoBocubupck, PP
KanaeB A. K., npod., C.-MeTepbypr, PO Xopakosckun B. A., npod., C.-lNeTtepbypr, PO
Kotenko A. I, A4.T.H., pou., C.-lMeTepbypr, PO Xy ®y-HuaH, npod., Cronwkoy, Kutam
Kyperkos [1. B., npod., Mockea, P® YexoHuH K. A., npod., Xabaposck, PO

Neukun 3. K., npod., Mocksa, P® Anbiwes K. ., npod., Exatepunbypr, P®

Appec pegakuuun:
190031, CaHkT-leTepbypr, MockoBckuii np., 9
e-mail: itt-pgups@yandex.ru
TenedoH: +7 (812) 457-86-06

CeTeBoe n3gaHue «VHTennekTyanbHble TEXHONOMMIN Ha TpaHcnopTe (CETEBOM ANEKTPOHHBIN HAay4YHbIN XypHan),
Intellectual Technologies on Transport» 3apernctpupoBaHo PenepanbHoOM Cnyx60i No Haa3opy B cdepe CBA3M,
MHAOPMAaLMOHHBIX TEXHOMOMIA N MaCCOBbIX KOMMYHUKaLWN.

Ceupgetenbctso On Ne $C77-61707 ot 07 masa 2015 .

KypHan 3apervnctpupoBaH B Poccuinckom nHaekce HayyHoro umtupoBanms (PAHLL).
MeprognyHocTb Bbixoaa — 4 Homepa B rofd. Beinycku xypHana AocTynHbl Ha caiTe http://itt-pgups.ru.
WHdopmaumnsa npegHasHayeHa ans geten crtapwe 12 nert.

© depepanbHOe rocynapcTBeHHoe bompkeTHOe obpasoBaTenbHOe yupexaeHne Beiclliero obpasoBaHus
«MeTepbyprcknii rocyaapcTBEHHbIV YHUBEPCUTET NyTen cooblueHns Mmnepatopa AnekcaHgpa |», 2022



Intellectual Technologies on Transport
Issue 3, 2022
ISSN 2413-2527

Network electronic scientific journal, open access. It publishes articles in Russian and English
with the results of research and practical achievements in the field of intelligent technologies
and associated research.

Founded in 2015.

Founder and Publisher
Federal State Educational Institution of Higher Education
«Emperor Alexander | St. Petersburg State Transport University»

Editor-in-Chief
Khomonenko A. D., Dr. Sc., Prof., St. Petersburg, Russia

Co-chairs of the Editorial Council
Panychev A. Y., rector of PSTU, St. Petersburg, Russia

Charkin E. |, CIO of JSC «Russian Railways», Moscow, Russia

Editorial Council Members

Adadurov S. E., Prof., Moscow, Russia
Dudin A. N., Prof., BSU, Minsk, Belarus
Kornienko A. A., Prof., PSTU, St. Petersburg, Russia
Kovalets P., Prof., Tech. University, Warsaw, Poland
Merkuryev Y. A., Prof., RTU, Academician

of the Latvian Academy of Sciences, Riga, Latvia
Nesterov V. M., Prof., SPbSU, St. Petersburg, Russia

Pustarnakov V. F., Deputy CEO at «Gazinformservice» Ltd.,
St. Petersburg, Russia

Titova T. S., Prof., Vice-Rector, PSTU, St. Petersburg, Russia

Fedorov A. R., CEO at «Digital Design» Ltd.,
St. Petersburg, Russia
Yusupov R. M., Prof., Corr. Member of RAS,

St. Petersburg, Russia

Editorial Board Members

Bubnov V. P., Prof., St. Petersburg, Russia —

Deputy Editor-in-Chief

Aleksandrova E. B., Prof., St. Petersburg, Russia

Atilla Elci, Prof., Aksaray University, Turkey

Basyrov A. G., Prof., St. Petersburg, Russia

Bezrodny B. F., Prof., Moscow, Russia
Blagoveshchenskaya E. A., Prof., St. Petersburg, Russia
Bulavsky P. E., Dr. Sc., As. Prof., St. Petersburg, Russia
Vasilenko M. N., Prof., St. Petersburg, Russia

Glukhov A. P., Dr. Sc., St. Petersburg, Russia

Guda A. N., Prof., Rostov-on-Don, Russia

Zheleznyak V. K., Prof., Novopolotsk, Belarus
Zaborovsky V. S., Prof., St. Petersburg, Russia

Kanaev A. K., Prof., St. Petersburg, Russia

Kotenko A. G., Dr. Sc., As. Prof., St. Petersburg, Russia
Kurenkov P. V., Prof., Moscow, Russia

Letsky E. K., Prof., Moscow, Russia

Makarenko S. I., Dr. Sc., As. Prof., St. Petersburg, Russia
Mirzoev T. A., As. Prof., Georgia, USA

Nasedkin O. A., As. Prof., St. Petersburg, Russia
Nikitin A. B., Prof., St. Petersburg, Russia

Novikov E. A., Dr. Sc., As. Prof., St. Petersburg, Russia
Okhtilev M. Y., Prof., St. Petersburg, Russia

Privalov A. A., Prof., St. Petersburg, Russia

Sokolov B. V., Prof., St. Petersburg, Russia

Tarantsev A. A., Prof., St. Petersburg, Russia
Utepbergenov I. T., Prof., Almaty, Kazakhstan
Filipchenko S. A., As. Prof., Moscow, Russia

Fozilov Sh. Kh., Prof., Tashkent, Uzbekistan

Khabarov V. I., Prof., Novosibirsk, Russia
Khodakovsky V. A., Prof., St. Petersburg, Russia

Hu Fu-Nian, Prof., Xuzhou, China

Chekhonin K. A., Prof., Khabarovsk, Russia

Yalyshev Y. I., Prof., Ekaterinburg, Russia

Editorial adress:
190031, St. Petersburg, Moskovsky ave., 9
e-mail: itt-pgups@yandex.ru
Phone: +7 812 457 86 06

The online journal «Intellectual Technologies on Transport» is registered by the Federal Service
for Supervision of Communications, Information Technologies, and Mass Media.
El No. FS77-61707 Testimony from May 7, 2015.

The journal is registered in the Russian Science Citation Index (RSCI).

Frequency of release - 4 issues per year. Issues of the magazine are available at http://itt-pqups.ru

The content is for children over the age of 12.

© Federal State Budgetary Educational Institution of Higher Education
«Emperor Alexander | St. Petersburg State Transport University», 2022



Intellectual Technologies on Transport. 2022. No 3

Coaepxkanue

Cmupnos I'. E.
Metoarka 000CHOBaHHS TECTOBBIX MH()OPMAIIMOHHO-TEXHIHYECKUX BO3ACUCTBUI P aHAIIN3E
3aLIUIIEHHOCTH 00BEKTOB HHPOPMATU3ALUH JKEIE3HOTOPOIKHOTO TPAHCTIOPTA . ..eveneeneeneaneneaneanennenene 5

baywes A. H., Ceménosa O. JI.
006 oxxumaeMoM pazmMepe oAMHOKECTBa [1apeTo CIyJaitHOTO MHOMKECTBA TOUCK ....eeervveeereveeerrveessennvnnnnns 19

Hoxnaowl, npedcmagnenuvie Ha MeHCOYHAPOOHOM CEMUHADE
«Mooenu ungopmayuoHHbIX cucmem Ha MPAHCNOPME U MEMOObl UX PEULeHUsLY
Ha 6ase kagedp «Hngopmayuonnvle u goluuciumenbHovie cucmemvly u « Boicuias mamemamuxay.
Canxm-Ilemepoype, Poccus. 09—10 dexabps 2021 e.

Kycmos B. H., I poxomos A. U., ['onoskos E. B.
Nmutarmonnas nmporpammuas Mojieiab QHUGO CcTEeroCHCTEMBI (HA QHTIL)...vveenreereenreeneeneanneanennns. 25

T'onuapenko B. A., Jloxsuyxkuu B. A.
AnropuT™bl 0allaHCUPOBKHM HArpy3KH KJIacTEpPOB HA OCHOBE MOJeNel
C KPATYANTIICH OUCPEIIBIO (HA AHTTL.) .. .veeerureeerureeeiureeaisreessseesssseessseessssesssseesssesesssesesssssessssesssssesssssessssessssseens 37

3axapoe U. B., lllywaxoe A. O., 3vikosa C. C.
Be100p CTpYKTYp HEOJHOPOAHBIX HHPOPMAITMOHHO-BBIYUCIUTENILHBIX CUCTEM Ha OCHOBE
anmnapara TeHETUYCCKUX ATTOPUTMOB (HA QHTIL.) .. .eevueerureereenureaueesseeeseessseenseessseenseesssesnseesssessseesssesnsaennnsene 46

Kapoaxosa M. B., Huipkos A. I1., L]eimaii 0. B.
Konnenuus urpoBoro TpeHaxepa o 3anure HHGOpMaluy Ha BOJAHOM TPAHCHIOPTE (HA QHTJL.) ....cv.n...... 52

Kopnuenko A. A., I'ogpman M. B., Kopnuenxo C. B.
AHanu3 ycTOMYUBOCTH METO1a KOMOMHUPOBAHHOTO MapKUPOBAHUS IU(DPOBBIX
N1 07 (01070 PR (o) 33 2 I 1= 1 ) 61

Kocwix H. E., Monookun 1. A., Xomonenxo A. /].
OcoOeHHOCTH MTPeBAPUTENHHON 00Pa0OTKH TEKCTOBBIX JTAHHBIX TP aHAIIU3E
TOHATBHOCTH TEKCTOB (HA QHTULL) .+t uutttuaeee e enettee ettt e eatte e et e e e eaae e e et e e e e e e e aaeeeanneeaanneseaeaas 68

Cmaeun B. A., byonos B. I1.
Heckonbko 3amedanuii 0 caMOM BaKHOM 3JIEMEHTE METPOJIOTUU — YETOBEKE (HA AQHTIL.) ..uvvnnvnnennnnans 74

Humennexmyanvusle mexnonozuu na mpancnopme. 2022. Ne 3 3



Intellectual Technologies on Transport. 2022. No 3

Contents
Smirnov G. E.
Justification Method of Test Information-Technical Impacts for Security Analysis
of Informatization Objects of Railway Transport ..........c.oviiiiiiiii e e 5
Baushev A. N., Semenova O. L.
On the Expected Size of the Pareto Subset of a Random Set of Points ..., 19

Reports presented at the Models of Information Systems in Transport and Methods for Their Solution Workshop
on the basis of the departments «Information and Computer Systems» and «Higher Mathematics».
St. Petersburg, Russian Federation, December 09—10, 2021.

Kustov V. N., Grokhotov A. 1., Golovkov E. V.
A Simulation Software Model of the @HUGO Stegosystem (in English)......................oo. 25

Goncharenko V. A., Lokhvitsky V. A.
Cluster Load Balancing Algorithms Based on Shortest Queue Models (in English)............................. 37

Zakharov 1. V., Shushakov A. O., Zykova S. S.
The Choice of Structures of Heterogeneous Information-Computer Systems Based
on the Apparatus of Genetic Algorithms (in English) .......c.c.ooi i 46

Kardakova M. V., Nyrkov A. P., Tsymay Yu. V.
Water Transport Information Security Trainer Concept (in English) ................ . 52

Kornienko A. A., Gofman M. V., Kornienko S. V.
Analysis Method of the Stability of the Combined Labeling of Digital Audio Signals (in English) .......... 61

Kosykh N. E., Molodkin 1. A., Khomonenko A. D.
Features of Text Preprocessing for Performing Sentiment Analysis (in English) ................................ 68

Smagin V. A., Bubnov V. P.
A Few Remarks About the Most Important Element of Metrology — Person (in English) ....................... 74

Humennexmyanvusle mexnonozuu na mpancnopme. 2022. Ne 3 4



Intellectual Technologies on Transport. 2022. No 3

DOI: 10.24412/2413-2527-2022-331-5-18

MeTtoauka 000CHOBaHUSA TE€CTOBBIX
HHPOPMANUOHHO-TEXHUYECKUX BO3AeNCTBUI
NPU aHAJIM3E 3aAIUIIEHHOCTH 00bEKTOB
HHpOpMATH3ALUH KEJIE3HOAOPOKHOI0
TPAHCIIOPTA

I'. E. CmupHOB
Cankr-IletepOyprekuii rocynapcTBeHHbIH nekTpoTexHudeckuil yausepeuret «JIDTU» um. B. U. Yabsaosa (Jlenuna)
Canxr-IlerepOypr, Poccus
science.cybersec@yandex.ru

Annomayusa. B craTthbe paccMOTpPeHbI 0CHOBHBbIE HHGOpMALIH-
OHHBbIE¢ CHCTeMBbI H 00bEKTbl HH(POPMATHU3ALUHU KeJIE3HOAOPOK-
HOro tpancnopra. Iloka3zaHo, 4TO OHU SIBIAIOTCH KIIOYEBbIMH
00beKTAMH KpPUTHYECKO HMHGOPMANUOHHOH HH(pPacTPyKTYyphI
Poccniickoii Mdeaepanuu, a aHAIU3 COCTOSHUSA HUX PealbHOM 3a-
INMIEHHOCTH — Ba)XKHOW rocyaapcrBeHHoil 3agadeil. Ilpenso-
7KeHO MPOBOJIUTb AHAJIN3 3AIMIIEHHOCTH 32 CYeT HCIO0JIb30BAHUS
TeCTOBbIX HMH(OPMALMOHHO-TEXHHYECKUX BO3/lelicTBHIA, aHaJIO0-
THYHBIX BO3JeiCTBUAM, KOTOpPbIe NPOTHO3HPYIOTCS K MPHMeHe-
HHIO 3JI0yMbIILIeHHHKaMH. PazpadoTana meToauka 000CHOBaHUSA
TeCTOBBIX BO3/1CiiCTBMIl NpH aHAIU3e 3aLUINEHHOCTH 00bEKTOB
HH(pOpMATH3ALMH KeJIe3HOL0POKHOI0 TPAHCIIOPTA HA OCHOBE AJ1-
ropurma JleiikcTpbl, mo3BoasOmAasg (GOpMHPOBATL MHOXKECTBO
nyTeii, PAH:KHPOBAHHBIX 110 CYMMAapHO# MeTpHKe IyTH, U COCTOSI-
masi U3 ABYX 3Tanos: GOPMUPOBAHHUS YNOPSI04YEHHOI0 MHOIKe-
CTBa MyTeli TeCTHPOBAaHMS U BbIOOPA MyTeil TecTHpOBaHuUs, 0o0ec-
NMeYNBAIOIIMX PANMOHAJIBHYIO TOJIHOTY OILEHKH YSI3BUMOCTeid,
NpHU OrPAaHHYEHHSIX HA pecypchbl.

Kniouegvie cnoea: nHdopManuoHHasi 0e30NACHOCTb, AyAMT,
TecTHpOBaHHe, aJroput™ JleiikcTpbl, MHGPOPMANMOHHO-TEXHH-
yeckoe BO3/eilicTBHe, KpuTHYecKas HHGopManuoHHass HHbpa-
CTPYKTYpa, 00beKT HHPOPMATH3ALMH, KeJI1e3HOJOPOKHbII TPaHC-
NnopT.

BBEJEHHUE

B 2017 romy B Poccum mnpuHAT QenepanbHBI 3aKOH
Ne 187-®3 «O Ge3onacHOCTH KpUTHYECKOH MH(POPMAMOHHOM
undpactpykrypsl Poccuiickoit denepanumy». laHHbBI 3aK0OH
yCTaHaBJIMBACT EPEUCHb OOBEKTOB, OTHOCAIINXCS K KPUTHIC-
ckoif nHpopmannonHoit nappactpykrype (KUN) PO, a Taxke
00s3yer BiagenplieB 00bekToB KU paspaboraTe KOMILIEKC
Mep, HalpaBICHHBIX Ha oOecreueHne WX WHPOPMAIHOHHON
6e3onmacaoctu (UB). [Ipu stom k KNI oTHECeH H >Kene3HO10-
poxusIii TparcmopT (JKT), B cBSA3M C 4eM aKTyalbHBIM SIBIIS-
ercss (opMHUpOBaHHE HOBBIX IMPEAJIONKEHHUH 110 MOBBIIICHHIO
nonHoTel ayauta Vb o0bekToB mHbopmarmzauuu (OWN) XKT
kak o0bpexTa KUMU.

Bompocel obecrieuenuss b v oleHKHM 3aIIMIEHHOCTH
paznuunbix OU uccienoBansl B paborax [1-9]. Bonpocam
COCTaBa, CTPYKTYPHI U (YHKIMOHUPOBAHUS MH(POPMAIIMOH-
Heix cucteM (MC) m OU XT mocesmens! padotsr [10—12].
Pa6orts! [13-21] mocBsamiens! Borpocam oneHkd b OU u NC
JKT. Bmecre ¢ TeM Bonpockl oueHkHd 3amuuieHHocta ON XKT,
HMMEHHO 32 CYET HCIOJIB30BaHUS TECTOBBIX MH(OPMAIMOHHO-

TexHudeckux BosnaerictBuil (MTB), uccienoBaHbl B HEAOCTA-
TOYHOM CTEIICHU.

Lenpro cTaThu ABISIETCS pa3padOTKa METOIMKH 00OCHOBA-
Hus tectoBbIX UTB npu ananuze 3ammumennoctu OU XT. Ta-
KO€ TECTHpPOBAHHE, MO 3aMbICIy aBTOpa, HOMOJHUT CTaHAAPT-
HBIe MeponpusTus aHanu3a 3anunieanoctd ON XT u moBeicHT
MOJIHOTY otleHKU ux Ub.

Jannast paboTa mpoIoJDKaeT U pa3BUBaeT HApaBIeHHUE HC-
cleIoBaHMi, MpoBoAMMOe Hay4yHoM mkojoi C. . Makapenko,
MIOCBSIIIEHHOE Pa3BUTHIO TEOPUH U TIPAKTUKH TECTUPOBAHUS HA
MIPOHUKHOBEHUS B paMkax ayaurta Wb, npencraBiennoe pado-
Tamu [22-28].

AHAJIN3 OBFBbEKTOB MHOOPMATHU3ALIMU U 3AJIAY
OBECIIEYEHUMA EE 3AIIMIINEHHOCTHU

Anammz pabot [10-12] nmokazan, yto C XKT otHOCHTCS K
Ki1accy OOJBIIMX KOPHOPATUBHBIX CHCTEM, COAEPKHUT OOIBIIOE
koinuecTBo OU m npeHa3zHaveHa [y1st perieHns Kak nHdopma-
IIMOHHBIX 3a/1a4, TaK ¥ 3afa4 ynpasieHus JKT. ['maBnas nenb
npumenennst IC XXT cocrour B nHpopmanuoHHoM obecrniede-
HHUHU TEXHOJIOTUUECKUX IIPOLIECCOB U aBTOMATH3AIUK TPHHSTHUS
petennii B cdepe KT B nHTEpEcax JOCTHKEHUSI MAKCUMAaIbHON
3(GEKTUBHOCTH €ro pabOThI B YCIOBHUIX PHIHOYHO SKOHOMHKH.

NC XT npencrasnsiercs B BUIE IBYXYPOBHEBOH CTPYyK-
TypslL. [lepBrIif ypoBeHh — 00€CIIeUNBAIOIINN — MPEICTaBICH
nH(popManMoOHHO cpeiol n nHPppacTpyKTypoi nHpopmaTn3za-
IIH, BTOPO yPOBEHb — MNPHUKIAJHON — PEaTU3yeTcsl IyTeM
ucnone3oBanust OU u mabOopMarmonHEIX TexHOonorui (MUT),
00beanHEeHHBIX B M1 T-KOMITIEKCH, penIaiomnX KOHKPETHBIE 3a-
Jla4yM yrpasJieHus U apromarusanuu yHkumi JKT.

Wudopmanmonnas cpena — uHbOpMaLus, peann3oBaHHast
B cucreme 0a3 aanubix (B/I), koropas obecnieunBaeT GpyHKIH-
onupoBanue OV, opraHoB yIpaBieHHUS U OTJCIBHBIX MOJIB30-
Barenei XKT. Mudopmarnmonnas cpeaa GopMupyeT eInHOE UH-
tdhopmarmonnoe mpoctpancto (EWII), B koTtopoMm Bce abo-
HeHTHI 1 nosb3oBarenn JKT obecnieueHbr HEOOXOIMMOM UM HH-
hopmarnmeii.

HNudpactpykrypa napopmaruzanuu XXT Brirodaer B ceos:

1. TmaBubiii BerauciurenbHbiid entp (I'BLY) XKT, oobenu-
HSIOMUH 1 oneprkuBatomuit bJ1 s npoBeneHus odmeceTe-
BOW MapKETUHIOBOW, PHHAHCOBOM M YKOHOMHUYECKOH JIesTeIb-
HOCTH M yNPaBJICHUs IEPEBO30YHBIM MIPOLIECCOM.

Humennexkmyanvnvle mexuonozuu na mpancnopme. 2022. Ne 3 5
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2. UndopmaunonHo-eruuciurensible nentpsl (MBL) XKT
Ha JI0porax, peajM3ylomye KOMIUIEKCHl HH(pOPMAIMOHHBIX
YCIIYT AJIsl yIIpaBJICHUH U OT/JIENICHUI TOPOT.

3. CeTH CBSI3U M TEJIEKOMMYHHUKAIMH, YCTpOIcTBa aBTOMa-
THYECKOTO CheMa MH(]OpManuu ¢ MOJBHIKHOTO COCTaBa, BbI-
YHUCIUTEIbHOE 000pyI0BaHKEe, 00ECIIeYHBalOIIEe BHIIIOIHEHUE
orepanuii popMHupoBaHuUs, cOopa, mepenadn, XpaHeHs, oopa-
OOTKM ¥ TIpeCTaBICHUS HHPOPMALIIH.

ObecnieueHne aBTOMaTH3aIUN OCHOBHEIX (pyHKIMH KT BBI-
noJiHsA0T UT-KoMIIEKChI:

® YIIPaBJICHHS TIEPEBO30THBIM IIPOLIECCOM;

® YIpaBJICHHUs] MAPKETUHIOM, SKOHOMUKOHN U (pMHAHCAMH;

e ynpasienus: HHGpacTpykrypoi XKT;

® YIpaBJICHHs] HEIPOU3BOICTBEHHOI chepoid.

PaccmoTpuM 3TH KOMIUTEKCH Oojiee MopOoOHO.

NT-xkoMnieke ynpapjieHus NepeBO30YHBIM NMPOLECCOM
obecrieunBaeT MH(OOPMAI[HOHHOE COIMPOBOXKICHHE B 00JacTu
TPY30BBIX M NAaCCAKHUPCKUX MepeBO30K. OCHOBHBIMH (YHKIIH-
SIMH TI0 YIIPABJICHHUIO TPY30BBIMH TIEPEBO3KAMH SIBIISIIOTCS Op-
TaHU3allMs T0€3/10- ¥ I'PY30I0TOKOB Ha CETH, IUCIIETYEPCKOE
yIpaBJIeHUE T0e31HON paboToli, yIpaBieHNe JJOKOMOTHBHBIMU
Y BarOHHBIMH NapKaMH, TPy30BOH M KOMMeEpYECKOi paboToH,
o0ciykMBaHHE T'PY30BOH KIMEHTYpHI, pa3paboTka Trpaduka
JIBIDKCHUS TT0€3]J0B, HOPM DKCILTyaTallMOHHON paboThl, TUIaHU-
poBaHHe TepeBo30K W Tpouee. OCHOBHBIMH (QYHKIUSMHU IO
YIOPaBICHUIO MACCAXUPCKUMU IIEPEBO3KAaMH SIBIISIOTCS Opra-
HU3alusg OOCTY>KHMBaHUs MAcCaXUpPOB M HHPOPMAITMOHHO-
CIPAaBOYHBIN CEpPBUC, IUNIAHUPOBAHHE MACCAXHUPCKUX IEPEBO-
30K B MEXIYHapOJHOM MW BHYTPUIOPOXKHOM COOOILCHHH,
yIpaBJjieHuEe HOPMaTHBaMH, Tapu(paMu BHYTPEHHHUX M MEXKIY-
HapOJIHBIX MEPEBO30K, OPTraHM3alMsl IKCIUTyaTallud 1 pEMOHTa
NapKa NacCa)KUPCKUX BaroHOB, YIpaBieHHE OarakKHbIMU U 04~
TOBBIMH IIEPEBO3KAMH, OpraHHU3aIMs OMJIETHO-KAaCCOBBIX OIlepa-
i 1 1p. B pamkax storo UT-koMruiekca GyHKIIMOHUPYIOT:

— aBTOMATH3HPOBaHHAS CHCTEMa OIEPAaTHBHOTO YIpaBlle-
Hus nepeBozkamu (ACOVYII) — ocHoBHO# 3nemenT UT-kom-
IUIEKCa YNPABICHUS IEPEBO30YHBIM IIPOLIECCOM;

— CHCTEMa pEe3epBUPOBAHUSA M TPOJAXH OmiIeToB («IKc-
mpecc-2»);

— eJMHbIe HEHTPHI AucneTyepckoro ynpasnenus (ELJIY);

— cHUcTeMa y4eTa, KOHTPOJIS AUCIIOKALUH, aHAJIN3a UCTIOJIb-
30BaHUs U perynupoBanus BaronHoro napka (JJUCITAPK);

— aBTOMATH3MPOBAHHAS CUCTEMa KOHTPOJIS 38 UCTIOJIb30Ba-
HUeM U npojaBwkeHueM KoHTeiHepos (AMCKOH);

— aBTOMATH3MPOBaHHAs cUcTeMa (PMPMEHHOTO TPAHCIOPT-
Horo obciyxuBanus (AKC ©TO);

— aBTOMATH3MPOBAaHHBIE CHCTEMBI YINPABICHHS COPTHPO-
BouHbiMH (ACY CC), rpy3oBeiMu (ACY I'C) cranmmsMmu u
koHTelHepHBIMU TyHKTamu (ACY KII);

— aBTOMATH3MPOBAaHHAS CHCTEMa LEHTPATM30BAHHON MOJ-
TOTOBKH M 0(OpMIICHUS IEpeBO30UHbIX JoKyMeHToB (D TPAH);

— cereBas MHTerpupoBaHHass Poccuiickas uHpopManu-
oHHO-ympasisttomas cuctema (CUPUYC) u np.

HUT-komnieke ynpaBjeHHs] MAapKETHHIOM, YKOHOMH-
KOii 1 ¢HAHCAMU OXBaThIBaeT (PUHAHCOBYIO AEATEIBHOCTD,
OyXrajJTepCKuil y4eT, MapKEeTHHIOBYIO J€ATeIbHOCT U Tapud-
HYIO TIOJIUTHKY, yHpaBieHHe pa3ButueM otpaciu JKT, TexHu-
YEeCKOH IMOTUTUKON M HayYHO-HCCIIEI0BATEILCKUMHE 1 OITBITHO-
KOHCTPYKTOPCKUMH paboTaMH, HOpMaTHBHO-TIPABOBYIO paboTy,
yTIpaBJIeHHE SKCIUTyaTallMOHHBIMK pacxonamu u ap. UT atoro

KOMIUIEKCa OPUEHTHUPOBaHbI Ha ()OPMUPOBAHUE 33aKa30B, yBe-
JIMYEHUE JIOXOJI0B, YKPEIUIEHHE KOHBIOHKTYPHOTO TIOJIOKECHUS
3a c4eT coxpaHeHHs u yBerandeHus nonu JKT Ha TpaHCTIOpTHOM
PBIHKE CTpaHbl, Ha cTabmiIbHOE o0ecIieueHNe eHEKHBIX U I1J1a-
TEKHBIX PECypCOB, MUHUMH3ANHUIO 3aTPaT, HA COBEPIICHCTBO-
BaHME 3KOHOMHYECKOH paOOThl 1 HHBECTUIIMOHHON ITOJTUTHKH.
B pamkax xommiexkca (yHKIMOHHMPYIOT M BHempsrorcs UT
yrhpaBieHusT (UHAHCOBOW [EATENFHOCTBIO, PECypCaMH, CIIO-
COOBI pacyeToB 3a IPy30BBIE NIEPEBO3KH, B3aHMMOPACUETOB 32
mosp30BaHne BaroHamu ® Ap. OcHoBy 3toro MT-xommiexca
COCTAaBJIACT €ANHBII KOMIUIEKC aBTOMATU3UPOBAHHOM CHCTEMBI
ynpasienust punancoBoi pesitenbHocThIO (EK ACY OP).

HUT-xkommiexe ynpasienusa uHbpacrpykrypoit KT
MpeAcTaBiIeH 0a30BBIMH MH(POPMAIIMOHHBIMU TEXHOJIOTHSIMH,
OXBATBHIBAIOIIMMH YIPaBJICHHE OSKCIUTyaTallMOHHON paboToit
MACCAXKUPCKOTO XO3ANUCTBA, XO3SIMCTB IyTH U COOPYKEHUH, UH-
(dopMaTH3aLUK U CBSI3H, XO35MCTBA YHEProCHAOKEHHS, JIOKO-
MOTHBHOTO ¥ BarOHHOTO XO3SICTB, yIpaBICHUE IPOCKTUPOBA-
HHEM U KalUTAIbHBIM CTPOUTEIBCTBOM OOBEKTOB HH(pPa-
CTPYKTYPBI, YIPaBICHNE PEMOHTHO-BOCCTAHOBUTEIBHBIMH pa-
6oTamu U paboOTaMu B UpE3BBIMAWHBIX YCIOBUSX, YIPABICHUE
TpoMbInuIeHHOCTHIO JK T, MaTepHaabHO-TEXHUIECKUM CHa0Xe-
HHUeM U T. II. B coctaBe aToro UT-koMmrIurekca pyHKITHOHUPYIOT
pa3iIu4YHbIe aBTOMATU3UPOBAHHBIE CUCTEMBI YIPABICHUS TeX-
Hoyornueckumu mnporeccamu (ACY TII): ynpasneHus myte-
BBIM XO3SIHCTBOM, YCTPOWCTBaMH SHEPrOCHA0KEHHSI, CUTHAITU-
3aliH, CPeICTBAMH HH()OPMATU3AINH U CBS3H.

HUT-xkoMniexc ynpasjieHHs] HEPOU3BOJCTBEHHOM ce-
poii Ke1e3HOTOPOKHOTO TPAHCHMOPTA TIPEICTABIACT COOO
COBOKYIHOCTb (DyHKIMH, 00€CIIeUnBaIoX yIpaBieHUe mep-
COHAJIOM, YYeOHBIMH 3aBEJICHHUSAMH, XHIMIIHO-KOMMYHAIIb-
HBIM X03SHCTBOM, pab0oYNM CHAaOKEHUEM, 3/paBOOXPAHEHHEM.

OCHOBHBIMH  (DaKTOpaMH, aAKTYIN3UPYIONIMMH 3HAuH-
MOCTB BompocoB obecrieuenus: b, mpumernntensHo k UC XK]]
SBIISIOTCS caemytontue [19]:

— uHTerpauus B eausele MT-koMmiekcsl noaaBistoLiero
YHcia KPUTHYECKHX (QYHKIHMHA, CBSI3aHHBIX C YHpaBICHHEM
JIBIDKCHHEM MOE30B M ku3HeAeaTeapHocTH XKT;

— [IOCTOSIHHOE YCJOXKHEHHE MPOTPaMMHOTO OOecTedeHus
(II0) m ob6opynmoBanus, ucronblyeMbix B HWT-kommimexcax
ynpasneHus XKT;

— CYILIECTBYIOIIAs MPAKTHKA YJAICHHON HACTPONKHU U TeX-
HH4Yeckoro oociysxuBanus snemeHtoB MC XKT, ocymectsiste-
Mast pa3padOTUYMKaMU U MOCTABIIMKaMK 000y 10BaHHS, BXOS-
IIEr0 B COCTaB JIEMEHTOB HMH()OPMAIMOHHONW HH(PacTpyK-
TYPBI JKEJIE3HOIOPOKHOTO TPAHCIIOPTA;

— UHTEHCUBHOE COBEPIICHCTBOBAHUE IOTEHLUAIBHBIMU
3JI0yMBIIUIEHHUKaMU CpecTB U crioco6oB MTB, meronos co-
[MaJbHOW MHXXEHEpHH JIsl HAaHEeCeHHUs ylep0Oa, a Takxke yda-
CTHUBIIHUECS TONBITKUA WX NPUMEHEHHUS B IPOTUBOIPABHBIX Iie-
JSIX 1 KOHKYpPEHTHO# 60phoe;

— PHCK COKPBITHS TTOTIBITOK MIH (JaKTOB HAPYIICHUS IITAT-
Horo ¢ynknunonupoBarus MC JKT co cTOpOHBI 3KCILTyaTHPY-
IOILKX MTOAPA3JIEICHUIT;

— BPEMCHHOE BBIHYXKJICHHOE NPHUBICUCHHE K CO3AHHIO
anemeHToB UT-kommiekco XKT, B Tom unciie ACOVII u pas-
muunbix ACY TII, npousBoauTeseit 1 mocTaBIIMKOB IPOrpaM-
MHO-aIapaTHBIX CPEACTB 00pabOTKH, XpaHEHHs W Nepenadn
uHOpMalMK U NPUMEHEHHE HEKOHTPOJIHMPYEMBIX IPOTpaM-
MHO-aINAaPATHBIX PEIICHUN.
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[ToMumo BeIIIeyKa3aHHBIX (PAKTOPOB HY)KHO OTMETHTH ClIe-
nytoee. KT sBisieTcst OAHUM M3 KITFOUEBBIX SJIEMEHTOB TPaHC-
noptHOH MHPpacTpyKkTypbl PD, obecrieunsas no 88 % rpy3o-
obopoTa crpaHbl (11 CpaBHEHMs: JOJ1 aBTOMOOHIBLHOTO
TpaHcnopTta coctanisiet 4 %, a BogHoro — 8%) [16]. B cBsizu
¢ otuM KT BBICTYmaeT OJHOW M3 OCHOBHBIX II€JeH ISl 3710-
YMBIIUICHHUKOB U MPO(ECCHOHATBHBIX HAPYIIUTENEH — CHII
MH(GOPMANMOHHBIX ONEPALi HEAPYKECTBEHHBIX CTpaH IPH
BeJCHHN MH(POPMAIMOHHOTO MpoTHBOOOpcTBa. [Ipu obocTpe-
HHUH TC€ONOIUTHYECKOH 00CTaHOBKH B MHUpe MH(POPMAIIOHHAS
nadppactpykrypa u IC KT PO moryT okazaTbcst 00BEKTOM BO3-
JICUCTBUS HE TOJIBKO 3JI0YMBILIJICHHUKOB, HO M IPO(eCcCHoHab-
HBIX HapyLIUTeJeH, MO3TOMY OLICHKA peabHOM 3allUIEHHOCTH
OU u UC KT sapnsieTcs BaXHOH 3aaueit, UMeEIONIeH Tocyaap-
CTBEHHOE 3Ha4CHHE.

ITOCTAHOBKA 3AJIAYM HA PABPABOTKY METO/IUKU

B npenpuyieii ctathe mo 3Toi Temaruke [25] aBropom ObLTa
chopmupoBana Mojens Tporecca TectupoBanus OWM KT B
BUJIE MHOTOYPOBHEBOM TOIIOJIOTMYECKON MOJIEIH, KOTOpasi B3a-
MMOCBSI3aHHO YUHUTHIBACT: (P (PEKTUBHOCTH OTACTHHEIX ITB i B
YacTH BBIABICHHOTO W TIOTCHIHAIBFHO MPEIOTBPALMICHHOTO
ymepba {z}; OpueHTHPOBAaHHOCTh WX Ha TPOBEPKY KOHKPET-
HOTO MHOKECTBA YSI3BUMOCTEH {u} 2IeMeHTOB {e} 00bEeKTa UH-
(hopmaru3anum; pacxo/l B MPOLIECCE TECTUPOBAHUS OINpeIeIICH-
HOTO KOJIMYECTBa pecypca 7; (B JaHHOM cilydae Hoj abCTpaKT-
HBIM PECYPCOM MOXET IIOHUMAThCS PacXo]] BpEMEHH ay InTopa,
oruiaTa ero TpyJa, CTOMMOCTb MAIIMHHOTO BPEMEHH, 3aTpPaThl
Ha CIelMajIM3upoBaHHOE 000pyJOBaHue U T. 1.). B naHHOi pa-
0oTte OymeT MOKa3aHO, KaK C HCIOJNB30BaHUEM Moaenw [25]
chopmupoats Habop TecToBrIX UTB, obecrieunBaromuii pamu-
OHANBHYIO TOJTHOTY ayauTa 3amumeraocta O XT.

3amada Ha pa3pabOTKy METOAMKH 71 000CHOBaHHWS Habopa
tecToBblX UTB 1115 palinoHanbHOM OJHOTHI OLICHKH YSI3BUMO-
creit OU KT popmymmpyercs cnemyromum odpazom. Chopmu-
poBath Takoil Habop TectoBeix UTB /= {i}, koTopsIii OB B
YCIIOBUSIX OTPaHUYEHHOCTH PECYPCOB ayJUTOPa R MaKCUMH3H-
pOBaJl Ba)KHOCTh BBISBISIEMBIX YS3BUMOCTEH {u}, C y4eTom
TOTO, YTO OTAEIBHBIM YS3BUMOCTSIM u 1 nmemenTaM OU XKT e
COIOCTAaBJISIFOTCS YPOBHHU yiepoa z(e, u, i, 6), Hanocumoro O
S no onpenenenHomy cBoiictBy Ub 6 (koH(GUIECHINATBLHOCTS,
[IEJIOCTHOCTH, JOCTYIHOCTB) IIPH MOTEHIIHAIHFHON IKCILTyaTa-
OUU YSA3BUMOCTH U DJIEMEHTa e 3JI0YMBIIUIEHHUKOM ITyTeM
npumeHeHus i-ro UTB. IIpu 3ToM aObCOMOTHBIM MTOKa3aTeIeM
panroHaIHHOM MOTHOTHI T SIBJISIETCSI CYMMa «CTOMMOCTH BBISB-
JICHHOTO U TIOTCHIIHAIFHO NPEIOTBPAIIEHHOTO yIepoay z(e, u,
i, 0) IPY UCMOJBH30BAHNU TECTOBOTO Habopa {i} I TECTHUPO-
BaHUS YA3BUMOCTEH {1} OTHOCHTEIEHO TECTHPYEMBIX JIEMEH-
ToB OU {e} u cBoiictB Ub {c}:

z(e,u,i,c) = m.
{i}{u}.{e}

OTHOCHUTENBEHBIM 3HAYEHHEM PALHOHAIBHON ITOTHOTHI Tory
ABJISIETCS a0CONIOTHBIH TTOKa3aTeNb palliOHAIBHOM OIHOTHI T,
OTHECEHHBIN K cymMe ymep6Oa I o Bcem BO3MOKHBIM KOMOH-
HarsiM ' TB {i} moTeHnnanbHBIX 3710yMBIIUIEHHUKOB, YSI3BH-
MOCTeH {u} ameMeHToB 00bekTa {e} u cBolictB Ub {c}:

T
Tora = ﬁ .

daxrnyecku, TpedyeTcs Haiitu Takue TecroBsie UTB, ko-
TOpbIe NPU OIPaHUYEHHBIX 3aTpaTax pecypca R MakCUMH3U-
poBani OBl CTOMMOCTH BBISBICHHOTO U IIPEJOTBPAIIEHHOI'O

ymiepba 7.

BBEJIEHUE CUCTEMbI OBO3HAUEHUIA

Juis popmanmuzanyu METOAMKH BBEJCM CleIyroue 000-
3HAYCHHUS:

T/Toru — aOCOTFOTHOES/OTHOCUTEIBHOEC 3HAYCHHUE TTOJTHOTHI
BBISIBIICHHOTO M MOTEHIIMATIBHO MPEIOTBPAIICHHOTO yIepoa;

Tom/Toru m — aOCOJFOTHOE/OTHOCUTEIPHOE 3HAYCHHE ITOJI-
HOTBHI BBISBJICHHOTO ¥ TIOTEHIHAIGHO TIPEAOTBPAIIEHHOTO
ymepba m-m UTB B TecroBom Habope;

B — MHOXeCTBO y3JI0B MOTEHIIHAIBHBIX JTOTIOJHUTEIHHBIX
IIyTeH TECTUPOBAHUS;

C — MHOXECTBO BECOB pedep IMOTCHIIHAIBHBIX JIOTIOIHU-
TENBHBIX IyTeH TECTUPOBAHMS;

E = {e} — MHOXeCTBO 3JIeMEeHTOB, cocTaBiisttonux OU;

e; — j-i anement OU;

G(W, V) — rpad MoIenu TECTHPOBAHUS 3al[UIICHHOCTH
ouy;

1= {i} — mHO)ecTBO TecToBEIX U TB;

i;— j-e TectoBoe UTB;

J, I, m, n — mepeMeHHbIe-CICTIHNK;

L — MHOeCTBO CMEXHBIX TTIOMEUEHHBIX BepIuH rpada G,
TO €CTh MHOXXECTBO PACCTOSHHUH 0 MOMEUEHHBIX BEPIINH OT
HayaJIbHOM BEPLIUHBL;

N — xonmu4ecTBO y3I0B B rpade G;

N;— xonudecTBO TecToBbIX UTB, KOTOpOE COOTBETCTBYET
KOJIMYECTBY IJIEMEHTOB MHOXKeCTBa [;

Ny — KOJINYECTBO YA3BHUMOCTEH, KOTOPOE COOTBETCTBYET
KOJIMYECTBY AJIEMEHTOB MHOXKecTBa Uj

P — MHOXECTBO TIOMEUEHHBIX BEpIIUH B rpade G;

O — MHOXECTBO JIOTIOJTHUTEIBHBIX MTyTEH B y3JIbI, KOTOPOE
COJZICPXKHUT JTOTIONTHUTEIBHBIC IMyTH B PacCMaTpUBACMBIA y3ed,
c(hOpMHUPOBAHHBIE B pe3yJIbTATE IPOBEACHUS JIOTHIECKHUX OTIe-
panmii Haj BXOIAIIMMH B HETO AJIIEMEHTAMH U DJIEMEHTaMH
MHOXeCTB B u L;

R — mcxomHbI y3en pecypcoB B rpade G MOOETH TECTHPO-
BaHus 3amuieHnoctu O,

Rrp — orpaHuueHus Ha pecypc, pacxoayeMbli B porecce
TecTUpoBaHus 3auuieHHoct OU;

Riecr — 3aTpaThl pecypca, HCOOXOUMBIC ISl TECTUPOBAHUS
samuiieHHoctd OU tecroBeiM Habopom T

7 — KOJIMYECTBO pecypca ayAuTopa, pacxoxyeMoe Ha op-
raHU3alUIo U IpoBeaeHue j-ro tectoporo UTB;

S — MHOXXECTBO BECOB IOMOJHHUTEIBHBIX IyTeH K y3iIaM
rpada G;

T= {t} — mHOXecTBO TecToBbIX WTB, BRIOpaHHBIX I
MPOBEACHUS TeCTHpPOBaHUs 3amumieHHoctd OU B pesynbraTe
TIPUMEHEHHS METOIHKH;

t — tecroBoe UTB, BKIIIOUCHHOE B TECTOBBINH HA00Op T st
MPOBEJICHUS TECTUPOBaHUS 3amuiieHHocT OU;

u — yszBuMocTh OU;

U = {u} — mHOx)ecTBO ys3Bumocteit OU;

V' — MHOXeCTBO BecoB pedep B rpade G MojeIn TECTUPO-
BaHMA 3anuiieHHocTy O

V(W,, Wj) — Bec pebpa, COeIMHSIOMIET0 IPOU3BOJIBHEIC 71~
i 1 j-1 y3751 Tpada G;
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W — mHOXecTBO y3i10B rpada G MOJENH TECTUPOBAHUSA
3amuiienHocty OW He3aBHCHMO OT ypoBHE#l pacmoiioxe-
vuss (W=RVIVUVEV Z),

Z — KOHe4HBIH y3en ymepOa B rpade G Mojenu TecTHpo-
Bauus 3amuiieanoctu OU;

z — yiepo;

z(ej, 6,) — ymep0 ot Hapymenus cBoiicta Ub o, y aie-
MEHTa ej;

Z = {z} — cyMMapHBI{ IMOKa3aTelb yuepoa, KOTOPBIH Mo-
eT ObITh puurHeH OU;

6, — cBoiicTBO Mb: n = 1 — 10CTyNmHOCTB; # = 2 — LIEJNOCT-
HOCTb; # = 3 — KOH(UICHINAILHOCTE;

IT— cymma ymep6a 1o BceM BO3MOKHBIM KOMOWHAIIHSAM
WUTB {i} noTeHIMaJIbHBIX 3JI0yMBIIUICHHUKOB, YS3BUMOCTEH
{u} snemenToB o0wekTa {e} u coiict b {c}.

W CXOIHBIE MOJIOXEHUS U TIOCHUIKA
Pa3zpaboTky Merommku 0OOCHOBaHMS HaOOpa TECTOBBIX
WTB npeanonaraercs BECTH Ha OCHOBE MPUIIOKEHUS IMOX0I0B

K MCCIJICZIOBAHUIO TEOPUH Tpad)oB K MOJEIN TECTUPOBAHMUS 3a-
LIMIIEHHOCTH 00bekTa nHpopmarusanuu [17]. Beegem mons-
THE ITyTH TECTUPOBAHHUS.

Ilymb mecmupoeanus — TyTh Ha rpade MOJEIN TECTHPO-
BaHMs 3aIUIICHHOCTH 00beKTa MH(POPMATHU3AIMH, MPOXO.s-
it yepes y3isl 1 pedpa, KOTOpBIE COOTBETCTBYIOT €JMHCTBEH-
HOW OpUTHHAIIFHON KOMOMHAITUH pecypca 74, TectoBoro UTB i,
ys3BuMocTH u snementa O e u ypoBHs ymep0a z(i, u, e, o),
Ha"Hocumoro OU mo croiictey Ub o.

B pesymnbpraTe BBeIeHHS TaKOTO MTOHATHS 3a/1a9a 000CHOBA-
HUs Habopa TecToBeix U TB MokeT OBITH CBENleHa K 3a7a4e 110-
HCKa MHOXKECTBA KpaT4alIInX IyTed TeCTUpOBaHMs Ha rpade
MO/IEJIN TeCTUPOBaHHUs 3aimuienHoctu ON.

B kauecTBe rpada, Ha KOTOpOM OyJeT BECTUCH IOKCK ITy-
Tel TECTHUPOBAHUS, a TAKXKE COOTBeTCTBYOomUX M UTB, Oy-
JIeM HCIIOJIb30BaTh IPEO0pa30BaHHYIO MOJEIb MOJEIH
oleHkH 3amuimenHocty OV, BapuaHT KOTOpOH IpeaCcTaBIeH
B pabore [17] (puc. 1).

Bec pebpa — HopmupoBaHHbIe
3aTpaTbl pecypca Ha nposefetne UTB

anemeHToB OU

-
Vs

\ E={e}

€

N
v(rj,il):r, Z';1
n=1
YpoBeHb 3aTpaTbl pecypca Ha nposefeHue UTB
pecypcos A R n o s .
‘ : 1 : $ 1 >
YpoBeHb
TectoBbix UTB_ _
< FEli}
=L Bec pebpa — HopMuUpoBaHHbIe
T T == cTteneny BeplnH UTB {i},
oTHocuTenbHO pebep K {u}
. _ 1
YpoBeHb § lr(lj-‘um)—m
ys3BMMOCTEN oV
~._ U={u} '
e Bec pe6pa —
-T= HOPMUPOBaHHbIE CTENEHN
BepLUWH ya3BuMmocTew {u},
ypO - oTHOocuTENbLHO pebep K {&}
BE€Hb

1
\(Llf,(’,)=

N, -s(ujlui -){e})

Bec pe6bpa — HOpMUpOBaHHbIe 3HaYeHWs yuebpa {z},
oTHocuTenLHO pebep oT anemeHToB {6}

max {z(e,.c,)} —z(e,.cr")-i-l

1N
m=1..N,

) oy eela
vie;, s )=

33 2(e0,)

m=1_n=1

Puc. 1. Cxema momenu onenku 3amnumieaaoctd OU recroeiMu UTB
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OcobeHHOCTBIO 3TOTO rpada sBISETCS TO, YTO «HAWITYY-
mme» pedpa, ¢ TOYKH 3pEHHUS TIOJTHOTHI M CTOUMOCTH TECTHPO-
BaHMs1, 00J1a1al0T MUHUMaJIbHBIM BECOM, a B LIEJIOM Beca pedep
YHOPSIIOUEHBI TI0 MEPe BO3pACTaHMsI BECOB MU MEpexoje OT
«IYYIIMX» K «XyIIIUM» TyTSM TecTupoBanus. Jlornka ¢popmu-

poBanust Habopa TectoBbix WTB mnonpasymeBaer Hammdue
HanpasJIeHHOro rpada. B cBs3u ¢ 3THM npeobpasyeM HeHanpas-
JeHHbld rpad monmenu onenku 3amuiueHHoctn OU (puc. 1)
B HalpaBJIeHHBIH Ipad, B KOTOPOM HarpasiieHus pedep 3a1aHbl
CBEpXY BHH3 (puc. 2).

I

Ao

YpoBeHb

YpoBeHb R
pecypcoB
0.286
YposeHb 0.018 [o.143]
TecToBbIX UTB _ _ —— —— ~ - [0095] L [019]__

)

0,071

YpoBeHb

0,036
anemeHToB O _ _|-

—_
-

YpoBeHb yuiepba
00BbeKTy
nHpopmaTmsayum

VA

Puc. 2. Bapuant Mozenu ouieHku 3amuiieHHocta OU

Ananu3 (yHIaMEeHTaIBHBIX paboT B 00JacTH TEOpHUH rpa-
¢dos [29, 30] mokasan, 4TO Ui PEIICHUS 3a/[a4d BHIYHCICHUS
Kpardaimux myTed B rpadax NPUMEHSIOTCS COOTBETCTBYIO-
M€ MaTeMaTHYeCKHUe aJlTOPUTMBI IIOMCKa KpaTJaiiux myTeil.
[Ipn 3TOM Hanbonee MIMPOKO UCIIOIB3YEMbIM TaKUM alTrOpHUT-
MoM sBisieTcs anroputM [eiketpsl [31]. Ograko ocoOeHHO-
CTBIO 3TOTO aJATOPUTMA SIBISIETCS TO, YTO OH SIBIISIETCS «IOIJIO-
IAoMUM» U (HOPMHUPYET U3 KaXKI0ro y3ia rpada K apyromy
Y311y TONBKO OJUH ITyTh, IBISIOMUICS KpaT4yailliuM 110 CyMMe
BecoB pebep B certu. Takom oOpa3om, MOXKHO OOOCHOBATH
TOJIBKO €AMHCTBEHHBIM ONTUMAIBHBIA BapHaHT OJHHOYHOTO
WTB. Bmecte ¢ Tem st 000CHOBaHHMsS HabOpa HECKOJIBKUX
NTB Heo6X0oauMO BEIYUCIISATH HE TOJIBKO KpaTJanIiie My Ty Te-
CTHPOBAHUS, HO U APYTHEe KOMOWHAINY Iy TeH, COOTBETCTBYIO-
mux apyrum WUTB, mocne 4ero rpynmnupoBaTh MX CTEIECHH
YBEIMYECHUSI CTOUMOCTH TECTHPOBaHMA. DTO TpedyeT (opmu-
poBaHMs HabOpa IyTeil TeCTUPOBAHMSI, KOTOpbIE ObLIH OBI paH-
JKUPOBAHBIL, C OJHON CTOPOHBI, MO YPOBHIO BCKPBHIBAEMOIO

ymep0a, a ¢ Ipyroil — IO CTENEeHH! 3aTpaT PECypcoB HA TECTH-
poBanwue. Permenue 3Toit 3ana4u moTpedyeT Co37aHusi HOBOTO
MaTEMaTUYECKOI 0 AJITOPUTMA HAa OCHOBE aJIrOpUTMa J{eMKCTphI
C IeTbI0 Pa3pabOTKH HOBOW (hYHKIIMOHAIEHOCTH — CIIOCOOHO-
cTi (HOopMHPOBaTH MHOXECTBO IyTEH, PaH)XKUPOBAHHBIX IO
CyMMapHO# MeTpHKe IIyTH, U3 HadaJbHOro y3na rpada (R) B
KOHEUHBIX y3el (Z). Pemenne nmogo6HoM 3a1aun yke paccMar-
puBaJioch B paboTax [32-36], omHAKO ATH pabOTHl HE MMCIOT
oTHoweHus K Bompocam Wb, a mocBAIIeHbl UCKIIOUUTEIHHO
BOIIpOcaM 00OCHOBAHUS MapIIPyTOB IEPEAATN JAaHHBIX B KOM-
MBIOTEPHBIX ceTAX. [IpemmaraeTcs, mpuHAB padoThl [32-36] 3a
TeopeTndeckuil Oas3mc, pa3padoTaTb METOOUKY OOOCHOBaHHA
Habopa TectoBeix UTB myTem HaxokxaeHWs KOMOWMHALNH ITy-
Teil TecTHpoBaHUA B rpade MOJENH, NPEACTABICHHON Ha pH-
CYHKE 2, IIpH 3TOM B OCHOBY METOJVKH ITTOJIOXHUTh MaTeMaTH-
YECKUM ajIropuT™M, OCHOBAaHHBI Ha alrOpUTME IIOMCKa KpaT-
gaitimux myteit deitketpsr [33].
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[TEPBBIV DTAII METOANKHA — ®OPMUPOBAHUE

YIIOPSATOYEHHOT O MHOXECTBA TTYTEN TECTUPOBAHUS

B xone monudukanuu aaropurma JlelkcTphl B HEro A010JI-
HHUTEJILHO BHOCSTCSI N3MEHEHUs, HallpaBJIEHHbIE Ha paciiupe-
HHE ero (YHKIMOHAJbHOCTH, CBS3aHHOW C BO3MOXKHOCTHIO
(hopMHpOBaHUS HECKOJBKHX IMyTEH, paH)KUPOBAaHHBIX MO CTe-
TMIeHHU NMOBBIIIeHUS MeTpruku. OCHOBOII peraraemoii Mmoaudu-
KalliK anroputMa JIeWKCTphI SBISIOTCS CIEIYIOMNE MOI0XKe-
HUS, paHee 000CHOBaHHEBIE B paboTte [33].

1. [Ipu mocTmXeHWN OYepeqHOro y3Jia B rpade 3anmoMuHa-
FOTCSI ICXOAAIINE y3JIbl BXOSIIMX B 3TOT y3ed pedep Kak Io-
TCHIHAJIbHBIC 3JICMCHTBI 6y£[yHJ,I/IX JOINOJTHUTECIIbHBIX nyTeﬁ TC-
CTHPOBAHUS K 3TOMY Y3IIy.

2. [Ipu ouepennoM mare (YHKIMOHUPOBAHUS METOIUKH
JOCTUTHYTBIN OYepeIHO y3en rpada MoIeNu NpoBepsieTcs Kak
HOTeHHHaHLHLIﬁ QJIEMCHT AOIMOJHUTCIBHOIO IMyTHU TECTUPOBA-
HUS JJI BCEX YIKC NJOCTUTHYTBIX Y3JIOB. Ecnu oH sBaseTcs 1o-
TEHIMAJIBHBIM JIEMEHTOM JIOTIOJHUTENBHOTO Iy TH, (opMHUpy-
€Tcsl JOTIOJTHUTEINBHBIH ITyTh K paHee IOCTUTHYTOMY Y31y 4epes
TOJBKO YTO JOCTHTHYTHIH Y3€l.

3. Ecim k paHee NOCTHTHYTOMY Y31y rpada MOJAENH yKe
6b1TH chOPMHUPOBAHBI JAOTIOTHHUTENBHBIEC TyTH U OH y4acTBYET
B CO3/IaHMU HOBOTO JIOTIOJHUTEIBHOTO IyTH K OYEPEIHOMY
y3I1y, TO K O4ePEAHOMY Y31y (GOpMHUpYETCsi MHOXKECTBO OO~
HUTCIJIBHBIX nyTeﬁ C BKIIOUCHHUEM B HHUX BCEX BO3MOXXHBIX Ba-
PHAHTOB JIOTIOIHUTENBHBIX ITyTeH, C(OPMHUPOBAHHBIX DPaHEe.
IIpuuem eciiu B JONOJHUTENBHBIHN Iy Th BXOAUT CaM OYEPEIHOM
Y3l MOJENH, TO TaKOoi MyTh BO m30eXaHue IIUKIOB B JOMOJI-
HUTEIbHBIE HE BKIIOUAETCA.

4. Bce 1onoNHUTENBHBIE My TH K y371aM MOJIENHU YIOPSJ0YH-
BAIOTCSI B COOTBETCTBUM ¢ MMUHUMU3AIMENH CyMMBI BECOB BXO-
JSIIUX B HUX peOep M BHOCATCS B TaOJIUIly IyTeH TECTUPOBa-
HUS OTHOBPEMEHHO C KpaTyailliiM IIyTeM.

Cxema (popMHPOBaHUS YIIOPSIOYCHHOT'O MHOXKECTBA Ty TEH
TECTUPOBAaHHUS Ha OCHOBE MOAMU(HIMPOBAHHOTO AalrOpHUTMa
JlefikcTphl, paHee pa3pabOTaHHOTO aBTOPOM U TIPEICTABIICH-
HOTO B paboTte [26], mprBeAeHA HAa PUCYHKE 3.

BxonmHBIMU TapaMeTpamMu 3TOTO 3Tara METOJUKH SBIIAIOTCS:

a) rpad MomenH TeCTHPOBAHUS 3AIIUIIEHHOCTH OOBEKTa
nHpopMmarnzanun — G(W, V), tne W — MHOXECTBO Y3IIOB
rpada G MOJeNU TECTUPOBAHUS 3aIIMIIEHHOCTH O0BEKTa MH-
(dopmaru3anuy, Ha OCHOBE KOTOPOro (popMHUPYIOTCS IyTH Te-
CTHPOBaHUs; J— MHOXeCTBO BecoB pedep B rpade G momenu
TECTUPOBaHUS 3alMIIEHHOCTH 00beKkTa HHPOPMaTHU3aALHH;

0) KonM4yecTBO y370B B rpade G — N;

B) Bec pedep, COSANHSIIONINX MPOU3BOJILHBIC /-1 U j-1 y3JIbI
V(W,, W)) rpada G.

st obGecrieuenus Moucka He TOJIBKO KpaTdalllero, HO 1
JPYTUX AOTOJHUTENBHBIX MYTEH TECTUPOBAHHUS IOMUMO HMe-
IOLIUXCSI MHOXECTB, MPEILyCMOTPEHHBIX JIOTHKOH (yHKIHO-
HUpOBaHMs anroputMma JleiikcTpsl (P — MHOXECTBO IOMe-
YEHHBIX BEPIIMH, L — MHOXXECTBO CMEKHBIX ITOMEYECHHBIX
BEPILIUH, MHO)KECTBO PACCTOSIHUH 1O TOMEYECHHBIX BEPIIHH OT
HaYaJbHOI BEPINUHBI), BBOAATCS CICAYIOUINE AOMOTHUTEINb-
HBIE MHOXECTBA!

a) B — MHO€ECTBO y3JI0B MOTEHINAIBHBIX JIOTIOJIHUTEIb-
HBIX ITyTeil. B 3TO MHOECTBO BHOCSTCSI JOCTUTHYTHIE Y3IIbI,
CMEXHble paccMaTpuBaeMoMy. B panbHellieM 3J1eMEeHThI
MHOXKECTBA HMCIIOJB3YIOTCA IMPU HAXOXKICHUU AOMOJIHHUTEIb-
HBIX IIyTEH;

6) C — MHOXECTBO BECOB pebep MOTCHIMAIBHBIX JTOTIOJI-
HHUTEJBHBIX MyTel. B 3T0 MHOXeCTBO BHOCATCS Beca pedep, uc-
XOIAUINX U3 Y3JI0B, BHOCUMBIX B MHOKECTBO Bu BXOJAIIIUX B
paccMmaTpuBaeMbIil y3e;

B) 0 — MHOXECTBO JIOTIOJIHUTENBHBIX ITyTel B y37bl. Co-
JIEPKUT [JONOJIHUTEIbHBIE IIyTH B paccMaTpUBAacMblil y3el,
c(OpMHUpPOBaHHbIE B pe3yJIbTaTe IPOBEACHHS JIOTHYECKHX OTIe-
pauuii Hax BXOISIIMMH B HErO 3JIEMEHTaMH M 3JIEMEHTAMHU
MHOXeCTB B u L.

T) S — MHOECTBO BECOB JIOTIOJIHUTEIBHBIX Iy TEH K y3/1am.
3TO MHOXXECTBO COJICPKUT Beca IMyTel n3 MHOXKecTBa () U HC-
TOJIB3YCTCA JIsA paHXUPOBAHUA JONOJHUTEIBHBIX HyTeﬁ pu
BBIBOJIE Pe3yJIbTaTOB (DYHKIIMOHMPOBAHUS JTAHHOTO 3Tala Me-
TOOUKH.

K GnokamM, OTaMYarouM JAaHHBIM 3Tal METOAUKHA OT M3-
BECTHOTO ayropuTMa JleWKcTphl, OTHOCATCS Ooku 16-23, 25
Ha pucyHke 3. B 6mokax 16—17 peammsyercs hopmupoBaHue
JJIEMEHTOB MHOKECTBA y3JIOB B K TeKyleMy paccMaTpuBae-
MOMY Y3JIy 3a CUET UCIOJIb30BaHusI noyioskeHus Ne 1 mo moau-
¢uxanuu anropur™a [leiikcrpsl. [lanee, B 6mokax 18-23, my-
TeM IepeceueHHs JIEMEHTOB MHOXKECTBa B u L, a Taxxke O ocy-
LIeCTBIISIETCS] (POPMUPOBAHKE IEMEHTOB MHOXeCTBa ) C yue-
ToM TtosioxeHust Ne 2 o MoauduKanuu anropurma J{edKcTpsl.
B 6moke 25 ocymiecTBisieTcs paHXHPOBKA TOTIOTHUTEIHHBIX
MapHIpyTOB IO CyMME BECOB BXOJIIMX B MX COCTaB pedep.
bioku 3-15, 24 cOOTBETCTBYIOT CTaHAAPTHOMY alTrOPUTMY
Heiikerpel. Ilo mroram paGoOTH HYJIEBOMY SJIEMEHTY MHOXKe-
cTBa () TMIpHCBaMBaeTCA 3HAYCHNE KPATUANIIETO MyTH U3 MHO-
’)kecTBa L.

BTOPOI 3TAIT METOJIMKK — BBIBOP IIYTEl TECTUPOBAHUS,
OBECIIEYMBAIOIIMX PALIMOHAJIBHVIO ITIOJIHOTY OLEHKHU
VA3BUMOCTEM, [TPM OTPAHUYEHHUSX HA PECYPCBI

ConeprxaHue TaHHOTO dTara COCTONT B BEIOOpE U3 KpaTdai-
IIETO0 MyTH U YIOPSAA0YCHHOTO I10 BO3PACTaHHUIO BECOB MHOXKeE-
crBa nyrei Q (c Becamu, cOpMUPOBaHHBIMH B MHOXECTBE )
Ha rpage moaenu G Takoro pamxupoBanHoro Muoxxectsa 'TB
U (HOpMHpOBaHUE M3 HHUX TECTOBOro Habopa 7, KOTOpPBIil ObI
obecrieuynBa MaKCUMHU3AIMI0 a0COTIOTHONH CyMMapHOW CTOH-
MOCTH OOHapy’>KeHHOro yiepba T — max (OTHOCHTEIHHOTO
3Ha4YeHHUS Tory — 100 %) B paMKax 3aJaHHBIX OTpaHUYEHUN Ha
pacxon pecypca TeCTUPOBaHUS Rrp.

B 1iesom sTan BeIOOpa myTel TecTUpoBaHUs, oOecredrBa-
IOUIMX PalOHAJIBHYIO MOJHOTY OLIEHKH YS3BUMOCTEH, IpH
OTPaHWYEHUSIX Ha PECYPCHI COCTOHUT M3 CIEIYIOUIEeH MociIeno-
BaTEIBHOCTH IIATOB.

ar 0. OnpexnencHre NCXOAHBIX JaHHBIX. MHOXECTBO Te-
croBeix UTB — nycroe (7 = @). Cuerunk m snementoB UTB
B MHOXxecTBe T paBeH Hymo (m =(0). MHOXECTBO TECTOBBIX
WTB [ Bximouaet B cedst Bce paccmarpuBaeMblie ITB. 3atpaTst
pecypca, HEOOXOIUMOro IS TECTHPOBAHUS 3alMIIEHHOCTH
OU, paBHbl HYIIO (Rieer = 0). BBOOMM OrpaHnucHue Ha 3a-
TpaThl pecypca Ryp IPH NPOBEICHUN TECTUPOBAHUSL.

PaccuutpiBaeM cymmy ymepba [1 mo BceM BO3MOXKHBIM
komOuHanmsaM UTB {i} moTeHIMaIbHBIX 370yMBIIIICHHIKOB,
ysI3BUMOCTEH {1} amemMeHToB 00bekTa {e} u cBotictB b {c}:

z(e,u,i,o) =1I.

v{i}v{u},
v{e}vic}
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1

BBoj HA4AJIBHBIX JAHHBIX:

T'pad Mozenn TecTHpOBaHUS 3ALIMIEHHOCTH 00bEKTa
unpopmatnzanmn — G(W, V);
KOJIMYECTBO y3110B B rpade — N;
nepeMeHHble-cueTynky y3ios: n=1...N; j=I1...N;
HavanbHbIH y3en — W;
Bec pebpa, coenuusiontero i-i u j-it ysen — V(W,, W));

d, — paccrosinue ot y3ma Wy o yzna W, ;

t — epeMenHasi, ONpeIesIoNIas MocIeIHUI TOMEYeHHbIH
y3ei.

@opMHPOBAHHE NOTEHUHAND- |
HBIX JIONOJIHHTEIbHBIX Ny Teil |

A 4

— 16.

Buecenue y31no8 W), cMexubix y3i1y W,,B MHOKECTBO
Y3710B NMOTEHIHAJIBHBIX JTOTIOJTHUTEIBHBIX nyTCﬁ B:

|

|

|

|

|

| VW, |d, %0 b, ={W,[VW,,W,) % oo}

| T
I |

|

|

|

|

|

— 2

Beejenne He0OX0IMMBIX MHOKECTB M ONpe/iesieHHe
HAYAJILHBIX 3HAYEHHIT 2JIeMEHTOB MHOKECTB

P — MHOECTBO OMEUCHHBIX y3/I0B;
L={l,},n=1...N—MHOXECTBO CMEXHBIX IOMEYEHHBIX Y31I0B, /,= W;— nomeyeHHbIii
y3ei1, 4epe3 KOTOpbIi H0CTHTHYT y3en W; , 10 OKOHYaHHH PabOTHI METOJMKH CONEPXKHT
KpaT4aillliie MyTH K KaXI0MY Y311y;
D ={d,},n=1...N — MHOXECTBO PaCCTOSIHHH 10 TOMEYEHHBIX y3JIOB OT HAYAJILHOI O
y3na;
B ={b,} — MHOKECTBO Y3JI0B OTCHLHAIbHBIX JONOJIHUTEIbHbIX MyTeil;
C={c,} — MHOKECTBO BeCOB pedep MOTEHIHABHbIX JOTOTHUTENBHBIX My Tei;
S={s,} — MHO)KECTBO BECOB IOMOJIHUTENBHBIX MyTeil K y3my W,;
O={g;} — MHOXKECTBO JIONOJIHUTE/IbHbIX IyTeil B y3en W, kax/blil 2J1eMeHT g,
npezcTaBiseT coboi Habop y310B JIONOTHUTENbHbIX ITyTeH.

7 -

Buecenue Becos BXO/IALHX B y3€J1 M/,, peoep B MHOKECTBO
BECOB pCGCp MOTCHUHAJIBHBIX JOINOJIHHUTEIIbHBIX ﬂy'ﬂ.‘ﬁ C:
Jjeb,

¢, =V(W,W,)
BNLzQ

DopmupoBaHue
JONIOJTHATEIbHBIX
nyTeii

18.

Ectb it
Cpe/ii MOMEUCHHBIX Y3708
iHOXkKeCTBA L (KOTOPBIC IOCTHTHYTHI MO KpaT=
4aiilMM My TAM) TaKKe, Yepe3 KOTopble MOTyT ObITh

MOCTPOEHBI JIONOIHHTENIBHBIE ITYTH

. I
b)) =@V W, W,) %o

' OHpCHCJ’ICHMB HayaJIbHbIX 3HAYCHHH MHOKECTB KaK «IYCTOE MHOXKECTBO»:
P={o}; L={0}; D={0}; B={o}; C={0}; S={o}; O={o};

|— ’ Onpenenenne U, Kak NOCIeIHEr0 MOMeYEHHOTo y3na: =W, |
— 19.
| BHeceHrne B MHOKECTBO JIOTIONTHHTEIbHBIX
5. N nyTeit Q myTeii yepes y3i1bl U3 MHOKeCTBa L
3ajanue paccTosiHuii 10 Beex y3noB: d,=o, n =2..N V(W/ W) £ 00
6 | l,#D
< 4,=4,9(1b,)n(1,})
Tomerka y3na Wy: Wy e P
Jj#n

0 '

7.

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
j=1L.N |
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Ectb - OnpeieneHne BECOB JOMONHUTEBHbIX ITyTeil,
HeL HETOMEYCHHBIC y3JIbi: Beaymmx B ysen W,
W, ¢ P V(W,,W,)#x©
q, %D
s,=¢,+d,|l,#D
P e e e e e e e e | j=1..N,
| 3 Onpenenenne I j#n
| : Jlns Beex Y3108,
HETOMEYEHHBIX Y3JI0B: nocuraemsix |
4epes |
| VW, |‘/Vrv ¢P noMeyeHHble | 21. Boi
| - | CTb I
| 9. ! Cpe/i IOCTHTHYTBIX
Lo . ’
| Bri60p MEHAMATBHROTO PACCTONHHS Y3108 {d,#%} Takue, 4TO K HUM yKe eCTh
| 10 y3na W, | JIOTONHHUTENbHBIC TyTH B MHOMKECTBE O
i dy=min { dy, di+ V(i, W,)) I 16,10 {q,)) = D|VW,W,) %
y ——————— | |
) 4 | Omnpejesnenne NOMeYeHHON BepUIMHBI

22

| M HOHCK KPaTYaliiero nyTu

— 1

Brecenue B MHOKECTBO JIONOJHUTENBHBIX MMyTeil O
TyTeH 4epe3 y3ibl H3 MHOKeCTBa B

10.  JlocturuyTst

| " Tlpucsoenne y3iy W, ¢ MEHHMATIBHBIM TEKy-

BCE Y3JIbl, U IIPU ITOM MM BECOM 3HAYEHHE MOCIIEHETO MOMEYEHHOr0 y3ia: V(W/,W“ ) # 00
d(W1):w t=n|d,=min {d,}
q; 29
[ 4, =4, 9 (16,10 1g,))[
— 12. - j=A..N
Buecenne y3na: W, |d,=min {d,} i
B MHOKECTBO [IOMEYEHHbIX y3i10B P: P =P U W,

13.

Ipady sBNIsICTCS HECBA3HBIM.
Onpesienienye BECOB IONOMHUTENbHBIX

ﬂ() MHOXKECTBA Y3JI0B

Buecenue y3na W, , cmexuoro ysmy W; uepes

(W, |d(W,,)=oo} oMe4eHHoe pedpo, B MHOKECTBO CMEKHBIX nyteii B y3en W,
nyteii ot y3na W, - Het ""Me"e‘}‘"E"XWW“OB L: V(W,W,)#x
=W
q; #9

— 15. l
Buecenue paccrosinus ot ysna Wy 1o y3na W,
B MHOXKECTBO PacCTOsHMI D:
D=DUd,

s,=c,+s;|l;, 2D

Y

|
|
I
I
I
|
I
I
— 14. l |
|
|
|
I
I
l
|
|

I
|
|
|
I
I
|
|
|
|
J¥*n I
|
|
I
I
|
|
|
I
|
|

24.
/ BrIBO/ /7151 BCEX MOMEYEHHBIX Y3/10B KpaT4ainX MmyTei 10 HUX ¥ UX BECOB M3 MHOXKECTB D u L /

25.
BeiBoj st Bcex W, IONONHUTENbHBIX MyTeH U3 MHOKECTBA O, PAHKMPOBAHHBIX 110
BO'}pZ\CT'dIIl/IK) BECOB U3 MHOXKECTBA S

Puc. 3. Cxema sTana popMHPOBaHUS YHOPSIIOUYEHHOTO MHOXKECTBA ITyTEH TECTUPOBAHUS
Ha OCHOBE MOJU(UIIMPOBAHHOTO AJIrOpuUTMa JIeHKCTphI
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IMar 1. Ecniu MmHOXecTBO paccMmaTpuBaembix U TB He my-
croe (I # @), To u3 Hero BoiOupaercs UTB i;, koropoe Bxo-
IuT B TIyTh ¢k (q € Q) B rpade G ¢ MUHUMAIHHBIM BECOM
nyTH Sk (Sx € S):

i; = {i}|(sk(qr) = min$) A (i; € qi) -

[Ipu nepBoHa4YaILHOM NPOTOHE JIAHHOTO I11ara, MHOYKECTBO
1 Gyner conepxarts Bce Bozmoxusle UTB {i} u Oyzner BbIOpan
KpaT4aiiumii myTs go B rpade G ¢ BecoM so. [Ipn manpueimmx
MPOTOHax — MHOXeCTBO / Oy/ieT yObIBaTh, 3a CUET UCKIIIOYCHUS,
a U3 MHOXecTBa (O OyAyT MOCIeIOBaTEIFHO BHIOMPATHCS J10-
TIOJTHUTENbHBIE ITyTH g U3 MHOXKECTBA (), UMEIOILINE HANMCHbB-
LN BEC Sk.

[ar 2. Ompepensrorcst 3aTpaThl pecypca, HEOOXOAUMOTO Ha
nposeaerne B i;. 3HaueHne pecypcea 7, pacxoyeMoro IIs po-
Benenus j-ro UTB, miis otnensHbIX pedep rpada G (puc. 2) mepe-
CUNTHIBAIOTCSI M3 BecOB pedep V(R, i) B COOTBETCTBHH C BbIpa-
JKEHUEM!

T/Ie 7, — 3aTpaThl pecypca ayJuTopa Ha IPOBEIEHHE j-T'0 TECTO-
poro TB;

r» — 3aTpaThl pecypca ayauTopa Ha MPOBEICHHE /-TO TECTO-
Boro UTB;

N; — xonmmuecTBo TecToBEIX UTB;

n — MepeMeHHasA-CUCTUHK.

[lar 3. IIpoBepsieTcst yciioBHE: €CIU IIPH JI0OaBICHUH B Te-
croBeli Habop j-ro UTB i; cymma Tekymux 3atpar pecypca Ha
MIPOBE/ICHNE TECTA Ricer M 77 MCHBILIC OTPAaHUYCHUS Ha 3aTPaThl
pecypea R, To yBennuusaeM cuetunk ' TB B rectoBom Habope
Ha | (m=m+ 1) n no6asnsiem U TB j; B TecTOBBIN HAOOD (£ = i),
rne t,, € T) u NpojoipKaeM BBINOJIHEHHE JATbHEHIINX orepa-
. Eciit Ryeer + 75> Rrp, To UTB i; B TecToBbIi HabOp 7 HE 10-
OaBisieTcss W W3 JAIBHEHIIET0 PacCMOTPEHWS HCKIIoYa-
ercs (I =1\1i). B nocnennem ciydae Bo3BpariaemMcs K mary 1.

ar 4. [pu npusaTun pemenus o godasneranu UTB i; B
TeCTOBBIH HA0Op 7' B KAYECTBE JIEMEHTA f,; BBIIIOJIHSIIOTCS ClIe-
JYIOIIHEe ONepaLuu:

1. TIpousBouTCst O1IeHKa a0COIFOTHOTO 3HAYEHMS yIrepoa 1y,
KOTOpBIN MOKeT ObITh BbisiBiieH /1-M VI'TB B TecToBOM Habope,
a Takyke HapacTaroIIero UTOTa T10 MOKA3ATENI0 T = Yy, My, JI1st
9TOr0 NPOU3BOJUTCS CyMMHPOBAaHHE 3HAYEHUH «CTOMMOCTI»
yiep6a, kotopsiid HaHocutest OU mpu ucnonszoBannu UTB i,
MyTeM CYMMHPOBaHUS 3HaYCHNH yIuepoa z(ex, 0,), B TEX MyTIX
{q | ijeq}, KOTOpBIE conepxat B KauecTBe BepminHsl U TB ij:

Ty = Z z(ey, ) -
(exron)elqlijeq)

[Tpu 5TOM 3HaueHus yuiepOa z(ex, 6,) U1 OTACIBHBIX pedep
rpada G (puc. 2) nepecynTHIBAIOTCS U3 BECOB pebdep v(ex, Z) B
COOTBETCTBHUH C BBIPAKCHHUEM:!

z(e, o) = | max {z(e;,00)} | =

n=1..3
Ng 3
| v x D7 atenon) |+ 1,

=1 n=1

rne z(ex, 6n) — «CTOMMOCTBY yIep0a, KoTopbli HaHocuTcst O
IpHU HapylLIeHue 6,-ro cBoiicta b Ha ero anemenre ey;
Ng — xonuuecTBo 31eMeHToB OU, KOTOpoe COOTBETCTBYET KO-
JIMYECTBY 3JIEMEHTOB MHOXKECTBa £
n=1...3 — cueruuk croiictB Ub o,;
Z;Vfl ¥3_,z(e, 6,) — cymma ymep6a no Bcem anementam OU
u cBoiictBam Ub;
l gllilz)v(E{Z(el' 6,)} — 3HaUeHHE MaKCUMAJBLHOTO yiepoa cpeau
n=1.3
BceX KoMOMHanuii 371eMeHTOB U cBOHCTB Ub.

2. Tlpom3BoaWTCs OLEHKAa OTHOCHUTEIBHOTO CYyMMAapHOTO
ymep0a Torm m, KOTOPBIH MOXET ObITH BbIsIBIIeH m-M UTB B Te-
CTOBOM HaOope:

Tm
Tornm = o’

a TAK)KC OCHKA HApaCTAIOMICTO UTOT'A IO ITOKAa3aTCIIIO0:

TEOTH = § T[OTH m-

m

[Iar 5. IlpoBepstOTCS yCIOBHS: €CJIM 3HAYEHUE CyMMap-
HOTO BBISABIICHHOTO M MOTEHIMAJIHHO TPEAOTBPAIICHHOTO
ymepba T JOCTaTOYHO JUIA 3aKa34hKa TECTHPOBAHUS JTHOO OT-
HOCHUTENFHOE 3HAaYEHHE BBIABICHHOTO W TOTEHIIMAIBHO
MPeIOTBpPAIIeHHOTO yimepba T — 100 %, To mpomecc ¢op-
MHUPOBaHHsI TECTOBOTO HaOopa ocraHaBiuBaercsi. Eciu Bbimie-
yKa3aHHbIE yCIOBUSI HE BBIMIOJIHSIOTCS, TO BBIIIOIHSIOTCS AaJb-
Helllue onepanuu.

Hlar 6. IIpou3BoasTcs onepanyuy yaalieHus TexX ImyTel Te-
cTupoBaHus (KoMOuHaumit {i, u, e, G}), KOTOpPbIE yXKe OXBa-
yenbl ITB, BKIFOUCHHBIMY B TECTOBBIN HAObOp 7.

1. U3 rpadha G u u3 MHOXKecTBa ImyTer () yHaIsIOTCs BCE
Iy TH {qlij € q}, cozeprKallye BEPUINHY ij:

G=G\{q|i]-Eq},
Q=0Q\{q|i € q}.

2. I3 MHOXeCTBa BECOB MyTeH S yIAAIAIOTCS BCE 3HAYCHUS
BECOB IMyTei {s(q)|ij € q}, KOTOpBIE COJIepKaT BEPLIMHY i

S = S\{s(q)|i]- € q}.

[ar 7. Ilepexon x mary 1.

OO0mrasi cxeMa METOJIMKU ¢ KOHKpETH3aluel dTana Beioopa
MyTed TeCTHPOBAHUS, 00CCIICUNBAIOIIUX PAMOHAIBHYIO IOJI-
HOTY OLIGHKH YS3BUMOCTEH, MpU OTPaHUUCHHUSX Ha PECYpCHI
MpeJICTaBJICHA HA pUCYHKE 4.
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— 1

OnpejiesieHne HCXOTHbBIX JAHHBIX
MmoskectBo UTB B Tecte 7= @.
Cuetunk snementoB UTB B Tecre m=0.
MmoskectBo TectoBbix I'TB 7 - BKIIFO9aeT B Bce
paccmatpuBaembie UTB.
3aTpatsl pecypca R, He0OXOAUMOTO JUTst
TIPOBEACHHS TeCTa Ryee;=0.
OrpanuueHue Ha 3aTpaThl pecypea Ry, npu
NPOBEJICHUH TECTA PABHBI Ry,

— 2

Beejenue orpannyuenuii Ha pecypc
JOCTYNHBIH IPH NPOBeIeHHH TeCTHPOBAHMS
OrpanuueHue Ha 3aTpaThl pecypea R, npu
NPOBE/IEHNHU TECTA PABHBI Ry,

— 3

PaccuntsiBaem cymmy ymep6a I1 mo Bcem
BO3MOKHBIM KoMOuHauussm UTB {i}
MOTEHIMANBHBIX 37I0YMBIILIEHHUKOB,

YA3BEMOCTEH {u} 21eMeHTOB 00hekTa {e} 1
csoiicts Ub {c}

z(e,u,i,c) =1l
MUSITS
el ¥{o}
— 4
Ynopsn0uCHHBIC MHOXKCCTBA ITyTCH Ha rpade monenn G popmupyem
Tectuposanns Q u S popmupytotes | ___ _ MHOXKECTBO ITyTel TeCTHpOBaHUA Q U

MHOXKECTBO BECOB ITyTei S, 37IeMEHTbI
KOTOPBIX YIOPSI0YEHBI II0 MEpPE
BO3PACTaHHs BECOB

Ha OCHOBE MO}IHCIJI/IL[PIPOB&HHOFO

anroputMa JleHKCTph

— 10

VpemmanBaeM cuerunk UTB B TecTroBoM
Habope m = m+1

L |

Jlo6asnsem UTB i; B TecToBbIH HAGOP
by = ij, TAC €T

— 12 |
TIpousBoauTCs OLIEHKA aGCOTIOTHOTO
3Ha4YeHUs ymepoa m,,, KOTOPBIi MOXKET ObITh
BoisiBiieH UTB t, = i;B TectoBoM Habope T,
IyTeM CyMMHPOBaHHs 3HA4YEHHMIi ymepoa
z(ex, 6,), B TeX MyTAX {g | ijq}, KOTOpBIE
cojepsxaT B kauecTse BepiuuHbl UTB j;

m,= X zeo,)

(e )elali ca)

— 13 |
TTpoM3BOAUTCS OLIEHKA OTHOCHTENILHOTO
CYMMAapHOTO yIep0a Moy ;n, KOTOPHIi
MOXeT ObITh BbsiBIICH m-M UTB
B TecToBOM Habope T’

o
nnn{m - 1—[

TectoBblit Habop o6nagacT

/

Wwmerorest

5

HTB an1s paccMoTpeHus
1+2

IIpu nepBoHaYaTLHOM POrOHE

; 6

JauHO onepartii GyzeT BhiGpan Bri6upaercs UTB i; (ij€l), koTopoe BXOMHT B
KpaTyaiimii nyTs qo B rpade G yTh gy (q:cQ) B rpade G ¢ MEHUMAIIBHBIM
¢ BecoM s. [Tpu panbHeitmmix o BECOM My TH s ($x€ S)

MporoHax OyIyT IOCIIEA0BATEIBHO = {,‘}‘(xk (a.)= mins) /\(Q € qk]

BLIﬁHpaTLCSI JOTIOJTHATEIIBHBIC ITyTH

qx 13 MHOXeCTBa Q, HIMEIoIue

— 7

HaUMEHBIINH BEC s,
L OrnpeensioTcs 3aTparhl pecypea r;

HeoOxoaumoro Ha nposegenue UTB i;

T =\'(R,i])-'\zrﬂ

Jlobaenenne UTB i
YKIJIa/IbIBAETCS B OTpaHHYEHHE

Ha 3aTpaThl Ry,

Ricertri < Ry

9

WTB i; B TecToBbI HaGop T He 100aBIACTCS H
U3 JIATHEHIIero PACCMOTPEHHS HCKITI0YACTCs
I=1\j

JI0CTATOYHOM MOJTHOTOM
Moy =100% ?

® y

W3 rpada G u u3 MHOXKecTBa myTeit Q
YAANAITCs BCE MyTH {q| ije g}, conepixamue

BCPLLUUHY [;
G=G\{q|ijeq},
0=0\{q|ijeq}

— 16 |

W3 MHOXECTBA BECOB MyTel S yalsioTcs Bce

3HAYEHHUSI BECOB ITyTeil {.x'(q)] ij€ q}, KOTOpbIE
COZIEpKaT BEPIIMHY i

S=S\{s(q)|i;eq}

17

Beisog UTB {1,,}, 1o6aBieHHbIX
B TECTOBBIIf Habop T’

18

BeiBoj1 3HaUeHHI aBCOIIOTHOM T
M OTHOCHTEIBHOM Tory, MOTHOTEI OLIEHKH
3alIUIIEHHOCTH, obecrieynBaeMOi TECTOM

Puc. 4. Cxema MeTOIMKH C KOHKpETH3aIMEeH dTara BpI0opa My Tel TeCTUPOBaHuS,
o0ecreunBarONINX paluoHaIbHYIO [TOJHOTY OLIEHKH yS3BUMOCTEMH, IPU OIPAaHUYEHHSX Ha PECYPCHI

BEIBOJIbI

[IpencraBnenHast METOMKA Ha TIEPBOM DTAIle TO3BOJISAET Ha
OCHOBe Mojenu TecTupoBanus 3ammuiienHocta OU KT ¢op-
MHUPOBaTh MHOXECTBO MyTEH TECTHPOBAHUS C UX PAaHKHUPOBa-
HHEM TI0 CTETICHH ITOBHIIEHNUS Beca. [Ipr 3TOM 1Mo BecoM My TH
MMOHAMAETCA II0Ka3aTelb «3(P(PEKTUBHOCTH/CTOMMOCTE) OT-
JeNsHON KOMOWHAIINY pecypca 7i, TectoBoro MTB i, ya3sumo-
ctu 1 3nementa OU XKXT e u yposus ymep6a z(i, u, e, 6), HaHO-
cumoro OU S o cBoitctBy b 6. Ha BTOpOM 3Tame meroanku

MIPOM3BOANTCS BBHIOOP M3 KpaTyaiIIero MyTH W yIOPSI0YeH-
HOTO 10 BO3PAcTaHNIO BECOB MHOXKECTBA JIOTIOJIHUTEIbHBIX ITy-
Tel Takoro pawxupoaHHoro MmHoxxectsa UTB {i}u popmupo-
BaHME U3 HUX TECTOBOro Habopa 7, KOTOPBIA OBl 00ecreynBa
MaKCHMH3AIHIO0 a0COTIOTHON CyMMapHO# CTOMMOCTH OOHapy-
JKEHHOTO ymiepba 7 — max (OTHOCHTENBHOTO 3HAYCHHS
Toru — 100 %) B pamMKax 3aJJaHHBIX OTPAaHWYCHHHA Ha Pacxoj
pecypca TeCTUPOBAHUSA Rip.
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DJieMeHTaMH HOBH3HBI JIaHHOM METOJMKH, KOTOPbIE OTJIU-
YaloT €€ OT U3BECTHBIX PYKOBOJICTB 10 TECTHPOBAHUIO HA IPO-
HUKHOBeHUeE [28], siBIsieTCs TO, 4TO, BO-NIEPBBIX, METOIUKA OC-
HOBaHa Ha MOJIENIM TecTUpoBaHUs 3amuiieHHoctd OU, koro-
past BrepBble pa3paboTaHa B JaHHOM HCCIIEJOBaHUH, BO-BTO-
PBIX, B COCTaB METOAMKHU BBEJECHBI OPUTHHAIBHBIC OIEPALUH,
KOTOpBIE Ha MEPBOM 3Tare METOAUKH 32 CUET MCIIOJIb30BAHUS
MoAn(HUKAIINH U3BECTHOTO anroputMa JIeikcTprr hopMupyrot
YIOPSAZOYCHHOE MHOXECTBO ITyTEH TECTHPOBAHUS, PAHKHPO-
BaHHBIX I10 TTOKa3aTelto «3()(PeKTHBHOCTH/CTOMMOCTEY», a Ha
BTOPOM 3Tane — OCYIIECTBIAIOT ()OPMUPOBAHUE TECTOBOTO
Habopa u3 Tex UTB, koTopble SIBISIOTCS 3JEMEHTAMH «Iyd-
MIMX» MyTeil TECTUPOBAHUS, TAKMM 00pa3oM, YTOOBI TECTOBBII
HabOp MaKCUMHU3MPOBaN a0COTIOTHYIO CyMMapHYIO0 CTOMMOCTb
oOHapyKeHHOTO yiiepOa B paMKax 3aJlaHHbIX OTPaHUYEHUN Ha
pacxo pecypca TeCTUPOBaHHSL

I[aHHaH METOAMKA MPEANOJIaracTcs K BHCAPCHUIO B aBTOMaA-
THU3MPOBAHHBIE KOMIUIEKCHI TECTUPOBAaHUS 3amuineHHoct O
T, apxutekrypa 1 (yHKIMOHAIBHOCTh KOTOPBIX ObLIA M3J10-
JKeHa B pabotax [37, 38].
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Abstract. The article discusses the main information objects
and automated systems of railway transport. It is shown that these
systems are objects of a critical information infrastructure. In ac-
cordance with the legislation of the Russian Federation and the
analysis of their real security is an important task. In the article is
proposed to analyze the security of the objects and systems
through using test information-technology impacts, which are pre-
dicted to be used by hackers. The justification method of infor-
mation-technology impacts based on the Dijkstra’s algorithm,
which makes it possible to form a set of paths ranked by the total
path metric is consisting of two stages: the stage of forming an or-
dered set of testing paths and the stage of choosing testing paths
that ensure the rational completeness of vulnerability assessment
with restrictions on resources.

Keywords: information security, audit, testing, Dijkstra’s
algorithm, information and technical impact, critical information
infrastructure, informatization facility, railway transport.
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Annomayua. CTaThsl NOCBSIIIEHA OLICHHBAHMIO MaTeMaTH4Ye-
CKOro 0XXMJIaHHSl MOLIHOCTH MHoxecTBa Ilapero B KOHeyHOM
MHO’KeCTBe TOYeK, 00pa30BAaHHOM CHMMETPHYHO 3aBHCHMBIMH
CIy4alHBIMH 3J1eMEHTAMH MPOCTPAHCTBA R oay4yenn! oueH-
KH, aHAJIOTMYHbIe XOPOINO H3BECTHbIM OLEHKaM JJIs CJay4das
He3aBHCHMBIX CJIyYaiiHbIX BEKTOPOB.

Kniouesvle cnosa: cnyqaﬁﬂoe MHOKECTBO TOYECK, MHOKECTBO
HapeTo, CUMMETPHUYHO 3aBHCHMbIE C.]'Iy‘laﬁﬂble BECJIMYMHbI,
cnyqaﬁnme NMEPECTAHOBKHU, PEKOPAbBI B MOCJAEAOBATCIBHOCTH
cnyqaﬁnmx BCJIMYMH.

BBEJEHHUE

3amaua TOCTPOCHHS W WCCIEeNOBaHUS MHOXecTBa [lapeTo
WUTPACT KIFUYCBYIO POJIb B COBPEMEHHBIX MOJIX0/IaX K PEIICHUIO
3a/1ad4 MHOTOKpUTepUabHO# ontumuzanuu [1-8]. Eit mocss-
IIeHO OOJIBIIOE KOJMMYECTBO PadOT, KOTOPBIE MOXKHO pa3OUTh
Ha JIBa KJlacca, B 3aBUCHMOCTH OT TOTO, KOHEUHBIM HJIA OECKO-
HEYHBIM SIBJISIETCS PACCMATPUBACMOE MCXOJHOE MHOXECTBO, C
HE3HAYUTEIbHBIMH OTJIMYMSAMHU B TEPMHUHOJIOTHU. MBI Oyaem
HUMETh JISJIO CO CIIy4aeM KOHEYHOrO MCXOAHOTO MHOXECTBA U
TOBOPUTH O MHOXMcecmee [lapemo, a He o «rpanuue [lapero»
wi 0 «dpoute Ilapetoy», Kak 3TO NPUHITO B paboTax, B KOTO-
PBIX HCXOJHOE MHOXKECTBO OIKCHIBACTCS KaK IMOJMHOKECTBO
npocTpanctBa RY, TOYKH KOTOPOTO YIOBIETBOPSAIOT OIpEe-
JICHHBIM aHAJUTHYECKUM COOTHOILICHUSM [5].

OTMeTUM, YTO HECMOTPS Ha TO, YTO MOKHO JIETKO HOCTPO-
WUTh MPHUMEPHI, B KOTOPBIX MHOXecTBO [lapeTro coBmamaer c
HCXOJHBIM MHOXKECTBOM, B TUIMYHBIX CHUTYaIUsIX MHOXKECTBO
[MapeTo WMeeT CyIIECTBEHHO MEHBIIYI0 MOIHOCTb, YeM HC-
XOJIHOE MHOXKECTBO, KaK 3TO OBUIO MOKa3aHO B IHOHEPCKOMN
padore [9]. «Turmmanas cutyamus» B 3Toi pabote ompenens-
JIach Kak CHTyaIlus, B KOTOPO MHOXKECTBO BECOB paccMaTpH-
BaeMbIX OOBEKTOB MOXET ObITh HMHTEPIIPETHPOBAHO Kak pe-
3yJIbTAT MPOIEAYPhl HE3aBUCHMOT'O BHIOOpA M3 BEPOSTHOCTHO-
ro pacmpezeneHus B mpoctpaHcTBe R? ¢ He3aBUCHMBIME 1
OJIMHAKOBO PACIPEACICHHBIMA KOOPAWHATAMH, HMEIOIIMMHU
HETPEPHIBHYIO (PYHKIHUIO pacTpeICICHUS.

3aMeTHM, YTO Clly4ail, KOrja KOOPJMHATHI HE3aBHCUMEI,
HO HUMCIOT PAa3lIMYHBIC HEMPEPBIBHBIC CTPOIO0 MOHOTOHHBIC
¢byukuun pacnpenenenus F;, i = 1,..,d npu moMomu mpe-
obpasoanuss CwmupHOBa (Xq,...,Xq) — (Fl(xl),...,Fd(xd))
CBOIUTCS K CIIy4al0 HE3aBHCHUMBIX KOOPIUHAT, WMCIOIIUX
paBHOMepHOe pacmpezenenne Ha otpeske [0,1], mockomsky
TaKkoe Mpeodpa3oBaHUE, TTOMUMO IIPOYErO, COXPAHSICT OTHO-
IIeHHe YaCTUYHOTO nopsiaka Ha R%.

O/HAKO TONBITKU OTKAa3aThCsl OT «HE3aBHCUMOCTHY» MpHU-
BOJISAT K HEOOXOJMMOCTH TaK MU WHA4YC OMHCHIBATH MOJICIU
3aBUCHMOCTEH MEXIy DJIEMEHTaMH HCXOJHOIO MHOXECTBA.

K.p.-m.H. O. JI. Cem&noBa

Cankr-IlerepOyprckuii rocy1apcTBEHHBINH YHHBEPCUTET
Cankr-IlerepOypr, Poccus
o_semenova@mail.ru

OTMeTuM, YTO MMEIOTCS JBa HAMpaBJICHUS s 0000IIeHUS
pe3ynbTaTtoB padoTsl [9]. B mepBoM M3 HUX MPOUCXOIUT OTKA3
OT YCIIOBHS HE3aBUCHMOCTH KOOPJAWHAT, HO COXPAaHACTCS
YCIIOBHE HE3aBHCHMOTO BBIOOpa MPH T'CHEPUPOBAHUU HCXO/I-
HOTO MHO>KECTBA, & BO BTOPOM, HA00OPOT, COXpaHsETCs yCo-
BUE HE3aBHCHMOCTU KOOPIMHAT, HO MPHU 3TOM HCXOIHOE CIy-
YaifHOe MHOXKECTBO HHTEPIPETHPYETCS KaK peau3alisi CIIy-
yaitHoro BexTopa ¢ R*-3HaYHBIME KOMIIOHEHTAMHU WJIH, APYTH-
MU CJIOBaMU, KaK cly4aiiHas n X d mMarpuia ¢ He3aBUCUMBIMH
CTOJIOLIAMH, T/I€ /1 — YHCIIO TOYEK B HCXOJTHOM MHOXECTBE.

B nacrosmieit paboTe Mbl MPUMBIKAEM KO BTOPOMY M3 3THX
HaIpaBJICHUH, PEIonaras, YT0 CTPOKH MAaTPHIBI MPEICTaB-
JAFOT co00i CHMMETPHYHO 3aBHCHMBbIe R%-3Haunble ciydaii-
HBIE BEKTOPHI, & CTOJIOIBI HE3aBHCHMBI.

CHUMMETPUYHO 3aBHCHUMBIC CITyYailHbIC BEJIUYMHBI U BEK-
TOPBI €CTECTBEHHBIM 00pPa30M BO3HUKAIOT B PA3JIMYHBIX HPH-
knaaHbix 3agadax [9]. IlpuBoaumas panee jemma 3 Takke B
KaKOI-TO Mepe OMHCHIBACT JOCTATOYHO IIMPOKHUNA CHECKTP CH-
Tyanui, B KOTOPBIX MOTYT MOSIBIISATHCS CUMMETPUYHO 3aBHUCH-
MBI€ CITy4YailHbIC BEJIMYUHEI.

OCHOBHBIE pe3yJbTaThl Hamield pabOTHl  OKa3BIBAIOTCS
BIIOJTHE aHAJOTUIHBIMH pe3yibTraTaM padoTsl [9]. OmHaKo MBI
HCTIONH30BANIN JPYTOH TOAXOM, OCHOBaHHEIM HAa TEOPUH PEKOp-
noB [7, 10, 11], xoTOpbIiA TO3BOIIIT 000OIINTE pe3yabTaThl [9]
Ha ciTydail CHMMETPHYHO 3aBHCUMBIX CIy9aiHBIX BEKTOPOB.

IIPEABAPUTEJILHBIE PE3YJIbTATBI

IMycts (X, <) — 4YacTHYHO YHOPSIOYCHHOE MHOXECTBO.
MHOXECTBOM MUHUMANbHBIX D7eMEHM06 MHOXecTBa X WU
muooicecmeom Ilapemo nns MHOXecTBa X Ha3bIBa€TCsl MHO-
xectBo Min(X) ={x e X|Ay € X:y < x}.

Orobpaxenune @:Y +— Min(Y), onpeneaeHHoe Ha COBO-
KYIHOCTH TIOJIMHOKECTB MHOXKECTBa X, Ha3BIBaeTCA (hub-
mpayuell COBOKYITHOCTH TIOAMHOKECTB OTHOIIEHHEM YacTHY-
HOro mopsiaka <. HemoIBMXHBIC TOYKH 3TOrO OTOOpaKCHHUS,
TO €CThb IOJAMHOXECTBa Y C X, cocrosilive M3 MNONapHO He-
CPaBHHMBIX DJIEMEHTOB, Ha3bIBAIOTCS  DUILINPOBAHHBIMU
MHOXecTBamu. Takum oOpazom, MHOXecTBO Ilapero mis
MHOXecTBa X — 9TO MakCHUMAaJILHOE 10 BKJIIOUEHHUIO (bI/IJ'H)-
TPOBaHHOE IOJAMHOKECTBO MHOXeCTBa X.

B nampHeiimem MBI OyneM HMETh JIENIO C €CTECTBEHHBIM
OTHOIIIEHHEM YaCTHYHOTO Mopsaka Ha mpoctpancTse RZ. Tlo
onpezeneHuto X = (xy, ..., %q) <y = (J4, ., Vq) PaBHOCHIIb-
HO BBIMOMHEHUIO CHUCTEMBI HEPABEHCTB X1 < Yq,...,Xg < Vg.
Msr Taoke OyneM MMETh JeJI0 ¢ OTHOIICHHSMH YaCTHYIHOTO
nopsiika <j, JJisl KOTOPBIX HEPABEHCTBO

x= (X1, %) Sk ¥y = 1, s Ya)
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PaBHOCHIIBHO BBITIOJTHEHHIO CHCTEMBI HEPaBCHCTB
X < Vi, oy Xg < Yq. Uepes @y MbI Oyaem 0003HauaTh COOT-
BeTCTBYIOIIME QuibTpalmu npu k = 2, ..., d.

Ms1 Gyzmem paccMmarpuBath MHOXkecTBa X C R4, obnana-
IOLINE CIIETYIOLINM CBOWCTBOM KOOPOUHAMHOU €OUHCIBEHHO-
cmu: 1t oObIX X,y € X u mo6oro j € {1, ..., d} Bemosnnser-
Csl OTHO M3 HEPABEHCTB X; < Y; W Y; < X;. Takune MHOXXeCTBa
MBI OyneMm HasbiBaTh U-mHokectBamu (aHri. Uniqueness —
«YHUKAJIBHOCTH, €IMHCTBEHHOCTD).

Jlemma 1. Ilycts osnements U-mHoxkectBa X C RY
3aHYMEPOBAaHBbl 10 BO3PACTAHUIO MEPBOH  KOOPIHHATHI:
X = {x%,..,x"}. Tomoxum X, = {x,..,x*}, k=2, ..n.
JIns Toro, utobsl x* € @(X) Heo6XooMMO MW IOCTATOUHO,
91008 X* € @, (X,).

Jloka3zaTeabCTBO.

1) Heobxommmocts. Ecmm x* € ¢,(X,), To Haimercs
r < k Takoe, 4T0 x5 < x¥, ..., x5 < x¥X, npuaem mo kpaiineit
Mepe OJIHO U3 ITUX HEPaBEHCTB SBISIETCS CTPOruM. [10CKOIb-
Ky x] < x¥, orcioma cnemyer, uto x* ¢ @(X).

2) JloctatouHOCTh. JlOKa3aTeabCTBO OT MPOTHBHOTO.
Ipenmonoxum, uto x* € @,(X,), HO x* & (X). Torma
naiinerca r € {1,...,n}\{k} Taxoe, uro x] < xX, ..., x} < xk,
a 0 YCJIOBUIO KOOPIMHATHOM €JMHCTBEHHOCTH BCE 3TH Hepa-
BEHCTBA SBIIIOTCS CTPOTUMHU. Tak Kak 3JIEMEHTHI 3aHyMepo-
BaHbI 10 BO3PACTAHUIO TEPBOM KOOPIHHATHI, TO JOJDKHO BbI-
MOJHATHCS HEPABEHCTBO 7' < k, HO TOT/A MOJy4aeM MPOTUBO-
peune ¢ ycrnosueM x© € @,(X;). m

Caencreue. Ilycte »memeHTol U-mMHOXectBa X € RY
3aHYMEPOBAHbI 110 BO3PACTAHUIO j-if KOOPAUHATEL:

1<j<d-1:X= {4 xa" L X = {4, o xfL k=2, ..

Jnst Toro, uTo6sI X* € @ ;(X) HeobXoaMMO 1 JI0CTaTO4HO,
aro6bl x© € @41 (Xp).

JlokazaTenbcTBO CIEACTBUS BIIOJHE AHAJIOTWYHO JOKa3a-
TEJIBCTBY JIEMMBI 1.

Jlemma 1 ciayXuUT OCHOBOHM AJIi PEKYPCUBHON KOHCTpPYK-
MU, KOTOpasi HCHOIB3YeTCs B JANbHEHIIEM NP MOCTPOSHUH
MHoxkecTBa [lapero. I'paHuuHBIe yCIOBHSA Ui 3TOH KOH-
CTPYKIMU ONIUCBIBAIOTCS JIEMMOMH 2.

Jlemma 2. Ilycts snementsl U-MHOKecTBa X C R? 3amy-
MEpOBaHbBl O  BO3PACTaHUIO  MEPBOM  KOOPJAMHATHI:
X = {x%,...,x"}. {ns Toro, 4T06bI MHOKECTBO X OBIIO (DHIb-
TPOBaHHBIM, HEOOXOAMMO M JIOCTATOYHO BBIIOJIHEHHUSI Hepa-
BEHCTB X3 > X2 > -+ > xJ.

JlokazaTenbcTBO JEMMBI 2 HETTOCPEICTBEHHO BHITEKAET U3
ompeneneHus pUILTPOBAHHOTO MHOXKECTBA.

Iycts snementsl U-mHoxkectBa X = {x!,..,x"} c R?
3aHYMEPOBAHbI 110 BO3PACTaHUIO MEPBOI KOOPAUHATEL. DJIEMEHT
x* mHaseiBaeTcs pexopomeiv ecmm  xX < min{x}, ..., x¥"1}.
TTo onpesieeH IO 3IEMEHT X1 CUMTaeTCs PEKOPIHbIM.

CaeacrBue. MomrHocTh TIogMHOXKecTBa [lapero B U-MHO-
xectBe X C R? coBmagaer ¢ YMCIOM PEKOPIHBIX DIEMEHTOB B
HOCIeI0BATENLHOCTH X1, ..., X", HOJy4eHHOH B pe3ylbTaTe
COPTHPOBKH MHOeCTBa X 1O IepBOM KOOPAUHATE.

B nmanpHeiimmem MBI OyZeM HWMETh NIENO C R%-3HauHBIMA
CIly4alHBIMH BEKTOpaMH X4, ..., X,. Jns obo3HaueHus Bepo-
ATHOCTEH COOBITHI W MaTEeMaTHUECKUX OXHIAHUN CITydaifHBIX
BEJIMYMH MBI OyJeM HCIOJB30BATH COOTBETCTBEHHO CHMBOJIBI

P{:} u E(*), a 11 COBMECTHOIO pacCHpeleeHUs] BEKTOPOB
X1, -, X, UCTIONB30BATh CUMBOJ PXl,an.

O6o03naunm uepe3 [l MHOXKeCTBO BceX MEPECTAaHOBOK
MHOXecTBa {1, 2, ..., n}, TO €CTh B3aUMHO OJHO3HAYHBIX OTOO-
paxxenuit MHOKecTBa {1, 2, ..., n} Ha cebs.

Crnydgaiineie BEeKTOPHI X4, ..., X;, Ha3bIBAIOTCS CUMMempuy-
HO 3A8UCUMbBIMU, €CITH UX COBMECTHOE paclipe/ielicHue WHBA-
PHAHTHO OTHOCHTENBHO IIO0OW TEpPEeCcTaHOBKH WHAEKCHOTO
MHOXECTBa, TO €CTh €CJIU PXﬂ(l)..... = Px,,..x, M1 1000H
m= (11(1), ...,n(n)) € II.

OTMETHM HEKOTOpbIe TMpocTedime (akThl, CBSI3aHHBIC C
TTOHATHEM CUMMETPUYHON 3aBUCHMOCTH.

Mpenaoxenne 1. Iycts X, ..., X, — R%-3naunsie ciy-
YJaifHpIe BEKTOPHI.

1. Ins toro, 9yToObI X3, ..., X, OBLIM CHMMETPUYHO 3aBH-
CHUMBIMH HEOOXOAMMO M JIOCTAaTOYHO, YTOOBI MX COBMECTHOE
pacrpesielieHue ObUI0O MHBAPHAHTHBIM OTHOCHUTEIILHO JHOOOI
TPAHCHO3UIUU (TIEPECTAHOBKH, MEHSIOMICH MECTaMHU TOJBKO
JIBa UHJIEKCA).

2. Ecmu Xy, ..., X, CHMMETPHYHO 3aBUCHMBI, TO ISl JII000-
ro Hemycroro noamuoxectsa I € {1, ...,n} cnyvaiiusie Benu-
yuHbl (X;);e; TAKKE CHMMETPUYHO 3aBHCUMBI.

3. Ecmu X3, ..., X;, HE3aBUCUMBI ¥ OJMHAKOBO pacrpesierie-
HBI, TO X3, ..., X;; CHMMETPUYHO 3aBUCHUMBI.

4. Ecmu X4, ..., X, CAMMETPUYHO 3aBUCUMBI U X; HE 3aBHU-
cut ot Xy, ..., X, 70 X4, ..., X, HE3aBUCUMBI U OJIMHAKOBO pac-
TpeeeHBI.

5. Ecma X3, ..., X,, CHMMETPHYHO 3aBUCHMEI 1 R%-3HauHbIiT
CllydaitHbIi BeKTOp Y He 3aBUCHUT OT X, ..., X, TO Clay4aiiHble
BekTopel Z; =Y + X4, ..., Z, =Y + X,, CUMMETpUYHO 3aBH-
CHUMBEI.

6. Ecmu X3, ..., X,, CHMMETPHUYHO 3aBUCHUMBI, TO JJIS JIFOO0#
usmepumoit  pynkumu  f:RY - R ciydaifHble  BeTMUYHHBI
fX), ..., f(X,) cumMeTpu4HO 3aBHCHMBI. B wacTHOCTH, KO-
OpAuHaThl Xqj, ..., Xp; CAMMETPHYHO 3aBHCUMBI JUIS Ka)J0ro
je{l,..,d}

CnyvaiiHple BEJIMYHMHBI CO 3HAYCHUSIMH B MHOXecCTBe I
Ha3BIBAIOTCS CAVYAUHBIMU NEepecmaHO8KaMU dIEMEHTOB MHO-
xectBa {1,2,...,n}. B nanpHeiimemM Mbl GyaeM UCIONB30BATh
TEPMUH «CIy4aifHasi MEPEeCTaHOBKa» B O0Jiee y3KOM CMEICIIE,
MOJIpa3yMeBasi, UTO ClydyaifHas MEepPeCTaHOBKA G MMEET PABHO-
MEpHOE paclpeneleHne Ha MHOXecTBe [I, To ectp YTO
P{o = n} = 1/n! nna moboii T € II.

Ipennoxenue 2. [Tycts T € I1, 0,06’ — cyuyaiinbie nepe-
CTaHOBKHM 3JIEMEHTOB MHOXecTBa {1, 2, ..., n}. Torma:

1. m6 U om — ciy4aiiHble IePECTaHOBKHU.

2. Eciu 0 ¥ 0’ He3aBUCHMBL, TO 06’ U 0'C — CllyuaiiHbIe
MEePEeCTaHOBKH.

JlokaszarenberBo. JoxaxeM 1. 2. 3adukcupyem T € I1.
ITo hbopMmysie MOTHON BEPOSITHOCTH HMEEM

Xﬂ(n)

P{oc' = 7'} = Z P{oo' = 1'|c = m}P{o =i} =

me Il
B .11
—ZP{O‘—T[T[ }E_E
me Il

Tak Kak m'm !

npoberaer 7. W

TaK ke mpoberaer MHOXkecTBO [I, korma ero
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Jlemma 3. TTycts Xi,..,X, — caydaitasle R%-3HaunBIe
BEKTOPHl C TMPOWM3BOJBHBIM COBMECTHBIM paCIpelesieHHEeM H
MyCTh G — CJIydYaiiHasl MepecTaHOBKA MHICKCOB, HE 3aBUCSIIAS
oT Xy, ..., Xp,. Torna ciydaiinbie BEKTOPBL Xg(1), - ) Xg(n) CHM-
METPUYHO 3aBHUCHMEI.

JlokazateabcTBo. s MOOBIX OOPENEBCKUX MHOYKECTB
By, ..., B, € R% u mo6oii nepecranosku 1 € I1 o opmyite
TIOJTHOM BEPOSATHOCTH MBI IMEEM PaBEHCTBA

P{Xwo0) € By, o Xio(m) € Bn} =

= z P{Xws(1) € B1, ) Xmio(n) € Bnlo = T}P{o = n} =

Te 1

1
=— > P{Xwn@) € By, ) Xumm) € Bn}-

"l
mell

Korma m mpo6eraer MuoxectBo II, T'T Tarxke mpoberaer
MHOXkecTBO [, ciemoBaTenbHO, MpaBast 4acTh MOCIEAHETO pa-
BEHCTBA HE 3aBUCHUT OT TU'. W

C nocyenoBatensHOCThio RE-3HAUHBIX CITydaifHBIX BEKTO-
poB Xj, ..., X, MBI OyJieM CBSI3bIBaTh MATPHUIy HX KOOPIUHAT
(Xij| i=1..,nj=1, ...,d), B KOTOpPOM HMHIEKC CTPOKU —
HOMEp BEKTOpa B MOCIEOBATEIBHOCTH, a HUHICKC CTONIONA —
HOMEP KOODPIUHATHI.

ByneM roBoputh, 4To cilydaiinple R%-3HauHBIE BEKTODHI
001aJaf0T CBOHMCTBOM CHIOXACIMUYECKOU KOOPOUHAMHOU eOUH-
cmeennocmu W Ha3piBaTh WX SU-Bektopamu (Stochastic
Uniqueness), eciu P{Xk i =X ]-} = 0 ans mo0BIX Pa3TUIHBIX
k,l €{1,..,n}u mm aoboro j € {1, ...,d}.

Jlemma 4. Iycts Xy, ..., X, — R%-3Ha4HBIE CUMMETPUYIHO
3aBUCHMBIE ClydaiiHble SU-BEKTOPBI, 0; — NEPECTAHOBKA MX
WH/ICKCOB B COOTBETCTBHM C BO3PACTAHHEM j-W KOOPAWHATHI
( €{1,..,d}). Torma o; — ciydaiiHas TepecTaHOBKa, TO
€CTh G; MMEET PABHOMEPHOE pacrpe/eNienre Ha MHoxecTse [1.

Jloka3zarteabcTBo. 3adukcupyem Tt € [1. CiyqaitHoe coObI-
THE {oj = n} MPOUCXOINUT TOTJAa M TOJBKO TOTJa, KOTAa Mpo-
UCXOANUT COOBITHE {er(l), j< < Xpm, j}. W3 ycnoBus cum-
METPUYHON 3aBHCHMOCTH CIEIYET, YTO BEPOSTHOCTH IOCIEN-
HETO COOBITHS HE 3aBUCHT OT T, a M3 YCIOBHUS CTOXaCTUIECKOU
KOOPJIMHATHON €TMHCTBEHHOCTH — YTO

Z P{Xr, < < Xy} = 1.

Te Il

Takum ob6pazom n! P{cj = Tr} = 1, 4To u TpeGoBaIOCH. W

3ameuanue. CBOWCTBO CTOXaCTUYECKOW KOOPIWHATHOM
€IMHCTBEHHOCTH HWIPAeT CYIIECTBEHHYIO POJIb IIPHU BBIBOJE
OCHOBHBIX pe3ysibTatoB. Jlns R?-3HAYHBIX CHMMETPUYHO 3a-
BUCHMBIX CIy4YalHBIX BEKTOPOB Xj, ..., X, KOOpAWHATHbHIEC Be-
JTAYUHBL Xy j, ..., Xpj CHMMETPUYHO 3aBHCHMBI, TI03TOMY BEPO-
STHOCTb P{ij = le} HE 3aBUCUT OT KOHKPETHOTrO BhIOOpa
napsl k, [ € {1, ...,n}. O6o3Haunm uepes F; pyHkuuio pacmpe-
neneHus BenmwuMHbl Xq; — X,;. Torna tpeGoBanme ycnoBus
CTOXaCTHYECKOW KOOPAMHATHOW €IMHCTBEHHOCTH PaBHOCHIIb-
HO crefyronemMy TpeboBanuio: GpyHkiun F; He IMEIOT aTOMOB
B Hyie ipu Jo6oMm j € {1, ..., d}.

[Ipn BBIBOSE OCHOBHBIX PE3YJIBTATOB HAPAMY C yCIOBHEM
CTOXaCTUYECKOW KOOPAWHATHOW EIMHCTBEHHOCTH MBI Oyaem
UCIIOJIb30BaTh TAKXKE yCIOBHE HE3aBUCHMOCTH KOOPIUHAT BEK-

TOpoB X4, ..., X, TO €CTh YCJIOBHE B3aUMHOW HE3aBHUCHUMOCTHU
CTOJIOIOB MaTPHIIBI (Xijl i=1,..,nj=1, ...,d).

R%-3HauHBIC CIyYalHEIE BEKTOPH Xi,...,X,, YIOBIeE-
TBOpSOMHKE 0OOWM 3THM YCIOBHSM, MBI OyJeM Ha3bIBaTh
SUI-Bextopamu (aHri. Independence — «HE3aBUCHMOCTBY),
a COOTBETCTBYIOIIME WM KOOPIWHATHBIE MATPUIBI —
SUI-matpuniamu.

OCHOBHBIE PE3YJIbTATHI
CuMmBosioM #M Mbl B pajbHEHIIEM 0003HAYaeM YHUCIIO
5JIEMEHTOB MHOXecTBa M. BBenem Ttaxke 00o3HaueHUE IS
1-TO TAPMOHUYECKOTO YHUCIIA:

1 1
H =14+=4+:-+-, =12,...
() 2 n "
Mycrs X = {Xy,...,X,.}, tme Xi,..,X,, — R%-3naunse

ciydaitable SUI-BEKTOPBHL.

Teopema 1. ITycte d = 2. Torna E[#@(X) | = H(n).

Hoxaszarenberso. ITycts X1, ..., X2 — sneMeHTb MHOME-
cTBa X, MepeHyMepOBaHHBIE B COOTBETCTBUU C BO3pAaCTaHHEM
TepBoi KoopauHatel. Torga, cornacHo JieMMaM 3 U 4, mocie-
JIOBAaTEJIbHOCTh BTOPBIX KOOPJWHAT 3THX BEKTOPOB le e, X2
SIBISIETCSI  TIOCJICIOBATEIIFHOCTEI0 CHMMETPHYHO 3aBUCHMBIX
CllydallHbIX BEJIWYMH, Ul KOTOPOM BBINOJHSETCS CBOWMCTBO
CTOXaCTHYECKON eMHCTBEHHOCTH. [1o criencTBHiO U3 IEMMBI 2
E[#¢p(X)] = ER,, rue R, — 4uCJIO PEKOPAHBIX 3HAYECHHI B
HOCIEeI0BATENLHOCTH X3 ..., X5 TTonoxuM

1,ecin XX < min{X}, ..., X5 1} > 2

=11 = . k=2
{O,ECJII/I XX >min{X}, ..., X1}

Torma ER, =1+ P{t, =1} + -+ P{t,, = 1}. Tak xax
BETMUUHB X3, ..., XX CHMMETPHYHO 3aBHCHMBI, TO COOBITHS
{Xﬁ = min{X}, ...,X%‘}},L’ =1,..,k paBHOBepOATHBI, a Wu3
YCIIOBHSL CTOXaCTHYECKOM eIMHCTBEHHOCTH CJIELYeT, YTO ITU
COOBITUSL SIBIISIIOTCS [ONAPHO JU3BIOHKTHBIMH C BEPOSTHO-

creio 1. [Tostomy P{t, = 1} = % npuk =2,...,n. m

CaencrBue. [Iycts d = 2, § — ciry4aifHO BEIOpaHHAs TOUKa
U3 MHOXKeCTBAa X, Y/IOBIETBOPSIONIETO YCIOBUSIM TEOPEMEI 1.
Tormna P{¢ € ¢(X) } = H(n)/n.

Joxka3zateabcTBo. [Tycts k = k(§) — HOMep ToukH &, T0-
JIy4EHHBIH €10 B pe3yJbTaTe COPTHPOBKU MHOXecTBa X. Ciy-
JaliHBI BEIOOP TOYKM O3HAYAET, 4To cobbiTne {k = K} umeer
BEPOATHOCTH 1 / n i kaxmoro k = 1, ...,n. Eciu 310 cOOBI-
THE TIPOU30III0, TO coObITHE § € (X) MPOUCXOIUT B TOM H
TOJBKO TOM ciyuae, koraa XX = min{X3}, ..., X¥}. ITo popmy-
Jie TIOJTHOU BEPOSATHOCTH MOJTy4aeM

PEE p(X) ) = Z;P{z € o)k = kIP{k =k} =

Z" 1 1 HMm)
= - X == —"-,
k=1k n n

3aMeTuM, 4TO IS JIHOOOrO HEIMyCTOro IIOAMHOMKECTBA
X' € X momnocty n’ = #X' m ciay4aiino BHIOpaHHOM TOUKH &
13 MHOKecTBa X'

H(n' E[#p(X'
Pz € o(x)) = ) = ST

I
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CrieroBaTeNbHO,

U
P{E € o(X)} =W- D

PaBenctBo (1) cnpaBemnuBO, KaK HETPYIHO BHICTb, IS
mroboro d = 2.

Myctsd >2, X = (X;j]i=1,..,mj=1,..,d) — SUI-var-
pHIa, CTPOKU KOTOPOW CHMMETPHUYHO 3aBHCHUMBI M 3aHyMEPO-
BaHBI IO BO3PACTAaHHIO IEPBON KOOPJAMHATHL. PaccMoTpum
noamaTpuily X' & TONYYEHHOH MAaTpulbl, OOPa30BAHHYIO
cTonbnamMu ¢ HoMepamu 2, ..., d. DTa moaMaTtpuia Takke 0y-
net SUI-maTpurielt, CTpOKA KOTOPOH CHMMETPUYHO 3aBHUCHMBI
cornacHo jgemmam 3 u 4. [lycte X, — k-5t cTpoka MaTpuips! X,
X'y, — moxcrpoka B matpuue X'. Ilo memme 1 cobwitne
{Xi« € @(X) } mpoucxomaur Torma M TOJBKO TOTHA, KOIJa
MPOUCXOJUT COOBITHE

{X,k* € (p(Mk) }s rne Mk = {Xll*! ---,X,k*}-

O0603HaYNM quepe3 T UHAUKATOP 9TOT'0 coObITHs. IMeem

n

= E[#¢,(M
Wﬂﬂh}}m=n=ziﬁ%ﬂl(a
k=1

k=1

Hrepupys (2) (d - 2) pa3a 1 ucnomin3ys Teopemy 1, MbI 1mo-
Jy4UM CIIEAYyIOIee PABEHCTBO:

N kg4
E[#o(X)] =;%l§lkil [kd1_4 kd;HZT)” ‘ 3)

®dopmyna (3) CIUNIKOM TPOMO3JKa I UCTIONh30BAHUS Ha
MPaKTHKe, TOATOMY OCTABIIASCS YacTh CTAThH MOCBSIIEHA 110-
JyYeHUIO TPoCThIX oneHok st E[#¢p (X) ].

Jlemma 5.

1. E[#o(X) ] < H 1 (n).
1 -
2. E[#(p(X)] > ml‘ld 1(7’1).
2 2
Jloka3aTesbCTBO.

1. 3 (2) umeem
E[#o(X) ] < E[#@,(X) JH(n) < - < H*'(n).

2. 3aMeTHM, 4TO

S Hk) 1
S(n) :=Z%>§H2(n). 4)

k=1
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1sjsksn 1<k<jsn
nMeeM
St yoie Y2
n) =-— - — =
2 1<jsksnk] _kstnk]
-2 ! + z ! > 1HZ( )
A , ki) T2
1<j,ksn 1sk=jsn
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N HT(k) > 1 Hr+1 5
w257 (n). (5)

k=1

Tak kak yskims f(x) = x” BbIIyKIIa, TO TI0 HEPABEHCTBY
Wencena, npuHUMast BO BHUMaHue (4), umeem

SH(KD) e 1 r
kZl k =;ky(n)(ﬂ(kml/r(”)) 2

> H/r 07 () x (S()” =
H"(n) 1 .
or —?H 1(71).

ITpumensist mocienoBaTeNIbHO HepaBeHCTBO (5) B paBeHCTBE (3)
(d - 2) pa3a, noxyanm:

Hd—l(n)
E#o(X)] = o1++(d-2) = Z(d—z)(d—l)
2

> H'""(n) x

H'(n). m

[punrumMast Bo BanManue, uto H(n) = O(logn) mer mosy-
4aeM CIEeAyOLMN pe3ybTar.
Teopema 2. [Tycts d = 2. Torna

E[#(X) | = 0([logn]*™).
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1 d-1
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Abstract. The article is devoted to an estimation of the ex-
pected size of the Pareto set in a finite set of points drawn by
symmetrically dependent random variables in RZ. The received
estimates are fully analogized to the well-known estimates in the
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Abstract. In this article, the authors consider the problems of
modern steganography. Starting with the presentation of a histor-
ical example of steganography, the authors classify contemporary
steganography methods. The authors also offer a structural dia-
gram of the steganographic system, which is based on further re-
search. Further, the authors describe a simulation software model
called a «@Highly Undetectable steGOsystem» or «HUGO
stegosystem» for short, implementing a steganographic method of
transmitting a secret message embedded in a fixed digitized image.
The article also discusses the principle of operation of the simula-
tion software model and its steganographic justification. As an im-
plementation algorithm, the authors used a cryptographic gam-
ming algorithm using the function of bijective addition modulo
two, conventionally denoted — €. The authors determine the dif-
ficulty of detecting container change in this embedding method by
calculating the Pearson correlation coefficient. The authors show
that this model successfully improved information security when
transmitting classified information in various electronic document
management systems. The developed software model is much
more efficient than the algorithm LSB, which is determined by
higher performance and provides higher resistance to detection.

Keywords: simulation software model, highly undetectable
stegosystem, stegosystem @HUGO, cryptographic agorhythm of
gamming, bijective addition modulo two, Pearson correlation
coefficient.

INTRODUCTION

Steganography is a science that studies methods to increase
information security by hiding the very fact of the transfer of
classified information. The main goal is to transmit an en-
crypted message in open, publicly available information, in se-
cret, the very existence of which will be known only to the send-
ing and receiving parties.

The first recorded steganographic methods consisted of ma-
nipulations with the information carrier. For example, clay tab-
lets of ancient Sumerians were discovered by archaeologists. A
clay tablet was the carrier of information, cuneiform was used
at that time, and the steganographic method of hiding infor-
mation consisted of cunning and ingenuity. On such tablets, the
hidden text was stuffed with the first layer of the letter. After
the sender applied a new layer of clay, a non-secret message
was knocked out on it with a wedge by him. In this method, the
container is a clay tablet, the hidden text is a secret message,
and the key is knowledge, agreement on this method of trans-
mission.

The second well-known steganography method is the story of
the tyrant from Greece, Herodotus, who, while in captivity, used
his slave to transmit a secret message through him. The method
of concealing information was that the slave's head was shaved
bald, after which a secret message was applied to the scalp by the
sender. Over time, the hair on the slave's head grew, which pro-
tected the message from being read by third parties. This method
was also used in the Roman Empire, as shown in Figure 1.

Fig. 1. The Story of Herodotus

England, Aeneas Tactician, described encrypting infor-
mation that the sender used to save money by ordinary people.
The sender used this method because sending letters over long
distances was expensive, while sending a newspaper costs
many times less. In this regard, a method was invented, which
consisted in piercing small holes above the letters in old news-
papers. After that, the sender sent the newspaper, and the recip-
ient, writing out these letters, received an encrypted message.

Digital steganography as a separate science appeared not so
long ago, so it has no established terminology. The authors can
cite one of the most common definitions that can be formulated
as follows: Digital steganography is the science of secretly and
reliably hiding some bit sequences in other sequences of a sim-
ilar nature. In this formulation, there are primary criteria for the
applied steganographic methods. It uses the concept of invisi-
bility. It can be defined as stability to the analysis of information
by a person or a program that detects changes in the structure
of information and reliability - which means preserving the in-
tegrity of information when exposed to various kinds of noise.

A steganographic system consists of the means and methods
necessary to form a hidden data transmission channel. In the
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process of its creation, it is required to take into account the
introductory provisions of digital steganography:

e the optimal ratio of the complexity of the implementation
of the stegosystem to the security of the system;

e performance of optimal throughput;

¢ maintaining the integrity and completeness of classified
information during transmission;

e the stegosystem is entirely open to the intruder, excluding
the private key;

o if the violator discloses information about data transmis-
sion by the steganographic method, it should be impossible to
extract secret information without knowing the key.

In digital steganography, the main tasks are developing new,
more advanced, highly undetectable methods and stegosystems,
improving and modifying existing ones, and creating based on
more efficient steganographic systems for storing and transmit-
ting the information.

BLOCK DIAGRAM OF THE STEGANOGRAPHIC INFORMATION
PROTECTION SYSTEM

In general, a stegosystem can be compared to a communi-
cation system. Figure 2 shows a generalized block diagram of a
steganographic system.

The basic concepts in stegosystems are:

1. A hidden message is an information that is encrypted in
the stegosystem.

2. The container (or covering object) is open information in
which the sender will embed the hidden message. The presence
of a secret message in the container should not cause noticeable
changes in the container.

3. A key — as in cryptography, is secret information that is
used when encrypting/decrypting a message. The key can be

r I
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public, and then it will be openly distributed by a trusted third
party over the network to embed the message in the container
or private. The recipient will use it to receive the message from
the container.

4. Steganographic algorithm — this concept refers to two
types of transformation: the first is a direct algorithm, which
from a message, container, key will have a container with a
message encrypted in it, the second is a reverse algorithm,
which forms a pair: a container with a message, key, will have
the original message at the output.

5. Precoder — performs the translation of secret infor-
mation into the form necessary for encryption into the con-
tainer.

6. Stegocoder — responsible for embedding a secret mes-
sage in a container.

7. A stegochannel is a communication channel through
which a container with an encrypted message is transmitted in-
side. The container can be damaged by directed attacks by in-
truders or be distorted under the influence of interference.

8. A stegodetector is software that analyzes the structure of
a container for changes. Such changes may be intentional when
an embedded encrypted message is detected in the container
and errors and distortions during transmission.

9. A stegoencoder — restores a message from a container
using a key.

Principles of steganographic transformations are:

o the container must contain a structure that can be changed
with the condition that the functionality of the object will not
be affected;

e when analyzing the structure of the container, the changes
should not be recognized by attackers.

1
|
Stego- No |

i Format
1 detector |—— !

Analyzer

[T

Stegoencoder

¢

Format :
Converter [

Key

Recipient

Fig. 2. Block diagram of a steganographic system

CLASSIFICATION OF STEGANOGRAPHY METHODS
The key principles based on which different methods of ste-
ganography are formed:

e incomplete accuracy — some files do not need full trans-
mission accuracy, and adjustments can be made to them by
senders;

e invisible to humans — some file structures contain redun-
dancy; when changing the structure of such a file,

insignificant changes occur; human senses cannot distin-

guish that, and there is no special equipment to detect such

changes.

A general idea of methods is allocating insignificant parts in
the container structure and replacing such parts with infor-
mation from the message.

The general block diagram of the classification of ste-
ganographic methods is shown in Figure 3.
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Fig. 3. Block diagram of the classification of steganographic methods

Classification of methods according to the practice of con-
tainer selection:

e surrogate — an empty container is not taken, preference
is given to the first one that comes along, the container, in this
case, is most often not optimal;

e selective — in this method, a large number of empty con-
tainers are created, after which the optimal one remains, which
most repeats the static noise characteristics of an empty con-
tainer;

e constructed — the stegosystem itself forms empty con-
tainers; in this case, the noise of the container masks the hidden
message;

e streaming (continuous) containers — such methods can-
not know the characteristics of the container in advance, and the
embedding of the secret message will be in real-time;

e fixed (limited length) containers — methods with prede-
fined features of an empty container.

Classification of methods by container organization
method:

e systematic — in such practices, it is possible to determine
where the sender will embed the secret information and where
the noise data will be;

e unsystematic — in such containers, it is necessary to pro-
cess the file to receive a secret message fully.

Classification of methods based on the use of unique prop-
erties of file presentation formats:

e service fields, such as headers, which are not taken into

account in programs, and mostly filled with zeros;

e special formatting of data;

e use of unused sections on media;

e removal of file headers-identifiers, etc.

Classification of methods according to the principle of hid-
ing methods used is divided into:

e methods of direct replacement — represent the replace-
ment of unimportant bits of an empty container with bits of a
hidden message, based on the excess of the information envi-
ronment in the spatial or temporal domain;

e spectral methods — use spectral representations of ele-
ments of the embedding environment to hide the message.

Classification according to the purpose of using ste-
ganographic methods:

e protection of non-public data;
e copyright preservation;
o confirmation of authenticity.

The methods are divided by container types:
o text files;

e audio files;
e images;
e videos.
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RESEARCH UNDERGROUND OF HUGO TECHNOLOGY

Let's look in chronological order at the well-known scien-
tific publications that form the basis of the authors' research.

Research in the field of highly undetectable stegosystems
intensified at the beginning of the twentieth century when an
article was published [1]. A modification of the F5 algorithm
was proposed, providing high resistance to visual attacks with
a low degree of detection. Thus, the attacker's task to detect a
hidden message embedded in the covering object has become
more complicated.

In the following paper [2], the authors use so-called wet paper
codes and introduce the concept of perturbed quantization to de-
scribe a new approach to passive safety of steganography. The
authors present a heuristic algorithm that provides higher ste-
ganographic security for covering objects in JPEG format.

In the article [3], the authors determine the largest embed-
ded payload that the attacker cannot detect. The authors claim
that the average undetectable ability to embed hidden messages
for black-and-white covering objects in JPEG format is at least
0.05 bits/per non-zero DCT coefficient.

In further studies [4], the authors established a connection
between synthesizing a stegosystem, minimizing distortion dur-
ing implementation, and statistical physics. A distinctive fea-
ture of this work from previous works is that the authors intro-
duced an arbitrary character of the distortion function. It al-
lowed the authors to describe the changes in the implementation
as spatially dependent. The research method proposed by the
authors reduced the task of synthesizing a stegosystem to the
study of finding the minimum values of the distortion function
potentials that determine the statistical undetectability of a hid-
den message.

The authors described another new approach to using addi-
tive steganographic embedding in the spatial domain of the cov-
ering object [5]. The authors propose to determine the level of
change in pixel values in the high-frequency regions of the cov-
ering object by its weight and aggregation using the inverse
Helder norm to determine individual pixel changes. It makes it
possible to increase the stability of the proposed scheme for ste-
ganalysis significantly.

In the paper [6], the authors used a different strategy in
which the covering object is represented as a sequence of inde-
pendently distributed quantized Gaussians. The probabilities of
making changes to the pixels of the covering object are calcu-
lated to minimize the overall discrepancy for a given embed-
ding operation and a given payload.

In the article [7], the authors propose a universal approach
to the description of distortions, called universal wavelet rela-
tive distortion (UNIWARD), and apply it to embed a hidden
message in the spatial and frequency domains of the encom-
passing object.

In most stegosystems for still digital images using raster for-
mats, the changes' amplitude is usually limited to the minimum
value when implementing a hidden message. However, in the
article [8], the authors explore ways to increase the embedding
volume in highly textured areas of the covering object by sig-
nificantly growing the embedding amplitude, which leads to an
increase in payload.

The opinion that adding additional information to a hidden
message increases the security of the stegosystem has long been
indisputable. Further confirmation of this is the article [9]. The
authors investigate the use of additional information in a set of

several JPEG images for the same scene, provided there is no
access to the pre-recording.

They further developed the results obtained by the authors
in the previous publication in the article [10]. As in the latter
case, the secret message is hidden in the covering object by add-
ing a noise signal to it, a heteroscedastic noise naturally intro-
duced by the recipient. The main requirement of this method is
that the covering image is available in raw form (this operation
is called «sensor capture»). A significant payload can be em-
bedded for monochrome n objects or low-quality JPEG while
providing a high level of security.

SIMULATION SOFTWARE MODEL FOR EMBEDDING A HIDDEN
MESSAGE IN A COVERING OBJECT BY GAMMING

In this section, the authors present a prototype of a simula-
tion software model for implementing the process of transmit-
ting hidden messages in digital still images on the way from the
sender to the recipient using their discrete transformations and
concealment algorithms.

In the model under consideration, the principle of operation
is based on the well-known least significant bits (LSB) method.
It is its complement, with the correction of its inherent short-
comings.

The authors propose to carry out a preliminary conversion
of the file into a form that resembles noise in many ways. It
makes it possible to increase the system's security since in the
event of a leak of a secret message, it will be possible to restore
it only with the private key with which the image is initially
converted.

PURPOSE AND STRUCTURE OF THE SIMULATION SOFTWARE
MODEL
The purpose of the simulation model development is to in-
crease the level of security of information transmitted in the
hidden electronic document management system using ste-
ganographic methods. The structure of this model is illustrated
in Figure 4.
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Fig. 4. The structure of the simulation software model

The model was developed by the previously mentioned
scheme of the steganographic system, which can be seen in Fig-
ure 2.

The functions of the procoder in this model are recom-
mended to be performed using the ACM (Arnold Cat Map)
method. This method converts a secret graphic digitized image
in PNG format into a form that most resembles noise. An ex-
ample of how these method works are shown in Figure 5.

Further, according to the scheme, the secret message con-
verted into noise gets to the input to the stegocoder module,
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Secret message Iteration 1 Iteration 2

Iteration 5 Iteration 50 Iteration 97

Iteration 100 Iteration 150 Iteration 194

Fig. 5. The process of converting a hidden message
using the ACM method

which performs the function of embedding the message into the
container, which is also a graphic image. This module is repre-
sented as Emb, which means embed.

This module has two outputs. The first thing you can see in
the diagram is that the output element is the key needed to re-
store the image during the decoding operation by the recipient.
Without this key, it is impossible to restore the original image.
An example of the image (covering object) in which the sender
embedded the message is shown in Figure 6. An example of the
secret key is shown in Figure 7, and the graphic image that the
sender encrypted at the same time is shown in Figure 8.

mdex obpasosanus adsunucmpayu

Mempodeopyoecse paiiona Canxm

Fig. 6. The covering object

Fig. 7. The Key (with labels where the sender embedded
the secret image)

How the lavel of secracy of documents is determined: basic rules It is
possible to correctly solve the problem of installing the secrecy stamp
and presarving state sacrets only with a systematic approach to it.
Therefore, you should rely on a number of rules. It is necessary not to
allow self-will in this area, otherwise there will be problems in
working with documentation or with the leakage of important
information. Let's List the rules in question.

1. The rule of a systematic approach to determining the level of secrecy
of documents. The main essence of this principle is to take into account
the general problem of secrecy. It is necessary to take info account the
existing duality: on the one hand. there is a goal to ensure the reliable
preservation of state secrets, on the other - it is impossible to
unreasonably and massively classify data. Therefore, it is unacceptable
both to overestimate the secrecy rating and to underestimate it. Any
extremes should be avoided.

2. The rule of objectivity when assigning the secrecy stamp. There is a
list of information to be classified, which you need to rely on in your
work. A subjective approach is nnacceptable

3. The rule of optimizing the volume of secret data in papers. In
separate documentation, secret information should be kept to a
mininum and strictly in the volume necessary to solve the issue under
considerarion.

Fig. 8. The secret message

The second output is a container with a secret message en-
crypted inside. In the diagram, this container is marked as a
stego module. This container will be transmitted via a binary
symmetric channel (BSC).

BSC is a simple binary channel through which it is possible
to transmit only 0 and 1, with the condition that on the other
side, the receiver does not always receive the value that the
sender sent. This channel illustrates the simplest example of a
communication channel with a condition for noise during data
transmission.

At the exit from the communication channel, the Stego con-
tainer enters the Ext (Extract) module, which means to extract.
This module extracts a secret message from the container so far
in noise, using the secret key.

Next, the secret message from the container gets into the
RACM module (Reverse Arnold Cat Map), which is the reverse
of the ACM module, and restores the original hidden image
from the noise view.

THE STRUCTURE OF THE SOFTWARE PACKAGE
AND THE FUNCTIONS IMPLEMENTED IN IT

The software package (SP) is developed in the free Net-
Beans integrated application development environment in the
Java programming language.

When creating the SP, the various steganographic stages of
the application were divided into classes. The structure of the
developed application is shown in Figure 9.
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Source code
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Cnn\re[rr_java Decodejava ImageProcess. java

Fig. 9. The structure of software package

The SP consists of five classes, and let's briefly list their
functionality.

The Main class is the main class in which the graphical user
interface (GUI) SP is created, and the events of the buttons
pressed by the user are processed. The GUI view is shown in
Figure 10.

[E

Fig. 10. The GUI view of the SP

The following functions are implemented in this class:

e decryptActionPerformed — this function handles the de-
crypt button click event. Two images are read and transmitted
to the decryption module: a container with a secret message em-
bedded in it and a key image with the coordinates of the embed-
ded message bits. After that, the image with the key replaced an
image that is obtained at the output of the stegodecoder module;

e encryptActionPerformed — this function processes the
event of pressing the encrypt button. During processing, it reads
the image of the container and the secret message, after which
it transmits these images to the stegocoder module. Then the
function displays the image of the container with the embedded
secret message and the image of the key with the coordinates of
the embedded bits of information;

e exitActionPerformed — this function handles the exit
event of the program by pressing the exit button.

e load containerActionPerformed — implements the pro-
cess of selecting a graphic image by the user for the role of a
container and displays this image on the screen;

e load_secretActionPerformed — implements the process
of choosing a picture of secret information by the user, which
will be encrypted into a container and displayed on the program
screen.

¢ saveActionPerformed — this function saves two images
that are currently displayed on the program panels.

The image panel class is responsible for initializing panels
for images. It implements functions:

e setlmage — add an image to the panel;

e getlmage — read the image from the panel;

e removelmage — clears the panel from the image;

e extractBytes2 — this function converts the image from the
panel into an array of bytes. And for further, it is used when
embedded in the container.

The Convert class was developed by it to implement two
auxiliary functions:

e intToBytes — in this function, the numeric format Integer
is converted into an array of bytes;

e buildStego — this function implements the formation of
an array of bytes for embedding in a container by receiving a
byte array of a message as input and adding a service header to
it — the length of this array.

The Decode class performs the function of the stegodecoder
module, the following functions are initialized in this class:

o extractHiddenBytes B;

o extractHiddenBytes_G;

o extractHiddenBytes B.

All three of these functions perform decoding, and their dif-
ference is that of the bytes of what color you need to get a secret
message.

The last ImageProcess class performs the function of a steg-
ocoder module; it has the same structure as Decode — a separate
procedure is implemented for each of the three cases, depending
on the byte of what color the embedding of secret information
will take place. And also, in this class, the suitability of the pixel
for use for encryption is checked. List of functions in this class:

e B Hide;

o G_Hide;

e R Hide.

THE PROCESS OF EMBEDDING A HIDDEN MESSAGE
IN' A CONTAINER

As mentioned above, SP is based on the steganographic
method of least significant bits.

For embedding, the last bits of the bytes responsible for the
colors in the image are used. The program provides three en-
cryption options: in blue, red, and green bytes. The selection is
made by switching the drop-down list in the program interface,
as shown in Figure 11.
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Fig. 11. Choosing the byte color for embedding

Next, the secret image is converted into an array of bytes.
After which, a header containing the length of the embedded
information is added to the beginning of this array.

When embedding an image, the container is analyzed to se-
lect suitable pixels at the borders of the image color change. It
is done to avoid areas of uniform color because changes in them
are simply detected by steganalysis.

The image analysis process takes place by selecting a 3x3
pixel area of the image, after which the central pixel is analyzed
for possible embedding. Let's consider the analysis of the area
using the example of the area shown in Figure 12.

Al Aa Aj
Ay B: As
As A As

Fig. 12. The pixel area under study

Let's introduce the notation: 4; is the color value of the i
pixel, B; is the pixel under study. Then the check will take place
according to the formula:

‘Bi+§?=1Ai_Bi 58
' B + X8, A
[P - g <8,

Authors should also note that more specific neighborhood
types can be used, such as three consecutive bytes or a 3x3
Cross.

The embedding operation takes place according to the
@HUGO algorithm. For a visual description of it, let's assume
that the secret message M, a subset of bytes of the covering ob-
ject C selected for the embedding operation and satisfying the
condition in formula (1), and a subset of the corresponding m
bytes of stego S are the final byte strings. We can describe the
execution of the @HUGO algorithm by the following sequence
of actions.

For the embedding operation (Emb), we perform:

1. The next half byte m; of the hidden message is added
using the exclusive operation XOR with the right half of the
next byte ¢; satisfying the condition in formula (1), from the
subset C. The result of the operation is written to the right half
of the corresponding next byte of the covering object (stego)
s;. Formally, this operation can be written as the ratio:
Si = m,-@c,-.

2. Item 1 is executed for all half-bytes of the secret message.

In the example shown in Figure 13, for the embedding op-
eration of the first half-byte m; of a hidden message, the em-
bedding process can be represented as the following relations:
s1=m1@ci. The representation of this operation in hexadeci-
mal code looks like this: 1 = BA. In binary, it looks like this:
0001 =1011€p1010.

Bytes of a secret message

~[e[e] » (o] ~ [2[2] -
|
Bytes of the govering opject that meet the embedding tondition{gamma)
o - [ec]~ [o]e] - [a[2] - [s]a]~[s]e]~
Stego bytes
stegp -~ [F[1]~[8]o]~ [p]3]~[1]c] ~[s][s]~[s]a]~
| @ operation |
777777777777 Bytes of the covering object that meet the embedding condition (gammia)
covne . [7[a] - []¢] = [o[¢] ~ (3] ~ [3]¢] - [5[s] -
ytes of a secret méssage

w [o[E] ~[1]2] -

Fig. 13. The scheme for performing operations
by the @HUGO algorithm

In this paper, in the process of embedding a secret message,
the above method is used, with one difference that only the last
bit of a byte, a pixel satisfying condition (1), is used for encryp-
tion.

In parallel with the process of embedding information into a
pixel, a black or red pixel is placed on a pure white image. At the
same time, a black or red pixel is placed in the container's images
by the pixel's coordinate into which the information is embedded.
This image will serve as a key for the stegodecoder.

At the output of the stegocoder module, there will be a con-
tainer with a built-in message and a secret key.

THE PROCESS OF EXTRACTING A MESSAGE FROM A CONTAINER

Consider the operation of extracting (Ext) a hidden message.

As a recipient, we have two images, and it is necessary to
perform a decoding operation.

The first step is to add these two images to the program, see
Figure 14 and Figure 15.

The decoding process takes place according to the following
algorithm:

1. Determining the length of the encrypted message. It is
done by decrypting the header. For this, both images and the
length of the header are transmitted to the decryption function.

2. The decryption process takes place by determining the
pixel marked on the key, after which the color value according
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to which the encryption took place is read in the container using
these coordinates. Then, the value of the last bit is added using
the operation @ with one if a black pixel was marked on the
key and with zero if red.

3. The next step is the decryption of a classified message.
For this, the same images and header length obtained in the sec-
ond step are transmitted to the decryption function.

I encopt I decnpt ‘

& em x
Lokt (@ omay N (@) (] (@] [EDe)
=
rIype: | )
(o ] (Gt
B vl

=

Fig. 14. Procedure for selecting a file to upload to the program

,,,,,,,,,,,, | | =

Fig. 15. The result of loading the container and the secret key
into the program

The decoding process takes place according to the following
algorithm:

1. Determining the length of the encrypted message. It is
done by decrypting the header. For this, both images and the
length of the header are transmitted to the decryption function.

2. The decryption process takes place by determining the
pixel marked on the key, after which the color value according
to which the encryption took place is read in the container using
these coordinates. Then, the value of the last bit is added using
the operation € with one if a black pixel was marked on the
key and with zero if red.

3. The next step is the decryption of a classified message.
For this, the same images and header length obtained in the sec-
ond step are transmitted to the decryption function.

The authors should note that the program removes the pixels
already passed from the secret key, and it is done to avoid re-
peated operations during decryption. Authors should also note
that the same functions @ are used for the embedding and ex-
traction processes in implementing the HUGO algorithm. It is

due to a remarkable property of this operation called bijectiv-
ity (reversibility).

ANALYSIS OF SIMULATION RESULTS

Two attempts to determine the information-theoretical sta-
bility of stegosystems are known from the literature. Kashin's
definition [11] is based on the following requirement: the en-
tropy of an empty covering object (a container with noise) rel-
ative to it should be small. We emphasize that we are talking
about relative entropy. Thus, Kashin considers the opponent's
task to distinguish an empty covering object from a stego as a
task of statistical testing hypotheses. Another approach is de-
scribed in the work of J. Zollner, et al. [12]. It is based on the
following requirement: knowledge of the covering object and
its corresponding stego does not reduce the entropy of the hid-
den message. Note that here the opponent's task essentially
boils down to extracting some information about a secret mes-
sage (obviously, detecting a steganographic channel is a partic-
ular case of this task).

The work of Anderson and Petitcolas [13] and its early ver-
sion [14] are also known. Some mathematical statements are
formulated. For example, an estimate of the capacity of ste-
ganographic channels from above through the entropy differ-
ence. However, these works are of an overview nature and do
not provide mathematically rigorous definitions of the concepts
under consideration.

The authors should note that the above stability estimates of
the stegosystem are based on the entropy approach. It requires
precise determination of the laws of distribution of random var-
iables C’ and S. This requirement is the main obstacle that
makes it difficult, and in some cases impossible, to apply this
approach.

In this case, simpler ratios can be used to statistically eval-
uate the effectiveness of the developed stegosystem [15] imple-
menting the HUGO algorithm.

The authors should note that most of the earlier estimates of
the stability of the stegosystem are based on the entropy ap-
proach and require precise determination of the laws of distri-
bution of random variables C (covering object) and S (stego).
This requirement is the main obstacle that makes it difficult, and
in some cases impossible, to apply this approach.

In this case, simpler ratios can be used to statistically eval-
uate the effectiveness of the developed stegosystem implement-
ing the @HUGO algorithm.

The main widely used metric for displaying the difference
between empty and filled covering objects is the peak signal-
to-noise ratio (PSNR), calculated by the formula:

2552
MSE "~

It is the ratio between the maximum possible signal value
and the power of noise that distorts the signal value [16].

The root-mean-square error (MSE) determines the differ-
ence between the pixel intensities of this and the covering ob-
ject. MSE (denoted by the symbol ©) is calculated from the fol-
lowing ratio:

PSNR = 10logy,

6 =

N M
! 2
o 2 U @D =1 @)
i=1j=1

J

Humennexkmyanvnvle mexuonozuu na mpancnopme. 2022. Ne 3 32



Intellectual Technologies on Transport. 2022. No 3

where f'(i, j) is the brightness of the pixel of the covering object,
and £ (i, j) is the brightness of the corresponding stego pixel, N
is the length of the digital image in pixels, M is the width of the
digital image in pixels.

A high value of 6 indicates poor quality of the original im-
age and vice versa.

Capacity is a percentage of the size of the initial covering
object V. and the secret message V,,, calculated by the formula:

Vn

C ity = —.
apacity 7
The r.s correlation displays the degree of identity of the

paired linear relationship between C; and S; covering object.
Usually, 7. is calculated from the ratio [17]:

_ COVgg
Tes = (n - 1)6c65 '

where cov,; is called covariance and is calculated from the ratio:

K
CoV,g = Z(c]- - c‘) (s]- — s) .
j=1

If we expand the product of 6.6, we get a formula for cal-
culating them:

K K
W\ 2 )\ 2
6.6, = Z(Cj — c) Z(sj - s) . (2)
j=1 j=1
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Assuming K = N X M, n =2, we obtain the following rela-
tion for the correlation coefficient:

o _Za(g=0)(s -3)
¢ 665 ’

and given the ratio (2) for 6.6, we obtain the final expression
for calculating the correlation coefficient 7. in the following
form:

2= —¢)(s—3)
Pate s -

where ¢; is the value of byte j of the covering object Cj; s; is the
value of byte j of S;; ¢ and s are the average values of bytes C;
and S;, respectively; 6, — MSE for C;; 6, — MSE for S;; n is
the number of observations compared (in this case n = 2); K is
the number of bytes in C; and S;.

The simulation results shown in Figure 16 and in Table 1
allow us to assert the practical indistinguishability of the cover-
ing object even with the capacity values of 0.593308641975
since the value of the Pearson correlation coefficient does not
exceed the value 0.99993720336. It makes solving the problem
of steganalysis complicated even for a very experienced ste-
ganalytic.

Tes =

0.3 0.4 05 0.6

Capacity

Fig. 16. Dependence of the Pearson correlation coefficient on the capacity

Table 1
Results of calculating the dependence of the Pearson correlation coefficient on the capacity
. Pearson correlation
No. Capacity coefficient
1 0.002093827160 0.99999977887
2 0.005797530864 0.99999939581
3 0.018182716049 0.99999807112
4 0.061323456790 0.99999350505
5 0.197604938271 0.99997905860
6 0.593308641975 0.99993720336
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CONCLUSION

In this article, the authors presented a simulation software
model called «Highly Undetectable SteGOsystem» or
@HUGO for short, implementing a steganographic method of
transmitting a secret embedded in a still digitized image. The
authors developed the principle of operation of the program and
its steganographic justification based on a cryptographic gam-
ming algorithm. This algorithm uses functions of bijective ad-
dition modulo two, conventionally denoted — .

The authors demonstrated the difficulty of detecting the fact
of container change in this embedding method by calculating
the Pearson correlation coefficient. Users can implement this
model to improve information security when transferring clas-
sified information in various electronic document management
systems. The developed simulation software model is much
more efficient than the least significant bit algorithm (LSB),
which is determined by higher performance and by providing
higher resistance to detection.
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Annomayusn. B craTbe paccMOTpeHbI IPO0J1eMbl COBpeMeHHOT
creraHorpaduu. Haunnas ¢ npeacraBieHns HCTOPHYECKOro IpH-
Mepa, KjIaccH(UIMPOBAHbLI COBPEMEHHbIE METO/bl CTEraHOIpPa-
¢uu. [Ipeniioxkena CTpyKTypHasi cxeMa CTeraHorpa)m4eckoi cu-
CTeMbl, KOTOpasi 0CHOBAHA HA Ja/IbHel X nccaenoBanuax. Onu-
caHa MMHTALMOHHAsI TIPOrpaMMHAasi MoJedb, Ha3bIBaeMasi
@Highly Undetectable steGOsystem, ujin, COKpalIeHHO, «CTEro-
cucrema @HUGO», peanusywmas creraHorpadguyeckuii MeTos
nepeAay CeKPeTHOro CoO0LIeHHsI, BCTPOCHHOI0 B HeNoBHKHOE
nudposoe n3odpaxenne. Takixke paccMaTpuBaeTcsi IPHHIMI pa-
00TbI HMUTAIIHOHHOM NPOrPAMMHOI MOJ€eJIH U ee cTeraHorpagu-
yeckoe 000cHOBaHHe. B kauecTBe aJropurmMa peaausanuu npuMe-
HeH KpUNTOrpaguyecKuii aJiIrOPpUTM raMMHPOBAHHUS, HCIOJIb3Y-
omuid GyHKIU0 OHEKTHBHOIO CJIOKEHMsI MO0 MOAYJI0 [Ba,
YCJI0BHO 0003HaYaeMy10 . ABTOpbI ONpPeAeSIOT CJ0KHOCTD 00-
Hapy:KeHHsl H3MeHeHHsl KOHTeifHepa B 3TOM MeTo/le BCTPauBaHUsI
nyTeM BbluMciaeHUus Kodpduunenta xoppeasuun Iupcona. Io-
Ka3aHo, YTO JaHHAs Mo/ie/Ib YCIEeIIHO MOBbICHIA HH(OPMAIIMOH-
HY10 0€30MaCHOCTh NPH Nepefade ceKpeTHOl nMHGopManuu B pas-
JIMYHBIX CHCTeMaX 3JIEKTPOHHOr0 AO0KyMeHT00OopoTa. Pa3pabo-
TaHHAS IPOrPaMMHAasi MO/ieJIb HAMHOI0 3(peKTUBHEE AJITOPUTMA
LSB, uto onpenensiercst 60Jiee BbICOKOI NPON3BOANTEILHOCTHIO
obecneunBaeT 0oJiee BLICOKYI0 YCTOHYHBOCTL K 00HAPY KEHHIO.

Knwuesvte cnoea: umuTanuoHHas nmporpamMmMHasi Mo/JeJ1b,

BBICOKOHEOOHapYy:KHBaeMasi CTErocucTeMa, CTEerocucTeMa
@HUGO, xpunrorpadpuueckmii ajropuTM raMMHPOBaHMSI,
OMeKTHBHOE CJI0)KeHHe II0 MOIYJI0 JBa, KOI(QdHUHEHT

koppeasiunu [Iupcona.
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Abstract. Various algorithms for redistributing tasks in cluster
computing systems are described. The results of calculating the
probabilistic-time characteristics of the system with connection to
the shortest queue and transitions between queues are presented.
A number of models with different performance and node failures,
with delays in the transition between nodes are described. The re-
sults of analytical and simulation modeling of the considered sys-
tems are compared.

Keywords: cluster, load balancing, shortest queue models,
queue theory, dispatching, transition between queues, join-the-
shortest-queue.

INTRODUCTION

Cluster technologies are currently widely used to solve the
problems of ensuring the stability of the functioning and sur-
vivability of computing systems (CS) [1]. At the same time,
there are cluster systems for various purposes — to increase fault
tolerance by duplicating calculations (HA-clusters, High-avail-
ability), to ensure a uniform load of cluster nodes by redistrib-
uting it (LB-clusters, Load Balancing) or to ensure high perfor-
mance by parallelizing calculations between cluster nodes
(HPC clusters, High performance computing). It is also possible
to organize the work of a computing cluster in a mixed mode —
with switching functions.

Let's consider in more detail the problem of optimal load
redistribution in cluster computing systems. It is relevant in
solving problems of both optimizing bandwidth and increasing

Al
xx

T

Dispatcher

fault tolerance of distributed computing systems [1, 2]. Exam-
ples of such systems can be database query processing systems,
Web factories, firewalls, mail and Web traffic content analysis
systems, where sufficiently high response times are required.

One of the load balancing mechanisms is dispatching in-
coming service requests. This mechanism redistributes the
workload between several servers of the cluster system, which
in general may have different performance. If they fail, the load
is redistributed to other nodes of the cluster. At the same time,
in a distributed system, there may be delays in transferring the
load from one processing node to another.

The objective of the article is to consider algorithms and an-
alytical and simulation models of load balancing with heteroge-
neous cluster architecture and various methods of dispatching
organization.

ALGORITHMS FOR DISPATCHING TASKS IN CLUSTERS

Consider the models of a cluster computing system (Fig. 1),
where the distribution of tasks between nodes is carried out by
a hardware or software dispatcher (switching processor, spe-
cialized load balancing server, special software). Each node has
the necessary means to organize a queue of tasks. The dis-
patcher has either a centralized or distributed implementation,
when the dispatcher functions are performed in each of the
nodes under consideration. The homogeneity of the CS nodes
is not mandatory, i. e. nodes of different performance are al-
lowed.

Queue 1 Device 1
/ IJ. , ‘\\
K —*
\ /
A S s 7
Queue 2 Device 2
//’/ ™
2 \\'
K> — B —
\ y.
Queue m Device m
/ // h ™
/ \.
Km um |
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Fig. 1. Model with dispatching
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There are deterministic, stochastic and adaptive dispatch al-
gorithms.

1. Deterministic algorithms.

The dispatcher directs the received task to a specific server:

a) fixed dispatching (each task flow is sent to its «own» pre-
defined server);

b) cyclic dispatching (each newly received task is sent to the
next server by number, for example, in Round Robin, WRR,
DRR cyclic algorithms).

2. Stochastic algorithms.

The dispatcher directs tasks to one of the cluster nodes with
equal probability (as a generalization— with a given probability,
depending on performance and other factors). The algorithm
does not take into account the current degree of node load.

3. Adaptive algorithms.

The dispatcher directs the next incoming task based on the
ratio of queue lengths to individual servers (as a generaliza-
tion — based on the ratio of productivity or serviceability of
servers [3].

Obviously, adaptive algorithms do a better job with load
balancing [4], but require additional information. A feature of
the algorithms is the possibility of making a decision on load
redistribution based on operational dynamically changing in-
formation, for example, information about queue lengths to
servers [5, 6].

A large number of publications are devoted to the study of
the problem of the shortest queue [7—10]. For the first time such
a model was considered in [11]. At the same time, there are no
exact analytical calculations in the literature for models with
more than two servers — approximation methods are used [12].
Thus, approximations of the average response time for the case
of K queues are presented in [13], assuming that different queue
lengths can differ by no more than one. The boundaries for the
average residence time of requirements in a two-channel system
were obtained in [7] using linear programming methods.

In [14], an approximation was developed to generalize the
shortest queue model, namely, the model with the shortest ex-
pected delay in routing clients to servers with different operat-
ing speeds.

Below we will consider various strategies for organizing the
work of adaptive dispatch algorithms [3]:

1. The dispatcher receives or does not receive additional in-
formation about the performance of nodes.

2. The dispatcher directs the task to the node with the short-
est queue length or (if additional information is available) to the
node with the lowest delay (the ratio of queue length to node
performance).

3. If the queue lengths (delays) are equal, the dispatcher di-
rects the task:

a) to the node specified for each task flow;

b) to the next node after the last node that received the task;

¢) to any node with equal probability;

d) to the node with the highest performance;

¢) to any node with a probability proportional to performance.

4. If the node capacities are equal, the dispatcher directs
the task:

a) to the node specified for each task flow;

b) to the next node after the last node that received the task;

¢) to any node with equal probability.

5. In addition to dispatching input tasks, it is possible to or-
ganize the transition of tasks between queues. After servicing
the next task, when the difference between the shortest queue
and the longest queues is more than AL (sensitivity threshold):

a) redistributes the last task of the nearest of the longest
queues preceding the shortest queue to the shortest queue;

b) redistributes to the shortest queue the last task of one of
the longest queues, selected equally likely;

¢) no longer redistributes tasks from the longest queues.

Figure 2 shows the classification of algorithms for dispatch-
ing input tasks depending on the selected model.

| Classification of dispatching algorithms |

/\

Without taking into account the perFormance ratio or if they are equal

| Taking into accountthe performance ratio

/\.

/\
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Fig. 2. Classification of dispatching algorithms
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A MODEL WITH JOINING THE SHORTEST QUEUE AND TRANSI-
TIONS BETWEEN QUEUES

Despite the considerable interest in models with the shortest
queue, the analytical results are still very modest, even with the
simplest assumptions about the input flow and service flows. At
the same time, models and algorithms have been developed
that, in addition to joining the shortest queue, allow requests to
move between queues during the waiting process. For the first
time such a two-channel model was considered in [15]. In [5],
expressions are obtained for the main characteristics of the
model with connection to the shortest queue and transition bet-

ween queues based on a two-channel system with one input
flow, different channel capacities and an infinite queue. The al-
gorithm of functioning and a device for modeling a two-channel
system with connection to the shortest queue and transition be-
tween queues are described in [6].

Let's call this system a system with join the shortest queue
and transition between queues — JSQ/TBQ. Consider the case
of a two-channel system (m =2) with a limited capacity of
queue buffers Kj, i = 1, 2. Figure 3 shows the block diagram of
this system [16].

Jdenial overflow end of service
SR, » [FD; » [QB; » SD; ——
i 1 (ransition
AL =
QCB
L
|transiti0n
v
SR> > [FD> » 10QB> » SD;, ——»
_denial overflow T end of service

«

Fig. 3. Block diagram of the JSQ/TBQ system

The figure uses abbreviations:

SR; — i-th source of requests;

IFD; — i-th input flow dispatcher;

IQB; — i-th input queue block;

QCB — queue comparison block;

SD; — i-th service device.

The total input flow of requests from the sources of re-
quests (SR;) will be distributed in such a way as to load both nodes
most optimally, since any task that enters the system will join the
shortest queue. To do this, the input flow dispatchers (IFD;) use
information about the difference in the lengths of the queues of the
input queue blocks (IQB;) AL = L1 — L2 from the queue compari-
son block (QCB). In order to reduce the difference in queue lengths
that occurs during the waiting for service due to the random nature
of the request service process, a mechanism for transferring re-
quests between queues is used. We will assume that the transfer of
requests from queue to queue is carried out at |AL| > 2.

We describe the algorithm of the system functioning [6, 7].

Step 1. Requests received from SR; to IFD;, depending on
the state of the system:

a) are sent to the queue of the first node if AL<O0;

b) are sent to the queue of the second node if AL>0;

c) are removed from the system if the queues are full.

Step 2. In cases a) and b) of step 1, the task enters the corre-
sponding service channel and becomes in the service queue in
the input queue block (IQB). In case ¢), the request simply does
not enter the system and is deleted.

Step 3. The ratio of queue lengths is reported to the dis-
patcher by the QCB, which receives information about the

lengths of queues L1 and L2 from both IQB. In case of inequal-
ity of queues depending on the signal AL, the dispatcher sends
the request to the shortest queue. If the queues are equal, then
the request is sent to the channel to which it was received.

Step 4. In case of queue overflow, IQB signals to the dis-
patcher, who closes access to this channel for requests and
transfers it to the neighboring channel. When both queues over-
flow, in addition to the overflow signal, the IFD; receives a
queue equality signal from the QCB. The receipt of request s in
the system is stopped until the seats in the queues are vacated.

Step 5. From the IQB, the request is sent to the service device
(SD;) for maintenance, the end of which it signals to the IQB in
order to accept the next service request and replenish the queue
if there was a limit number of requests in it.

Step 6. 1f there is a difference in the queue lengths of more
than one request, the BSO generates a signal for the transition
of the last request from a longer queue to the end of a shorter
one. In the QCB, after the transfer of the request is completed,
the AL is changed.

Thus, the alignment of queue lengths occurs not only due to
the redistribution of the incoming input flow, but also due to the
transfer of requests between queues. A special case of the sys-
tem is with one incoming flow and one fiberboard.

The request distribution strategy can be of two types. The
first type is when the ratio of the service rates of SD; and SD»
is known, the second is when there is no a priori information
about their ratio. In the first case, if the queues are equal, the
request is sent to the queue to the SD with greater rate, in the
second — with equal probability.
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CALCULATION OF THE CHARACTERISTICS
OF THE SHORTEST QUEUE TWO-SERVER MODEL
Consider a two-channel system JSQ/TBQ with two input
flows, queue end drives and different node performance (Fig. 4).

Dispatcher [ Cluster node 1 Speics |
R AR S device 1
7\41 i 7 Queue 1
—{ D | Ky

L1
[} U J
Service g

[ Cluster node 2
! Queue 2 device 2
A2
e LD, | K- b
\ [} J

Fig. 4. Model of two-channel Queuing system JSQ/TBQ
with finite storage devices

The general dispatcher is distributed, consists of local dis-
patchers LD, and LD, exchanging information about the sta-
tus of queues. Requests come from two different input flows
and are sent to the node with the smallest queue. If the queue
lengths are equal, the incoming request is sent to a node with
a higher service rate, if the same or unknown ratio of service
rates is equal — to a node with the same number. During the
waiting process, the last task from the longest queue goes to
the shortest queue with a queue difference equal to the sensi-
tivity threshold. In the simplest case, the sensitivity threshold
is two. The transition time to the next queue, both when a re-
quest is received and during the waiting process, is generally
not equal to zero. If both queues overflow, the incoming re-
quest is rejected.

The transition graph of the system is shown in Figure 5.

Fig. 5. The transition graph of the system

The states characterize the number of requests in each node.
Each arrow is set in accordance with the rate of transitions. At
the same time, the number of tasks in each node does not differ
from each other by more than 1, which corresponds to the dis-
patching algorithm. We denote by Pi;, P;;+1, Pi+1, the stationary
probabilities of the state of the system. Based on the transition
graph, in accordance with the conservation laws of queue the-
ory [17], we will compile a system of equations and transform
it to the following form:

P +22) + 1,

Po1 = Poo 2p + 1)H2

_ P +2) + M

P10 = Poo —(Zp n 1)H1
Pii = p* 7 (Pro + Por) i =1+ K

2 (D)
o zi_l( " ) (U T
Dii+1 = P P10 T Po1 o+ Ay + T

pzl’tz + 7\’1

L 2i-1
Pi+1,i = P (P10 + Po1) M+ i

Prx = PP (P10 + Po1)-

Herein p=A/p — system load factor; A=A,+A, — the total arri-
val rate; p=p;+p, — total service rate.

We take A; = 1A, pu; = sy, where r and s are the coeffi-
cients of the asymmetry of the input flow and the service flow.
Based on this and the conditions p;; + pj; = Di+j» Pii = Pai>
we bring the system (1) to the following form:

p% +p(r + s — 2rs)

PP 2+ D)(s — 52)
P2 =P XD
: > 2)
pi=p"'p
Dok = P 1ps.

From (2) and the normalization condition (the sum of all
probabilities of states is equal to one), we find the probability
of a free state of the system:

1

1—p2X p(p+r+s—2rs)]’
R e N (ST [T D)

Do = 3)
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If the node capacities are equal, the formula for po completely
coincides with the similar formula for a two-channel system
M/M/2/K:

1-p

= 1+p_2p2K+1 ' (4)

Po
With an infinite queue accumulator, formula (3) takes the
form:

p(p+7r+s—2rs)
(1 —-p)(A+2p)(s—s?)I
And with equal productivity p; = pa:

po = (1 =p)/(1+p).
Average response time 7 in the system under consideration:

r (p+r+s—2rs)>< 1—p2K 2Kp2K] c
PTG a-p? 15| ©

From (5), you can get the average number of requests in the
system: N = AT.

It is also of interest what proportion of the total number of
requests is served in the first and which in the second node, how
it varies depending on the coefficients s and r.

The probabilities of servicing requests in the corresponding
node Pservi and Pserv2 depend on three events — on the probability
of joining the request from the common input flow to the cor-
responding queue, on the probability of transferring the request
from the neighboring queue and the probability of transferring
the request to the neighboring queue:

po=1/|1+

— 2-1 1-2 .,

Rservl - P)’oinl + Ptrans - Ptrans 4 (6)
— 1-2 2-1

Pservz — % join2 + Ptrans - Ptrans' (7)

where Pj,;,,; — probability of joining the input request to the
first queue;

Pjoin; — probability of joining the input request to the second
queue;

P%.L — the probability of the transition of the request from the
second stage to the first;

PL.2 — the probability of the transition of the request from the
first stage to the second.

Pioims = Do1 + Przt - +Dk—1x + T(poo + Pt +Pk—1,k—1);

Pioina = P10 + P21t +Ppp—1 + (1 = r)(Poo + P11+---+Pk—1,k—1)-
It is clear from formulas (8)—(9) that
Piervi + Piervz = join1 T Pjoinz .
If both queues overflow, the request will be denied service:
Piervi + Poervy + Paen = 1.

The probability of denial of service is defined as the proba-
bility that all places in the queue are occupied, i. e.
p(p+7r+s—2rs)

(1+2p)(s—s2) °

Paen = Pkx = Po X p*X71 x

For the probabilities of request transitions between queues
after joining the shortest queue, we have:

R n
Pians = (P12 + Doz + -+ Pio1k) X El =
=GX(ps+1—-r)xs;
N I
Pl = (p21 + Pzttt pK,K—l) X f =

=GX(pPA-s)+r)x(1-ys),

where

co s (p+71+5—2rs) X (1—p*?)
TP = A+ 2+ - P

We will determine what the parameters of the system under
study should be in order to meet the requirements of the opti-
mality of the service process. It follows from (3) that po will be
the maximum at the minimum of the function

_p(p+r+s—2rs)
T -

Let 7 and p be constant. Then we have

dz _ p(1—2r)s*—p(1—2s)(r +p)
ds (14 2p)(s — s2)?

Equate the numerator to 0:
p(1 —2r)s* —p(1 —25)(r +p) = 0;
1-2rs?+2(r+p)s—(+p)=0.
The first root of the quadratic equation:

_pP—ritptr—p-—r
h 1-—2r '

The second root is negative.

Thus, the maximum value of py will be for the correspond-
ing load with a certain ratio of node service rates determined by
expression (8). Let's make a table (Table 1) the maxima p cor-
responding to the optimal values of the coefficient s at different
load factors p.

S

(8)

Table 1

The maximum values of po at different » and p
and optimal values of s, K =25

p=0.1 p=05 p=09

j spt | 0309 | 0396 | 0427
P e | 0ms | 0343 | 0054
j sopt | 0414 | 0449 | 0.464
r=03 pomax | 0.822 | 0336 | 0.053
o Lt | 0500 | 0500 | 0500
pomax | 0818 | 0333 | 0053

j sopt | 058 | 0551 | 0536
P e | 0822 | 0336 | 0053
j spt | 0691 | 0604 | 0573
=09 pomax | 0.838 | 0343 | 0.054
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For r = 0.5, expression (8) does not make sense, since at this
point s cannot be optimal, and p cannot be greater than that of
the M/M/2/K system. The boundary value will be s =0.5, at
which the po of the system under study coincides with the pg of
the system M/M/2/K.

We define the boundaries within which the values of the co-
efficients r and s should lie, so that the system under study is
not inferior to the system M/M/2/K in probabilistic characteris-
tics. To do this, we compare formulas (3) and (4) and set the
condition:

p(p+7r+s—2rs)
(1+2p)(s —s?)
As a result of the transformations, we get

(4p+2)s?—(1+2r+4p)s+(p+71)<0.

1-p+(@—p*)x <1+4p—2p*K*t,

From the square inequality we obtain two roots that define
the boundaries (sectors) of the optimal values of the coefficients
s and r:

_2r+4p+1+Q@2r—-1) p+r

515 4(2p+1) Tp+1’ )
2r+4p+1—-(2r—-1)
52 4(2p + 1) (10)

Let's make a table of the boundary values of s and r for dif-
ferent p (Table 2). For example, using the values (8)—(10), we
will plot a graph for p= 0.1 (Fig. 6).

Table 2
Boundary values of the coefficient s
p=01|p=03|p=05|p=07]|p=0.9
r=0.0 [ 0.080 0.188 0.250 0.292 0.321
r=0.5 | 0.500 0.500 0.500 0.500 0.500
r=1.0 | 0917 0.813 0.750 0.708 0.679

Optimal valuesof satp =0.1
0,9
[i¥:]
07

0.6 Sopt

Coefficient r

03 Sbound
02

0,1

1} 02 04 06 08 1
Coefficients

Fig. 6. Optimal values of the coefficient s

The graph shows that at »= 0.5 there is only one optimal
point s = 0.5, at which the characteristics of the system under
study and the system M/M/2/K coincide. As the load increases,
the angle of the sector, and hence the range of optimal values of
r and s, decreases.

A MODEL WITH A DELAY IN TRANSMISSION BETWEEN QUEUES

Let's now briefly consider the case when the delay in trans-
ferring tasks from the local dispatcher or from the queue to an-
other queue is not zero. This is possible in global cluster systems,
in which the transmission time is comparable to the service time
in the nodes, and not taking into account this delay time will in-
troduce a significant error in the calculations. The transfer of an
request to a neighboring queue occurs when a serviced request
drops out of a node with less than 1 number of request s in the
queue and the difference in queues reaches 2 (Figure 7). Also, the
transition occurs when the request arrives at its «own» node, in
which there is 1 more in the queue than in the neighboring queue.
In principle, the trigger threshold may be higher to prevent fre-
quent transitions between queues.

Fig. 7.The transition graph of the system

The temporary states i- 1,7+ 1 and i+ 1, i- 1 are marked
with a dotted line, because the system, after a random delay time
in transmitting a request from channel to channel (112 or 121), en-
ters the equilibrium state i, i. Then the rate of the transition from
states 4, i- 1 and i- 1, 7 to state i, i through intermediate states
i-1,i+1andi+1,i-1 canbe expressed from the equations:

1 1 1 1
TR
1 1 1 1
u—zzml-l"tzﬁ u—zzu—z-l"tlz.
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We get:
* 7\‘1 * 7\‘2
M= y Ay = H
. M1 Lo H2
M=y WiTop =Ty WpTiz

Composing a transition graph and a system of equations
based on it, we find expressions for the stationary probabilities
of the states of the system. So, for Ay =X, =X, p, =p, =p
and delay t;, = 1,7 = 14 the probability of downtime po has the
form:

1

Po = , 11
14 1 2+ Aty

_RK )
T—r <@+ 137,

where

22+}\‘Td
p
1+}\‘Td

1+ pry
24ty

For t; = 0, formula (11) reduces to expression (4).

SIMULATION MODELS OF ADAPTIVE DISPATCHING
SIMULATION RESULTS

Unfortunately, not all models can be studied analytically.
Therefore, during the research, the following variants of two-
and three-channel simulation models of cluster systems with a
finite queue storage in the GPSS World language were also de-
veloped and investigated:

1) models with the shortest queue and transition between
queues;

2) models with node failures;

3) models with delayed transmission of requests between
nodes;

4) models with the shortest delay in the system (the ratio of
queue length to node performance).

During the simulation, various load variants were tested: sub-
critical (p = 0.5), critical (p = 0.95) and superecritical (p = 1.5; 2.0).

A comparative analysis of 4 two-channel simulation models
was carried out: M1 (the system with the lowest delay), M2 (the
system with the shortest queue), M3 (the M/M/2/K system), M4
(two single M/M/1/K systems). The M1-M2 models also have
a mechanism for setting a non-zero delay in the transfer of re-
quests between nodes. Three analytical models M2—-M4 are also
considered.

In the model with the lowest delay M1, the application is
attached to the node with the lowest ratio of queue length to
service intensity. In general, the model shows better results
compared to the model with the shortest queue, but the imple-
mentation of the dispatcher will be more difficult due to the cal-
culation of the node with the least delay, which may affect the
decision time on the distribution of the next request.

Simulation also confirmed that it is impossible to achieve an
advantage over a two-channel system with the same service in-
tensities. Models with dispatching asymptotically approach the
characteristics of the M/M/2/K system. But the gain can be
achieved with a heterogeneous system architecture. In addition,
models with adaptive dispatching allow us to study systems
with global clustering [1].

CONCLUSIONS

With an increase in the number of nodes and, accordingly,
queues, the queue selection strategy and the analytical descrip-
tion of the model become much more complicated.

The inclusion in the block diagram of a model with the
shortest queue of connections for the transition of requirements
between queues significantly improves its characteristics,
which is explained by the greater adaptability of the model to
load balancing.

Response time in the system JSQ/TBQ can achieve an ad-
vantage in comparison with the M/M/2/K system with different
channel capacities and a certain optimal ratio.

Taking into account the performance of nodes during load
redistribution significantly improves the time characteristics of
job maintenance, but complicates the implementation of the dis-
patcher.
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Annomayua. Onucanbl pasjnyHble aJrOPUTMbI Mepepacinpe-
JeleHHs 32JaHUH B KJIAaCTEPHBIX BBIYHMCIHMTEIbHBIX CHCTEMAX.
IIpuBeneHsl pe3yabTaThl pacyeTa BePOATHOCTHO-BPEMEHHBIX Xa-
PAKTEPUCTHK CHCTEMbI ¢ NPHCOCJUHEHHEM K KpaT4daiilueid ove-
peau M mepexofaMM Mexay odepeasimu. Ommcan psajg mojedneii ¢
Pa3HBIMH NPOU3BOINTEIBLHOCTAMHI H 0TKA3aMH Y3J10B, C 3aJepPikK-
KaMHM NpH nepexoje Me:KaAy y3JamMu. BeinosiHeHo conocTaBiieHne
pe3yJIbTaTOB AHAJIMTHYECKOT0 W MMHTAIIMOHHOIO MO/eJHPOBa-
HHSl PACCMATPHBAaEMBbIX CHCTEM.
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Abstract. Sufficiently adequate dynamic models of the func-
tioning of complex systems are characterized by high computa-
tional complexity, which leads to a significant complexity of opti-
mization procedures. Therefore, the solution of the problem of
combinatorial optimization by a complete search of possible solu-
tions in practice is unacceptable.

The advantages of evolutionary search as a method of combi-
natorial optimization of the structure of the information and com-
puting system is the possibility of various ways of setting the target
function and types of optimization variables, as well as in the use
of probabilistic, rather than deterministic rules for finding solu-
tions. A method of formalizing the structure of a heterogeneous
information and computing system is proposed, which takes into
account its hierarchical-network structure.

The presented approach allows by selecting rational parame-
ters of the genetic algorithm and using the stochastic fitness func-
tion with a variable coefficient of variation to achieve a satisfactory
speed of its convergence with a large dimension of the task. Exam-
ples of application of this method to the search for a rational struc-
ture of the computing system are given.

Keywords: computer system, evolution search, genetic algo-
rithm, stochastic fitness-function.

INTRODUCTION

Modern information-computer systems (ICS) have complex
heterogeneous hierarchical-network structures, with a large num-
ber of elements, often reconfigurable. Given the large number of
possible configurations of computer systems — structures, pa-
rameters of the functioning of their elements and the composition
of the tasks they solve — a mathematical apparatus of structural
and parametric synthesis of hierarchical ICS is necessary.

The presence of such an apparatus will allow on the basis of
modeling of ICS to form a rational structure adapted to solve
specific computational tasks in various conditions. Therefore,
the issues of improving the structure of the ICS come to the
fore. The fundamental features of the systems of this class re-
quire taking into account the diversity of elements, the variety
of their possible states, the heterogeneity of the connections in
the system, the conditions of functioning. At the same time, tra-
ditional approaches to solving problems of structural-paramet-
ric synthesis are often reduced to a consistent choice of system
architecture based on a qualitative analysis of existing options,
formalization of the selected type of structure and parametric
synthesis of its components using known optimization methods.
However, sufficiently adequate dynamic models of the func-
tioning of complex ICS, as a rule, are characterized by high
computational complexity, which leads to a significant com-
plexity of optimization procedures. Therefore, the solution of

the problem of combinatorial optimization by a complete search
of possible solutions in practice is unacceptable, which is pri-
marily due to the following circumstances:

— significant number of the set of solutions, depending on
the allowable number of elements in the structure and the con-
sidered number of their types;

— the labor-intensity of accurate calculation of the objective
function (OF) on the basis of simulation and analytical models;

— time spent on obtaining statistical estimates of the quality
of the solution;

— the need to repeatedly solve the noted problem in practice
when varying the initial data, which, as a rule, is required in
applied problems in order to implement a scenario approach
that removes uncertainties in the conditions of functioning.

The numerical method of setting the OF and the alleged
presence of several local extremes leads to serious difficulties
in using well-known mathematical methods and requires spe-
cial approaches based on a significant limitation of the many
solutions under consideration.

A powerful tool for the approximate solution of complex
combinatorial optimization problems are the methods of evolu-
tionary search, among which genetic algorithms (GA) stand
out. They are ways to solve optimization problems on the basis
of evolutionary modeling, based on the use of analogies with
natural processes of natural selection [1—4]. The advantages of
optimization methods based on GA in comparison with classi-
cal ones consist primarily in the possibility of various ways of
specifying OF and types of optimization variables, as well as in
the use of probabilistic, rather than deterministic rules for find-
ing solutions [5].

The theory of GA is currently quite developed, but signifi-
cant non-trivial issues in specific cases are, firstly, the construc-
tion of the so-called «fitness function» (FF) to assess the quality
of solution options and the formalization of optimization varia-
bles in the space of possible solutions, which in this case re-
quires taking into account the peculiarities of coding a hierar-
chical-network heterogeneous structure, and, secondly, the jus-
tification for adjusting the parameters of the GA that ensure ob-
taining satisfactory according to the specified criterion of the
decision in a limited time [6-8].

The traditional approach involves adjusting the parameters
of the algorithm to obtain a satisfactory result by its repeated
implementation with a pre-built FF. In the case of limited time
to solve the problem and its significant labor intensity, as noted
above, such a path does not seem quite appropriate. Therefore,
to solve the problem of stochastic combinatorial optimization,
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it is proposed to use a GA with a stochastic FF with a varia-
ble (changing in the search process) coefficient of variation,
conducting a preliminary selection of rational parameters for
adjusting the algorithm.

FORMULATION OF THE PROBLEM OF CHOOSING THE STRUCTURE
OF AN INHOMOGENEOUS INFORMATION-COMPUTER SYSTEM

The essence of the task of choosing the structure of the ICS
is as follows. There is a nomenclature of electronic component
base (ECB), which can be used as elements of ICS. An imita-
tion-analytical model of ICS is given, correlating its structure
with the achieved indicator of the target effect, acting as a OF.
It is necessary to find the structure of the ICS that provides the
highest value of the mathematical expectation of the OF indica-
tor. The time for solving the problem is limited, which is due to
the laboriousness of obtaining estimates of the values of the OF
by repeatedly implementing simulation modeling of the work
of the ICS in the study of many solutions.

With a sufficiently general statement of the problem, we
will assume that the:

1. Nomenclature of ECB for building ICS many available
types of processor B? = {4/" } and interface elements (modules)
BY = (6}, 8, =< ", f7°, ™ >, 4, € B,B = B’ U BV,
having functional parameters fl ", resource parameters f:-re,
weight and size parameters fimg , defining their particular qual-
ity indicators d(&;) =< d;( fif Y, ?e, fimg ) >. Particular qual-
ity indicators are understood, for example, performance, failure
rate, power consumption, etc.

2. A model of the functioning of the ICS, which allows to
assess the value P(S) OF under conditions of deterministic and
random internal and external factors, where S — hierarchi-
cally-the network structure of the ICS, given by the parameters
of the elements and the matrix of their adjacency. The OF can
be, for example, the productivity of the ICS at a given time in-
terval for a given set of tasks.

3. Vector-function of technical and operational indicators of

Restrictions:

1. Set of permissible values of technical and operational in-
dicators of ICS quality W%,

2. Computational labor intensity of solving the problem,
represented in the limit number Y implementations of the OF
P(S).

Find: On a variety of possible structures S ICS the structure S*,
providing the maximum expected target effect:

S*=arg rSn'ggM[‘T’(Si)], W(s;) e wdr s, €S.

Given the high complexity of solving the problem in prac-
tice, it is advisable to build an algorithm for finding its approx-
imate solution. Let's assume that the value of the OF lies in the
range 0 < P < 1, and the value of the OF equal to 1 corre-
sponds to the ICS with the optimal structure.

The essence of GA is stated, for example, in [4, 5]. How-
ever, the effectiveness of GA searches ultimately depends on
the «tuningy of the research-use ratio determined by the param-
eters of genetic operators.

ALGORITHM FOR CHOOSING THE STRUCTURE
OF HETEROGENEOUS INFORMATION-COMPUTER SYSTEM

The developed method includes as the main stages: filtration
of ECB and formalization of possible structures of ICS; adjust-
ment of rational parameters of GA using the deterministic var-
iant of FF; substantiation of the initial coefficient of variation
of stochastic FF, taking into account the limit on the maximum
number of OF implementations; implementation of the con-
structed GA. The implementation of this method can be de-
scribed as a sequence of the following steps.

Step 1. Narrowing of the set of ECB is carried out according
to the Pareto principle by allocating subsets BP"* and B¥/*, con-
taining respectively options for building computational (CM)
and interface modules (IM) with non-improving characteristics.

Step 2. Formalization of the structure S — X (Fig. 1). De-
pending on the available element base, the characteristics of
subscribers interacting with the ICS, the requirements for inter-
faces, etc., a structure template is formed that corresponds to
the maximum possible composition of elements and a variety
of connections within the capabilities of the implemented archi-
tecture: the number u of levels, the number m;,, m, =1
of blocks on each level; each block i-level combines [; lower
nodes: my = lymy_,, herewith ngy, < my < nZ,, here
iS Ny, — the maximum possible number CM in structure.
Structure option S is encoded as a «chromosome»

X(©S) =<xF©®Ik=0,.u j=1,.,m>,

here is «gene» x].(k) (S) — processor module implementation
number for k = 0 or implementing an interface module for
k=1,..,u; x].(k) (S) = 0 means the absence of an element at a

given position of the structure.

Step 3. To build a FF Wy (S;) based on OF ¥ the Bayes —
Laplace criterion is used, taking into account the penalty func-
tion of constraints: Py (S;) = M[P] X w(S;), here is w(S;)=0,
W(s) € Wi w($)=1, W(s) e wer; M[P] = H=x®s
¥, — implementation of OF in A-th from N experiences.

In order to adjust the rational parameters of GA, a determin-
istic version of FF is built, which has low computational labor-
intensity, heuristically or, for example, using estimates of math-
ematical expectation of parameters of random factors Z:
dX;) = lP(Si|M[ZA]). Based on ®(X;) a stochastic variant of
FF is constructed, having a normal (Gauss) distribution and co-
efficient of variation V:

o, (X)) = (1 +V x,/—2Ing; X cos 211@2) X d(X;),

where 04,0, € [0; 1] — uniformly distributed random varia-
bles.

Step 4. For some similar structure of the ICS (typical struc-
ture, possible construction option, analogues of the desired ICS,
etc.), an estimate of the coefficient of variation of the OF is de-
termined:

_ N @, 2
Vo = V[®] = — [Be=®E¥WT 1y s 105,
0 YN N
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Fig. 1. Scheme of coding variants of the ICS structure

Step 5. Finding an option X, = arg max ®(X;), providing

the maximum value of the deterministic FF, for example by
enumeration, which is provided with low computational labor-
intensity ®(X;).

Step 6. The initial (for the first generation) coefficient of
variation V of the stochastic FF is selected from the range cor-
responding to —3 < IgV < —0.5.

Step 7. GA parameters are selected G =< M, Ky, K, > (dis-
cussed below when describing GA operators, recommended
ranges M =0.5, ...,0.05; Ki, K, =0.1, ..., 0.9).

Step 8. Population size is selected 2,2 < Q < Y/2 (V/Vo)z’

and the number of generations is determined N,,, corresponding

to the limit on the number of calculations of the OF Y:
Np

Np(V, 0):Y = Z(?)Z

i=1
Ny
V= V—T(V—VA),

here is V), — a given coefficient of variation of FF for the latest
generation, which determines the accuracy of the solution.

Step 9. By series N, GA launches with selected parameters
G, N, , Q indicators are determined

N *
nx ®(Xy) ’
here is @y, (X;) — result j-h run GA for N,, generations, and

b — N{®y,(X])/P(X,) = v}

Y Ny 4

here is N{®y (X;)/P(X,) =y} — number of «successful»
launches, when @y, (X;)/®(X,) = y. Meaning ¢ consists in
the average relative proximity of the resulting solution to the
optimal value of FF, a P, it makes sense to have the probability
of «success» of the launch of the GA, when ¢ =y, where is
y — the value of the acceptable deviation set in advance. Sta-

tistically expedient number of launches of GA to assess its ef-
fectiveness based on the variance of the binomial distribution
9Py (1-Py)

(1-a)? °
o — confidence probability. So, for example, N, = 360 ...900
for a = 0.05, B, = 0.5, ..., 0.9. From these considerations, we
obtain an indicator of the relative effectiveness of the GA with
the selected parameters Y = @ X B,.

Step 10. Repeating steps 8-9 and varying population size (),
get the dependence of relative effectiveness P from Q at fixed
V and G, which is easily interpolated, which allows you to find
Q" = arg max YV, G,Q) and get *(V,G) = ¢(V,G, Q).

Step 11. By repeating steps 7-10 and varying the parame-
ters G heuristically the selection is carried out

G" =arg max v (V,9)

and receiving Yy (V) = ¢*(V,G").

Step 12. Repeat steps 6—11 for different IV and similar to the
step10 is being sought V,,,, = arg max (V).

Step 13. Define
Gopt = arg max U (Vope: §)-

Q‘opt = arg mgx lIJ(Vopt:' gupt' Q‘)

Step 14. In the case of a low assessment of the performance
of the GA, what should be considered W(Vypr, Goper Lope) <V,
it is necessary, returning to step 1, to reduce the numbers of the
sets BPT, BY due to more strict filtering of the element base
and (or), returning to step 2, facilitate structure parameters
u, my, k = 1, ...u by reducing the permissible complexity and
diversity of structures.

Step 15. Launch of GA with FF for i-th generation

and the «three sigma» rule we will count N, =

Ve

=—2’
14

~ N.

LpNis N; V= Vopt - Tp (Vopt -V

and parameters: mutations and crossing overs respectively
< M, K;, K; >= Gop¢, population volume .., number of gen-
erations N, (Vopt, Gopts Qope)», Which leads to the desired solu-
tion X* = S*.
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FEATURES OF THE FORMATION OF GENETIC OPERATORS
IN THE OPTIMIZATION OF THE STRUCTURE
OF INFORMATION-COMPUTER SYSTEM

Let denote through F some FF and describe the main oper-
ators of GA, justified as a result of the research.

Mutation operator X' = Mut(X, M) assumes for mutating
with probability M gene equally-likeable choice of alleles from
the set of possible: with probability M

% =g x card(B"™) + 1)], j = 1,..., my;
xj'(k) =[@Xcard(B)+ 1], j=1,...m,k=1,..,u

Here and below, the square brackets mean rounding to the in-
teger at the bottom.

Selection operator assumes selection for the next genera-
tion (range Sel) chromosomes with a FF value not lower than
the average in the generation:

Sel={i:F(X,)) =F,i=1..Q}=
= {sellk = 1,...,card(SeD}, F = =%, F(X;);
Sel = {i:i & Sel,i = 1,..,Q} = {sel, |k = 1, ...,Q — card(Sel)},

here is L — number of chromosomes in generation.

Crossing over operator X' = Kross(X,Y, Ky, K;) involves
the exchange of genes on the epymous positions of the parent
chromosomes X, Y with probability K: if F(X) = F(Y),0 > K;
or F(X) <F(Y),0<K: x]-'(k) = y]-(k), else x]-'(k) = x]-(k), where
is 0 € [0; 1] — played uniformly distributed random variable,
K=K + (K, —K;) X k/u, Ky, K» — crossing over parame-
ters for O-th m (u-1)-th hierarchical level respectively,
i,j=1,..,my, k =0,..,u. This construction of the crossing
over takes into account the expediency of different intensity of
exchange of structural units of different levels of hierarchy be-
tween parent variants that shown by researches.

Implementation of the GA includes the following steps:

1. Formation of a random initial population

X(@) = Mut(x(0),1),i=1,.., Q.

2. Equally probable chromosome selection from the entire
generation i, = [Qp] + 1, equally likely choice of chromosome
from among those selected for the next generation:

Jrk = Sel[card(Sel)~@]+1 ’

and the use of a crossing over operator for them
X(k) = Kross(X (ix), X i), K1, K>), k € Sel.

This method has the advantage that such an operator does
not change the total number of chromosomes in the generation,
forming a new one instead of the one being removed, and re-
duces the likelihood of losing successful search directions dur-
ing selection, leaving the possibility of participation of «re-
jected» chromosomes in the formation of the next generation.

3. Application of the mutation operator for all chromosomes
in the generation except the best FF value:

X(@) =Mut(X(@),M),i=1,..Q,i # arg .rr}aan[X(i)] ,
t=1,...

that ensures that the best possible solution is preserved.

4. Iterative execution of steps 2—3 and formation of the re-
sult X* = arg max F[X(i)] while achieve the number of gen-
1=1,...

erations Ny,

EXAMPLE OF SEARCH THE STRUCTURE
OF INFORMATION-COMPUTER SYSTEM

Let us give an example of the application of the developed
approach [9, 10] to the choice of the rational structure of a
multi-module computing system. For this purpose, an appropri-
ate software package was developed and used [11]. At the same
time, the calculation time of a single implementation of the OF
was about 300 ms for 100 integration steps (a PC based on In-
tel 15 with a clock frequency of 3 GHz in the MATLAB 7), the
required standard deviation of the OF score of 1 %, which cor-
responds to 10* experiments (the initial coefficient of variation
of the OF is close to 1). With the total allowable number of el-
ements of the three-level structure N =22, the estimate of the
total number of its formalized variants of the structure was
1,9 x 10°, taking into account the resource constraints on the
composition of the elements - about 4.3 x 10%,

On Figure 2 shows the experimental dependence of FF on
the number of generations and the coefficient of variation with
rational parameters justified by the above K7'= 0.95; KN = 0.8;
M=03;Q=10.

Fig. 2. Example of dependence of the objective function
on the number of generations of GA and the coefficient
of variation of FF

On Figure 3 shows the experimental dependence of the per-
formance indicator Yy on the number of OF calculations for var-
ious methods of constructing the GA (heuristic «directional-
random» setting corresponds to KV'=0.9; KN=0.6; M=0.1;
Q = 12; «random-directional» — KV =0.6; KN=0.5; M =04,
Q=4).

For example, a search time limit of 36 hours was set, which
corresponds to the enumeration of 48 variants of structures in
the traditional way. In this case, the use of the developed
method made it possible to find a quasi-optimal solution that
provides a value of the OF estimate of about 0.99. At the same
time, for the traditional method of using GA (constant coeffi-
cient of variation of FF) with rational parameters, this value was
0.56, 1. e. the increment of the OF was 77 %. On the other hand,
fixing the required value of the OF assessment, it is possible to
estimate the gain by the time of its achievement: about § times
for the value of 0.95, 12 times — for 0.9.
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Fig. 3. Comparative analysis of the effectiveness of GA
in the search for the optimal structure of the ICS
1 — heuristic «directional-random» setting;
2 — heuristic «random-directional» setting;
3 — setting with a constant coefficient of variation of FF;
4 — setting with variable coefficient of variation FF

In practice, the choice of the option of constructing a com-
plex technical object is, as a rule, multi-criteria, and the final
decision is made as an optimal compromise from some subset
of possible solutions. The fact is that, firstly, a significant im-
pact on the decision is exerted by difficult to formalize factors
associated, for example, with the labor-intensity of the imple-
mentation of a particular option with existing developments,
etc. Secondly, it is necessary to eliminate uncertainties in the
formation of initial data, for example, sets of computational
tasks. Therefore, the application of the developed method is
most expedient in cases where it is required in a limited time to
form a set of quasi-optimal solutions in the scope of possible
structures, thereby providing a reasonable optimal-compromise
choice of the desired structure.

CONCLUSION

A method of heuristic solution of a complex combinatorial
optimization problem of large dimension with a stochastic tar-
get function through the use of an evolutionary modeling appa-
ratus — genetic algorithms is proposed. The problem of struc-
tural-parametric optimization of complex heterogeneous hier-
archical-network ICS fully belongs to this class. This is due, on
the one hand, to the many possible options for their construc-
tion, taking into account the variety of types of elements and
their places. in the structure, and on the other hand, the com-
plexity of the models of functioning and the corresponding
complexity of their computational implementation. Therefore,
despite the capabilities of modern computer technology, the
proposed method should be used to develop proposals for sub-
stantiating the technical appearance of complex ICS. Statistical
research has shown the possibility of significantly reducing the
time spent on finding rational options for building ICS.
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BbIOOp CTPYKTYP HEOJHOPOAHBIX
UHPOPMANMOHHO-BBIYMCIUTEIbHBIX CHCTEM
HA OCHOBE ANNAPaTa reHeTHYEeCKUX aJIrOPUTMOB

k.T.H. U. B. 3axapos, k.T.H. A. O. Hlymaxkos, C. C. 3sIk0Ba
Boenno-kocmuueckas akagemust umeHu A. d. Moxaiickoro
Cankr-IlerepOypr, Poccus

x.vano-z80@yandex.ru, shushakovaleksei@mail.ru

Annomayua. JlocTaTOYHO aJeKBaTHble IHHAMHYECKHE MO-
gend (yHKIMOHMPOBAHMS CJIOKHBIX CHCTEM XAPAKTEPU3YHTCS
BBICOKOH BBIYMCJIHMTENBHON CJI0KHOCTBIO, YTO BeleT K cCylle-
CTBEHHOI TPY10€MKOCTH ONTHMHM3ALIMOHHBIX npoueayp. Iloaromy
pelLieHUe 321241 KOMOMHATOPHOH ONTUMM3ALMH NyTeM IOJHOTO
nepe6opa BO3MOKHBIX pellleHHI Ha NMPAKTHKe OKA3bIBaeTcsl He-
npueMJeMbIM.

IIpenmyiecTBaMH 3BOJTIONIMOHHOT0 MOUCKA KAK MeT0a KOM-
OMHATOPHON ONTHMM3ALUHN CTPYKTYPbl HHGOPMALIMOHHO-BbIYHUC-
JINTEJIbHOM CHCTEMBbI ABJISAECTCH HAJTHYHE BO3MOKHOCTH Pa3iny-
HBIX CIIOCO00B 32/1aHHA 1e/1eBOoil (PYHKIUU H TUNOB IepeMEHHbIX
ONTHMM3ALMH, 2 TAKKE B MCIO0/Ib30BAHMH BEPOSITHOCTHBIX, 2 He
JeTePMHHHUPOBAHHBIX NPaBUJ mNoucka pewmenuii. Ilpenoxen
cnocod (opManu3anuu CTPYKTYPbI reTeporeHHoil MHQopmMamnm-
OHHO-BBIYHCJIMTEJIbHOH CHCTEMBbI, KOTOPBIii yYUTBIBaET ee Hepap-
XHYeCKH-CeTeBYI0 CTPYKTYpY.

IlpeacraBieHHbI MOAX0 NMO3BOJIsIET MOCPEACTBOM BbIOOpa
PALUOHAJIBHBIX NAPAMETPOB IEHETHYECKOI0 AJrOpHuTMAa H HC-
M0J1b30BaHMS CTOXACTHYECKOH GpuTHecc-PyHKIMH ¢ IepeMEeHHbIM
K03 pUIMEHTOM BapHAIUU [JOCTHIATh YAOBJCTBOPHUTEIbHOM
CKOPOCTH €ro cXOJMMOCTH NpH 00JIbIIOH Pa3MEpPHOCTH 3aJa4H.
IlpuBenenbl nMpuMepbl MPHIOKEHUS YKA3aHHOTO MeTOAa K IIO-
HCKY PAllHOHAJIBbHON CTPYKTYPbI BBIYHCIUTEIbHOM CHCTEMBI.

Kniouesvie cnosa: BBHIMHCINTENILHAs CHCTEMA, IBOJIIOIHMOH-
HbIH MOMCK, FTeHeTHYEeCKHUIl aJIrOPHUTM, CTOXacTHYeCKasi (PuTHecC-
pyHkuus.
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Abstract. The article discusses the possibility of using game
simulators in training personnel or students. The relevance of the
use of simulators in teaching information security students in
water transport is considered. The relevance of such simulators
is emphasized by the possibility of their use in distance learning.
The use of a recognizable genre, which is familiar and popular
among students in the virtual world, allows you to acquire posi-
tive emotions, increase interest and motivation for the develop-
ment of cognitive activity. The game mechanics used in the simu-
lator are described. An example of calculating the risk of an
emergency on a ship is considered, options for using the calcula-
tions in the simulator are proposed. The concept of the simulator
itself is described and the concept of the interface is developed.
The use of simulators in teaching allows you to teach students the
practical skills of working with something. As a rule, such an
approach to teaching requires the student to know the theory of
the subject, as well as to actively participate in the work. Thus,
the student has the opportunity to demonstrate his knowledge in
practice and improve his skills. Of course, no simulator will re-
place a real device or a real situation, but such an approach in
teaching will help to consolidate the material and in the future
the student, seeing a real object, will not be lost and will be able
to calmly work with it. The use of information security simula-
tors for educational purposes ensures the consolidation of theo-
retical knowledge and their application in practice. It is very
important that the training simulators, on the one hand, be close
to real conditions, on the other hand, work on them was interest-
ing and convenient for the student.

Keywords: transport, water transport, vessel, ship, training
apparatus, the game, education, risk.

INTRODUCTION

The use of information security simulators for educational
purposes ensures the consolidation of theoretical knowledge
and their application in practice. It is very important that the
training simulators, on the one hand, be close to real condi-
tions, on the other hand, work on them was interesting and
convenient for the student [1].

Simulators created in the form of a game allow students to
master new competencies with interest. Such technologies can
become an effective tool in the educational process for teach-
ing students new things or consolidating the material already
passed [2]. Also, the passage of such a game can be set as
homework, for the student's independent work. The relevance
of such simulators is also emphasized by the possibility of
using them in distance learning [3].

The use of a recognizable genre, which is familiar and
popular among students in the virtual world, allows you to
acquire positive emotions, increase interest and motivation for
the development of cognitive activity [4].

MATERIALS AND METHODS

The use of simulators in teaching allows you to teach stu-
dents the practical skills of working with something. As a rule,
such an approach to teaching requires the student to know the
theory of the subject, as well as to actively participate in the
work. Thus, the student has the opportunity to demonstrate his
knowledge in practice and improve his skills. Of course, no
simulator will replace a real device or a real situation, but such
an approach in teaching will help to consolidate the material
and in the future the student, seeing a real object, will not be
lost and will be able to calmly work with it.

For example, «Virtual complex «Protection of an object
from leaks of information through technical channels» TZI-
VIRT», the simulator is aimed at obtaining primary experience
in preparing a room for certification, consolidating in practice
knowledge on the physics of the formation of channels of
leakage of technical information, familiarization with modern
protective devices and methods of their installation, depending
on the characteristics of the virtual office. This software pack-
age helps in the study of methods of technical protection of
information. The program allows you to design premises, sim-
ulate threats and arrange protection against them.

Also interesting as an example is the software package
«Virtual complex «Detection of embedded devices and hidden
video cameras» RAM-VIDEO-VIRT». The simulator is de-
signed to gain knowledge about methods for detecting embed-
ded devices and hidden video cameras, as well as to gain ex-
perience with modern security tools designed to detect em-
bedded devices and hidden video cameras.

An interesting option is to use the game as a simulator,
when a student memorizes new material while playing and
masters new competencies.

The use of game techniques in the lessons allows the stu-
dent to acquire the following skills [5]:

¢ make quick decisions and be responsible for them;

e use the experience gained in performing professional
tasks, determine the best solutions, evaluate their quality and
effectiveness;

e communicate with each other and foster teamwork;

e take responsibility for the work of all team members, for
the result of assignments.

To date, many interesting educational games have been
created that help to consolidate this or that material, but they
are not structured into a single course on information security
and are suitable only as an auxiliary environment for studying
certain topics.

Using game technologies in pedagogy, it is necessary to go
through several main stages, which include drawing up and
planning goals, defining tasks and plans, and, finally, complet-
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ing the assigned tasks. It is necessary to discuss and analyze
with students the whole process of work and the results ob-
tained.

Any activity makes sense when these conditions are as
close as possible to real life. The student must have a voice,
discretion and responsibility. Only if these requirements are
met, a person fully defines himself as a specialist.

The classification of educational gaming technologies is
quite large. So gaming educational technologies are usually
classified by the field of activity, by the nature of the educa-
tional process, by the method of the game, by the subject area,
by the game environment, etc. Within the framework of this
article, an intellectual, educational, simulation computer game
on information security in water transport will be considered.

The classification of computer games is also varied, but we
will pay special attention to adventure games, strategy games,
puzzles, computer simulations and educational games. All
these genres can be used when teaching students and staff any
new competencies.

THE CONCEPT OF THE SIMULATOR
The purpose of the simulator is to create a learning envi-
ronment where cognitive and training activities will be availa-
ble in a playful manner that is interesting for the student. The
simulator should consist of a plausible small boat model. The
student will have to be able to choose protection equipment

and install it on the object. There should also be access to the
ship's computer interface for «installation» and operation of
the software [6, 7]. You can also add the passage of mini-
games to the main program for learning, mastering or repeat-
ing certain competencies. These mini games can be used indi-
vidually or as a quest.

For the correct placement of protection equipment and in-
stallation of software, the student will need to have knowledge
of the legal framework, as well as to calculate the risks [8, 9].

The game will contain the following objects:

e components of the security system;

e ship cabins;

e captain's bridge;

e cquipment of the vessel.

This plot has the following attractive features:

¢ the theme of a real ship is used, but students dream of
getting a real experience;

e the variety of ship equipment, work situations and work
responsibilities of an information security specialist creates a
lot of potential for the development of the plot;

e you can add secret levels for those who want to further
study the material on the game.

Table 1 below presents the interpretation of the elements
of the mechanics in the context of the game plot and setting.

Table 1

Interpretation of elements of mechanics

Element of mechanics

Points for solving problems

Points in individual player ratings and points in student ratings on the course. The ratings are
divided according to the competencies that are studied at one level or another.

Points for finding items

Points in individual ratings and points in student ratings by competency.

Points for the correct use of items

Points in individual ratings and points in student ratings by competency.

Ranking among all students

Ratings between students and the rating of the player himself.

Levels

Divided into competencies, according to complexity

Helping the student to complete the assign-
ment if the assignment takes too long

The task can be completed no longer than two hours or lesson, depending on the level. If the
player completes the task for a long time and cannot solve the problem, but also does not
take hints, the gameplay prompts him to the correct way out of the situation.

Limiting lesson time

When the time ends and if the task was not done, then the student receives a «reprimand»
card, if the student accumulates a certain number of such cards, then he will need to go
through the game again. If the task was done, but with errors, then the student is invited to
redo the work. If everything is done correctly, «the manager gives a new task to the employ-
eesy.

Penultimate level reached

It is proposed to pass the last level, which will be a practice-oriented examination task. In
this task, the student will need to use all the knowledge gained earlier. This level should
correspond to all competences of the discipline.

Reached the last level

The student receives a full report on what competencies he has learned and where he made
mistakes. It is also possible to view such reports after passing each level.

Performing three tasks at once quickly and
without errors and without asking for hints

The player receives a bonus item that gives additional opportunities when solving tasks.

Completed the level on your own without
asking for hints

The player receives a part of the «magic» item, if the player collects the «magic» item, he
can exchange it for points in the rating or for additional opportunities.

All levels are completed independently, with-
out prompting for tips and correctly

Additional points are awarded in the rating.

The player did not complete the levels at the
end of the game time

The player is asked to play the game first before completing the additional session. 3
additional levels are also added

The minimum number of points or below the
minimum at the time of the end of the game

The player is invited to go through three additional levels.

Not a single task was completed correctly

The player is invited to go through some levels again, and it is also proposed to go through
three additional levels.

All tasks are completed with tips

The player is invited to go through three additional levels, without the possibility of using
hints.

Humennexkmyanvnvle mexuonozuu na mpancnopme. 2022. Ne 3 53




Intellectual Technologies on Transport. 2022. No 3

Thus, the following game mechanics will be used in the
work [2]:

1. Mechanic «Achievement». This mechanic is based on a
material or virtual expression of the result of performing an
action. The results can be seen on their own or as a reward.
Anything can be a reward.

2. Avoidance mechanic. With this mechanic, the player is
motivated not by a reward, but by the fact that he can avoid
punishment. This usually helps to keep the activity level con-
sistently according to the schedule provided by the developer.

3. The Reward for Effort mechanic. The idea behind the
mechanics is that when you play, you feel more joy from work
than from rest.

4. Mechanics «Chain of events». In this mechanic, the re-
ward is used as a link in a chain of related events. In many
cases, players see these events as separate elements. When a
link in a chain is unlocked, the player perceives this as a re-
ward for the actions taken.

5. Mechanics «Countdowny. Applying the presented me-
chanics, it is necessary to create situations when a limited time
is allotted for solving problems or overcoming obstacles. Us-
ing this method, you can increase the activity of the players
and increase its performance compared to the original. How-
ever, it is important to understand that activity only increases
for a limited period of time.

6. Mechanics «Combined rating of winners». Mechanics
are used when there is a need to use a common scoring system
for a number of game scenarios, and they can be completely
dissimilar and unrelated to each other.

7. Mechanic «Reward for a specific sequence of actions».
Players are rewarded not for one, but for several consecutive
actions. At first, the technique can reduce the activity of the
participants, since the action does not bring a reward, but later
it increases, because the time for receiving the reward is ap-
proaching.

8. Loyalty mechanic. The mechanic of loyalty is to estab-
lish a non-verbal relationship between the participant in the
game and the reality of the game. This connection is achieved
by introducing a person to his participation in the game world
(for example, he may have real estate in the game), and then
this is enhanced by visual images that other players can see.

9. Meta-game mechanics. The meaning of this mechanic is
that an additional one is built into the main game. During the
game, the participant can find an additional game, because the
author does not advertise its presence, so as not to create con-
fusion or increase interest in the game. But the developer's
advantage is that when players find meta games, they are usu-
ally very happy because it creates a pleasant surprise effect.

10. Mechanics «Micro-competition». Used when working
with mini-games. It allows you to form mini-scores and is
most suitable for games with several game mechanisms, as
well as for situations with a large number of mini-
competitions. It is easy to increase the loyalty of game partici-
pants with the help of a varied system of rewarding winners in
mini-games.

11. Mechanic «Modifiers». In the mechanics under consid-
eration, a certain object or artifact is used during the game, the
use of which affects the results of tasks. This is called a modi-
fier. Often the player earns it by completing a series of tasks or
performing a series of important actions.

12. Mechanic «Pride». Based on positive feelings from the
achieved result.

13. User progress mechanic. It is a mechanism that reflects
the progress of the player in completing the tasks assigned to
him by the game.

14. Instant reward mechanic. The player receives all in-
formation about his position in real time. As a result, he in-
stantly reacts emotionally.

15. Real Prize Distribution mechanics. When using this
mechanic, the player receives a reward that is of real, tangible
value to the player for the results of the game. Each player can
receive such a reward if they meet certain requirements or
receive exceptional results.

Plot arc: the protagonist is a specialist in an information
security services firm. He is tasked with improving the securi-
ty system on the ship. Passing each level, he must solve in-
formation security problems close to real conditions. It is nec-
essary that after passing the game the student masters certain
competencies.

It is also interesting that the teacher can change the se-
quence of levels; the teacher can even remove some levels if
he considers them not suitable in his course. To do this, the
teacher will need to go to the «level constructory.

LEVEL EXAMPLE

For example, consider the level of definition of the risk of
an emergency, which is planned to be implemented in the near
future.

At the initial stage of the game, students can be asked to
calculate the possibility of an emergency on a given vessel.
You can also give students the opportunity to choose a level:
«Easy», «Intermediate», «Difficult». The selected level will
determine the maximum number of points that a student can
score when passing the level.

When choosing any level of difficulty, the student will be
asked to take a training test, and if the test is successfully
completed, the task will gradually open. When choosing an
«easy» level, the student will need to choose from several pro-
posed forms with the correct formulas and substitute parame-
ters there based on the route of the vessel, the cargo being
transported, the type of vessel, etc. When choosing a level of
«medium» complexity, the student will need to draw up a
form with formulas himself, but he will have the opportunity
to refer to a short synopsis of theoretical information. And
when choosing the «Difficult» level, the student will not have
the opportunity to refer to theoretical materials. At the «inter-
mediate» and «difficult» level, it is worth adding a «check»
button, when the wrong decisions of the student will be high-
lighted during pressing, but it is worth limiting the number of
clicks on this button.

The risk assessment of emergencies in this example is de-
termined using statistics, route, etc. The model, which will
describe the state of the ship's safety using risk assessment, is
based on the statistics of emergencies in water transport. Sta-
tistics allow you to determine the type of flow of extreme
events, as well as the trend equation [10—12].

To solve this problem, let us consider a statistical model of
safety in water transport, taking into account the limited time
interval t. Based on Poisson's law, consider the probability
that k events will occur:
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where P is the probability of an event occurring;
X(t, 1) is a function of the number of random hazardous
events;
k is the number of random hazardous events during the time t;
a is a parameter depending on T and k; a = at, where A is the
intensity of the flow of dangerous events.

We can consider the general flow of random hazardous
events in water transport as private flows of random events
connected together for a number of causal factors. The sum of
independent Poisson flows is also a Poisson flow [13, 14].

It was also taken into account that the occurrence of emer-
gency situations in water transport can be defined as a se-
quence of incompatible events A]l- and joint events B;. Incom-

PX(t,©) = k} =

patible events Ajl- may include technogenic threats of the
type j =1, 2, ..., J) on in the navigation area / (/ =1, 2, ..., L),
for example, failure or breakdown of navigation systems, such
a threat could be the cause of an emergency such as ground-
ing, collision with another vessel or coastline, deviation from
the route, flooding, etc. It should be noted that an emergency
on a ship can be the result of only one of the many considered
joint events Ajl- [15, 16]. The type of consequences i can be
different, for example, flooding, grounding, fire, crash, colli-
sion.

Thus, if we take the average, from the ratio of the number
of ships that have suffered corresponding accidents due to the
onset of a man-made threat of the j-th type with damage 7 in
the considered navigation area / to the total number of ships,
we can determine the probability of a man-made threat of type

j causing damage i.
2 Zi2iNu

P = =5,

The weighted estimates of failures can be calculated using
the formula:

Zl jll
w( ) Z] ZlZl ]Ll

It should be borne in mind that the causes of an accident
taken from statistical data can be subjective, since decisions
about the specific cause of the emergency are based on expert
judgment. An expert opinion is accepted during an official
investigation of an accident in water transport [17, 18]. There-
fore, we can consider the «subjective» a priori probabilities of
the event P(A]l-). Thus, events A]l- and events B; will be consid-
ered as hypotheses. Based on Bayes' theorem, it is possible to
determine the probability of the «hypotheses» that caused the
event B; [19-21].

P(4)) x P(Bi|4))
%jo1 Ziea P(4) x P(Bi]4))”
where P(A]l-) are probabilistic hypotheses A!;

P(Bi |A]l) — conditional probabilities of the event B; under the
hypothesis P (A}).

P(4}|B;) =

To predict and calculate the intensity of emergency situa-
tions due to natural disasters, unpredictable events, unfavora-
ble weather conditions in the time interval 7 for region /, sta-
tistical data are required [22]. Thus, the intensity of emergency
situations can be calculated by the formula:

X2 i N
YBila) T T T,

If we consider one ship whose route passes through region /:

25 Z}Z Zl jil
(B |Aﬂ) Ty XY S’

where Y, S;p is the number of ships passing through region /
during time 7.
Thus, we will calculate the level of emergency risk:

R(Bi|A}) = 1 —exp (—yBilAﬁ,Tl) ;
J
R(B;) = Z P(A) x R(B;|AL);
=
3

R(B) = Z P(A})xR(Bi|A}).

i=1j

The cost of the risk of an emergency R! can be calculated
by determining the amount of possible damage [ W/dl.

R} = P(Bi|A})fWildl.

The assessment of the risks of emergencies in water
transport along the given routes can be presented as a sum of
risks [23, 24]:

Rw=R1+R2+R3,

where R is the risk of a natural disaster (natural threat);
R, is the risk of realization of man-made threats;
Rj3 is the risk of realization of anthropogenic threats.

All of the above can be used as theoretical information
for calculations. You can also consider several ways to cal-
culate risk.

INTERFACE CONCEPT

After loading the game, the user must have access to the
menu: continue the game, select the game, select the level of
the game, select the mini-game, view reports, ratings, set-
tings, view controls, information about the game. Also, the
user should be able to exit the game and return to the main
menu and exit the main menu.

The game screen should display the time remaining until
the completion of the level, place in the rating, level number,
location (depending on the task), equipment (depending on
the task).

Consider the use cases in the game menu presented in
Figure 1.
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Game menu

Resume Game

include

Level selecion  }------ start the game
include

Selecta mini-game  }------ start the game

View reports

Person

View Control Settings

View game

Quit Game

H0066000

Fig. 1. Diagram of use cases in the game menu

Resume Game: The user can return to a saved game.

Level selection: the user can switch to a map with game
levels, then he must select a level and start the game.

Select a mini-game: the user can switch to a map with
mini-games, after which he must select a mini-game and start
the game.

View reports: the user can view reports on the game, see
what mistakes he made, which competencies he mastered better
and which ones were worse. It is possible to save the report.

Ratings: User can see their rating in a group or among all
students on the course.

Settings: the user can enter the settings menu, mute the
sound, or select the volume. Turn off music. Choose a language.

View Control Settings: The user can perform a Control
View to move around the playing field and manipulate objects.

View game information: the user can view information
about the game, goals and objectives of the game.

Quit Game: The user can log out of the game.

Next, consider the use cases in the game scene, presented
in Figure 2.

Pause menu: the player can pause the gameplay (if after 15
minutes the player does not return, the main menu opens).
Then he has to resume it or go to the main menu.

Controls: the user can control the behavior of the character
by moving to the right, left, selecting an item and moving the
item.

Bag selection: the player can look at the items that he has
in the inventory. They can be connected and modified, or tak-
en in hand.

Hint: the player can ask the game for a hint.

Game menu

Include
- o
extend

Continue the game

Pause menu

movingto the right

movingto the left

selecting an item
movingthe item

forward movement
extend
Item Description
backward movement

Bag selection

Fig. 2. Diagram of use cases in a game scene

Person

The player is responsible for moving the character around
the playing field and manipulating objects. The character must
move on the floor, not bump into obstacles in the form of fur-
niture, take various objects. The level is considered not passed
in the following cases:

e playing time ended, and the player was unable to solve
the tasks assigned to him;

e the player solved the problems with errors.

Consider the activity diagram (Fig. 3). This diagram shows
how the structure of a typical problem in the game will look
like, i.e. structural element of the quest. Any task can be
completed in at least three ways: the path where the user can
make a mistake, the path where the user can complete the
quest, and the path, and the path where the user does not have

time to complete the quest.
The solution of
the problem
Solution with
errar
Not completing
the quest

Fig. 3. Diagram of activity of the general case

. Level challenge
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A non-linear sequence of related tasks defines the plot [25].
The possibility of three endings for all tasks performed is con-
sidered. The student's performance of the tasks depends on the
available ending options. If the student completes all the
quests correctly, then he gets the maximum mark for the
game. If a student completes the tasks incorrectly, then the
student receives an average grade and two options, either to
stay with the grade he earned, or to go through additional
quests to increase his grade. And if the student completed all
the quests with gross errors, or did not complete them at all,
then the student is invited to go through the game again, or be
left with an unsatisfactory mark for the game.

The game is located only in one location - the ship, for
which it is necessary to choose the means and methods of in-
formation security. The player sees the ship only from the
inside.

Some quests will be implemented by the mechanics of dia-
logue, when it will be necessary to write letters to employees
in compliance with the rules of business correspondence,
where at each stage there is a choice of three options, each of
which has its own consequences. If a student makes gross mis-
takes when solving a problem, then he will have to go through
the quest again in order to get points for him.

CONCLUSION

The use of game mechanics in staff training is a fairly ef-
fective way of presenting information, which is aimed at in-
creasing students' interest in their chosen profession. Simula-
tors help students to try their hand at practice. By combining
these two educational technologies, you can get a simulator on
which the student will be interested in practicing and improv-
ing his knowledge.

ACKNOWLEDGEMENTS
We should also single out Sergey Kolesnichenko for his
quality advice when working on an article. We should also
thank Alexey Astapkovich for his help in checking the text
and creating a working environment.

REFERENCES

1. Sokolov S. S., Mitrofanova A. V., Glebov N. B, et al.
Formation of the Electronic Educational Trajectory for Mari-
time Students, Quality Management, Transport and Infor-
mation Security, Information Technologies (IT&QOM&IS):
Proceedings of 2018 IEEE International Conference, Saint
Petersburg, Russia, September 2428, 2018. Institute of Elec-
trical and Electronics Engineers, 2018, Pp. 150-153.

DOI: 10.1109/ITMQIS.2018.8524913.

2. Vishtak O. V., Abushaev I. R. Trebovaniya k kon-
struktoru veb-kvestov [Requirements Designer Web Quests],
Sovremennye web-tekhnologii v tsifrovom obrazovanii:
znachenie, vozmozhnosti, realizatsiya: Sbornik statey uchast-
nikov V Mezhdunarodnoy nauchno-prakticheskoy konferentsii
[Modern Web Technologies in Digital Education: Meaning,
Opportunities, Realization: Collection of Research Articles of
the V International Scientific and Practical Conference], Ar-
zamas, Russia, May 17-18, 2019. Arzamas, Arzamas Branch
of Lobachevsky University, 2019, Pp. 74-77. (In Russian)

3. Kovalnogova N. M., Sokolov S. S., Chernyi S. G., et al.
Applying of E-learning and Distance Learning Technologies
in Electronic Informational-Educational Environment in Mod-
ern University Complex, Proceedings of the XIX International

Conference on Soft Computing and Measurements
(SCM"2016), Saint Petersburg, Russia, May 25-27, 2016.
Institute of Electrical and Electronics Engineers, 2016,
Pp. 446-448. DOI: 10.1109/SCM.2016.7519809.

4. Small G. W., Vorgan G. iBrain: Surviving the Techno-
logical Alteration of the Modern Mind. HarperCollins Pub-
lishers, 2008, 256 p.

5. Skalozub I. S. Kompyuternye igry kak sredstvo razvitiya
kommunikativnykh i lichnostnykh osobennostey podrostkov
[Computer Games as a Means of Developing Communicative
and Personal Characteristics of Adolescents], Molodoy
uchenyy [Young Scientist], 2015, No. 4 (84), Pp. 674—677. (In
Russian)

6. lichenko L. M., Sokolov S. S., Egorova K. V., et al.
Analysis of the Main Types of Automated Information Sys-
tems in the Transport Sector, Functioning Mainly in Urban
Agglomerations, Proceedings of the 2021 IEEE Conference of
Russian Young Researchers in Electrical and Electronic Engi-
neering (ElConRus), Saint Petersburg, Moscow, Russia, Jan-
uary 26-28, 2021. Institute of Electrical and Electronics Engi-
neers, 2021, Pp. 401-406.

DOI: 10.1109/ElConRus51938.2021.9396630.

7. Egorova K. V., Ilchenko L. M., Sokolov S. S., et al.
Analysis of Automated Transport Information Systems in the
Context of Critical Information Infrastructure of the Russian
Federation, Proceedings of the 2021 IEEE Conference of Rus-
sian Young Researchers in Electrical and Electronic Engi-
neering (ElConRus), Saint Petersburg, Moscow, Russia, Jan-
uary 26-28, 2021. Institute of Electrical and Electronics Engi-
neers, 2021, Pp. 310-313.

DOI: 10.1109/ElConRus51938.2021.9396083.

8. Kardakova M. V., Shipunov I. S., Nyrkov A. P., Knysh
T. P. Cyber Security on Sea Transport. In: Murgul V., Pasetti
M. (eds.) Energy Management of Municipal Facilities and
Sustainable Energy Technologies (EMMFT 2018): Proceed-
ings of the 20th International Scientific Conference, Voronezh,
Samara, Russia, December 10—13, 2018. Volume 1. Cham,
Springer Nature, 2019, Pp. 481-490. (Advances in Intelligent
Systems and Computing, Vol. 982).

DOI: 10.1007/978-3-030-19756-8 46.

9. Sokolov S. S., Saveleva M. N., Mitrofanova A. V., et al.
Implementation of Training Programs Using Digital Distance
Education Technologies for Seafarers, Proceedings of the
2020 IEEE Conference of Russian Young Researchers in Elec-
trical and Electronic Engineering (EIConRus), Saint Peters-
burg, Moscow, Russia, January 27-30, 2020. Institute of Elec-
trical and Electronics Engineers, 2020, Pp. 521-525.

DOI: 10.1109/EIConRus49466.2020.9039034.

10. Shipunov 1. S., Voevodskiy K. S., Nyrkov A. P, et al.
About the Problems of Ensuring Information Security on Un-
manned Ships, Proceedings of the 2019 IEEE Conference of
Russian Young Researchers in Electrical and Electronic Engi-
neering (ElConRus), Saint Petersburg, Moscow, Russia, Jan-
uary 28-31, 2019. Institute of Electrical and Electronics Engi-
neers, 2019, Pp. 339-343.

DOI: 10.1109/EIConRus.2019.8657219.

11. Shipunov L. S., Voevodskiy K. S., Nyrkov A. P., et al.
Trusted Transport Telemetry by Using Distributed Databases,
Proceedings of the 2019 IEEE Conference of Russian Young
Researchers in Electrical and Electronic Engineering (El-
ConRus), Saint Petersburg, Moscow, Russia, January 28-31,

Humennexkmyanvnvle mexuonozuu na mpancnopme. 2022. Ne 3 57



Intellectual Technologies on Transport. 2022. No 3

2019. Institute of Electrical and Electronics Engineers, 2019,
Pp. 344-347. DOI: 10.1109/EIConRus.2019.8657215.

12. Sokolov S. S., Alimov O. M., Nekrashevich P. S., et al.
Security Issues and IoT Integration for in Russian Industry, Pro-
ceedings of the 2020 IEEE Conference of Russian Young Re-
searchers in Electrical and Electronic Engineering (EIConRus),
Saint Petersburg, Moscow, Russia, January 27-30, 2020. Insti-
tute of Electrical and Electronics Engineers, 2020, Pp. 517-520.
DOI: 10.1109/EIConRus49466.2020.9039213.

13. Kotenko I. V., Saenko I. B., Lauta O. S. Analytical
Modeling and Assessment of Cyber Resilience on the Base of
Stochastic Networks Conversion, Proceedings of the 10th In-
ternational Workshop on Resilient Networks Design and Mod-
eling (RNDM 2018), Longyearbyen, Norway, August 27-29,
2018. Institute of Electrical and Electronics Engineers, 2018,
Pp. 1-8. DOI: 10.1109/RNDM.2018.8489830.

14. Faustova O. G. Metodika otsenki riskov vozniknoveni-
ya chrezvychaynykh situatsiy v multimodalnykh perevozkakh
[Technique of an Assessment of Risks of Emergency Situa-
tions in Multimodal Transportations], Vestnik Astrakhanskogo
gosudarstvennogo  tekhnicheskogo  unmiversiteta.  Seriya:
Morskaya tekhnika i tekhnologiya [Vestnik of Astrakhan State
Technical University. Series: Marine Engineering and Tech-
nologies], 2014, No. 1, Pp. 109-116. (In Russian)

15. Veselkov V. V., Vikhrov N. M., Nyrkov A. P., et al.
Development of Methods to Identify Risks to Build Up the
Automated Diagnosis Systems, Proceedings of the 2017 IEEE
Conference of Russian Young Researchers in Electrical and
Electronic Engineering (EIConRus), Saint Petersburg, Mos-
cow, Russia, February 01-03, 2017. Institute of Electrical and
Electronics Engineers, 2017, Pp. 598-601.

DOI: 10.1109/EIConRus.2017.7910625.

16. Saenko 1. B., Ageev S. A., Kotenko 1. V. Detection of
Traffic Anomalies in Multi-Service Networks Based on a Fuzzy
Logical Inference. In: Badica C., et al. (eds.) Intelligent Distrib-
uted Computing X (IDC2016): Proceedings of the 10th Interna-
tional Symposium on Intelligent Distributed Computing Paris,
France, October 10-12, 2016. Cham, Springer Nature, 2017,
Pp. 79-88. (Studies in Computational Intelligence, Vol. 678).
DOI: 10.1007/978-3-319-48829-5 8.

17. Sokolov S. S., Alimov O. M., Golubeva M. G. The Au-
tomating Process of Information Security Management, Pro-
ceedings of the 2018 IEEE Conference of Russian Young Re-
searchers in Electrical and Electronic Engineering (EIConRus),
Moscow, Saint Petersburg, Russia, January 29—February 01,
2018. Institute of Electrical and Electronics Engineers, 2018,
Pp. 124-127. DOI: 10.1109/EIConRus.2018.8317045.

18. Sokolov S. S., Glebov N. B., Novoselov R. O., Chernyi S. G.
Database Problems of Maritime Transport Industry on High
Load Platform, TransSiberia 2018: Proceedings of the Siberi-
an Transport Forum, Novosibirsk, Russia, May 16—19, 2018.
MATEC Web of Conferences, 2018, Vol. 239, Art. No. 03004,
6 p. DOI: 10.1051/matecconf/201823903004.

19. Anardovich S. S., Rush E. A. Metody otsenki riskov i
prognozirovanie stsenariev razvitiya chrezvychaynykh situ-
atsiy pri zheleznodorozhnykh perevozkakh [Risk Assessment
Methods and Forecasting Emergency Development Scenarios
for Railway Transportation], Sovremennye tekhnologii. Sis-
temnyy analiz. Modelirovanie [Modern Technologies. System
Analysis. Modeling], 2020, Vol. 65, No. 1, Pp. 66-75.

DOI: 10.26731/1813-9108.2020.1(65).66-75. (In Russian)

20. Egorova K. V., Ilchenko L. M., Sokolov S. S., Katorin
Yu. F. Analysis of Automated Transport Information Systems
in the Context of Critical Information Infrastructure of the
Russian Federation, Proceedings of the 2021 IEEE Confer-
ence of Russian Young Researchers in Electrical and Elec-
tronic Engineering (EIConRus), Saint Petersburg, Moscow,
Russia, January 26-28, 2021. Institute of Electrical and Elec-
tronics Engineers, 2021, Pp. 310-313.

DOI: 10.1109/ElConRus51938.2021.9396083.

21. Sokolov S. S., Gaskarov V. D., Knysh T. P., Sagitova A. S.
IoT Security: Threats, Risks, Attacks. In: Mottaeva A. (ed.)
Proceedings of the XIII International Scientific Conference on
Architecture and Construction (ISCAC 2020), Novosibirsk,
Russia, September 22-24, 2020. Singapore, Springer Nature
Singapore, 2020, Pp. 47-56. (Lecture Notes in Civil Engineer-
ing, Vol. 130). DOI: 10.1007/978-981-33-6208-6_6.

22. Burlov V. G., Grachev M. I. Management Model in
Digital Ecosystems, Germany and Russia: Ecosystems With-
out Borders: Proceedings of the International Conference
Within the Framework of the VIII Annual International Baltic
Maritime Forum, Kaliningrad, Russia, 05—10 October 2020.
IOP Conference Series: Earth and Environmental Science,
2021, Vol. 689, Art. No. 012010, 7 p.

DOI: 10.1088/1755-1315/689/1/012010.

23. Sokolov S. S., Zhilenkov A. A., Chernyi S. G., et al.
Hybrid Neural Networks in Cyber Physical System Interface
Control Systems, Bulletin of Electrical Engineering and In-
formatics, 2020, Vol. 9, No. 3, Pp. 1268—1275.

DOI: 10.11591/eei.v9i3.1293.

24. Sokolov S. S., Saenko 1. B., Mitrofanov M. A., et al.
Analytical Modeling of Computer Attacks on Intelligent
Transport Systems Based on the Transformation of Stochastic
Networks. In: Kovalev S., et al. (eds.) Intelligent Information
Technologies for Industry (IITI'21): Proceedings of the Fifth
International Scientific Conference Sirius, Russia, September 30—
October 04, 2021. Cham, Springer Nature, 2021, Pp. 489-498.
(Lecture Notes in Networks and Systems, Vol. 330).

DOI: 10.1007/978-3-030-87178-9 _49.

25. Glebov N. B., Zhilenkov A. A., Chemyi S. G., Sokolov S. S.
Process of the Positioning Complex Modeling Objects with
Elements of Intellectual Analysis, Procedia Computer Sci-
ence, 2019, Vol. 150, Pp. 609-615.

DOI: 10.1016/j.procs.2019.02.094.

Humennexkmyanvnvle mexuonozuu na mpancnopme. 2022. Ne 3 58



Intellectual Technologies on Transport. 2022. No 3

DOI: 10.24412/2413-2527-2022-331-52-60

KoHuenuusa urpoBoro TpeHaxkepa
10 3aMTe HHPOPMAIIMHU HA BOJHOM TPAHCIIOPTE

M. B. Kapnakosa, a.1.H. A. I1. Heipkos, 1O. B. Ilpimaii
I'ocynapcTBeHHBIH YHUBEPCUTET MOPCKOTO M peuHoro (iota nMenn aamupana C. O. Makaposa
Cankr-IlerepOypr, Poccus
m.v.kardakova@ya.ru, apnyrkow@mail.ru, m-walua@yandex.ru

Annomayusa. B crathbe paccMaTpuBaeTcsi BO3MOKHOCTh NPH-
MEHEHUSI UTPOBBLIX TPEHAKEPOB IPH 00y4YeHHM INEPCOHAIA WU
CTyAeHTOB. PaccMOTpeHa aKTyaJbHOCTh NPHMEHEHHUs TpPeHaxKe-
POB 1pU 00y4eHHH CTYJCHTOB HH(OPMANUOHHON 0e30IaACHOCTH
HA BOJHOM TPAHCHOPTE. AKTYaJbHOCTh TAKHX TPEHAKEPOB MOJA-
YepKHBaeTCcsl BO3MOKHOCTbIO HX MCIOJIb30BAHUS B AMCTAHIIMOH-
HOM 00yueHnu. Mcnonb30BaHKe y3HABAEMOTI'0 KaHPA, 3HAKOMOT0
U MOMNYJISIPHOTO CpPed MIKO0JIbLHUKOB B BUPTYaJbHOM MHpe, 103-
BOJISIeT MOJY4YHTh MOJIOKHTe/IbHbIe SMOLMH, NOBBICHTh HHTEpeC
M MOTHUBALIMI0 K PA3BUTHIO II03HABATEJIbHOH JeATEJbHOCTH.
Onucanbl UrpoBble MeXaHMKH, IPUMEHsieMble B TpeHaxepe.
PaccmoTpen mpuMep pacuera pHCKAa BO3HUKHOBEHHS 4pe3BbI-
4yaifHOl cHTyalMH HA Cy[IHe, NPeJI0KeHbl BAPHAHTHI HCIO0JIb30-
BaHUS pacyeToB B TpeHaxepe. OnucaHa KOHUeNIMsl CaMOro
TpeHaskepa M pa3pafoTaHa KoHuenuus nHTepdeiica. Menoab3o-
BaHHe TPeHA)KepOB B 00y4YeHHM MO3BOJiseT HAYYHUThb CTYACHTOB
NPaKTHYEeCKHM HABBIKaM padoThl ¢ yeM-imudo. Kak mpasmuiio,
Takoii moaxox K 00y4eHuio TpedyeT OT CTyACHTA 3HAHHMA TCOPUH
npefMeTa, a TaK:Ke aKTHBHOrO yyactusi B padore. Takum oGpa-
30M, Y CTYA€HTa eCThb BO3MOKHOCTH NPOJEMOHCTPHPOBATh CBOH
3HAHMSl HAa NPAKTHKe M NOBBICUTh KBajupuxanuio. Koneuno,
HHUKAKOI TpeHa:kep He 3aMEHHUT peajbHbIN NMPHOOP MJIM peasb-
HYI0 CUTYalHI0, HO TAKONi MOAX0/A B O0y4eHHM IOMOKeT 3aKpe-
NUTh MaTepua] U B OyAylieM Y4YeHHUK, YBHAEB peabHblil 00b-
€KT, He NMOTepsieTcs U CMOJKET CIOKOiIHO padoTath ¢ HuUM. Hc-
N0/1b30BaHMe TPEHA’KEPOB HH(OPMALMOHHON 0e30IaCHOCTH B
o0pa3oBaTeJbHBIX LeIAX o0ecnevyuBaeT 3aKpelsieHHe TeopeTH-
YeCKHX 3HAHMIl M MX NIpPUMeHeHHe Ha npakTuke. OueHb BaXKHO,
4TOO0BbI TPEHa:Kepbl, C OJHOI CTOPOHbI, ObLLIM NPHUOJMIKEHBI K
peajbHBIM YCJIOBHSIM, a ¢ APYroii, 4To0bl padoTa Ha HUX ObLIA
HHTePecHOIl U y100Hoii 1151 00y4aromerocs.

Knioueevie cnoga: TpaHcnopT, BOAHBINA TpaHCNOPT, CyAHO,
Kopad.ib, TpeHaxkep, HTPa, 00pa3oBaHue, PUCK.
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Abstract. The article analyzes the stability of the method of
combined marking of digital audio signals. The following are the
main characteristics of labelling quality and stability: auditory
transparency (inaudible) marker, lossy compression resistance
and resistance to stegoanalysis, airway transmission immunity.
The article contains quantitative estimates of indicators for the
specified characteristics which received analytically from simula-
tions and field experiments. To assess auditory transparency
(inaudible) of acoustic artifacts that appear as a result of the use
of the marker analytical method is used, which is based on the
signal-marker ratio metric. Lossy compression stability is applied
to MP3 transformations under different compression modes.
Resistance to stegoanalysis is evaluated using a universal method,
which uses the ratio of number of units to zeros in the least signif-
icant digitized audio signal reference grades. Evaluation of audio
immunity over the air audio channel by correct/incorrect rate of
marker rectoration based on the results of field experiments
which were implemented in laboratory settings.

Keywords: steganography, digital audio signal, combined la-
beling, quality and sustainability evaluation, air audio channel,
immunity transmission.

INTRODUCTION

One of the main problems with steganographic protection
of audio information and copyright is the problem of quality
assurance and sustainability of digital labeling to various tran-
sition, to stegoanalysis, to the action of noise and liability in
audio channel. This is particularly important when the re-
quired sustainability in the marking of digital audio signals
which are embedded in audiostego systems with multiple (spa-
tial) inputs and multiple (spatial) outputs is ensured. Such au-
dio stegosystem have several acoustic dynamics (transmitters)
and several microphones (receivers) and allows to implement
a label in digital audio signal settings to spatial, frequency and
time areas, it means that is to do a combination labeling. The
spatial multichannel of such audio stegosystem also makes it
possible to use methods MIMO-technologies to achieve the
required immunity.

Quality analysis of labeling digital audio signals is primari-
ly related to evaluation of auditory transparency (inaudible) or
audibility of acoustic artifacts resulting from the implementa-
tion of the label that defines thresholds for the insertion force
of a label.

Audibility (non-audibility) evaluation methods of acoustic
artifacts are divided into analytical methods which use differ-
ent metrics or indicators [1-3], automatic methods [4-8],
based on the use of various psychoacoustic models of human
hearing organs, manual methods of hearing evaluation of
markers [9], most of which are test adaptations that used to
assess the quality of audio information.

Evaluation of the sustainability of digital audio signal la-
beling involves the use of methods to assess sustainability to
digital transformation, to stegoanalysis, acoustic noise/liability
resistance (immunity) in the channel, for example, in the air
acoustic channel, sustainability to other impacts.

Assessing the resistance of labeling methods to transfor-
mations is reduced to assessing the resistance to various types
of attacks on labelled audio information and audio signals.
The article [10] focusses on the sustainability of digital data
labelling. Attacks on digital data labelling systems can be di-
vided into the following: active attacks, passive attacks, intro-
duction attacks, collusion attacks, simple attacks, ambiguity
attacks, removal attacks, synchronization attacks and other
attacks. Simple attacks are the most commonly used type of
attacks. The article [11] describes Stirmark software that al-
lows you to perform simple attacks. Simple attacks on digital
audio signal, for example, include a lossy compression attack.

An overview of digital audio stegoanalysis methods is pre-
sented in article [12]. Methods of stegoanalysis of digital au-
dio signals can be divided into two classes. A class of methods
aimed at stegoanalysis of audio signals presented in uncom-
pressed format (for example, FLAC or WAYV), and a class of
methods aimed at stegoanalysis of audio signals presented in
compressed format (for example, MP3 or AAC). In turn, the
first class of methods can be divided into two subclasses. The
first subclass includes methods focused on predefined imple-
mentation algorithms — these are the so-called «targeted»
methods of stegoanalysis. The second subclass includes meth-
ods in which it is either not expected to have knowledge about
the implementation algorithm in advance, or a certain set of
possible or assumed implementation algorithms are known —
these are the so-called «universal» methods of stegoanalysis.
The class of universal methods can also be divided into two
subclasses. The first subclass is methods in which the decision
on the presence of a marker is made only on the basis of the
properties of the stegoanalysed audio signal. The second sub-
class is methods in which the solution is made on the basis of
comparing the properties of a stegoanalysed audio signal with
the properties of some other audio signal (usually obtained
from a stegoanalysed signal), regarding which it is precisely
known whether it is a stegoaudio signal or just an audio signal.
Among the universal methods of stegoanalysis, the most
common method based on extraction and analysis of the least
significant bit, or LSB stegoanalysis [13].

Evaluation of the noise immunity of marked audio signals
when transmitted over an air channel can be obtained based on
the results of full-scale experiments and simulation results.
Full-scale experiments on the transmission of a marked audio
signal can be broadcasting of marked audio signals using
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acoustic speakers while recording of the broadcast audio sig-
nal with an acoustic microphone to subsequently check
whether the marker has been preserved in the recorded audio
signal recorded by the microphone or not. Simulation model-
ling is based on the use of some model of air audio channel,
which simulates the impact on the marked audio signal with
subsequent assessment of the safety of the marker in the digi-
tal audio signal received at the output of the channel.

This article analyses and evaluates the main indicators of
quality and stability of the method of combined digital marking
of audio signals proposed and developed in articles [14-16] for
audio stegosystems with multiple input and multiple output.
The quality of the method is characterized by hearing trans-
parency (inaudible). To assess the auditory transparency (in-
audibleness) of acoustic artefacts that appear as a result of the
introduction of a marker, the article uses an analytical method
based on the signal-to-marker relationship metric.

Resistance to lossy compression attack is carried out in re-
lation to MP3 transformations by simulation. Stegoanalysis
resistance is assessed using the universal least significant bit
method (LSB method), which uses the ratio of the number of
units to zeros in the least significant bits of the marked digital
audio signal. The assessment of noise immunity of the trans-
mission of marked audio signals through an air audio channel
is carried out on the basis of the results of full-scale experi-
ments performed in the laboratory.

A software and hardware model were developed for simu-
lation modelling of digital transformations (attacks).
MATLAB was used as a software development environment
for the model.

100 musical compositions included in the collection «100
Greatest 00s: The Best Songs from the Decade» were used as
the original digital audio signals for labelling. Each of the
original digital audio signals had the following parameters: bit
depth — 16 bits/countdown, sampling rate — 44 100 count-
down/sec, two audio tracks in each digital audio signal (stereo
signals). Thus, the digital speed of all audio signals used was
the same and equal: 16 X 44 100 x 2 = 1 411 200 bit/s.

ANALYSIS AND RESULTS OF AUDITORY
TRANSPARENCY ASSESSMENT
The auditory transparency assessment of the marker was
carried out using the analytical method of checking the audi-
bility of artefacts from the introduction of the marker. The
verification method was based on the value of the signal-to-
marker ratio

ZnXq
SWR=101g5—F——,
an(xn - yn)z
where x, and y, — are the references of the original and la-

belled digital audio signals, respectively. The evaluated label-
ling method refers to a type of methods that mask the marker
in the frequency region of the Fourier spectrum. For such
methods, a value of 20 dB is usually used as a threshold for
the signal-to-marker ratio. Thus, if for the analyzed marked
digital audio signal, the value of this ratio is not less than this
threshold, it is highly likely that the human ear will not hear
acoustic artefacts resulting from the introduction of the marker.
As sequences ; = (ag 0y - ay,) and B; = (B Bz BNB),
used in the process of converting information according to the

marking methods described in the works [14—16], Kasami and
Gold sequences were used, respectively.
Sequences y; = (Y1 Yz yNy), taking into account the

similarity of the amplitude spectra of adjacent blocks, length
Npiock > readings of a separate audio track of the marked audio
signal, were designed in accordance with the rule

Yi = ¢; ® RZcode,

where @ — is Kronecker's product, ¢; — is Kasami sequenc-
es of length 15, and RZcode = (1 —1).

Hearing transparency was assessed with different sets of
parameters {Na, Ng, Ny, Nblock}s but with a fixed embedding
force of 0.1.

® At Ny =1023,Ng = 31, N, = 30, Npjocr = 64 and the
force of embedding 0.1 of the marker element, the average
value of the signal-to-marker ratio calculated for all 100 ana-
lysed musical compositions was 24.80661 dB, with the disper-
sion of this ratio equal to 2.382539 dB.

e At Ny =1023,Ng = 63,N, = 30, Npjp, = 128 and
embedding force 0.1, the average value of the signal-to-
marker ratio calculated from all 100 analysed musical compo-
sitions was 23.00086 dB, with the dispersion of this ratio
equal to 1.074242 dB.

® At Ny =1023,Ng = 127,N, = 30, Npjocx = 256 and
embedding force 0.1, the average value of the signal-to-
marker ratio calculated for all 100 analysed musical composi-
tions was 21.70835 dB, with the dispersion of this ratio equal
to 0.439844 dB.

e At Ny = 1023,Ng = 511, N, = 30, Np;pc = 1024 and
embedding force 0.1, the average value of the signal-to-
marker ratio calculated for all 100 musical compositions ana-
lysed was 20.68482 dB, with the dispersion of this ratio equal
to 0.0446 dB.

Based on these results, it can be concluded that at fixed
values Ny and N, the increase in Ng and Np;,¢p leads to a de-
crease in the average value and variance of the signal-to-
marker ratio. Thus, the analysed marking method provides
auditory transparency to the marker when assessing audibility
using an analytical method based on the value of the signal-to-
marker ratio, when a value of 20 dB is used as a threshold.

LOSS RESILIENCE ASSESSMENT ANALYSES AND RESULTS

The evaluation of the resistance of the analyzed labelling
method to a lossy compression attack using MP3 conversion
was performed for different MP3 conversion modes and dif-
ferent bit compression speeds. Resistance to MP3 conversion
in stereo, mono and joint stereo modes was checked. Combi-
nations of modes and compression speeds were selected so
that the original sampling rate of the compressed digital audio
signal was maintained.

The MP3 attack procedure consisted of the following se-
quence of actions. Initially, the original digital audio signal
stored in WAVE format was labelled using the developed la-
belling method. Further, the marked digital audio signal was
subjected to an MP3 attack by compression in a certain mode
and at a certain bit rate of compression. After that, the MP3
file was decompressed into a WAV file. Finally, it was
checked whether the digital audio signal received at the MP3
decoder output retained the embedded token or not. SOUND
FORGE Pro 14.0 Suite was used to perform an MP3 attack.
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MP3 compression parameters in stereo mode were as fol-
lows: compression quality — Fastest encode; bit rate —
96 kbit/s; sampling rate — 44 100 Hz. MP3 decompression
parameters: format — PCM (uncompressed); sampling rate —
44 100 Hz; number of bits to count — 16; number of audio
tracks — 2 (stereo). The used bit rate of 96 kbit/s is the mini-
mum allowed in this audio processing program at a sampling
rate of 44 100 Hz in stereo mode. After the MP3 compression
attack in stereo mode, all markers were detected without errors
and the information bits encoded in them were restored with-
out errors.

MP3 compression parameters in mono mode were as fol-
lows: compression quality — Fastest encode; bit rate —
48 kbit/s; sampling rate — 44 100 Hz. MP3 compression pa-
rameters: format — PCM (uncompressed); sampling rate —
44 100 Hz; number of bits to count — 16; number of audio
tracks — 1 (mono). The used bit speed of 48 kbit/s is the mini-
mum allowable audio processing program at a sampling rate of
44 100 Hz in mono mode. After an MP3 compression attack in
mono mode, all markers without errors were detected and the
information bits encoded in them were restored without errors.

MP3 compression parameters in joint stereo mode were as
follows: compression quality — Fastest encode; bit rate —
96 kbit/s; sampling rate — 44 100 Hz; Mid/side stereo and
Intensity stereo are used. MP3 decompression parameters:
format — PCM (uncompressed); sampling rate — 44 100 Hz;
number of bits to count — 16, number of audio tracks —
2 (stereo). The used bit speed of 48 kbit/s is the minimum al-
lowable audio processing program at a sampling rate of
44 100 Hz in mono mode. The used bit rate of 96 kbit/s is the
minimum allowed in this audio processing program at a sam-
pling rate of 44 100 Hz in joint stereo mode. The joint stereo
mode leads to the fact that after the reverse conversion to
WAVE Stereo format, each of the two audio tracks will in-
clude not only for the most part (since after compression with
loss some data is irretrievably lost) the original audio track,
but also partially another audio track, which means that two
markers can be found in each of the audio tracks. Usually, the
lower the bit rate, the more audio tracks «mix» together and
the more likely it is to detect a marker from the neighboring
audio track in the analyzed audio track. After an MP3 attack in
joint stereo mode at a bit speed of 96 kbit/s after analysing 200
audio tracks (100 stereo audio signals) in which each of the
two markers was searched (thus, 400 checks were performed:
two markers were searched in each of the 200 audio tracks
after decompression, due to the possible introduction of a
marker from the:

e 14 times out of 400 times a marker brought from the
neighboring audio track was not found (this indicator is affect-
ed by bit speed);

e 0 times out of 400 times the original marker was not
found on the corresponding audio track;

e 11 times out of 400 times there was an error in establish-
ing synchronization with the introduced token (i. e. the intro-
duced token was detected, but its beginning was not correctly
defined);

o 3 times out of 400 times there was an error in establish-
ing synchronization with the original token (i. e. the original
marker of the corresponding track was detected, but its begin-
ning was not correctly determined).

However, when the bit rate was increased to 320 kbit/s, no
synchronization errors were found with the original token —
all original tokens were detected and all information bits were
correctly restored. It should be noted that at a speed of 320
kbit/s, the mixing of audio tracks as a result of compression
was so small that markers introduced from neighboring audio
tracks were not found in audio tracks after decompression.

ANALYSIS AND RESULTS OF STEGOANALYSIS
RESISTANCE EVALUATION

Using the computer model of the audio stegosystem, the
stability of the analyzed marking method to the least signifi-
cant bit method (LSB method) was assessed. This method of
stegoanalysis is a universal method, as it does not require
knowledge of the marking method. The method of stegoanaly-
sis of marked digital audio signals using the least significant
bit method is based on the assumption that if the ratio of the
number of units to zeros in binary bits of the analyzed binary
plane of the digital signal reference values exceeds some
threshold, it is likely that there is a hidden message in this bit
plane. Usually, the threshold is 1.1. It is taken as a threshold.
All 100 original digital audio signals have been labelled. All
bit planes of reference of marked digital audio signals were
analyzed. The sustainability of the developed marking method
to stegoanalysis was assessed under different sets of parame-
ters {Na, Ng, Ny, wack}:

e At N, = 1023, Ng = 31, N, = 30, Npjocr = 64 and em-
bedding force 0.1, the average value of the ratio of units to
zeros in binary bits along all 16 bit planes (musical composi-
tions were stored in files with 16 bit depth of reference values)
of all 100 analyzed musical compositions was 0.993058, with
the dispersion of this ratio equal to 0.00080572.

e At Ny =1023,Ng = 63,N, = 30, Npjp, = 128 and
embedding force 0.1, the average value of the ratio of units to
zeros in binary bits along all 16-bit planes (musical composi-
tions were stored in files with 16-bit depth of reference values)
of all 100 analyzed musical compositions was 0.997205415,
with the dispersion of this ratio equal to 0.000459767.

Thus, the developed marking method is resistant to LSB steg-
oanalysis, providing average values of the number of units to zero
ratios for all bit planes are much closer to 1 than to threshold 1.1,
while the variance of the average value is less than 1073,

ANALYSIS AND RESULTS OF THE ASSESSMENT
OF NOISE IMMUNITY OF THE TRANSMISSION OF MARKED
AUDIO SIGNALS THROUGH THE AIR AUDIO CHANNEL

The evaluation of the stability of the developed method of
marking digital audio signals to the interference of the air audio
channel was carried out based on the results of full-scale exper-
iments using a software and hardware laboratory unit. The soft-
ware part of the laboratory installation was realized in the
MATLAB environment. The hardware of the laboratory unit
was as follows: the AKG Lyra 4-capsule microphone in Tight
Stereo mode was used as an acoustic microphone, and two pairs
of Edifier R1280DB speakers were used as acoustic speakers.

Four Kasami sequences of the same length N, = 1023 were
used as vectors a4, o,, 03 and a, and four vectors B4, B, B3
and B, as Gold sequences of the same length Ng = 63 were
used. When constructing vectors y;, Y3, Y3 and y, as vectors
@1, @,, @3 and @, four different Kasami sequences of the
same length 15 were used, and the vector (1 —1) was used
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as a RZcode word; as a result, N, = 30. The size of the refer-
ence block was equal to Nyjocr = Z(NB + 1) = 128. At such
values of marker parameters and sampling rate of F; =44 100 Hz,
the transmission of one marker takes

NothlockNy ~891s
—Fs = . .

The value for the amount (determining the size of the anal-
ysis window) was taken to 8 093.

Two types of indoor field experiments were carried out to
assess the resistance to noise and interference of the air audio
channel. The first type of experiment included transmitting
marked stereo audio signals using a pair of speakers and sterco
recording of broadcast audio signals using a microphone lo-
cated in line of sight at a distance of 3 meters. The second type
of experiment included the transmission of two marked stereo
audio signals with two pairs of speakers and stereo recording
of broadcast audio signals using a microphone, also located in
line of sight at a distance of 3 meters. The second type of ex-
periment simulated a possible situation in practice when there
is a significant extraneous acoustic noise during broadcasting.

During the first type of experiment, each of the 100 source
stereo audio signals was labelled. Two markers were intro-
duced into each of the two audio tracks of the original digital
audio signal. If the duration of the audio signal was not
enough to introduce two markers, the audio signal was artifi-
cially extended by cyclic repetition from the beginning. At the
same time, markers in one audio track were separated from
each other in time by a protective interval of 10 % of their
own duration. Transmission (broadcasting) through the air
audio channel of different marked stereo audio signals was
carried out separately. Thus, 400 markers were transmitted
through the air audio channel. Speaker amplifiers were set to 4
out of 50 divisions — this gain was minimal, at which the
broadcast audio signal was barely audible. The results of the
first type of experiment showed that the developed marking
method is resistant to the influences of an air audio channel
when using Edifier R1280DB speakers and an AKG Lyra mi-
crophone located at a distance of 3 meters in line of sight.
Thus, all 400 markers were found and the information bits in
them encoded were correctly restored.

For the second type of experiment, 50 digital stereo audio
signals were randomly selected from 100 original stereo audio
signals, which were labelled. Two markers were introduced
into each of the two audio tracks. If the duration of the audio
signal was not enough to introduce two markers, the audio
signal was artificially extended by cyclic repetition from the
beginning. At the same time, markers in one audio track were
separated from each other in time by a protective interval of
10 % of their own duration. After marking, 25 pairs were ran-
domly formed from 50 marked audio signals. Each stereo au-
dio signal from the pair was broadcast to the air audio channel
simultaneously with another stereo audio signal from the same
pair using four speakers. This broadcasting of quadro-audio
signals, consisting of four audio tracks, simulated the situation
of significant extraneous acoustic noise. Thus, 200 markers
were transmitted through the air audio channel. Speaker am-
plifiers were installed on 10 out of 50 divisions. The second
type of field experiments showed that the developed marking
method is quite resistant to the influences of the air audio

channel when using Edifier R1280DB speakers and the AKG
Lyra microphone, located at a distance of 3 meters in line of
sight. As a result of the transfer, only three markers out of 200
could not detect and restore information.

CONCLUSION

The article analyzed and evaluated various indicators of
quality and stability of the combined method of marking digi-
tal audio signals, developed in articles [14—16]. The results of
hearing transparency analysis showed that the developed
marking method provides a signal-to-marker ratio of at least
20 dB, which is sufficient to prevent acoustic artefacts that
inevitably appear as a result of the introduction of markers
into digital audio signal. The results of the lossy compression
resistance assessment showed that in the case of MP3 com-
pression in mono and stereo modes, the embedded marker can
also be detected and the information transferred by it can be
restored. When MP3 compression is used in joint stereo mode,
then, due to the mixing of stereo audio tracks during compres-
sion, synchronization errors may occur, but when the bit rate
is 320 kbit/s, then there are no synchronization errors. The
results of the lossy compression resistance assessment showed
that in the case of MP3 compression in mono and stereo
modes, the embedded marker can also be detected and the
information transferred by it can be restored. When MP3
compression is used in joint stereo mode, then, due to the mix-
ing of stereo audio tracks during compression, synchronization
errors may occur, but when the bit rate is 320 kbit/s, then there
are no synchronization errors. The results of the assessment of
stegoanalysis resistance using the universal least significant bit
method (LSB method) showed that changes in digital audio
signals are such that the one-to-zero ratios in individual bit
planes of the marked digital audio signal do not exceed
threshold 1.1, which in the research article [13] is designated
as an indicator of the presence of a marker in digital audio
signal. The results of the experimental noise resistance as-
sessment of the air audio channel showed that it is possible to
steadily transmit marked stereo audio signals. Under the speci-
fied conditions of the experiment, it was possible to detect and
restore information sequences of 197 markers out of 200.
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Annomayua. B ctaTbe aHAJU3UPYeTCsl YCTOHYMBOCTL MeTOa
KOMOMHHPOBAHHOTO MAPKHPOBAaHMSI NH(POBLIX ayAHOCHTHAJIOB
K Npeo0pa3soBaHUAM M IOMeXaM, IPHMEHSIEMOI0 B ayJHOCTero-
CHCTEMAX € MHOKECTBEHHBIM (IIPOCTPAHCTBEHHBIM) BXOAOM H
MHOKECTBEHHBIM (IIPOCTPAHCTBEHHBIM) BbIX0J0M. B kauectBe
OCHOBHBIX XapaKTEPHCTHK YCTOHYHMBOCTH MCIOJIb3YIOTCH CJIe1y-
01IHe: CIyX0Basi TPAHCIAPEHTHOCTh (HeCABIINIMMOCTL MapKepa),
YCTOHYMBOCTL MAPKMPOBAHMS K C:KaTHIO ¢ moTepsmu (k MP3-
npeodpa3oBaHusIM), IOMeX0YCTOHYNBOCTH NMepeJadn Yepe3 BO3-
AyWHBbIH ayanokaHal. CTaThsl COAEPKHT KOJIHYECTBEHHBbIE
OLICHKH TOKa3aTeJieil ISl yKa3aHHbIX XapPAKTePUCTHK, MOJIyYeH-
HbI€ B pe3y/IbTaTe HATYPHBIX 3KCIIEPUMEHTOB U HMHTALIMOHHOIO
MO/ eJTHPOBAHUS.

Knrwouegvie cnosa: creranorpapusi, nudposoii ayauocursal,
KOMOMHHPOBAHHOE¢ MAPKHPOBaHHE, OLICHKA KadecTBa M YCTOIi-
YHUBOCTH, BO3AYLIHBIA aylHOKaHAJ, IOMEX0YyCTOIYHBOCTh INepe-
Ja4.
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Abstract. The object of the research is the analysis of the senti-
ment of the Russian-language corpus of texts. The subject of the
research is a comparison of the effectiveness of the approaches of
preliminary text cleaning before sentiment analysis. The aim of the
research is to develop a generalized method for preliminary data
cleaning to create a neural network model. A distinctive feature of
the proposed solutions is the use of modern and lightweight librar-
ies for the possibility of preliminary preparation of a text for train-
ing with a neural network, and the hypothesis of using a truncated
dictionary based on the assumption of data redundancy has been
tested. The results obtained show the usefulness of the developed
algorithm in terms of obtaining improved results in the learning
process and indicate that, due to its versatility, it can be extrapo-
lated for further use on other text data.

Keywords: mining, data analysis, sentiment analysis, neural
networks, text processing.

INTRODUCTION

Websites, social networks, micro-blogs are sources of a
huge amount of user information for analysts, entreprencurs
and scientists trying to extract useful information from a large
amount of user-generated text. Thanks to the feelings, emo-
tions, images contained in the texts, one can draw certain con-
clusions to improve the quality of service or the quality of the
services provided. For example, moderators of large Internet
services and platforms can find solutions for timely tracking
of violators by analyzing comments and user messages. For
these reasons, a vast area of neural network technologies is
aimed at developing systems for the automatic classification
of texts (for example, aspect extraction, opinion analysis, sen-
timent analysis).

Recently, significant progress has been made in the devel-
opment of various methods, starting with a rule base and ma-
chine learning to deep learning.

Despite the impressive results, the developed systems
work exclusively with the specifically considered language,
since the studied text corpora can have different dimensions,
and also include non-linguistic elements that impede the
analysis of data.

On the other hand, the nature of the content generated by
users in social networks requires more careful preprocessing [1]
before the stage of neural network analysis. In the field of tweet
sentiment analysis, most scientific articles have used the ap-
proach of learning from scratch on corpuses consisting exclu-
sively of thematic content, so that the models can eventually
better understand local jargon with a special lexical and syntac-
tic structure [2], as well as using abbreviations, punctuation
marks and emoticons, etc. The use of such approaches imposes

Grand PhD A. D. Khomonenko
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State Transport University,
Mozhaisky Military Space Academy
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two restrictions: the first requires a large body of text for train-
ing in Russian, and the second — the need for significant re-
sources and time to train models from scratch.

The approach described in this article allows testing the de-
veloped algorithm on a truncated corpus of texts and, if satis-
factory results are obtained, use it when obtaining results on an
integral corpus.

VECTOR TRANSFORMATION METHODS

The mathematical algorithms of future neural networks
work with numbers, therefore, in order to use the mathematical
apparatus for processing and analyzing text data, it is necessary
first of all to transform words and sentences into numerical vec-
tors, and preferably without losing semantic connection.

There are two main approaches to transforming a text doc-
ument corpus [3] into a vector space:

1. Thematic modeling allows you to find statistical hidden
patterns in the body of documents: latent semantic analy-
sis (PLSA), latent Dirichlet distribution (LDA).

2. Distributive hypothesis — linguistic elements with simi-
lar distributions have similar meanings. This approach includes
word embedding (WB) — a method that converts text tokens,
most often represented by words, into dense small-sized vector
representations trained on large unlabeled text corpora, where
each token in the system is linked to another within the context.
The Word2Vec model [4] proposed by Mikolov was an imple-
mentation of the word embedding method. The algorithm can
encode text using two main approaches: skip-gramm or bag-of-
word model [5]. The former predicts words in the surrounding
context starting from the current word, while the latter predicts
words based on the words surrounding it in the context. Also,
the Global Vectors approach, is a distributed computing model,
allowing you to code words faster on a large amount of data.

Ready-made vector representations obtained as a result of
transformations allow you to compare texts and search for rela-
tionships, to perform classification and clustering of texts.

NATURAL LANGUAGE PROCESSING

Natural language processing is a branch of data science that
deals with textual data that is used to analyze and solve business
problems. Before using the collected data for the analysis and
forecasting of user values, it is necessary to ensure their suita-
bility, their preliminary processing is important [6].

The ultimate goal of processing data in natural language is
to transfer this data to artificial intelligence (AI), which is capa-
ble of understanding human language. From a practical point of
view, processing can be thought of as a set of methods and al-
gorithms for extracting some useful information from text data.
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Today, there is a fairly large range of practical tasks where
natural language processing is required:

» machine translation of texts from foreign languages;

* automatic annotation of texts;

» classification of texts by categories (sentiment analysis,
spam filter, rubrication);

* chat bots;

* recognition of given entities.

TEXT PRECLEANING PROCEDURE
Raw data obtained using the official API (http://devel-
oper.twitter.com/en/docs/api-reference-index) or taken from
ready-made datasets contains heterogeneous information due to
the nature of colloquial speech, for example: emoticons,
hashtags, URLSs, phone numbers, numbers without context, dates,
etc. An example of some noisy messages is shown in Table 1.

Table 1
Example of background information

Wnrepuer ysxe 5 neHp He padoraer :(

RT @supreme_fm: Xouy taty :( http://t.co/2LuWQRS5H3

INouemy MHOrUM HpaBUTCA 4TO 4 Uty ? 5 sxe HUYero kpy-
TOTO He 3anuchBaio :( A TeM BpeMeHeM 0alyIiKa oIaTy ki
JKAPUT :3 HO 3TO yiKe Jpyrasi UCTOpUs

MHe HpaBUTCSI TOTOBUTB, HO HE HPABHUTCS, YTO s 4acTO pe-
’KYCh HOXOM HJIM YACTIIIKON IJIs KapTOLIKH :( #ieqansoena

O0benach 51 30J0TUCTOM JKapEHOW KAPTOLIKH U KBAIICHOM
KaIlyCThI ¢ KPaCHBIM JIyKOM I0J MaciaoM. BkycHo, HO 3aueM
TaK MHOTO ;(

51 cKOpO YHHYTOXKY CBOH Telle)OH MOIHOCTBIO, OILITH €ro B
JyKy TpOXHYyJa (

This work uses a set of procedures to transform chaotic in-
formation into a more traditional and understandable form. The
sequence of actions for each procedure does not depend on spe-
cific language features [7]. Actions are usually based on linguis-
tic rules contained in conversion tables or regular expressions.

The data must be preprocessed to perform mining tasks. First,
you need to perform preprocessing of the text, which includes:

1. Removing punctuation marks and specials characters.
Punctuation marks and other special characters should be re-
moved to eliminate inaccuracies in determining polarity. In
some cases, signs can stick together with words and be incor-
rectly identified in dictionaries, which makes them inaccessible
for analysis.

2. Removing URL's. Typically, URLs are not used to ana-
lyze sentiment in informal texts. For example, consider the fol-
lowing sentence «I went to the site funny-jokes.rf, because I'm
bored», which is negative, however, due to the presence of the
word «funny» it can become neutral, and this is a false-positive
result. To avoid this kind of collision, you need to remove the
URLSs beforehand.

3. Removing stop words: conjunctions, interjections. Words
like what, like, like, etc. will not affect the polarity of expres-
sions; to reduce the computational complexity, it is worth get-
ting rid of them. Python contains stoplists for different lan-
guages in the NLTK module.

4. Removing forwarded references. Such references are
usually marked with the name of the original author plus the
letter combination RT. In a thematic analysis, additional infor-
mation for statistics can be obtained from this data, but in sen-
timent analysis it is redundant (Fig. 1).

5. Breakdown of offers into tokens. Typically, this is the
process of separating individual words into an array, separated
by punctuation marks and whitespace.

6. Normalization of words. Normalization is the process of
bringing words to their standard morphological form, which is
implemented by the stemming method — the method of elimi-
nating the endings of words, or lemmatization — bringing a word
to its normal (dictionary) form («is» — «to bey, «written» — «to
write») [8].

7. Removing number sequences. The use of numbers in the
analysis can increase the size of the studied vocabulary, which
will complicate the process of training the model on unneces-
sary data.

To solve the problem, a universal pipeline (method) was de-
veloped, which can be used for preliminary text cleaning in any
of the projects under study. It includes all of the above stages of
processing textual data written in the form of regular expres-
sions, as well as splitting into tokens and applying lemmatiza-
tion or stemming methods to choose from (Fig. 1).

def preprocess_text(text):
text = text.lower().replace("&", "e")
text = re.sub('((ww\.[*\s]+) | (https?://[*\s]+))",

'url', text)

text = re.sub('@[*\s]+', '', text)

text = re.sub('(?:(?:\d+, ?)+(?:\.2\d+)?)"," ',text)
text = re.sub('[“a-zA-Za-sA-A1-9]+', ' ', text)
text = re.sub(' +', ' ', text)

text = re.sub('[a-zA-Z]+', '', text)

text = re.sub(" \d+", " ", text)

tokens = []

for token in text.split():
if token and token not in stop:

token = token.strip()
token = stemmer.stem(token)
token = morph.normal_forms(token)[@]

tokens.append(token)

text = ' '.join(tokens)

return text.strip()

Fig. 1. Data preprocessing pipeline

It is also worth noting that the processing time by truncating
the endings is several times faster than searching for a diction-
ary form. If you sacrifice quality for speed you can opt for the
Snowball algorithm otherwise it is better to use a lemmatizer.

COMPARISON OF TEXT NORMALIZATION ALGORITHMS

There are two types of stemmers in the NLTK library —
Porter's stemmer and Snowball [9], the second, in turn, is an
improved version of the first, and we will test it on an array of
sentences. After processing as a basis, we get a lot of non-dic-
tionary words. Unlike the previous approach, lemmatization
shortens a word to its dictionary form and in most cases is se-
mantically complete (Table 2).

Humennexkmyanvnvle mexuonozuu na mpancnopme. 2022. Ne 3 69



Intellectual Technologies on Transport. 2022. No 3

Table 2

Comparison of text processing by stemming
and lemmatization

Lemmatization
(word processing)

Stemming
(word processing)

'MoJTlyda OCTOPOXKH KOTJIETK
NepeKiIabBa Ip Hocya

['momydarbcss OCTOPOXKHO — KOT-
JIeTKa MepeKsIabIBaTh Ap nocyaa'

' JMHCTBEHHBIH paccTpanBaTh
Oany  HEBO3MOXKHOCTb CXOIMTh
KUHOTEATp APyl  HHTEPECHbIH
¢$mwipM'

'IMHCTBEH paccTpauBa 0an
HEBO3MOXXH CXOJ KHHOTEaTp
npy3 uHTepecH Guibm'

'GazapH cerogH crpamuBa | '0a3apHOB CETOAHS CIIpAIINBaTh

CyILlI IApEeH BEC KI' CKa3a IOp | CYLIUTHCS IIApEHb BECUTb KI' CKa-

o' 3aTh 1opa Jjozaa'

'MaJIoBar I0Jy4a He3100uH' 'MaJIOBaThII I10JIy4aThCs
HE3JI00uH',

'7TF00JT BCEM TBO UCTEPHK COJI-
HBIIIK'

'TFOOUTH BECh TBOW HUCTEPHK COJI-
HBIIIKO']

The next section displays experimental data run through the
NLTK Snowball and MorphAnalyzer modules. The strengths
and weaknesses of each approach are identified.

VECTOR TEXT REPRESENTATION

In most mining tasks, after the text cleanup stage, we create
a dictionary of index mappings, so that frequently occurring
words are assigned a lower index, and then the word appears
less frequently in the text corpus. One trivial solution would be
to use a combination of the split () and strip () methods, splitting
the input data stream into individual words and writing them to
an array. Then, using the Tokenize module, we encode a ran-
dom array of words into a vector, where the total TF-IDF coef-
ficient is calculated for each word, and then we update the dic-
tionary based on the list of received tokens by calling the
fit_on_texts () method.

RESULTS OF STATISTICAL TESTS
OF ALGORITHMS FOR ONE DATASET
Additionally, let us analyze the length of the records loaded
into the array after the stage of splitting into tokens (Fig. 2). The
figure shows a histogram that shows the distribution between
the number of records and their corresponding length (by
words).

7000 — count 20000. 000000
mean 6.464250
6000 std 3.891876
min 0.000000
%000 25% 4.000000
4000 50% 6.000000
75% 8.000000
3000 max 26.000000
2000 dtype: floathd

1000

0 5 10 15 20 5

Fig. 2. Sampling before deleting unnecessary records

The average length of a message in the corpus is 6 words. A
number of records have zero length. The presence of these val-
ues in the data array will not have any effect on the learning
process of the model [10], it will only become redundant infor-
mation. We also make a hypothesis that in the presence of sen-
tences from 1 token there is a possibility of incorrect interpre-
tation of the polarity, it follows that at the stage of preliminary
data preparation, a check for the length of the loaded records
should be added.

Based on the condition specified below, we check the initial
data set and write into the new array only those sentences that,
after the preprocessing stage, have more than two words:

sentences] =[]
labels1 =]
for id,item in enumerate(sentences):
if len(item.split()) >= 2:
sentences1.append(item)
labels1.append(labels[id])

assert len(sentences1) == len(labels1)

After preparing a new dataset, let's build a histogram (Fig. 3)
to check the condition's performance.

|| count

mean
std

18653. 000000
752908
897936
0060000
25% 200000
50% 2ee0ae
75% 9.000000
max 26.000000

0 5 10 15 0 %

6000

5000
min
4000

[T R N

3000

2000

1000

Fig. 3. Fetch after deleting unnecessary records

As you can see from the graph, words and their correspond-
ing labels were removed, where there were no tokens and to-
kens less than three. Within a small number of test records, this
may seem like an unnecessary step, but on a large body of texts,
this can lead to dirty statistics. A sample of 20 000 records was
taken as a basis, after deleting records that do not meet the con-
dition, 18 653 remained. It is necessary to establish whether
there is a difference between a more extensive dictionary or a
better quality.

The next step involves building a neural network model
based on long-term neural memory LSTM [11]. Its advantages
include fast scanning and acceptable learning speed. However,
it is not suitable for repeated training on different parameters
due to its peculiarity to remember the states in past sessions. As
a temporary solution to reset the weights, it is necessary to com-
pile the trainable model each time.

The results of cross-validation in terms of accuracy for mod-
els trained using different text processing techniques are shown
in Table 3. In the first case, the source text was divided into
tokens, each of which was reduced to a stem or to a dictionary
form, depending on the user's choice. These tokens became the
vocabulary for future network learning. In another case, all the
same stages except for those n-grams that contained less than 3
words.
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Table 3
Results of cross-validation in training models
Data set Epoch | Epoch | Epoch | Epoch | Epoch
20000 words No. 6 No. 7 No. 8 No.9 | No.10
n-gramma
>=(+lemmati- | 0.7601 | 0.7962 | 0.8192 | 0.8369 | 0.8569
zation
negramma - 2934 10,8035 | 0.8215 | 0.8443 | 0.8582
>=(+stemming
n-gramma
>2+lemmatiza- | 0.7852 | 0.8097 | 0.8278 | 0.8497 | 0.8638
tion
MCErAMma | 7844 | 0.7844 | 0.8309 | 0.8480 | 0.8566
>2+stemming

By the tenth epoch of learning, an approach that includes
skipping n-grams (where n <= 2) and lemmatization at the pre-
processing stage gives an accuracy advantage over the rest of
the techniques under consideration.

CONCLUSION
Our studies have shown that training a neural network on a
training dataset containing sentences longer than 2 tokens and
processed by the lemmatization method gives a small increase
in the training accuracy at higher epochs compared to the orig-
inal (unprocessed) dataset, and also has a more intensively de-
creasing function losses (Fig. 4).
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Fig. 4. Data processing + lemmatization

This difference is due to a more accurate distribution of weight
coefficients [12] between neurons in the process of training the
network. If we compare the use of an abbreviated or full vocabu-
lary on stemming, then the difference becomes insignificant to-
wards the achievement of the later eras of learning (Fig. 5).
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Fig. 5. Data processing + stemming

It is proposed to further study natural language processing
algorithms on an existing dataset with subsequent n-gram net-
work training, as well as improve the preliminary text cleaning
algorithm for the following: automatic replacement of toxic
words or selection of appropriate synonyms, replacement of
double letters with single letters, replacement of jargon words
with commonly used ones, as well as encoding emoticons and
converting them to a common number format to improve accu-
racy and reduce losses in the process of training the model.
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Oco0eHHOCTH npeaABAPUTEILHOU
00pa0dOTKH TEKCTOBBIX JAHHbIX
IPY AaHAJM3€e TOHAJbHOCTH TEKCTOB

H. E. Koceix, U. A. Monoaxua

[erepOyprckuii rocy 1apCTBEHHbBIH YHUBEPCHUTET
nyTel coobmenus: Mimneparopa Anexcanzpa I
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nikitosagi@mail.ru, molodkin@pgups.ru

Annomayua. O0beKT NcCIe0BAHNS — AHAJIN3 TOHAJIBHOCTH
PYCCKOSI3bIYHOTO Kopmyca TekcToB. IIpenmer mcciaenoBanus —
cpaBHeHue J(P(PeKTHBHOCTH NOAXOA0B  NpeIBAPUTENbHOM
OYHMCTKH TEKCTA Mepes aHAIU30M ToHAIbHOCTH. Llesb nuceaenosa-
HHUS — pa3pabdoTka 0000LIEHHOI0 MeT0Ja INpeABAPUTEIbHOM
OYHMCTKH JAHHBIX ISl CO3IaHUS MO e/ HelipoceTH. OTINYUTEIb-
HOIi 4epToii npeI0:KEeHHbIX pellleHUii siBIsieTcsl UCNOb30BaHHue
COBPEMEHHBIX M JIETKOBECHBIX OHMOIMOTEK /151 BO3MOKHOCTH
npeJBapHTeILHON MOAr0TOBKE TEKCTa K 00y4YeHHIO HelipoceThbIo;
TaK:Ke anpo0MPOBAHA THIOTE3a HCIOJIb30BAHUS YCEYEHHOI0 CJI0-
Bapsi HA OCHOBE NPEANO0JI0KeHUs 00 U30bITOYHOCTH JaHHBIX. ITo-
JIy4eHHbIE¢ Pe3yJIbTAThbI MOKA3BIBAIOT IO0JIE3HOCThH pa3padoTaH-
HOI'0 AJITOPUTMA C TOYKH 3PEHHs] MOJYyYeHHs YJy4YIICHHBIX pe-
3yJbTATOB B IpoLecce 00y4eHUs U YKA3bIBAIOT HA TO, YTO Os1aro-
Japs cBoeil yHMBepCaJIbLHOCTH OH MOKeT ObITh IKCTPANOJIHPOBAH
75 AajbHelero MCroJib30BaHUs HAa JPYTUX TEKCTOBBIX JaH-
HBIX.

Knrouesvie cnosa: ﬂHTeJ’lJ’leKTyaJ’leblﬁ aHaJ/Iu3, aHAJU3 JaH-
HBIX, CeHTHUMEeHTHBI aHaJIu3, Heﬁpom{me CeTH, 06pa60TKa TEK-
cTa.
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A Few Remarks About the Most Important
Element of Metrology — Person

Grand PhD V. A. Smagin

International Informatization Academy
Saint Petersburg, Russia
va_smagin@mail.ru

Abstract. The article considers a person as an element of me-
trology. His functional duties and specific actions are not taken
into account. The metrologist is presented as a two-phase system,
including two stages of the life cycle, the first cycle of which is a
phase of concentration - work for effect, the second cycle - a phase
of chaos, consisting in the restoration of spent energy to continue
the first phase. A formal model of a person-metrologist is pre-
sented. The duration of the inter-verification period, optimal in
terms of the availability factor, and the average number of object
repairs per one year have been determined. With the help of the
real model the average age of the person operator in terms of max-
imum availability, with and without preventive periods has been
determined. In the formal and real person-operator models, the
distribution of person lifespan is determined by the statistically ex-
treme Weibull distribution law. From the formal point of view the
chaos environment is characterized by a probability distribution
function opposite to the concentration environment distribution
function according to P. Levy.

Keywords: metrologist, metrology, two-phase system, concen-
tration environment, chaos environment, average failure rate, con-
centration function, concentration assurance.

INTRODUCTION

Metrology traces its history back to ancient times, but only
in the XX century did it become one of the main fundamental
sciences. Metrology is divided into three main sections. Theo-
retical, or fundamental — considers general theoretical prob-
lems (development of the theory and problems of measuring
physical quantities, their units, measurement methods). Applied
— studies the issues of practical application of theoretical me-
trology developments. She is in charge of all issues of metro-
logical support. Legislative — establishes mandatory technical
and legal requirements for the use of units of physical quanti-
ties, methods and measuring instruments.

It is appropriate to raise the question of the main element of
the science of metrology - the metrologist. In foreign and do-
mestic literature, many works are devoted to the person opera-
tor [1-10]. Basically, they deal with aspects of the interaction
of a person and a team with hardware and software systems.
However, in our opinion, studying the elements of metrology
(such as standards, measuring instruments) and their practical
significance, we have the right to consider the most modern me-
trologist from a technical point of view as a metrological ele-
ment, and in a broader sense - as a living metrological system.

Grand PhD V. P. Bubnov

Emperor Alexander I St. Petersburg State Transport University
Saint Petersburg, Russia
bubnov1950@yandex.ru

The aim of the article is to study the person metrologist as a
metrological element.

FORMAL MODEL OF A PERSON METROLOGIST

First, let us consider a prototype of a model — a technical
model — using the example of «average failure rate and avail-
ability factor of a measuring device, taking into account its
metrological checks» [11]. To assess the reliability of restored
objects, the reliability indicator is used — the average failure
rate [12].

In this article, the average failure rate of recoverable objects
is considered under the condition that periodic preventive
maintenance is carried out at the facilities. It is assumed that
during restoration and prevention, the object is restored com-
pletely to its original state.

The article posed the task of determining the average failure
rate of an object on which state checks can be periodically car-
ried out. With them, the object could be in a functional state,
but requiring updating, for example, by adjusting its parame-
ters. When a failure was detected, the object was replaced with
anew one. An integral equation was derived for the correspond-
ing average failure rate of the object, and its properties were
investigated. The purpose of the article was to establish the first
connection between the reliability indicators of hardware and
software objects with metrological indicators that make up a
necessary part of ensuring the quality of objects.

The following designations were adopted: (t) — average
failure rate; a(t) — probability density of time to failure;
Q(t), P(t) — likelihood of failure and the likelihood of fail-
ure-free operation; U(t) — function of time distribution of the
beginning of verification; v(t) — density of the probability of
the duration of the verification and adjustment of the parameters
of the object; g(t) — distribution density of the recovery time
of an object after a failure; T — moment of the appointment of
the first verification; 6 — moment before the first failure occurs.

The average failure rate was determined by the sum of three
components corresponding to the following inconsistent events:

- there was exactly one refusal of the object in time t, pro-
vided that verification was not scheduled during this time;

- there were several object failures within t time, provided
that the first failure occurred before the appointment of the first
verification;
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- there were several object failures within t time, provided
that the first verification was scheduled before the first failure
occurred.

Then the expression for the average failure rate took the
form:

o) =a®)x[1-U®)]+

+ ft[l —U@®)] xalt) X ot —1)dt+ @Y
0

+ ftu — ()] X fmv(e) X o(t — T — 0)d0dU ().
0 0

Expression (1) is obtained under the condition that after re-
fusal and verification, the object is replaced by a serviceable
(new) one instantly. The control over the state of the object's
elements is perfect. For (1), the Laplace transform of the mean
frequency is determined:

o @' (s) )
YO e v e @
where
a*(s) = fooa(z)[l —U(2)]e %% dz;
b*(s) = f [1-0Q(2)]e*dU(z). 3)
0

The image of the probability density of the duration of the
verification and adjustment of the object parameters was repre-
sented by the sum of two random components, therefore the La-
place image is equal to:

vi(s) = u'(s) Xr(s), (4

where u*(s), r*(s) — are the images of the time densities of
verification and adjustment. In practice, checks on objects are
carried out regularly, so it makes sense to consider a degenerate
distribution as U (t), 1. e.

vo=(243T

where T — the period between adjacent verifications.

From expression (2), taking into account formulas (3)—(5),
under the condition of long-term operation of the object, a
steady-state value of the average failure rate was obtained:

QM)

o, T) = ,
o) Jy P(2)dz + t,, P(T)

(6)

where t,,,, — average duration of one verification with parame-
ter adjustment.

Reasoning in a similar way, we got o(t), ©*(s), o(xo,T)
for a situation when the restoration of an object was not per-
formed instantly, but after a random time:

o) =a®1-U®)] +

+ f ‘- u) f @0t — 1 — Odoa@di+  (7)
0 0

+ f ‘M- 0] f )0t — 1 — 0)dodU (D)
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where t, — is the average recovery time of the object.

From expressions (6) and (7), provided that verification is
not performed (T — ), there follow the known special cases
of stationary values of the average frequency:

_ 1
wlo,®) =7
1
(}‘)(w’ m) = tav + tT 1

where t,,, — is the average time of no-failure operation of the
object.

USE CASE ®(x, T)

It is required to determine the optimal in terms of availabil-
ity factor the duration of the calibration period T, and the aver-
age number of repairs n,, of the object per one year, if the dis-
tribution law of the object's operation time to failure is
Weibull's law with the parameter values:

Ao =1x10"5h7*, k = 2.5.

The average time to repair an object after a failure is t, = 10 h,
and the average duration of verification and adjustment of the
object's parameters is t,,, = 2 h. It is easy to verify that the sta-
tionary value of the facility availability factor is:

fOT P(z)dz

K. = K;(0,T) = ,
¢ = Ke (e ) [T P@)dz + t,Q(T) + t,, P(T)

®)

where P(t) = et Q(t) =1 - P(b).
The quantity Ty, leading to the maximum (7) satisfies the
equation:

tr — tur

t To
L x(TO)f P(2)dz + P(Ty) , 9

in which A(t) — is the failure rate of the object.

It should be noted that expressions (8) and (9) coincide with
expressions obtained in [13] in a different way.

The results of calculations according to formulas (7) and (8)
are shown in Figure 1. The maximum value of K; = 0,95 is
achieved at T, = 50 h. The average failure rate of Ty = 50 h
corresponds to the average frequency of failures (e, Ty) =
0.00351 per hour. The average time of no-failure operation of
the facility without verification is T,,, = 89 h, and with their
verification is T,, = 285 h. The average expected number of
repairs of the facility during the year without carrying out
checks n, ~ 100, and with their carrying out n, ~ 31. The total
operating time of the facility during the year increases by an
average of half a month.
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Fig. 1. Dependences of the average failure rate ®
and the availability factor of the object K on the duration
of the period T between checks

Let us consider a rather small inverse problem of metrology:
how, for a given availability factor, to determine the require-
ment for the value of the average duration of verification and
regulation of an object? For this, from expression (8) we find
the value t,,,-. It will be represented by the expression:

R P@dz 1-K, Q)
Y P(T) Ko TP’

(10)

It is also possible to represent the solution of equation (8)
with respect to t,,,- in the form

tu,ztr<1_ 1 )
ATo) [2° P(2)dz + P(T,)

Graphical representation (10) is shown in Figure 2. It fol-
lows that the inflection point coordinate t,,(50) = 2.055h
corresponds to the optimal solution.

We have considered an example of a typical operation of a
complex technical system. Let's make one remark that this ex-
ample is not typical for a person — a measuring device.

The remark concerns the fact that the standard devia-
tion (RMSD) is not typical for the life of a person who is in both
normal and stressful situations. The calculation shows that with
an average device lifetime of 89 hours, not years, the standard
deviation is 38 028 hours. Replacing the unit «hour» with the
unit «year» clarifies the remark made. Therefore, based on the
Weibull distribution, we will select an example that is real for a
person — a measuring device.

tur(T)

(=R \° e N B =)

Fig. 2. Dependence of the duration of one verification
with the adjustment of parameters on the duration
of the period T between verifications

REAL MODEL OF PERSON METROLOGIST

So, we define the distribution of the life time of a person
metrologist by the Weibull distribution law F(x) = e_}‘ox"k,
extreme in statistics. Let's select the values of the following pa-
rameters: Ay = 1 X 107° year, k = 2.8. Then the average age
of the metrologist is v; = 54.4 year; the second initial moment
is v, = 3 307.4 years and the standard deviation of the age is
o = 21.0 year. This means that the period of his career is in the
range from 33.4 to 75.4 years. We also take the value of the
average duration of recovery of a person metrologist after an
illness t, = 3 months and the value of the average duration of
his preventive maintenance during the period of work
t, = 1 month.

Applying the calculations of the previous article material,
we get the following graphical results. Figure 3 shows a graph
of the readiness function, and Figure 4 shows a graph of the
average failure rate (disease) of a person metrologist. Figure 5
shows the probability of continuous work of a metrologist dur-
ing his life.

0.98I~ .

0.96 N
K (e, T)
0.94 n

0.92 .

0.0l I I I I
0 10 20 30 40 50

T

Fig. 3. Ready function

Years are indicated along the abscissas of all graphs. Based
on the graph in Figure 3, it can be argued that the maximum
availability factor K;(o,25) = 0.993 is achieved with the
value of the optimal periodic preventive maintenance Ty, = 25
years. In this case, the average frequency of failures (diseases) is
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Fig. 4. Dependence of the average frequency
of failures (diseases) of the metrologist on the duration
of the period T between verifications
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Fig. 5. Probability of continuous trouble-free operation
of the metrologist depending on the lifetime

(o, 25) = 3,212 x 1073 year™1. Figure 5 shows a graph of
the probability of continuous trouble-free operation of a metrol-
ogist depending on the number of years. The results of calcula-
tions according to formulas (7) and (8) in relation to the initial
data of the model of a person operator, presented in Figures 3
and 4, lead to the following additional quantitative data: if the
average age of a person metrologist, excluding preventive
maintenance, is v, = 54.4 year, of service it will be

1/0)(00’ 25) year™! = 311.333 year. The average number of

required restorations in one year will be 1/54.277 = 0.018
once. Taking into account preventive maintenance with an op-
timal frequency of 1/311.333 =3.212 X 10™3 within one
year, it will be 0.018 X 0.25 = 4.5 x 1073 years. Time costs
per year for treatment will be on average

3.212x 1073 x 1/;, = 2.677 x 107* years.

Thus, the gain in time to restore health per year will be on av-
erage (4.5 X 1073)/(2.677 x 10™*) = 16.81 times due to the
periodic preventive maintenance of a person metrologist. These
conclusions apply only to those setting data of the example that
we have given.

ON THE RELATIONSHIP BETWEEN THE DISTRIBUTION
FUNCTIONS OF CONCENTRATION AND CHAOS

Unlike technical and software systems and their elements —
measuring devices, which can function when working as in-
tended or be restored, the measuring system «person metrolo-
gist» can also be in the two named states, but these paired states
are different. If the first systems are restored in their inherent
technical environment, then the second, according to their
states, can be attributed to systems of a seasonal type. After they
leave the state of work in a technical environment, they find
themselves in a different environment that differs from the first
in another property. If the systems of the first type are associ-
ated with the phenomenon of concentration of the produced
product, with the receipt of a significant effect, then the systems
of the second type, on the contrary, are associated with libera-
tion from the process of concentration of the product, but on the
contrary, they are removed from this need for production, go
into a state of rest, relaxation, organized indifference, roughly
speaking — controlled chaos.

Here, chaos is understood as the acquisition of such proper-
ties, without which it is impossible to return to systems that
have the properties of the first systems. Namely, if the systems
periodically change the indicated properties of the two named
systems, but on the whole pass from one type to another and
vice versa, then we call such systems seasonal. The seasonality
of systems is the basis of the life cycle, their dialectical unity.
Thanks to it, the economic growth of the state, progress in civ-
ilization, science, the welfare of the nation, its defense capabil-
ity and others are possible.

AN ABSTRACT EXAMPLE

The subject, functioning in the concentration mode with pa-
rameter t;, and duration x;, has developed N. M. Sedyakin's re-
source 1, [14]. Subject then entered chaos mode with parameter
t, to restore the consumed resource. How long should it be in
chaos mode, x,, in order to restore the spent resource in con-
centration mode?

Formally, the modes are represented, as follows from the
material presented [15-16]:

Qr(xy) = rr%gx(F(tk) — F(ty + x, +0)),
Wi (xy) = max(F(te) = F(tx + %, + 0)),

where Qp is the concentration distribution function, Wj is the
chaos distribution function, F is the concentration resource
function.

Recall that resources are defined as:

{T'QF(xk) = —In(1 - Qp(xx))

Wi () = — In(1 — We(x,)). an

Sets [ti], [t,] are formed separately to solve the subject's
problem. These sets can be used to implement various options
for restoring the value of the lost resource of the metrologist's
working capacity.

Taking into account the economic costs, it is possible to con-
sider the optimal strategies of the seasonal type. Try to solve a
similar problem. The question is not only how to determine the
value of the restored resource, but how to make up for the loss
of a part of the concentration resource. Or will it resume itself
after the metrologist's preventive maintenance? But even in this
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case, it is of interest how the concentration function will change.
In the simplest case, using formulas (11), one can solve the fol-
lowing problem. Knowing the value of the spent resource in the
concentration mode rQr(xy), , one should substitute it instead
of rWig(x,) in the chaos formula and solve the resulting equa-
tion regarding the determination of time x,in the chaos mode.
And then perform a reverse recalculation of this time, using the
equalities of the resource values in these two modes and find a
new time value x;, and the corresponding resource value in the
concentration mode. Add this value of the resource with the
value of the previously residual resource in the concentration
mode. Draw conclusions about further changes in the regime.

Example. We use the third subsection of the article. We will
express all numerical data in hours, passing from measurement
in years to hours (1 year = 8,76 x 103 hours).

Suppose that the metrologist performed work in the envi-
ronment of concentration described by the concentration func-
tion of P. Levy

Qr(xy) = m;'l:lx(F(h +x,+0)— F(h)) ,

during the time x;, = 60 h with the set parameter h = 30 h and
moved into the environment of chaos, described by the chaos
function

W () = H}llaX(F(hl) —F(hy +x; + 0)) )

to restore his lost performance. Question: how long will it take
to restore the lost operational resource and return to continue
working in concentration mode? (In this case, he will add the
value of the restored working capacity to the value of the resid-
ual, saved working capacity in the concentration mode.) The
working capacity will be represented in the sense of N. M. Se-
dyakin's resource. The service life in the concentration mode
will be designated as rq(x) = —In(1 — Q(x)). The total po-
tential resource will be equal to rg(c0) = 2.053. The worked-
out resource is equal to rq(60) = 1.719. The residual resource
in the concentration mode is rqo = rq (o) — rq(60) = 0.334.
The recovery time of the resource in the chaos mode will be
determined by solving equation

Tw(xy) = In(1+ W(x,) +rq(60) =0.

To do this, we will find a solution to the operator:
xo = 60
Given

In(1+W(xy)+1.719 = 0(15)
Find(x,) = 64.514.

Thus, the consumed resource is equal to:
rw(64,514) = —1.719.

Changing the sign of the resulting number to the opposite
and summing it up with the residual resource, we get:

1.719 + 0.334 = 2.053.
This is the initial potential resource.

CONCLUSION
An attempt is presented to consider a person metrologist as
a recoverable element of the metrological system. Two stages
of its life cycle as a seasonal system are investigated. The first
stage consists in the direct fulfillment of the functional duties

of metrology. The second stage of the cycle is associated with
the restoration of the metrologist's working capacity, his health,
without which it is impossible to ensure the further working ca-
pacity of the metrological system and obtaining the target ef-
fect. If this stage is associated with the implementation of the
concentration function in the corresponding environment (we
will call it the concentration environment), then the second
stage is associated with the opposing environment (we will call
it the chaos environment) associated with the provision of the
first environment. From a formal point of view, the environ-
ment of chaos is characterized by a probabilistic distribution
function opposite to the concentration function of P. Levy, and
is called by his name [15, 16].

More complex chaos processes are not covered in the arti-
cle. Within the limits of restrictions, a quantitative relationship
between the stages is established and a formal way of realizing
this relationship is proposed. A simple example of the interac-
tion of a concentration environment with a chaotic environment
is given.
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Hecko0JbK0 3aMeYaHUM 0 CAMOM BAKHOM
3JIEMEHTE METPOJIOTMU — YeJIOBEKe

n.T.H. B. A. Cmaruu

MexayHapoaHas akageMus nHGopMaTH3auH
Cankt-IlerepOypr, Poccus
va_smagin@mail.ru

Abstract. B cratbe paccMaTpuBaeTcsl YeJOBeK KaK 3JeMeHT
MeTpoJiorud. PYHKIHOHA/IbLHbIE O00S3aHHOCTH W KOHKpPETHbIe
JeiiCTBHS ero He NPMHUMAIOTCS BO BHMMaHue. MeTpoJor mpea-
cTaBjsieTcsl Kak AByXga3Hasi cucTeMa, BKIOYAOMIAsA ABa Tana
“KH3HEHHOTI'0 MK/, NEePBbIi IHKJI KOTOPOii ecTh (pa3a KOHLEH-
Tpauuu — padora s noaydeHus dddexra, BTOPOil HUKI —
(daza xaoca, 3ax/04aIasics B BOCCTAHOBJCHUH IOTPAYeHHBIX
CHJI ¢ IeJIbI0 IPOJoJIsKeHUs nepBoii ¢a3bl. Ilpusoaures popmann-
Hasl MofieJIb 4YesloBeKka-MeTposora. Onpeensiercsi ONTHMAJIbHAS
no k03(p¢GHuUNEHTy rOTOBHOCTH MPOAOKHTEIbHOCTh MEXKIOBe-
POYHOI0 MepHoJa U cpeJHee YHCJIO PEMOHTOB 00bEKTa 3a OJUH
roa. Ilpn momMouy peajbHOIi MoJesin onpe/e/sieTcs: CPeHUI BO3-
PACT 4eJI0BeKa-0NepaTopa ¢ TOYKH 3peHHs MAKCHMAJbHOIO KO-
3¢ GUIHEHTa TOTOBHOCTH, ¢ Y4eTOM NPO(PMIAKTHYECKUX NEepHO-
noB 1 0e3 HuX. B (popmanbHOii U peasbHOIl MoeasIX YeJOBeKa-
onepaTopa pacnpesieJiecHie BpeMeHH KU3HH 4YeJ10BeKa oIpees-
eTcsl IKCTPeMaJbHBIM B CTATHCTHKE 3aKOHOM paclpejeaeHust
Beiidyanaa. C ¢popManbHOi TOYKH 3peHHsI cpeia Xaoca XapaKTe-
pu3yeTcsi BepOSITHOCTHOH (yHKIHMell pacnpeiesieHUs, TPOTHBO-
MOJI0KHOM GyHKIMM pacinipeaeseHus cpeabl kKoHuenTpauuu no I,
JleBu. Onpenensiercsi KOJIUYECTBEHHAS CBA3b MEXKAY ITalaMH U
npemiiaraercs GopMajbHbIi MyTh peaju3anuu 310ii cszu. [pn-
BeJleH NpocTeiuii NpuMep pacyeTa BOCCTAHOBJICHUS HCXOJHOIO
pecypca (a3bl KOHIEHTPALUH.

Keywords: wmetpoJior, merpoJiorusi, AByx¢asHas cucrema,
cpela KOHHIEHTPAIUH, Cpelda Xaoca, CPeqHsisi 4acToTa 0TKA30B,
(pyHKIMSI KOHIEHTPAINH, o0ecnieueHne KOHIEHTPAIINH.
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