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Методика обоснования тестовых 
информационно-технических воздействий 

при анализе защищенности объектов 
информатизации железнодорожного 

транспорта 
Г. Е. Смирнов 

Санкт-Петербургский государственный электротехнический университет «ЛЭТИ» им. В. И. Ульянова (Ленина) 
Санкт-Петербург, Россия 

science.cybersec@yandex.ru 
 

Аннотация. В статье рассмотрены основные информаци-
онные системы и объекты информатизации железнодорож-
ного транспорта. Показано, что они являются ключевыми 
объектами критической информационной инфраструктуры 
Российской Федерации, а анализ состояния их реальной за-
щищенности — важной государственной задачей. Предло-
жено проводить анализ защищенности за счет использования 
тестовых информационно-технических воздействий, анало-
гичных воздействиям, которые прогнозируются к примене-
нию злоумышленниками. Разработана методика обоснования 
тестовых воздействий при анализе защищенности объектов 
информатизации железнодорожного транспорта на основе ал-
горитма Дейкстры, позволяющая формировать множество 
путей, ранжированных по суммарной метрике пути, и состоя-
щая из двух этапов: формирования упорядоченного множе-
ства путей тестирования и выбора путей тестирования, обес-
печивающих рациональную полноту оценки уязвимостей, 
при ограничениях на ресурсы. 

Ключевые слова: информационная безопасность, аудит, 
тестирование, алгоритм Дейкстры, информационно-техни-
ческое воздействие, критическая информационная инфра-
структура, объект информатизации, железнодорожный транс-
порт. 

ВВЕДЕНИЕ 
В 2017 году в России принят федеральный закон  

№ 187-ФЗ «О безопасности критической информационной 
инфраструктуры Российской Федерации». Данный закон 
устанавливает перечень объектов, относящихся к критиче-
ской информационной инфраструктуре (КИИ) РФ, а также 
обязует владельцев объектов КИИ разработать комплекс 
мер, направленных на обеспечение их информационной 
безопасности (ИБ). При этом к КИИ отнесен и железнодо-
рожный транспорт (ЖТ), в связи с чем актуальным явля-
ется формирование новых предложений по повышению 
полноты аудита ИБ объектов информатизации (ОИ) ЖТ 
как объекта КИИ. 

Вопросы обеспечения ИБ и оценки защищенности 
различных ОИ исследованы в работах [1–9]. Вопросам 
состава, структуры и функционирования информацион-
ных систем (ИС) и ОИ ЖТ посвящены работы [10–12].  
Работы [13–21] посвящены вопросам оценки ИБ ОИ и ИС 
ЖТ. Вместе с тем вопросы оценки защищенности ОИ ЖТ, 
именно за счет использования тестовых информационно-

технических воздействий (ИТВ), исследованы в недоста-
точной степени. 

Целью статьи является разработка методики обоснова-
ния тестовых ИТВ при анализе защищенности ОИ ЖТ. Та-
кое тестирование, по замыслу автора, дополнит стандарт-
ные мероприятия анализа защищенности ОИ ЖТ и повысит 
полноту оценки их ИБ. 

Данная работа продолжает и развивает направление ис-
следований, проводимое научной школой С. И. Макаренко, 
посвященное развитию теории и практики тестирования на 
проникновения в рамках аудита ИБ, представленное рабо-
тами [22–28]. 

АНАЛИЗ ОБЪЕКТОВ ИНФОРМАТИЗАЦИИ И ЗАДАЧ 
ОБЕСПЕЧЕНИЯ ЕЕ ЗАЩИЩЕННОСТИ 

Анализ работ [10–12] показал, что ИС ЖТ относится к 
классу больших корпоративных систем, содержит большое 
количество ОИ и предназначена для решения как информа-
ционных задач, так и задач управления ЖТ. Главная цель 
применения ИС ЖТ состоит в информационном обеспече-
нии технологических процессов и автоматизации принятия 
решений в сфере ЖТ в интересах достижения максимальной 
эффективности его работы в условиях рыночной экономики. 

ИС ЖТ представляется в виде двухуровневой струк-
туры. Первый уровень — обеспечивающий — представлен 
информационной средой и инфраструктурой информатиза-
ции, второй уровень — прикладной — реализуется путем 
использования ОИ и информационных технологий (ИТ), 
объединенных в ИТ-комплексы, решающих конкретные за-
дачи управления и автоматизации функций ЖТ. 

Информационная среда — информация, реализованная 
в системе баз данных (БД), которая обеспечивает функци-
онирование ОИ, органов управления и отдельных пользо-
вателей ЖТ. Информационная среда формирует единое ин-
формационное пространство (ЕИП), в котором все або-
ненты и пользователи ЖТ обеспечены необходимой им ин-
формацией. 

Инфраструктура информатизации ЖТ включает в себя: 
1. Главный вычислительный центр (ГВЦ) ЖТ, объеди-

няющий и поддерживающий БД для проведения общесете-
вой маркетинговой, финансовой и экономической деятель-
ности и управления перевозочным процессом. 
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2. Информационно-вычислительные центры (ИВЦ) ЖТ 
на дорогах, реализующие комплексы информационных 
услуг для управлений и отделений дорог. 

3. Сети связи и телекоммуникаций, устройства автома-
тического съема информации с подвижного состава, вы-
числительное оборудование, обеспечивающее выполнение 
операций формирования, сбора, передачи, хранения, обра-
ботки и представления информации. 

Обеспечение автоматизации основных функций ЖТ вы-
полняют ИТ-комплексы: 

• управления перевозочным процессом; 
• управления маркетингом, экономикой и финансами; 
• управления инфраструктурой ЖТ; 
• управления непроизводственной сферой. 
Рассмотрим эти комплексы более подробно. 
ИТ-комплекс управления перевозочным процессом 

обеспечивает информационное сопровождение в области 
грузовых и пассажирских перевозок. Основными функци-
ями по управлению грузовыми перевозками являются ор-
ганизация поездо- и грузопотоков на сети, диспетчерское 
управление поездной работой, управление локомотивными 
и вагонными парками, грузовой и коммерческой работой, 
обслуживание грузовой клиентуры, разработка графика 
движения поездов, норм эксплуатационной работы, плани-
рование перевозок и прочее. Основными функциями по 
управлению пассажирскими перевозками являются орга-
низация обслуживания пассажиров и информационно-
справочный сервис, планирование пассажирских перево-
зок в международном и внутридорожном сообщении, 
управление нормативами, тарифами внутренних и между-
народных перевозок, организация эксплуатации и ремонта 
парка пассажирских вагонов, управление багажными и поч-
товыми перевозками, организация билетно-кассовых опера-
ций и др. В рамках этого ИТ-комплекса функционируют: 

− автоматизированная система оперативного управле-
ния перевозками (АСОУП) — основной элемент ИТ-ком-
плекса управления перевозочным процессом; 

− система резервирования и продажи билетов («Экс-
пресс-2»); 

− единые центры диспетчерского управления (ЕЦДУ); 
− система учета, контроля дислокации, анализа исполь-

зования и регулирования вагонного парка (ДИСПАРК); 
− автоматизированная система контроля за использова-

нием и продвижением контейнеров (ДИСКОН); 
− автоматизированная система фирменного транспорт-

ного обслуживания (АКС ФТО); 
− автоматизированные системы управления сортиро-

вочными (АСУ СС), грузовыми (АСУ ГС) станциями и 
контейнерными пунктами (АСУ КП); 

− автоматизированная система централизованной под-
готовки и оформления перевозочных документов (ЭТРАН); 

− сетевая интегрированная Российская информаци-
онно-управляющая система (СИРИУС) и др. 

ИТ-комплекс управления маркетингом, экономи-
кой и финансами охватывает финансовую деятельность, 
бухгалтерский учет, маркетинговую деятельность и тариф-
ную политику, управление развитием отрасли ЖТ, техни-
ческой политикой и научно-исследовательскими и опытно-
конструкторскими работами, нормативно-правовую работу, 
управление эксплуатационными расходами и др. ИТ этого 

комплекса ориентированы на формирование заказов, уве-
личение доходов, укрепление конъюнктурного положения 
за счет сохранения и увеличения доли ЖТ на транспортном 
рынке страны, на стабильное обеспечение денежных и пла-
тежных ресурсов, минимизацию затрат, на совершенство-
вание экономической работы и инвестиционной политики. 
В рамках комплекса функционируют и внедряются ИТ 
управления финансовой деятельностью, ресурсами, спо-
собы расчетов за грузовые перевозки, взаиморасчетов за 
пользование вагонами и др. Основу этого ИТ-комплекса 
составляет единый комплекс автоматизированной системы 
управления финансовой деятельностью (ЕК АСУФР). 

ИТ-комплекс управления инфраструктурой ЖТ 
представлен базовыми информационными технологиями, 
охватывающими управление эксплуатационной работой 
пассажирского хозяйства, хозяйств пути и сооружений, ин-
форматизации и связи, хозяйства энергоснабжения, локо-
мотивного и вагонного хозяйств, управление проектирова-
нием и капитальным строительством объектов инфра-
структуры, управление ремонтно-восстановительными ра-
ботами и работами в чрезвычайных условиях, управление 
промышленностью ЖТ, материально-техническим снабже-
нием и т. д. В составе этого ИТ-комплекса функционируют 
различные автоматизированные системы управления тех-
нологическими процессами (АСУ ТП): управления путе-
вым хозяйством, устройствами энергоснабжения, сигнали-
зации, средствами информатизации и связи. 

ИТ-комплекс управления непроизводственной сфе-
рой железнодорожного транспорта представляет собой 
совокупность функций, обеспечивающих управление пер-
соналом, учебными заведениями, жилищно-коммуналь-
ным хозяйством, рабочим снабжением, здравоохранением. 

Основными факторами, актуализирующими значи-
мость вопросов обеспечения ИБ, применительно к ИС ЖД 
являются следующие [19]: 

− интеграция в единые ИТ-комплексы подавляющего 
числа критических функций, связанных с управлением 
движением поездов и жизнедеятельности ЖТ; 

− постоянное усложнение программного обеспечения 
(ПО) и оборудования, используемых в ИТ-комплексах 
управления ЖТ; 

− существующая практика удаленной настройки и тех-
нического обслуживания элементов ИС ЖТ, осуществляе-
мая разработчиками и поставщиками оборудования, входя-
щего в состав элементов информационной инфраструк-
туры железнодорожного транспорта; 

− интенсивное совершенствование потенциальными 
злоумышленниками средств и способов ИТВ, методов со-
циальной инженерии для нанесения ущерба, а также уча-
стившиеся попытки их применения в противоправных це-
лях и конкурентной борьбе; 

− риск сокрытия попыток или фактов нарушения штат-
ного функционирования ИС ЖТ со стороны эксплуатиру-
ющих подразделений; 

− временное вынужденное привлечение к созданию 
элементов ИТ-комплексов ЖТ, в том числе АСОУП и раз-
личных АСУ ТП, производителей и поставщиков програм-
мно-аппаратных средств обработки, хранения и передачи 
информации и применение неконтролируемых програм-
мно-аппаратных решений. 
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Помимо вышеуказанных факторов нужно отметить сле-
дующее. ЖТ является одним из ключевых элементов транс-
портной инфраструктуры РФ, обеспечивая до 88 % грузо-
оборота страны (для сравнения: доля автомобильного 
транспорта составляет 4 %, а водного — 8%) [16]. В связи 
с этим ЖТ выступает одной из основных целей для зло-
умышленников и профессиональных нарушителей — сил 
информационных операций недружественных стран при 
ведении информационного противоборства. При обостре-
нии геополитической обстановки в мире информационная 
инфраструктура и ИС ЖТ РФ могут оказаться объектом воз-
действия не только злоумышленников, но и профессиональ-
ных нарушителей, поэтому оценка реальной защищенности 
ОИ и ИС ЖТ является важной задачей, имеющей государ-
ственное значение. 

ПОСТАНОВКА ЗАДАЧИ НА РАЗРАБОТКУ МЕТОДИКИ 
В предыдущей статье по этой тематике [25] автором была 

сформирована модель процесса тестирования ОИ ЖТ в 
виде многоуровневой топологической модели, которая вза-
имосвязанно учитывает: эффективность отдельных ИТВ i в 
части выявленного и потенциально предотвращенного 
ущерба {z}; ориентированность их на проверку конкрет-
ного множества уязвимостей {u} элементов {e} объекта ин-
форматизации; расход в процессе тестирования определен-
ного количества ресурса ri (в данном случае под абстракт-
ным ресурсом может пониматься расход времени аудитора, 
оплата его труда, стоимость машинного времени, затраты 
на специализированное оборудование и т. д.). В данной ра-
боте будет показано, как с использованием модели [25] 
сформировать набор тестовых ИТВ, обеспечивающий раци-
ональную полноту аудита защищенности ОИ ЖТ. 

Задача на разработку методики m обоснования набора 
тестовых ИТВ для рациональной полноты оценки уязвимо-
стей ОИ ЖТ формулируется следующим образом. Сформи-
ровать такой набор тестовых ИТВ I = {i}, который бы в 
условиях ограниченности ресурсов аудитора R максимизи-
ровал важность выявляемых уязвимостей {u}, с учетом 
того, что отдельным уязвимостям u и элементам ОИ ЖТ e 
сопоставляются уровни ущерба z(e, u, i, σ), наносимого ОИ 
S по определенному свойству ИБ σ (конфиденциальность, 
целостность, доступность) при потенциальной эксплуата-
ции уязвимости u элемента e злоумышленником путем 
применения i-го ИТВ. При этом абсолютным показателем 
рациональной полноты π является сумма «стоимости выяв-
ленного и потенциально предотвращенного ущерба» z(e, u, 
i, σ) при использовании тестового набора {i} для тестиро-
вания уязвимостей {u} относительно тестируемых элемен-
тов ОИ {e} и свойств ИБ {σ}: 

� 𝑧𝑧(𝑒𝑒,𝑢𝑢, 𝑖𝑖, σ)
{𝑖𝑖},{𝑢𝑢},{𝑒𝑒}

= π. 

Относительным значением рациональной полноты πотн 
является абсолютный показатель рациональной полноты π, 
отнесенный к сумме ущерба П по всем возможным комби-
нациям ИТВ {i} потенциальных злоумышленников, уязви-
мостей {u} элементов объекта {e} и свойств ИБ {σ}: 

πотн =
π
П

 .  

Фактически, требуется найти такие тестовые ИТВ, ко-
торые при ограниченных затратах ресурса R максимизи-
ровали бы стоимость выявленного и предотвращенного 
ущерба π. 

ВВЕДЕНИЕ СИСТЕМЫ ОБОЗНАЧЕНИЙ 
Для формализации методики введем следующие обо-

значения: 
π/πотн — абсолютное/относительное значение полноты 

выявленного и потенциально предотвращенного ущерба; 
πm/πотн m — абсолютное/относительное значение пол-

ноты выявленного и потенциально предотвращенного 
ущерба m-м ИТВ в тестовом наборе; 

B — множество узлов потенциальных дополнительных 
путей тестирования; 

C — множество весов ребер потенциальных дополни-
тельных путей тестирования; 

E = {e} — множество элементов, составляющих ОИ; 
ej — j-й элемент ОИ; 
G(W, V) — граф модели тестирования защищенности 

ОИ; 
I = {i} — множество тестовых ИТВ; 
ij — j-е тестовое ИТВ; 
j, l, m, n — переменные-счетчики; 
L — множество смежных помеченных вершин графа G, 

то есть множество расстояний до помеченных вершин от 
начальной вершины; 

N — количество узлов в графе G; 
NI — количество тестовых ИТВ, которое соответствует 

количеству элементов множества I; 
NU — количество уязвимостей, которое соответствует 

количеству элементов множества U; 
P — множество помеченных вершин в графе G; 
Q — множество дополнительных путей в узлы, которое 

содержит дополнительные пути в рассматриваемый узел, 
сформированные в результате проведения логических опе-
раций над входящими в него элементами и элементами 
множеств B и L; 

R — исходный узел ресурсов в графе G модели тестиро-
вания защищенности ОИ; 

Rгр — ограничения на ресурс, расходуемый в процессе 
тестирования защищенности ОИ; 

Rтест — затраты ресурса, необходимые для тестирования 
защищенности ОИ тестовым набором T; 

rj — количество ресурса аудитора, расходуемое на ор-
ганизацию и проведение j-го тестового ИТВ; 

S — множество весов дополнительных путей к узлам 
графа G; 

T = {t} — множество тестовых ИТВ, выбранных для 
проведения тестирования защищенности ОИ в результате 
применения методики; 

t — тестовое ИТВ, включенное в тестовый набор T для 
проведения тестирования защищенности ОИ; 

u — уязвимость ОИ; 
U = {u} — множество уязвимостей ОИ; 
V — множество весов ребер в графе G модели тестиро-

вания защищенности ОИ; 
V(Wn, Wj) — вес ребра, соединяющего произвольные n-

й и j-й узлы графа G; 
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W — множество узлов графа G модели тестирования 
защищенности ОИ независимо от уровней расположе-
ния (W = R ˅ I ˅ U ˅ E ˅ Z); 

Z — конечный узел ущерба в графе G модели тестиро-
вания защищенности ОИ; 

z — ущерб; 
z(ej, σn) — ущерб от нарушения свойства ИБ σn у эле-

мента ej; 
Z = {z} — суммарный показатель ущерба, который мо-

жет быть причинен ОИ; 
σn – свойство ИБ: n = 1 — доступность; n = 2 — целост-

ность; n = 3 — конфиденциальность; 
П — сумма ущерба по всем возможным комбинациям 

ИТВ {i} потенциальных злоумышленников, уязвимостей 
{u} элементов объекта {e} и свойств ИБ {σ}. 

ИСХОДНЫЕ ПОЛОЖЕНИЯ И ПОСЫЛКИ 
Разработку методики обоснования набора тестовых 

ИТВ предполагается вести на основе приложения подходов 

к исследованию теории графов к модели тестирования за-
щищенности объекта информатизации [17]. Введем поня-
тие пути тестирования. 

Путь тестирования — путь на графе модели тестиро-
вания защищенности объекта информатизации, проходя-
щий через узлы и ребра, которые соответствуют единствен-
ной оригинальной комбинации ресурса ri, тестового ИТВ i, 
уязвимости u элемента ОИ e и уровня ущерба z(i, u, e, σ), 
наносимого ОИ по свойству ИБ σ. 

В результате введения такого понятия задача обоснова-
ния набора тестовых ИТВ может быть сведена к задаче по-
иска множества кратчайших путей тестирования на графе 
модели тестирования защищенности ОИ. 

В качестве графа, на котором будет вестись поиск пу-
тей тестирования, а также соответствующих им ИТВ, бу-
дем использовать преобразованную модель модели 
оценки защищенности ОИ, вариант которой представлен 
в работе [17] (рис. 1). 

Рис. 1. Схема модели оценки защищенности ОИ тестовыми ИТВ 
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Особенностью этого графа является то, что «наилуч-
шие» ребра, с точки зрения полноты и стоимости тестиро-
вания, обладают минимальным весом, а в целом веса ребер 
упорядочены по мере возрастания весов при переходе от 
«лучших» к «худшим» путям тестирования. Логика форми-

рования набора тестовых ИТВ подразумевает наличие 
направленного графа. В связи с этим преобразуем ненаправ-
ленный граф модели оценки защищенности ОИ (рис. 1)  
в направленный граф, в котором направления ребер заданы 
сверху вниз (рис. 2). 

Рис. 2. Вариант модели оценки защищенности ОИ 

Анализ фундаментальных работ в области теории гра-
фов [29, 30] показал, что для решения задачи вычисления 
кратчайших путей в графах применяются соответствую-
щие математические алгоритмы поиска кратчайших путей. 
При этом наиболее широко используемым таким алгорит-
мом является алгоритм Дейкстры [31]. Однако особенно-
стью этого алгоритма является то, что он является «погло-
щающим» и формирует из каждого узла графа к другому 
узлу только один путь, являющийся кратчайшим по сумме 
весов ребер в сети. Таком образом, можно обосновать 
только единственный оптимальный вариант одиночного 
ИТВ. Вместе с тем для обоснования набора нескольких 
ИТВ необходимо вычислять не только кратчайшие пути те-
стирования, но и другие комбинации путей, соответствую-
щих другим ИТВ, после чего группировать их степени  
увеличения стоимости тестирования. Это требует форми-
рования набора путей тестирования, которые были бы ран-
жированы, с одной стороны, по уровню вскрываемого 

ущерба, а с другой — по степени затрат ресурсов на тести-
рование. Решение этой задачи потребует создания нового 
математического алгоритма на основе алгоритма Дейкстры 
с целью разработки новой функциональности — способно-
сти формировать множество путей, ранжированных по 
суммарной метрике пути, из начального узла графа (R) в 
конечных узел (Z). Решение подобной задачи уже рассмат-
ривалось в работах [32–36], однако эти работы не имеют 
отношения к вопросам ИБ, а посвящены исключительно 
вопросам обоснования маршрутов передачи данных в ком-
пьютерных сетях. Предлагается, приняв работы [32–36] за 
теоретический базис, разработать методику обоснования 
набора тестовых ИТВ путем нахождения комбинаций пу-
тей тестирования в графе модели, представленной на ри-
сунке 2, при этом в основу методики положить математи-
ческий алгоритм, основанный на алгоритме поиска крат-
чайших путей Дейкстры [33]. 
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ПЕРВЫЙ ЭТАП МЕТОДИКИ — ФОРМИРОВАНИЕ 
УПОРЯДОЧЕННОГО МНОЖЕСТВА ПУТЕЙ ТЕСТИРОВАНИЯ 
В ходе модификации алгоритма Дейкстры в него допол-

нительно вносятся изменения, направленные на расшире-
ние его функциональности, связанной с возможностью 
формирования нескольких путей, ранжированных по сте-
пени повышения метрики. Основой предлагаемой модифи-
кации алгоритма Дейкстры являются следующие положе-
ния, ранее обоснованные в работе [33]. 

1. При достижении очередного узла в графе запомина-
ются исходящие узлы входящих в этот узел ребер как по-
тенциальные элементы будущих дополнительных путей те-
стирования к этому узлу. 

2. При очередном шаге функционирования методики 
достигнутый очередной узел графа модели проверяется как 
потенциальный элемент дополнительного пути тестирова-
ния для всех уже достигнутых узлов. Если он является по-
тенциальным элементом дополнительного пути, формиру-
ется дополнительный путь к ранее достигнутому узлу через 
только что достигнутый узел. 

3. Если к ранее достигнутому узлу графа модели уже 
были сформированы дополнительные пути и он участвует 
в создании нового дополнительного пути к очередному 
узлу, то к очередному узлу формируется множество допол-
нительных путей с включением в них всех возможных ва-
риантов дополнительных путей, сформированных ранее. 
Причем если в дополнительный путь входит сам очередной 
узел модели, то такой путь во избежание циклов в допол-
нительные не включается. 

4. Все дополнительные пути к узлам модели упорядочи-
ваются в соответствии с минимизацией суммы весов вхо-
дящих в них ребер и вносятся в таблицу путей тестирова-
ния одновременно с кратчайшим путем. 

Схема формирования упорядоченного множества путей 
тестирования на основе модифицированного алгоритма 
Дейкстры, ранее разработанного автором и представлен-
ного в работе [26], приведена на рисунке 3. 

Входными параметрами этого этапа методики являются: 
а) граф модели тестирования защищенности объекта 

информатизации — G(W, V), где W — множество узлов 
графа G модели тестирования защищенности объекта ин-
форматизации, на основе которого формируются пути те-
стирования; V — множество весов ребер в графе G модели 
тестирования защищенности объекта информатизации; 

б) количество узлов в графе G — N; 
в) вес ребер, соединяющих произвольные n-й и j-й узлы 

V(Wn, Wj) графа G. 
Для обеспечения поиска не только кратчайшего, но и 

других дополнительных путей тестирования помимо име-
ющихся множеств, предусмотренных логикой функцио-
нирования алгоритма Дейкстры (P — множество поме-
ченных вершин, L — множество смежных помеченных 
вершин, множество расстояний до помеченных вершин от 
начальной вершины), вводятся следующие дополнитель-
ные множества: 

а) B — множество узлов потенциальных дополнитель-
ных путей. В это множество вносятся достигнутые узлы, 
смежные рассматриваемому. В дальнейшем элементы 
множества используются при нахождении дополнитель-
ных путей; 

б) C — множество весов ребер потенциальных допол-
нительных путей. В это множество вносятся веса ребер, ис-
ходящих из узлов, вносимых в множество B и входящих в 
рассматриваемый узел; 

в) Q — множество дополнительных путей в узлы. Со-
держит дополнительные пути в рассматриваемый узел, 
сформированные в результате проведения логических опе-
раций над входящими в него элементами и элементами 
множеств B и L. 

г) S — множество весов дополнительных путей к узлам. 
Это множество содержит веса путей из множества Q и ис-
пользуется для ранжирования дополнительных путей при 
выводе результатов функционирования данного этапа ме-
тодики. 

К блокам, отличающим данный этап методики от из-
вестного алгоритма Дейкстры, относятся блоки 16–23, 25 
на рисунке 3. В блоках 16–17 реализуется формирование 
элементов множества узлов B к текущему рассматривае-
мому узлу за счет использования положения № 1 по моди-
фикации алгоритма Дейкстры. Далее, в блоках 18–23, пу-
тем пересечения элементов множества B и L, а также Q осу-
ществляется формирование элементов множества Q с уче-
том положения № 2 по модификации алгоритма Дейкстры. 
В блоке 25 осуществляется ранжировка дополнительных 
маршрутов по сумме весов входящих в их состав ребер. 
Блоки 3–15, 24 соответствуют стандартному алгоритму 
Дейкстры. По итогам работы нулевому элементу множе-
ства Q присваивается значение кратчайшего пути из мно-
жества L. 

ВТОРОЙ ЭТАП МЕТОДИКИ — ВЫБОР ПУТЕЙ ТЕСТИРОВАНИЯ, 
ОБЕСПЕЧИВАЮЩИХ РАЦИОНАЛЬНУЮ ПОЛНОТУ ОЦЕНКИ 

УЯЗВИМОСТЕЙ, ПРИ ОГРАНИЧЕНИЯХ НА РЕСУРСЫ 
Содержание данного этапа состоит в выборе из кратчай-

шего пути и упорядоченного по возрастанию весов множе-
ства путей Q (с весами, сформированными в множестве S) 
на графе модели G такого ранжированного множества ИТВ 
и формирование из них тестового набора T, который бы 
обеспечивал максимизацию абсолютной суммарной стои-
мости обнаруженного ущерба π → max (относительного 
значения πотн → 100 %) в рамках заданных ограничений на 
расход ресурса тестирования Rгр. 

В целом этап выбора путей тестирования, обеспечива-
ющих рациональную полноту оценки уязвимостей, при 
ограничениях на ресурсы состоит из следующей последо-
вательности шагов. 

Шаг 0. Определение исходных данных. Множество те-
стовых ИТВ — пустое (T = ∅). Счетчик m элементов ИТВ 
в множестве T равен нулю (m = 0). Множество тестовых 
ИТВ I включает в себя все рассматриваемые ИТВ. Затраты 
ресурса, необходимого для тестирования защищенности 
ОИ, равны нулю (Rтест = 0). Вводим ограничение на за-
траты ресурса Rгр при проведении тестирования. 

Рассчитываем сумму ущерба Π  по всем возможным 
комбинациям ИТВ {i} потенциальных злоумышленников, 
уязвимостей {u} элементов объекта {e} и свойств ИБ {σ}: 

� 𝑧𝑧(𝑒𝑒,𝑢𝑢, 𝑖𝑖, σ)
∀{𝑖𝑖},∀{𝑢𝑢},
∀{𝑒𝑒},∀{σ}

= Π . 
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Рис. 3. Схема этапа формирования упорядоченного множества путей тестирования  

на основе модифицированного алгоритма Дейкстры 
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Шаг 1. Если множество рассматриваемых ИТВ не пу-
стое (I ≠ ∅), то из него выбирается ИТВ ij, которое вхо-
дит в путь qk (𝑞𝑞𝑘𝑘 ∈ 𝑄𝑄) в графе G с минимальным весом 
пути sk (𝑠𝑠𝑘𝑘 ∈ 𝑆𝑆): 

𝑖𝑖𝑗𝑗 = {𝑖𝑖}�(𝑠𝑠𝑘𝑘(𝑞𝑞𝑘𝑘) = min 𝑆𝑆) ∧ �𝑖𝑖𝑗𝑗 ∈ 𝑞𝑞𝑘𝑘� . 

При первоначальном прогоне данного шага, множество 
I будет содержать все возможные ИТВ {i} и будет выбран 
кратчайший путь q0 в графе G с весом s0. При дальнейших 
прогонах – множество I будет убывать, за счет исключения, 
а из множества Q будут последовательно выбираться до-
полнительные пути qk из множества Q, имеющие наимень-
ший вес sk. 

Шаг 2. Определяются затраты ресурса, необходимого на 
проведение ИТВ ij. Значение ресурса rj, расходуемого для про-
ведения j-го ИТВ, для отдельных ребер графа G (рис. 2) пере-
считываются из весов ребер v(R, ij) в соответствии с выра-
жением: 

𝑟𝑟𝑗𝑗 = 𝑣𝑣�𝑅𝑅, 𝑖𝑖𝑗𝑗� × �𝑟𝑟𝑛𝑛

𝑁𝑁𝐼𝐼

𝑛𝑛=1

 , 

где rj — затраты ресурса аудитора на проведение j-го тесто-
вого ИТВ;  
rn — затраты ресурса аудитора на проведение n-го тесто-
вого ИТВ; 
NI — количество тестовых ИТВ; 
n — переменная-счетчик. 

Шаг 3. Проверяется условие: если при добавлении в те-
стовый набор j-го ИТВ ij сумма текущих затрат ресурса на 
проведение теста Rтест и rj меньше ограничения на затраты 
ресурса Rгр, то увеличиваем счетчик ИТВ в тестовом наборе 
на 1 (m = m + 1) и добавляем ИТВ ij в тестовый набор (tm = ij, 
где 𝑡𝑡𝑚𝑚 ∈ 𝑇𝑇) и продолжаем выполнение дальнейших опера-
ций. Если Rтест + rj > Rгр, то ИТВ ij в тестовый набор T не до-
бавляется и из дальнейшего рассмотрения исключа-
ется (I = I \ ij). В последнем случае возвращаемся к шагу 1. 

Шаг 4. При принятии решения о добавлении ИТВ ij в 
тестовый набор T в качестве элемента tm выполняются сле-
дующие операции: 

1. Производится оценка абсолютного значения ущерба πm, 
который может быть выявлен m-м ИТВ в тестовом наборе, 
а также нарастающего итога по показателю π = ∑ π𝑚𝑚𝑚𝑚 . Для 
этого производится суммирование значений «стоимости» 
ущерба, который наносится ОИ при использовании ИТВ ij, 
путем суммирования значений ущерба z(ek, σn), в тех путях 
{q│ij∈q}, которые содержат в качестве вершины ИТВ ij: 

π𝑚𝑚 = � 𝑧𝑧(𝑒𝑒𝑘𝑘, σ𝑛𝑛)
(𝑒𝑒𝑘𝑘∧σ𝑛𝑛)∈�𝑞𝑞�𝑖𝑖𝑗𝑗∈𝑞𝑞�

 . 

При этом значения ущерба z(ek, σn) для отдельных ребер 
графа G (рис. 2) пересчитываются из весов ребер v(ek, Z) в 
соответствии с выражением: 

𝑧𝑧(𝑒𝑒𝑘𝑘 , σ𝑛𝑛) = � max
𝑙𝑙=1…𝑁𝑁𝐸𝐸
𝑛𝑛=1…3

{𝑧𝑧(𝑒𝑒𝑙𝑙 , σ𝑛𝑛)}� − 

−�𝑣𝑣(𝑒𝑒𝑘𝑘 ,𝑍𝑍) × ��𝑧𝑧(𝑒𝑒𝑙𝑙 , σ𝑛𝑛)
3

𝑛𝑛=1

𝑁𝑁𝐸𝐸

𝑙𝑙=1

� + 1 , 

где z(ek, σn) — «стоимость» ущерба, который наносится ОИ 
при нарушение σn-го свойства ИБ на его элементе ek; 
NE — количество элементов ОИ, которое соответствует ко-
личеству элементов множества E; 
n = 1 ... 3 — счетчик свойств ИБ σn; 
∑ ∑ 𝑧𝑧(𝑒𝑒𝑙𝑙 , σ𝑛𝑛)3

𝑛𝑛=1
𝑁𝑁𝐸𝐸
𝑙𝑙=1  — сумма ущерба по всем элементам ОИ 

и свойствам ИБ; 
max
𝑙𝑙=1...𝑁𝑁𝐸𝐸
𝑛𝑛=1...3

{𝑧𝑧(𝑒𝑒𝑙𝑙 , σ𝑛𝑛)} — значение максимального ущерба среди 

всех комбинаций элементов и свойств ИБ. 
2. Производится оценка относительного суммарного 

ущерба πотн m, который может быть выявлен m-м ИТВ в те-
стовом наборе: 

πотн 𝑚𝑚 =
π𝑚𝑚
Π

 , 

а также оценка нарастающего итога по показателю: 

πотн = � πотн 𝑚𝑚
𝑚𝑚

. 

Шаг 5. Проверяются условия: если значение суммар-
ного выявленного и потенциально предотвращенного 
ущерба π достаточно для заказчика тестирования либо от-
носительное значение выявленного и потенциально 
предотвращенного ущерба πотн → 100 %, то процесс фор-
мирования тестового набора останавливается. Если выше-
указанные условия не выполняются, то выполняются даль-
нейшие операции. 

Шаг 6. Производятся операции удаления тех путей те-
стирования (комбинаций {i, u, e, σ}), которые уже охва-
чены ИТВ, включенными в тестовый набор T. 

1. Из графа G и из множества путей Q удаляются все 
пути �𝑞𝑞�𝑖𝑖𝑗𝑗 ∈ 𝑞𝑞�, содержащие вершину ij: 

𝐺𝐺 = 𝐺𝐺 \ �𝑞𝑞�𝑖𝑖𝑗𝑗 ∈ 𝑞𝑞� , 

𝑄𝑄 = 𝑄𝑄 \ �𝑞𝑞�𝑖𝑖𝑗𝑗 ∈ 𝑞𝑞� . 

2. Из множества весов путей S удаляются все значения 
весов путей �𝑠𝑠(𝑞𝑞)�𝑖𝑖𝑗𝑗 ∈ 𝑞𝑞�, которые содержат вершину ij: 

𝑆𝑆 = 𝑆𝑆 \ �𝑠𝑠(𝑞𝑞)�𝑖𝑖𝑗𝑗 ∈ 𝑞𝑞� . 

Шаг 7. Переход к шагу 1. 
Общая схема методики с конкретизацией этапа выбора 

путей тестирования, обеспечивающих рациональную пол-
ноту оценки уязвимостей, при ограничениях на ресурсы 
представлена на рисунке 4. 
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Рис. 4. Схема методики с конкретизацией этапа выбора путей тестирования, 
обеспечивающих рациональную полноту оценки уязвимостей, при ограничениях на ресурсы 

ВЫВОДЫ 
Представленная методика на первом этапе позволяет на 

основе модели тестирования защищенности ОИ ЖТ фор-
мировать множество путей тестирования с их ранжирова-
нием по степени повышения веса. При этом под весом пути 
понимается показатель «эффективность/стоимость» от-
дельной комбинации ресурса ri, тестового ИТВ i, уязвимо-
сти u элемента ОИ ЖТ e и уровня ущерба z(i, u, e, σ), нано-
симого ОИ S по свойству ИБ σ. На втором этапе методики 

производится выбор из кратчайшего пути и упорядочен-
ного по возрастанию весов множества дополнительных пу-
тей такого ранжированного множества ИТВ {i}и формиро-
вание из них тестового набора T, который бы обеспечивал 
максимизацию абсолютной суммарной стоимости обнару-
женного ущерба π → max (относительного значения 
πотн → 100 %) в рамках заданных ограничений на расход 
ресурса тестирования Rгр. 
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Элементами новизны данной методики, которые отли-
чают ее от известных руководств по тестированию на про-
никновение [28], является то, что, во-первых, методика ос-
нована на модели тестирования защищенности ОИ, кото-
рая впервые разработана в данном исследовании, во-вто-
рых, в состав методики введены оригинальные операции, 
которые на первом этапе методики за счет использования 
модификации известного алгоритма Дейкстры формируют 
упорядоченное множество путей тестирования, ранжиро-
ванных по показателю «эффективность/стоимость», а на 
втором этапе — осуществляют формирование тестового 
набора из тех ИТВ, которые являются элементами «луч-
ших» путей тестирования, таким образом, чтобы тестовый 
набор максимизировал абсолютную суммарную стоимость 
обнаруженного ущерба в рамках заданных ограничений на 
расход ресурса тестирования. 

Данная методика предполагается к внедрению в автома-
тизированные комплексы тестирования защищенности ОИ 
ЖТ, архитектура и функциональность которых была изло-
жена в работах [37, 38]. 
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Abstract. The article discusses the main information objects 
and automated systems of railway transport. It is shown that these 
systems are objects of a critical information infrastructure. In ac-
cordance with the legislation of the Russian Federation and the 
analysis of their real security is an important task. In the article is 
proposed to analyze the security of the objects and systems 
through using test information-technology impacts, which are pre-
dicted to be used by hackers. The justification method of infor-
mation-technology impacts based on the Dijkstra’s algorithm, 
which makes it possible to form a set of paths ranked by the total 
path metric is consisting of two stages: the stage of forming an or-
dered set of testing paths and the stage of choosing testing paths 
that ensure the rational completeness of vulnerability assessment 
with restrictions on resources. 

Keywords: information security, audit, testing, Dijkstra’s 
algorithm, information and technical impact, critical information 
infrastructure, informatization facility, railway transport. 
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Аннотация. Статья посвящена оцениванию математиче-
ского ожидания мощности множества Парето в конечном 
множестве точек, образованном симметрично зависимыми 
случайными элементами пространства ℝ𝒅𝒅. Получены оцен-
ки, аналогичные хорошо известным оценкам для случая 
независимых случайных векторов. 

Ключевые слова: случайное множество точек, множество 
Парето, симметрично зависимые случайные величины, 
случайные перестановки, рекорды в последовательности 
случайных величин. 

ВВЕДЕНИЕ 
Задача построения и исследования множества Парето 

играет ключевую роль в современных подходах к решению 
задач многокритериальной оптимизации [1–8]. Ей посвя-
щено большое количество работ, которые можно разбить 
на два класса, в зависимости от того, конечным или беско-
нечным является рассматриваемое исходное множество, с 
незначительными отличиями в терминологии. Мы будем 
иметь дело со случаем конечного исходного множества и 
говорить о множестве Парето, а не о «границе Парето» 
или о «фронте Парето», как это принято в работах, в кото-
рых исходное множество описывается как подмножество 
пространства ℝ𝑑𝑑, точки которого удовлетворяют опреде-
ленным аналитическим соотношениям [5]. 

Отметим, что несмотря на то, что можно легко постро-
ить примеры, в которых множество Парето совпадает с 
исходным множеством, в типичных ситуациях множество 
Парето имеет существенно меньшую мощность, чем ис-
ходное множество, как это было показано в пионерской 
работе [9]. «Типичная ситуация» в этой работе определя-
лась как ситуация, в которой множество весов рассматри-
ваемых объектов может быть интерпретировано как ре-
зультат процедуры независимого выбора из вероятностно-
го распределения в пространстве ℝ𝑑𝑑 с независимыми и 
одинаково распределенными координатами, имеющими 
непрерывную функцию распределения. 

Заметим, что случай, когда координаты независимы, 
но имеют различные непрерывные строго монотонные 
функции распределения 𝐹𝐹𝑖𝑖, 𝑖𝑖 = 1, … ,𝑑𝑑 при помощи пре-
образования Смирнова (𝑥𝑥1, … , 𝑥𝑥𝑑𝑑) → �𝐹𝐹1(𝑥𝑥1), … ,𝐹𝐹𝑑𝑑(𝑥𝑥𝑑𝑑)� 
сводится к случаю независимых координат, имеющих 
равномерное распределение на отрезке [0,1], поскольку 
такое преобразование, помимо прочего, сохраняет отно-
шение частичного порядка на ℝ𝑑𝑑. 

Однако попытки отказаться от «независимости» при-
водят к необходимости так или иначе описывать модели 
зависимостей между элементами исходного множества. 

Отметим, что имеются два направления для обобщения 
результатов работы [9]. В первом из них происходит отказ 
от условия независимости координат, но сохраняется 
условие независимого выбора при генерировании исход-
ного множества, а во втором, наоборот, сохраняется усло-
вие независимости координат, но при этом исходное слу-
чайное множество интерпретируется как реализация слу-
чайного вектора с ℝ𝑑𝑑-значными компонентами или, други-
ми словами, как случайная 𝑛𝑛 × 𝑑𝑑 матрица с независимыми 
столбцами, где n — число точек в исходном множестве. 

В настоящей работе мы примыкаем ко второму из этих 
направлений, предполагая, что строки матрицы представ-
ляют собой симметрично зависимые ℝ𝑑𝑑-значные случай-
ные векторы, а столбцы независимы. 

Симметрично зависимые случайные величины и век-
торы естественным образом возникают в различных при-
кладных задачах [9]. Приводимая далее лемма 3 также в 
какой-то мере описывает достаточно широкий спектр си-
туаций, в которых могут появляться симметрично зависи-
мые случайные величины. 

Основные результаты нашей работы оказываются 
вполне аналогичными результатам работы [9]. Однако мы 
использовали другой подход, основанный на теории рекор-
дов [7, 10, 11], который позволил обобщить результаты [9] 
на случай симметрично зависимых случайных векторов. 

ПРЕДВАРИТЕЛЬНЫЕ РЕЗУЛЬТАТЫ 
Пусть (𝑋𝑋,≤)  — частично упорядоченное множество. 

Множеством минимальных элементов множества X или 
множеством Парето для множества X называется мно-
жество 𝑀𝑀𝑖𝑖𝑛𝑛(𝑋𝑋) = {𝑥𝑥 ∈ 𝑋𝑋| ∄ 𝑦𝑦 ∈ 𝑋𝑋:𝑦𝑦 < 𝑥𝑥}. 

Отображение φ:𝑌𝑌 ⟼  𝑀𝑀𝑖𝑖𝑛𝑛(Y), определенное на сово-
купности подмножеств множества X, называется филь-
трацией совокупности подмножеств отношением частич-
ного порядка ≤. Неподвижные точки этого отображения, 
то есть подмножества 𝑌𝑌 ⊂ 𝑋𝑋, состоящие из попарно не-
сравнимых элементов, называются фильтрованными 
множествами. Таким образом, множество Парето для 
множества X — это максимальное по включению филь-
трованное подмножество множества X. 

В дальнейшем мы будем иметь дело с естественным 
отношением частичного порядка на пространстве ℝ𝑑𝑑. По 
определению 𝑥𝑥 =  (𝑥𝑥1, … , 𝑥𝑥𝑑𝑑) ≤ 𝑦𝑦 = (𝑦𝑦1, … , 𝑦𝑦𝑑𝑑) равносиль-
но выполнению системы неравенств 𝑥𝑥1 ≤ 𝑦𝑦1 , … , 𝑥𝑥𝑑𝑑 ≤ 𝑦𝑦𝑑𝑑. 
Мы также будем иметь дело с отношениями частичного 
порядка ≤𝑘𝑘, для которых неравенство 

𝑥𝑥 =  (𝑥𝑥1, … , 𝑥𝑥𝑑𝑑) ≤𝑘𝑘 𝑦𝑦 = (𝑦𝑦1, … , 𝑦𝑦𝑑𝑑) 
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равносильно выполнению системы неравенств  
𝑥𝑥𝑘𝑘 ≤ 𝑦𝑦𝑘𝑘 , … , 𝑥𝑥𝑑𝑑 ≤ 𝑦𝑦𝑑𝑑. Через φ𝑘𝑘 мы будем обозначать соот-
ветствующие фильтрации при 𝑘𝑘 = 2, … ,𝑑𝑑. 

Мы будем рассматривать множества 𝑋𝑋 ⊂ ℝ𝑑𝑑, облада-
ющие следующим свойством координатной единственно-
сти: для любых 𝑥𝑥,𝑦𝑦 ∈ 𝑋𝑋 и любого 𝑗𝑗 ∈ {1, … ,𝑑𝑑} выполняет-
ся одно из неравенств 𝑥𝑥𝑗𝑗 < 𝑦𝑦𝑗𝑗 или 𝑦𝑦𝑗𝑗 < 𝑥𝑥𝑗𝑗. Такие множества 
мы будем называть 𝑈𝑈-множествами (англ. Uniqueness — 
«уникальность, единственность»). 

Лемма 1. Пусть элементы U-множества 𝑋𝑋 ⊂ ℝ𝑑𝑑  
занумерованы по возрастанию первой координаты:  
𝑋𝑋 =  {𝑥𝑥1, … , 𝑥𝑥𝑛𝑛}. Положим 𝑋𝑋𝑘𝑘 = {𝑥𝑥1, … , 𝑥𝑥𝑘𝑘}, 𝑘𝑘 = 2, …𝑛𝑛. 
Для того, чтобы 𝑥𝑥𝑘𝑘 ∈ φ(𝑋𝑋) необходимо и достаточно, 
чтобы 𝑥𝑥𝑘𝑘 ∈ φ2(𝑋𝑋𝑘𝑘). 

Доказательство. 
1) Необходимость. Если 𝑥𝑥𝑘𝑘 ∉ φ2(𝑋𝑋𝑘𝑘), то найдется  

𝑟𝑟 < 𝑘𝑘 такое, что 𝑥𝑥2𝑟𝑟 ≤ 𝑥𝑥2𝑘𝑘 , … , 𝑥𝑥𝑑𝑑𝑟𝑟 ≤ 𝑥𝑥𝑑𝑑𝑘𝑘, причем по крайней 
мере одно из этих неравенств является строгим. Посколь-
ку 𝑥𝑥1𝑟𝑟 ≤ 𝑥𝑥1𝑘𝑘, отсюда следует, что 𝑥𝑥𝑘𝑘 ∉  φ(𝑋𝑋). 

2) Достаточность. Доказательство от противного. 
Предположим, что 𝑥𝑥𝑘𝑘 ∈ φ2(𝑋𝑋𝑘𝑘), но 𝑥𝑥𝑘𝑘 ∉ φ(𝑋𝑋). Тогда 
найдется  𝑟𝑟 ∈ {1, … ,𝑛𝑛}\{𝑘𝑘} такое, что 𝑥𝑥1𝑟𝑟 ≤ 𝑥𝑥1𝑘𝑘, … , 𝑥𝑥𝑑𝑑𝑟𝑟 ≤ 𝑥𝑥𝑑𝑑𝑘𝑘, 
а по условию координатной единственности все эти нера-
венства являются строгими. Так как элементы занумеро-
ваны по возрастанию первой координаты, то должно вы-
полняться неравенство 𝑟𝑟 < 𝑘𝑘, но тогда получаем противо-
речие с условием 𝑥𝑥𝑘𝑘 ∈ φ2(𝑋𝑋𝑘𝑘). ∎ 

Следствие. Пусть элементы U-множества 𝑋𝑋 ⊂ ℝ𝑑𝑑  
занумерованы по возрастанию 𝑗𝑗-й координаты: 

1 ≤ 𝑗𝑗 ≤ 𝑑𝑑 − 1:𝑋𝑋 =  {𝑥𝑥1, … , 𝑥𝑥𝑛𝑛},𝑋𝑋𝑘𝑘 = {𝑥𝑥1 , … , 𝑥𝑥𝑘𝑘}, 𝑘𝑘 = 2, … 𝑛𝑛. 

Для того, чтобы 𝑥𝑥𝑘𝑘 ∈ φ𝑗𝑗(𝑋𝑋) необходимо и достаточно, 
чтобы 𝑥𝑥𝑘𝑘 ∈ φ𝑗𝑗+1(𝑋𝑋𝑘𝑘). 

Доказательство следствия вполне аналогично доказа-
тельству леммы 1. 

Лемма 1 служит основой для рекурсивной конструк-
ции, которая используется в дальнейшем при построении 
множества Парето. Граничные условия для этой кон-
струкции описываются леммой 2. 

Лемма 2. Пусть элементы U-множества 𝑋𝑋 ⊂ ℝ2 зану-
мерованы по возрастанию первой координаты: 
𝑋𝑋 =  {𝑥𝑥1, … , 𝑥𝑥𝑛𝑛}. Для того, чтобы множество X было филь-
трованным, необходимо и достаточно выполнения нера-
венств 𝑥𝑥21 > 𝑥𝑥22 > ⋯ > 𝑥𝑥2𝑛𝑛. 

Доказательство леммы 2 непосредственно вытекает из 
определения фильтрованного множества. 

Пусть элементы U-множества 𝑋𝑋 =  {𝑥𝑥1, … , 𝑥𝑥𝑛𝑛}  ⊂ ℝ2 
занумерованы по возрастанию первой координаты. Элемент 
𝑥𝑥𝑘𝑘 называется рекордным если 𝑥𝑥2𝑘𝑘 < min{𝑥𝑥21, … , 𝑥𝑥2𝑘𝑘−1}.  
По определению элемент 𝑥𝑥1 считается рекордным. 

Следствие. Мощность подмножества Парето в U-мно-
жестве 𝑋𝑋 ⊂ ℝ2 совпадает с числом рекордных элементов в 
последовательности 𝑥𝑥1, … , 𝑥𝑥𝑛𝑛, полученной в результате 
сортировки множества X по первой координате. 

В дальнейшем мы будем иметь дело с ℝ𝑑𝑑-значными 
случайными векторами 𝑋𝑋1, … ,𝑋𝑋𝑛𝑛. Для обозначения веро-
ятностей событий и математических ожиданий случайных 
величин мы будем использовать соответственно символы 

𝐏𝐏{∙} и 𝐄𝐄(∙), а для совместного распределения векторов 
𝑋𝑋1, … ,𝑋𝑋𝑛𝑛 использовать символ 𝑃𝑃𝑋𝑋1,…,𝑋𝑋𝑛𝑛. 

Обозначим через Π множество всех перестановок 
множества {1, 2, … ,𝑛𝑛}, то есть взаимно однозначных отоб-
ражений множества {1, 2, … ,𝑛𝑛} на себя. 

Случайные векторы 𝑋𝑋1, … ,𝑋𝑋𝑛𝑛 называются симметрич-
но зависимыми, если их совместное распределение инва-
риантно относительно любой перестановки индексного 
множества, то есть если 𝑃𝑃𝑋𝑋π(1),…,𝑋𝑋π(𝑛𝑛) = 𝑃𝑃𝑋𝑋1,…,𝑋𝑋𝑛𝑛 для любой 
π = �π(1), … ,π(𝑛𝑛)� ∈ Π. 

Отметим некоторые простейшие факты, связанные с 
понятием симметричной зависимости. 

Предложение 1. Пусть 𝑋𝑋1, … ,𝑋𝑋𝑛𝑛 — ℝ𝑑𝑑-значные слу-
чайные векторы. 

1. Для того, чтобы 𝑋𝑋1, … ,𝑋𝑋𝑛𝑛 были симметрично зави-
симыми необходимо и достаточно, чтобы их совместное 
распределение было инвариантным относительно любой 
транспозиции (перестановки, меняющей местами только 
два индекса). 

2. Если 𝑋𝑋1, … ,𝑋𝑋𝑛𝑛 симметрично зависимы, то для любо-
го непустого подмножества 𝐼𝐼 ⊂ {1, … ,𝑛𝑛} случайные вели-
чины (𝑋𝑋𝑖𝑖)𝑖𝑖∈𝐼𝐼 также симметрично зависимы. 

3. Если 𝑋𝑋1, … ,𝑋𝑋𝑛𝑛 независимы и одинаково распределе-
ны, то 𝑋𝑋1, … ,𝑋𝑋𝑛𝑛 симметрично зависимы. 

4. Если 𝑋𝑋1, … ,𝑋𝑋𝑛𝑛 симметрично зависимы и 𝑋𝑋1 не зави-
сит от 𝑋𝑋2, … ,𝑋𝑋𝑛𝑛, то 𝑋𝑋1, … ,𝑋𝑋𝑛𝑛 независимы и одинаково рас-
пределены. 

5. Если 𝑋𝑋1, … ,𝑋𝑋𝑛𝑛 симметрично зависимы и ℝ𝑑𝑑-значный 
случайный вектор Y не зависит от 𝑋𝑋1, … ,𝑋𝑋𝑛𝑛, то случайные 
векторы 𝑍𝑍1 = 𝑌𝑌 + 𝑋𝑋1, … , 𝑍𝑍𝑛𝑛 = 𝑌𝑌 + 𝑋𝑋𝑛𝑛 симметрично зави-
симы. 

6. Если 𝑋𝑋1, … ,𝑋𝑋𝑛𝑛 симметрично зависимы, то для любой 
измеримой функции 𝑓𝑓:ℝ𝑑𝑑 → ℝ случайные величины 
𝑓𝑓(𝑋𝑋1), … , 𝑓𝑓(𝑋𝑋𝑛𝑛) симметрично зависимы. В частности, ко-
ординаты 𝑋𝑋1𝑗𝑗 , … ,𝑋𝑋𝑛𝑛𝑗𝑗 симметрично зависимы для каждого 
𝑗𝑗 ∈ {1, … ,𝑑𝑑}. 

Случайные величины со значениями в множестве Π 
называются случайными перестановками элементов мно-
жества {1, 2, … ,𝑛𝑛}. В дальнейшем мы будем использовать 
термин «случайная перестановка» в более узком смысле, 
подразумевая, что случайная перестановка σ имеет равно-
мерное распределение на множестве Π, то есть что 
𝐏𝐏{σ = π} = 1 𝑛𝑛!⁄  для любой π ∈ Π. 

Предложение 2. Пусть π ∈ Π, σ,σ′ — случайные пере-
становки элементов множества {1, 2, … ,𝑛𝑛}. Тогда: 

1. πσ и σπ — случайные перестановки. 
2. Если σ и σ′ независимы, то σσ′ и σ′σ — случайные 

перестановки. 
Доказательство. Докажем п. 2. Зафиксируем π′ ∈ Π. 

По формуле полной вероятности имеем 

𝐏𝐏{σσ′ = π′} = �𝐏𝐏{σσ′ = π′|σ = π}𝐏𝐏{σ = π} =
π∈ Π

 

= � 𝐏𝐏{σ′ = π′π−1}
𝟏𝟏
𝒏𝒏!

π∈ Π

=
1
𝑛𝑛!

 

так как π′π−1 так же пробегает множество Π, когда его 
пробегает π. ∎ 
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Лемма 3. Пусть X1, … , X𝑛𝑛 — случайные ℝ𝑑𝑑-значные 
векторы с произвольным совместным распределением и 
пусть σ — случайная перестановка индексов, не зависящая 
от X1, … , X𝑛𝑛. Тогда случайные векторы Xσ(1), … , Xσ(𝑛𝑛) сим-
метрично зависимы. 

Доказательство. Для любых борелевских множеств 
𝐵𝐵1, … ,𝐵𝐵𝑛𝑛 ⊂ ℝ𝑑𝑑 и любой перестановки π′ ∈ Π по формуле 
полной вероятности мы имеем равенства 

𝐏𝐏�Xπ′σ(1) ∈ 𝐵𝐵1, … , Xπ′σ(𝑛𝑛) ∈ 𝐵𝐵𝑛𝑛� = 

= � 𝐏𝐏�Xπ′σ(1) ∈ 𝐵𝐵1, … , Xπ′σ(𝑛𝑛) ∈ 𝐵𝐵𝑛𝑛|σ = π�𝐏𝐏{σ = π}
π∈ Π

= 

=
1
𝑛𝑛!
� 𝐏𝐏�Xπ′π(1) ∈ 𝐵𝐵1 , … , Xπ′π(𝑛𝑛) ∈ 𝐵𝐵𝑛𝑛�
π∈ Π

 . 

Когда π пробегает множество Π, π′π также пробегает 
множество Π, следовательно, правая часть последнего ра-
венства не зависит от π′. ∎ 

С последовательностью ℝ𝑑𝑑-значных случайных векто-
ров X1, … , X𝑛𝑛 мы будем связывать матрицу их координат 
�𝑋𝑋𝑖𝑖𝑗𝑗| 𝑖𝑖 = 1, … ,𝑛𝑛; 𝑗𝑗 = 1, … ,𝑑𝑑�, в которой индекс строки — 
номер вектора в последовательности, а индекс столбца — 
номер координаты. 

Будем говорить, что случайные ℝ𝑑𝑑-значные векторы 
обладают свойством стохастической координатной един-
ственности и называть их SU-векторами (Stochastic 
Uniqueness), если  𝐏𝐏�𝑋𝑋𝒌𝒌𝑗𝑗 = 𝑋𝑋𝑙𝑙𝑗𝑗� = 0 для любых различных 
𝑘𝑘, 𝑙𝑙 ∈ {1, … ,𝑛𝑛} и для любого 𝑗𝑗 ∈ {1, … ,𝑑𝑑}. 

Лемма 4. Пусть X1, … , X𝑛𝑛 — ℝ𝑑𝑑-значные симметрично 
зависимые случайные SU-векторы, σ𝑗𝑗  — перестановка их 
индексов в соответствии с возрастанием j-й координаты 
(𝑗𝑗 ∈ {1, … ,𝑑𝑑}). Тогда σ𝑗𝑗  — случайная перестановка, то 
есть σ𝑗𝑗  имеет равномерное распределение на множестве Π. 

Доказательство. Зафиксируем π ∈ Π. Случайное собы-
тие �σ𝑗𝑗 = π� происходит тогда и только тогда, когда про-
исходит событие �𝑋𝑋π(1),𝑗𝑗 < ⋯ < 𝑋𝑋π(n),𝑗𝑗�. Из условия сим-
метричной зависимости следует, что вероятность послед-
него события не зависит от π, а из условия стохастической 
координатной единственности — что 

� 𝐏𝐏�𝑋𝑋π′(1),𝑗𝑗 < ⋯ < 𝑋𝑋π′(n),𝑗𝑗�
π′∈ Π

= 1. 

Таким образом 𝑛𝑛!  𝐏𝐏�σ𝑗𝑗 = π� = 1, что и требовалось. ∎ 
Замечание. Свойство стохастической координатной 

единственности играет существенную роль при выводе 
основных результатов. Для ℝ𝑑𝑑-значных симметрично за-
висимых случайных векторов X1, … , X𝑛𝑛 координатные ве-
личины X1𝑗𝑗 , … , X𝑛𝑛𝑗𝑗 симметрично зависимы, поэтому веро-
ятность 𝐏𝐏�𝑋𝑋𝒌𝒌𝑗𝑗 = 𝑋𝑋𝑙𝑙𝑗𝑗� не зависит от конкретного выбора 
пары 𝑘𝑘, 𝑙𝑙 ∈ {1, … ,𝑛𝑛}. Обозначим через 𝐹𝐹𝑗𝑗 функцию распре-
деления величины 𝑋𝑋𝟏𝟏𝑗𝑗 − 𝑋𝑋2𝑗𝑗. Тогда требование условия 
стохастической координатной единственности равносиль-
но следующему требованию: функции 𝐹𝐹𝑗𝑗 не имеют атомов 
в нуле при любом 𝑗𝑗 ∈ {1, … ,𝑑𝑑}. 

При выводе основных результатов наряду с условием 
стохастической координатной единственности мы будем 
использовать также условие независимости координат век-

торов X1 , … , X𝑛𝑛, то есть условие взаимной независимости 
столбцов матрицы �𝑋𝑋𝑖𝑖𝑗𝑗| 𝑖𝑖 = 1, … ,𝑛𝑛; 𝑗𝑗 = 1, … ,𝑑𝑑�. 

ℝ𝑑𝑑-значные случайные векторы X1, … , X𝑛𝑛, удовле-
творяющие обоим этим условиям, мы будем называть 
SUI-векторами (англ. Independence — «независимость»),  
а соответствующие им координатные матрицы —  
SUI-матрицами. 

ОСНОВНЫЕ РЕЗУЛЬТАТЫ 
Символом #M мы в дальнейшем обозначаем число 

элементов множества M. Введем также обозначение для  
n-го гармонического числа: 

𝐻𝐻(𝑛𝑛) = 1 +
1
2

+ ⋯+
1
𝑛𝑛

, 𝑛𝑛 = 1, 2, …  . 

Пусть 𝑋𝑋 = {X1, … , X𝑛𝑛}, где X1, … , X𝑛𝑛 — ℝ𝑑𝑑-значные 
случайные SUI-векторы. 

Теорема 1. Пусть 𝑑𝑑 = 2. Тогда 𝐄𝐄[#φ(𝑋𝑋) ] = 𝐻𝐻(𝑛𝑛). 
Доказательство. Пусть 𝑋𝑋1, … ,𝑋𝑋2 — элементы множе-

ства X, перенумерованные в соответствии с возрастанием 
первой координаты. Тогда, согласно леммам 3 и 4, после-
довательность вторых координат этих векторов 𝑋𝑋21 … ,𝑋𝑋2𝑛𝑛 
является последовательностью симметрично зависимых 
случайных величин, для которой выполняется свойство 
стохастической единственности. По следствию из леммы 2 
𝐄𝐄[#φ(𝑋𝑋) ] = 𝐄𝐄𝑅𝑅𝑛𝑛, где 𝑅𝑅𝑛𝑛 — число рекордных значений в 
последовательности 𝑋𝑋21 … ,𝑋𝑋2𝑛𝑛. Положим 

τ1 = 1, τ𝑘𝑘 = �1, если 𝑋𝑋2𝑘𝑘  < 𝑚𝑚𝑖𝑖𝑛𝑛{𝑋𝑋21, … ,𝑋𝑋2𝑘𝑘−1}
0, если 𝑋𝑋2𝑘𝑘  ≥ 𝑚𝑚𝑖𝑖𝑛𝑛{𝑋𝑋21, … ,𝑋𝑋2𝑘𝑘−1}

, 𝑘𝑘 ≥ 2. 

Тогда 𝐄𝐄𝑅𝑅𝑛𝑛 = 1 +  𝐏𝐏{τ2 = 1} + ⋯+ 𝐏𝐏{τ𝑛𝑛 = 1}. Так как 
величины 𝑋𝑋21, … ,𝑋𝑋2𝑘𝑘 симметрично зависимы, то события 
�𝑋𝑋2𝑖𝑖 = 𝑚𝑚𝑖𝑖𝑛𝑛{𝑋𝑋21, … ,𝑋𝑋2𝑘𝑘}� , 𝑖𝑖 = 1, … , 𝑘𝑘  равновероятны, а из 
условия стохастической единственности следует, что эти 
события являются попарно дизъюнктными с вероятно-
стью 1. Поэтому 𝐏𝐏{τ𝑘𝑘 = 1} =  𝟏𝟏

𝒌𝒌
  при 𝑘𝑘 = 2, … ,𝑛𝑛. ∎ 

Следствие. Пусть d = 2, ξ — случайно выбранная точка 
из множества X, удовлетворяющего условиям теоремы 1. 
Тогда 𝐏𝐏{ξ ∈ φ(𝑋𝑋) } = 𝐻𝐻(𝑛𝑛) 𝑛𝑛⁄ . 

Доказательство. Пусть κ = κ(ξ) — номер точки ξ, по-
лученный ею в результате сортировки множества 𝑋𝑋. Слу-
чайный выбор точки означает, что событие {κ = k} имеет 
вероятность 1 / n для каждого 𝑘𝑘 = 1, … ,𝑛𝑛. Если это собы-
тие произошло, то событие ξ ∈ φ(𝑋𝑋) происходит в том и 
только том случае, когда 𝑋𝑋2𝑘𝑘 = 𝑚𝑚𝑖𝑖𝑛𝑛{𝑋𝑋21, … ,𝑋𝑋2𝑘𝑘}. По форму-
ле полной вероятности получаем 

𝐏𝐏{ξ ∈ φ(𝑋𝑋) } = � 𝐏𝐏{ξ ∈ φ(𝑋𝑋)|κ = k }𝐏𝐏{κ = k}
𝑛𝑛

𝑘𝑘=1
= 

 = �
1
𝑘𝑘

×
1
𝑛𝑛

=
𝐻𝐻(𝑛𝑛)
𝑛𝑛

𝑛𝑛

𝑘𝑘=1
 .  ∎ 

Заметим, что для любого непустого подмножества 
𝑋𝑋′ ⊂ 𝑋𝑋 мощности 𝑛𝑛′ = #𝑋𝑋′ и случайно выбранной точки ξ 
из множества 𝑋𝑋′  

𝐏𝐏{ξ ∈ φ(𝑋𝑋′) } =
𝐻𝐻(𝑛𝑛′)
𝑛𝑛′

=
𝐄𝐄[#φ(𝑋𝑋′) ]

𝑛𝑛′
 . 
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Следовательно, 

𝐏𝐏{ξ ∈ φ(𝑋𝑋′) } =
𝐄𝐄[#φ(𝑋𝑋′) ]

𝑛𝑛′
 .                     (1)  

Равенство (1) справедливо, как нетрудно видеть, для 
любого 𝑑𝑑 ≥ 2. 

Пусть 𝑑𝑑 > 2, 𝑋𝑋 = �𝑋𝑋𝑖𝑖𝑗𝑗| 𝑖𝑖 = 1, … , 𝑛𝑛; 𝑗𝑗 = 1, … , 𝑑𝑑� — SUI-мат-
рица, строки которой симметрично зависимы и занумеро-
ваны по возрастанию первой координаты. Рассмотрим 
подматрицу 𝑋𝑋′ полученной матрицы, образованную 
столбцами с номерами 2, … ,𝑑𝑑. Эта подматрица также бу-
дет SUI-матрицей, строки которой симметрично зависимы 
согласно леммам 3 и 4. Пусть 𝑋𝑋𝑘𝑘∗ — k-я строка матрицы 𝑋𝑋, 
𝑋𝑋′𝑘𝑘∗ — подстрока в матрице 𝑋𝑋′. По лемме 1 событие 
{𝑋𝑋𝑘𝑘∗ ∈ φ(𝑋𝑋) } происходит тогда и только тогда, когда 
происходит событие 

{𝑋𝑋′𝑘𝑘∗ ∈ φ(ℳ𝑘𝑘) }, где ℳ𝑘𝑘 = {𝑋𝑋′1∗, … ,𝑋𝑋′𝑘𝑘∗}. 

Обозначим через τ𝑘𝑘 индикатор этого события. Имеем 

𝐄𝐄[#φ(𝑋𝑋) ] = �𝐏𝐏{τ𝑘𝑘 = 1} = �
𝐄𝐄[#φ2(ℳ𝑘𝑘) ]

𝑘𝑘

𝑛𝑛

𝑘𝑘=1

𝑛𝑛

𝑘𝑘=1

.     (2) 

Итерируя (2) (d - 2) раза и используя теорему 1, мы по-
лучим следующее равенство: 

𝐄𝐄[#φ(𝑋𝑋)] = �
1
𝑘𝑘
��

1
𝑘𝑘1

𝑘𝑘

𝑘𝑘1=1

𝑁𝑁

𝑘𝑘=1

�… �
1

𝑘𝑘𝑑𝑑−4
�

𝐻𝐻(𝑘𝑘𝑑𝑑−3)
𝑘𝑘𝑑𝑑−3

�
𝑘𝑘𝑑𝑑−4

𝑘𝑘𝑑𝑑−3=1

�… � .     (3) 

Формула (3) слишком громоздка для использования на 
практике, поэтому оставшаяся часть статьи посвящена по-
лучению простых оценок для 𝐄𝐄[#φ(𝑋𝑋) ]. 

Лемма 5. 
1. 𝐄𝐄[#φ(𝑋𝑋) ] ≤ 𝐻𝐻𝑑𝑑−1(𝑛𝑛). 
2. 𝐄𝐄[#φ(𝑋𝑋) ] ≥ 1

2
(𝑑𝑑−2)(𝑑𝑑−1)

2
𝐻𝐻𝑑𝑑−1(𝑛𝑛). 

Доказательство. 
1. Из (2) имеем 

𝐄𝐄[#φ(𝑋𝑋) ] ≤ 𝐄𝐄[#φ2(𝑋𝑋) ]𝐻𝐻(𝑛𝑛) ≤ ⋯ ≤ 𝐻𝐻𝑑𝑑−1(𝑛𝑛). 

2. Заметим, что 
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𝑘𝑘
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>
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𝐻𝐻2(𝑛𝑛).                           (4) 

Действительно, так как 
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Покажем теперь, что для любых 𝑟𝑟,𝑛𝑛 ≥ 1 

 �
𝐻𝐻𝑟𝑟(𝑘𝑘)
𝑘𝑘

≥
1
2𝑟𝑟
𝐻𝐻𝑟𝑟+1(𝑛𝑛)

𝑛𝑛

𝑘𝑘=1

.                         (5) 

Так как функция 𝑓𝑓(𝑥𝑥) = 𝑥𝑥𝑟𝑟 выпукла, то по неравенству 
Йенсена, принимая во внимание (4), имеем 

�
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Применяя последовательно неравенство (5) в равенстве (3) 
(d - 2) раза, получим: 

𝐄𝐄[#φ(𝑋𝑋) ] ≥
𝐻𝐻𝑑𝑑−1(𝑛𝑛)

21+⋯+(𝑑𝑑−2) =
1

2
(𝑑𝑑−2)(𝑑𝑑−1)

2

𝐻𝐻𝑑𝑑−1(𝑛𝑛).∎ 

Принимая во внимание, что 𝐻𝐻(𝑛𝑛) = Θ(log𝑛𝑛) мы полу-
чаем следующий результат. 

Теорема 2. Пусть 𝑑𝑑 ≥ 2. Тогда 

𝐄𝐄[#φ(𝑋𝑋) ] = Θ([log𝑛𝑛]𝑑𝑑−1). 

Следствие. Пусть 𝑑𝑑 ≥ 2, ξ — случайно выбранная точ-
ка в множестве 𝑋𝑋. Тогда 

𝐏𝐏{ξ ∈ φ(𝑋𝑋) } = Θ�
[log𝑛𝑛]𝑑𝑑−1

𝑛𝑛
� . 
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Abstract. The article is devoted to an estimation of the ex-

pected size of the Pareto set in a finite set of points drawn by 
symmetrically dependent random variables in ℝ𝒅𝒅. The received 
estimates are fully analogized to the well-known estimates in the 
case of independent random variables. 
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Abstract. In this article, the authors consider the problems of 

modern steganography. Starting with the presentation of a histor-
ical example of steganography, the authors classify contemporary 
steganography methods. The authors also offer a structural dia-
gram of the steganographic system, which is based on further re-
search. Further, the authors describe a simulation software model 
called a «⊕Highly Undetectable steGOsystem» or «⊕HUGO 
stegosystem» for short, implementing a steganographic method of 
transmitting a secret message embedded in a fixed digitized image. 
The article also discusses the principle of operation of the simula-
tion software model and its steganographic justification. As an im-
plementation algorithm, the authors used a cryptographic gam-
ming algorithm using the function of bijective addition modulo 
two, conventionally denoted — ⊕. The authors determine the dif-
ficulty of detecting container change in this embedding method by 
calculating the Pearson correlation coefficient. The authors show 
that this model successfully improved information security when 
transmitting classified information in various electronic document 
management systems. The developed software model is much 
more efficient than the algorithm LSB, which is determined by 
higher performance and provides higher resistance to detection. 

Keywords: simulation software model, highly undetectable 
stegosystem, stegosystem ⊕HUGO, cryptographic agorhythm of 
gamming, bijective addition modulo two, Pearson correlation 
coefficient. 

INTRODUCTION 
Steganography is a science that studies methods to increase 

information security by hiding the very fact of the transfer of 
classified information. The main goal is to transmit an en-
crypted message in open, publicly available information, in se-
cret, the very existence of which will be known only to the send-
ing and receiving parties. 

The first recorded steganographic methods consisted of ma-
nipulations with the information carrier. For example, clay tab-
lets of ancient Sumerians were discovered by archaeologists. A 
clay tablet was the carrier of information, cuneiform was used 
at that time, and the steganographic method of hiding infor-
mation consisted of cunning and ingenuity. On such tablets, the 
hidden text was stuffed with the first layer of the letter. After 
the sender applied a new layer of clay, a non-secret message 
was knocked out on it with a wedge by him. In this method, the 
container is a clay tablet, the hidden text is a secret message, 
and the key is knowledge, agreement on this method of trans-
mission. 

The second well-known steganography method is the story of 
the tyrant from Greece, Herodotus, who, while in captivity, used 
his slave to transmit a secret message through him. The method 
of concealing information was that the slave's head was shaved 
bald, after which a secret message was applied to the scalp by the 
sender. Over time, the hair on the slave's head grew, which pro-
tected the message from being read by third parties. This method 
was also used in the Roman Empire, as shown in Figure 1. 

Fig. 1. The Story of Herodotus 

England, Aeneas Tactician, described encrypting infor-
mation that the sender used to save money by ordinary people. 
The sender used this method because sending letters over long 
distances was expensive, while sending a newspaper costs 
many times less. In this regard, a method was invented, which 
consisted in piercing small holes above the letters in old news-
papers. After that, the sender sent the newspaper, and the recip-
ient, writing out these letters, received an encrypted message. 

Digital steganography as a separate science appeared not so 
long ago, so it has no established terminology. The authors can 
cite one of the most common definitions that can be formulated 
as follows: Digital steganography is the science of secretly and 
reliably hiding some bit sequences in other sequences of a sim-
ilar nature. In this formulation, there are primary criteria for the 
applied steganographic methods. It uses the concept of invisi-
bility. It can be defined as stability to the analysis of information 
by a person or a program that detects changes in the structure 
of information and reliability - which means preserving the in-
tegrity of information when exposed to various kinds of noise. 

A steganographic system consists of the means and methods 
necessary to form a hidden data transmission channel. In the 
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process of its creation, it is required to take into account the 
introductory provisions of digital steganography: 

• the optimal ratio of the complexity of the implementation 
of the stegosystem to the security of the system; 

• performance of optimal throughput; 
• maintaining the integrity and completeness of classified 

information during transmission; 
• the stegosystem is entirely open to the intruder, excluding 

the private key; 
• if the violator discloses information about data transmis-

sion by the steganographic method, it should be impossible to 
extract secret information without knowing the key. 

In digital steganography, the main tasks are developing new, 
more advanced, highly undetectable methods and stegosystems, 
improving and modifying existing ones, and creating based on 
more efficient steganographic systems for storing and transmit-
ting the information. 

BLOCK DIAGRAM OF THE STEGANOGRAPHIC INFORMATION  
PROTECTION SYSTEM 

In general, a stegosystem can be compared to a communi-
cation system. Figure 2 shows a generalized block diagram of a 
steganographic system. 

The basic concepts in stegosystems are: 
1. A hidden message is an information that is encrypted in 

the stegosystem. 
2. The container (or covering object) is open information in 

which the sender will embed the hidden message. The presence 
of a secret message in the container should not cause noticeable 
changes in the container. 

3. A key — as in cryptography, is secret information that is 
used when encrypting/decrypting a message. The key can be 

public, and then it will be openly distributed by a trusted third 
party over the network to embed the message in the container 
or private. The recipient will use it to receive the message from 
the container. 

4. Steganographic algorithm — this concept refers to two 
types of transformation: the first is a direct algorithm, which 
from a message, container, key will have a container with a 
message encrypted in it, the second is a reverse algorithm, 
which forms a pair: a container with a message, key, will have 
the original message at the output. 

5. Precoder — performs the translation of secret infor-
mation into the form necessary for encryption into the con-
tainer. 

6. Stegocoder — responsible for embedding a secret mes-
sage in a container. 

7. A stegochannel is a communication channel through 
which a container with an encrypted message is transmitted in-
side. The container can be damaged by directed attacks by in-
truders or be distorted under the influence of interference. 

8. A stegodetector is software that analyzes the structure of 
a container for changes. Such changes may be intentional when 
an embedded encrypted message is detected in the container 
and errors and distortions during transmission. 

9. A stegoencoder — restores a message from a container 
using a key. 

Principles of steganographic transformations are: 
• the container must contain a structure that can be changed 

with the condition that the functionality of the object will not 
be affected; 

• when analyzing the structure of the container, the changes 
should not be recognized by attackers. 

Fig. 2. Block diagram of a steganographic system 

CLASSIFICATION OF STEGANOGRAPHY METHODS 
The key principles based on which different methods of ste-

ganography are formed: 
• incomplete accuracy — some files do not need full trans-
mission accuracy, and adjustments can be made to them by 
senders; 
• invisible to humans — some file structures contain redun-
dancy; when changing the structure of such a file, 

insignificant changes occur; human senses cannot distin-
guish that, and there is no special equipment to detect such 
changes. 
A general idea of methods is allocating insignificant parts in 

the container structure and replacing such parts with infor-
mation from the message. 

The general block diagram of the classification of ste-
ganographic methods is shown in Figure 3. 
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Fig. 3. Block diagram of the classification of steganographic methods 

Classification of methods according to the practice of con-
tainer selection: 

• surrogate — an empty container is not taken, preference 
is given to the first one that comes along, the container, in this 
case, is most often not optimal; 

• selective — in this method, a large number of empty con-
tainers are created, after which the optimal one remains, which 
most repeats the static noise characteristics of an empty con-
tainer; 

• constructed — the stegosystem itself forms empty con-
tainers; in this case, the noise of the container masks the hidden 
message; 

• streaming (continuous) containers — such methods can-
not know the characteristics of the container in advance, and the 
embedding of the secret message will be in real-time; 

• fixed (limited length) containers — methods with prede-
fined features of an empty container.  

Classification of methods by container organization 
method: 

• systematic — in such practices, it is possible to determine 
where the sender will embed the secret information and where 
the noise data will be;  

• unsystematic — in such containers, it is necessary to pro-
cess the file to receive a secret message fully. 

Classification of methods based on the use of unique prop-
erties of file presentation formats: 

• service fields, such as headers, which are not taken into 
account in programs, and mostly filled with zeros; 

• special formatting of data; 
• use of unused sections on media; 
• removal of file headers-identifiers, etc. 
Classification of methods according to the principle of hid-

ing methods used is divided into: 
• methods of direct replacement — represent the replace-

ment of unimportant bits of an empty container with bits of a 
hidden message, based on the excess of the information envi-
ronment in the spatial or temporal domain; 

• spectral methods — use spectral representations of ele-
ments of the embedding environment to hide the message. 

Classification according to the purpose of using ste-
ganographic methods: 

• protection of non-public data; 
• copyright preservation;  
• confirmation of authenticity.  
The methods are divided by container types: 
• text files; 
• audio files; 
• images; 
• videos.  



Intellectual Technologies on Transport. 2022. No 3 
 

 
Интеллектуальные технологии на транспорте. 2022. № 3  28  

 

RESEARCH UNDERGROUND OF HUGO TECHNOLOGY 
Let's look in chronological order at the well-known scien-

tific publications that form the basis of the authors' research. 
Research in the field of highly undetectable stegosystems 

intensified at the beginning of the twentieth century when an 
article was published [1]. A modification of the F5 algorithm 
was proposed, providing high resistance to visual attacks with 
a low degree of detection. Thus, the attacker's task to detect a 
hidden message embedded in the covering object has become 
more complicated. 

In the following paper [2], the authors use so-called wet paper 
codes and introduce the concept of perturbed quantization to de-
scribe a new approach to passive safety of steganography. The 
authors present a heuristic algorithm that provides higher ste-
ganographic security for covering objects in JPEG format. 

In the article [3], the authors determine the largest embed-
ded payload that the attacker cannot detect.  The authors claim 
that the average undetectable ability to embed hidden messages 
for black-and-white covering objects in JPEG format is at least 
0.05 bits/per non-zero DCT coefficient. 

In further studies [4], the authors established a connection 
between synthesizing a stegosystem, minimizing distortion dur-
ing implementation, and statistical physics. A distinctive fea-
ture of this work from previous works is that the authors intro-
duced an arbitrary character of the distortion function. It al-
lowed the authors to describe the changes in the implementation 
as spatially dependent.  The research method proposed by the 
authors reduced the task of synthesizing a stegosystem to the 
study of finding the minimum values of the distortion function 
potentials that determine the statistical undetectability of a hid-
den message. 

The authors described another new approach to using addi-
tive steganographic embedding in the spatial domain of the cov-
ering object [5]. The authors propose to determine the level of 
change in pixel values in the high-frequency regions of the cov-
ering object by its weight and aggregation using the inverse 
Helder norm to determine individual pixel changes. It makes it 
possible to increase the stability of the proposed scheme for ste-
ganalysis significantly. 

In the paper [6], the authors used a different strategy in 
which the covering object is represented as a sequence of inde-
pendently distributed quantized Gaussians. The probabilities of 
making changes to the pixels of the covering object are calcu-
lated to minimize the overall discrepancy for a given embed-
ding operation and a given payload. 

In the article [7], the authors propose a universal approach 
to the description of distortions, called universal wavelet rela-
tive distortion (UNIWARD), and apply it to embed a hidden 
message in the spatial and frequency domains of the encom-
passing object.  

In most stegosystems for still digital images using raster for-
mats, the changes' amplitude is usually limited to the minimum 
value when implementing a hidden message. However, in the 
article [8], the authors explore ways to increase the embedding 
volume in highly textured areas of the covering object by sig-
nificantly growing the embedding amplitude, which leads to an 
increase in payload.  

The opinion that adding additional information to a hidden 
message increases the security of the stegosystem has long been 
indisputable. Further confirmation of this is the article [9]. The 
authors investigate the use of additional information in a set of 

several JPEG images for the same scene, provided there is no 
access to the pre-recording. 

They further developed the results obtained by the authors 
in the previous publication in the article [10]. As in the latter 
case, the secret message is hidden in the covering object by add-
ing a noise signal to it, a heteroscedastic noise naturally intro-
duced by the recipient. The main requirement of this method is 
that the covering image is available in raw form (this operation 
is called «sensor capture»). A significant payload can be em-
bedded for monochrome n objects or low-quality JPEG while 
providing a high level of security. 

SIMULATION SOFTWARE MODEL FOR EMBEDDING A HIDDEN 
MESSAGE IN A COVERING OBJECT BY GAMMING 

In this section, the authors present a prototype of a simula-
tion software model for implementing the process of transmit-
ting hidden messages in digital still images on the way from the 
sender to the recipient using their discrete transformations and 
concealment algorithms. 

In the model under consideration, the principle of operation 
is based on the well-known least significant bits (LSB) method. 
It is its complement, with the correction of its inherent short-
comings. 

The authors propose to carry out a preliminary conversion 
of the file into a form that resembles noise in many ways. It 
makes it possible to increase the system's security since in the 
event of a leak of a secret message, it will be possible to restore 
it only with the private key with which the image is initially 
converted. 

PURPOSE AND STRUCTURE OF THE SIMULATION SOFTWARE 
MODEL 

The purpose of the simulation model development is to in-
crease the level of security of information transmitted in the 
hidden electronic document management system using ste-
ganographic methods. The structure of this model is illustrated 
in Figure 4. 

Fig. 4. The structure of the simulation software model 

The model was developed by the previously mentioned 
scheme of the steganographic system, which can be seen in Fig-
ure 2. 

The functions of the procoder in this model are recom-
mended to be performed using the ACM (Arnold Cat Map) 
method. This method converts a secret graphic digitized image 
in PNG format into a form that most resembles noise. An ex-
ample of how these method works are shown in Figure 5. 

Further, according to the scheme, the secret message con-
verted into noise gets to the input to the stegocoder module,  
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Fig. 5. The process of converting a hidden message  
using the ACM method 

which performs the function of embedding the message into the 
container, which is also a graphic image. This module is repre-
sented as Emb, which means embed. 

This module has two outputs. The first thing you can see in 
the diagram is that the output element is the key needed to re-
store the image during the decoding operation by the recipient. 
Without this key, it is impossible to restore the original image. 
An example of the image (covering object) in which the sender 
embedded the message is shown in Figure 6. An example of the 
secret key is shown in Figure 7, and the graphic image that the 
sender encrypted at the same time is shown in Figure 8. 

Fig. 6. The covering object 

Fig. 7. The Key (with labels where the sender embedded  
the secret image) 

Fig. 8. The secret message 

The second output is a container with a secret message en-
crypted inside. In the diagram, this container is marked as a 
stego module. This container will be transmitted via a binary 
symmetric channel (BSC). 

BSC is a simple binary channel through which it is possible 
to transmit only 0 and 1, with the condition that on the other 
side, the receiver does not always receive the value that the 
sender sent. This channel illustrates the simplest example of a 
communication channel with a condition for noise during data 
transmission. 

At the exit from the communication channel, the Stego con-
tainer enters the Ext (Extract) module, which means to extract. 
This module extracts a secret message from the container so far 
in noise, using the secret key. 

Next, the secret message from the container gets into the 
RACM module (Reverse Arnold Cat Map), which is the reverse 
of the ACM module, and restores the original hidden image 
from the noise view. 

THE STRUCTURE OF THE SOFTWARE PACKAGE  
AND THE FUNCTIONS IMPLEMENTED IN IT 

The software package (SP) is developed in the free Net-
Beans integrated application development environment in the 
Java programming language.  

When creating the SP, the various steganographic stages of 
the application were divided into classes. The structure of the 
developed application is shown in Figure 9. 



Intellectual Technologies on Transport. 2022. No 3 
 

 
Интеллектуальные технологии на транспорте. 2022. № 3  30  

 

Fig. 9. The structure of software package 

The SP consists of five classes, and let's briefly list their 
functionality. 

The Main class is the main class in which the graphical user 
interface (GUI) SP is created, and the events of the buttons 
pressed by the user are processed. The GUI view is shown in 
Figure 10. 

Fig. 10. The GUI view of the SP 

The following functions are implemented in this class: 
• decryptActionPerformed — this function handles the de-

crypt button click event. Two images are read and transmitted 
to the decryption module: a container with a secret message em-
bedded in it and a key image with the coordinates of the embed-
ded message bits. After that, the image with the key replaced an 
image that is obtained at the output of the stegodecoder module; 

• encryptActionPerformed — this function processes the 
event of pressing the encrypt button. During processing, it reads 
the image of the container and the secret message, after which 
it transmits these images to the stegocoder module. Then the 
function displays the image of the container with the embedded 
secret message and the image of the key with the coordinates of 
the embedded bits of information; 

• exitActionPerformed — this function handles the exit 
event of the program by pressing the exit button. 

• load_containerActionPerformed — implements the pro-
cess of selecting a graphic image by the user for the role of a 
container and displays this image on the screen; 

• load_secretActionPerformed — implements the process 
of choosing a picture of secret information by the user, which 
will be encrypted into a container and displayed on the program 
screen. 

• saveActionPerformed — this function saves two images 
that are currently displayed on the program panels. 

The image panel class is responsible for initializing panels 
for images. It implements functions: 

• setImage — add an image to the panel; 
• getImage — read the image from the panel; 
• removeImage — clears the panel from the image; 
• extractBytes2 — this function converts the image from the 

panel into an array of bytes. And for further, it is used when 
embedded in the container. 

The Convert class was developed by it  to implement two 
auxiliary functions: 

• intToBytes — in this function, the numeric format Integer 
is converted into an array of bytes; 

• buildStego — this function implements the formation of 
an array of bytes for embedding in a container by receiving a 
byte array of a message as input and adding a service header to 
it – the length of this array. 

The Decode class performs the function of the stegodecoder 
module, the following functions are initialized in this class: 

• extractHiddenBytes_B; 
• extractHiddenBytes_G; 
• extractHiddenBytes_B. 
All three of these functions perform decoding, and their dif-

ference is that of the bytes of what color you need to get a secret 
message. 

The last ImageProcess class performs the function of a steg-
ocoder module; it has the same structure as Decode – a separate 
procedure is implemented for each of the three cases, depending 
on the byte of what color the embedding of secret information 
will take place. And also, in this class, the suitability of the pixel 
for use for encryption is checked. List of functions in this class: 

• B_Hide; 
• G_Hide; 
• R_Hide. 

THE PROCESS OF EMBEDDING A HIDDEN MESSAGE  
IN A CONTAINER 

As mentioned above, SP is based on the steganographic 
method of least significant bits. 

For embedding, the last bits of the bytes responsible for the 
colors in the image are used. The program provides three en-
cryption options: in blue, red, and green bytes. The selection is 
made by switching the drop-down list in the program interface, 
as shown in Figure 11. 

 
 
 
 



Intellectual Technologies on Transport. 2022. No 3 
 

 
Интеллектуальные технологии на транспорте. 2022. № 3  31  

 

Fig. 11. Choosing the byte color for embedding 

Next, the secret image is converted into an array of bytes. 
After which, a header containing the length of the embedded 
information is added to the beginning of this array. 

When embedding an image, the container is analyzed to se-
lect suitable pixels at the borders of the image color change. It 
is done to avoid areas of uniform color because changes in them 
are simply detected by steganalysis. 

The image analysis process takes place by selecting a 3x3 
pixel area of the image, after which the central pixel is analyzed 
for possible embedding. Let's consider the analysis of the area 
using the example of the area shown in Figure 12. 

Fig. 12. The pixel area under study 

Let's introduce the notation: Ai is the color value of the i 
pixel, Bi is the pixel under study. Then the check will take place 
according to the formula: 

𝐵𝐵𝑖𝑖 =  

⎩
⎪
⎨

⎪
⎧1, �

𝐵𝐵𝑖𝑖 + ∑ 𝐴𝐴𝑖𝑖8
𝑖𝑖=1

9
− 𝐵𝐵𝑖𝑖� > 8,

0, �
𝐵𝐵𝑖𝑖 + ∑ 𝐴𝐴𝑖𝑖8

𝑖𝑖=1

9
− 𝐵𝐵𝑖𝑖� < 8 .

                       (1) 

Authors should also note that more specific neighborhood 
types can be used, such as three consecutive bytes or a 3x3 
cross. 

The embedding operation takes place according to the 
⊕HUGO algorithm. For a visual description of it, let's assume 
that the secret message M, a subset of bytes of the covering ob-
ject C selected for the embedding operation and satisfying the 
condition in formula (1), and a subset of the corresponding m 
bytes of stego S are the final byte strings. We can describe the 
execution of the ⊕HUGO algorithm by the following sequence 
of actions. 

For the embedding operation (Emb), we perform: 
1. The next half byte mi of the hidden message is added 

using the exclusive operation XOR with the right half of the 
next byte ci satisfying the condition in formula (1), from the 
subset C. The result of the operation is written to the right half 
of the corresponding next byte of the covering object (stego) 
si. Formally, this operation can be written as the ratio: 
si = mi⊕ci. 

2. Item 1 is executed for all half-bytes of the secret message. 
In the example shown in Figure 13, for the embedding op-

eration of the first half-byte m1 of a hidden message, the em-
bedding process can be represented as the following relations: 
s1 = m1⊕c1. The representation of this operation in hexadeci-
mal code looks like this: 1 = B⊕A. In binary, it looks like this: 
0001 = 1011⊕1010. 

Fig. 13. The scheme for performing operations  
by the ⊕HUGO algorithm 

In this paper, in the process of embedding a secret message, 
the above method is used, with one difference that only the last 
bit of a byte, a pixel satisfying condition (1), is used for encryp-
tion. 

In parallel with the process of embedding information into a 
pixel, a black or red pixel is placed on a pure white image. At the 
same time, a black or red pixel is placed in the container's images 
by the pixel's coordinate into which the information is embedded. 
This image will serve as a key for the stegodecoder. 

At the output of the stegocoder module, there will be a con-
tainer with a built-in message and a secret key. 

THE PROCESS OF EXTRACTING A MESSAGE FROM A CONTAINER 
Consider the operation of extracting (Ext) a hidden message. 
As a recipient, we have two images, and it is necessary to 

perform a decoding operation. 
The first step is to add these two images to the program, see 

Figure 14 and Figure 15. 
The decoding process takes place according to the following 

algorithm: 
1. Determining the length of the encrypted message. It is 

done by decrypting the header. For this, both images and the 
length of the header are transmitted to the decryption function. 

2. The decryption process takes place by determining the 
pixel marked on the key, after which the color value according 
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to which the encryption took place is read in the container using 
these coordinates. Then, the value of the last bit is added using 
the operation ⊕ with one if a black pixel was marked on the 
key and with zero if red. 

3. The next step is the decryption of a classified message. 
For this, the same images and header length obtained in the sec-
ond step are transmitted to the decryption function. 

Fig. 14. Procedure for selecting a file to upload to the program 

Fig. 15. The result of loading the container and the secret key 
into the program 

The decoding process takes place according to the following 
algorithm: 

1. Determining the length of the encrypted message. It is 
done by decrypting the header. For this, both images and the 
length of the header are transmitted to the decryption function. 

2. The decryption process takes place by determining the 
pixel marked on the key, after which the color value according 
to which the encryption took place is read in the container using 
these coordinates. Then, the value of the last bit is added using 
the operation ⊕ with one if a black pixel was marked on the 
key and with zero if red. 

3. The next step is the decryption of a classified message. 
For this, the same images and header length obtained in the sec-
ond step are transmitted to the decryption function. 

The authors should note that the program removes the pixels 
already passed from the secret key, and it is done to avoid re-
peated operations during decryption. Authors should also note 
that the same functions ⊕ are used for the embedding and ex-
traction processes in implementing the HUGO algorithm. It is 

due to a remarkable property of this operation called bijectiv-
ity (reversibility). 

ANALYSIS OF SIMULATION RESULTS 
Two attempts to determine the information-theoretical sta-

bility of stegosystems are known from the literature. Kashin's 
definition [11] is based on the following requirement: the en-
tropy of an empty covering object (a container with noise) rel-
ative to it should be small. We emphasize that we are talking 
about relative entropy. Thus, Kashin considers the opponent's 
task to distinguish an empty covering object from a stego as a 
task of statistical testing hypotheses. Another approach is de-
scribed in the work of J. Zӧllner, et al. [12]. It is based on the 
following requirement: knowledge of the covering object and 
its corresponding stego does not reduce the entropy of the hid-
den message. Note that here the opponent's task essentially 
boils down to extracting some information about a secret mes-
sage (obviously, detecting a steganographic channel is a partic-
ular case of this task). 

The work of Anderson and Petitcolas [13] and its early ver-
sion [14] are also known. Some mathematical statements are 
formulated. For example,  an estimate of the capacity of ste-
ganographic channels from above through the entropy differ-
ence. However, these works are of an overview nature and do 
not provide mathematically rigorous definitions of the concepts 
under consideration. 

The authors should note that the above stability estimates of 
the stegosystem are based on the entropy approach. It requires 
precise determination of the laws of distribution of random var-
iables C' and S. This requirement is the main obstacle that 
makes it difficult, and in some cases impossible, to apply this 
approach. 

In this case, simpler ratios can be used to statistically eval-
uate the effectiveness of the developed stegosystem [15] imple-
menting the HUGO algorithm. 

The authors should note that most of the earlier estimates of 
the stability of the stegosystem are based on the entropy ap-
proach and require precise determination of the laws of distri-
bution of random variables C (covering object) and S (stego). 
This requirement is the main obstacle that makes it difficult, and 
in some cases impossible, to apply this approach. 

In this case, simpler ratios can be used to statistically eval-
uate the effectiveness of the developed stegosystem implement-
ing the ⊕HUGO algorithm. 

The main widely used metric for displaying the difference 
between empty and filled covering objects is the peak signal-
to-noise ratio (PSNR), calculated by the formula: 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 = 10 log10
2552

𝑀𝑀𝑃𝑃𝑀𝑀
 . 

It is the ratio between the maximum possible signal value 
and the power of noise that distorts the signal value [16]. 

The root-mean-square error (MSE) determines the differ-
ence between the pixel intensities of this and the covering ob-
ject. MSE (denoted by the symbol Ϭ) is calculated from the fol-
lowing ratio: 

Ϭ =
1

𝑀𝑀 × 𝑃𝑃
���𝑓𝑓(𝑖𝑖, 𝑗𝑗) − 𝑓𝑓′(𝑖𝑖, 𝑗𝑗)�2,

𝑀𝑀

𝑗𝑗=1

𝑁𝑁

𝑖𝑖=1
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where f (i, j) is the brightness of the pixel of the covering object, 
and f' (i, j) is the brightness of the corresponding stego pixel, N 
is the length of the digital image in pixels, M is the width of the 
digital image in pixels. 

A high value of Ϭ indicates poor quality of the original im-
age and vice versa. 

Capacity is a percentage of the size of the initial covering 
object Vc and the secret message Vm, calculated by the formula: 

𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑎𝑎𝑖𝑖𝑎𝑎𝑎𝑎 =
𝑉𝑉𝑚𝑚
𝑉𝑉𝑐𝑐

 . 

The rcs correlation displays the degree of identity of the 
paired linear relationship between Ci and Si covering object. 

Usually, rcs is calculated from the ratio [17]: 

𝑟𝑟𝐶𝐶𝐶𝐶 =
𝑎𝑎𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐

(𝑛𝑛 − 1)Ϭ𝑐𝑐Ϭ𝑐𝑐
  , 

where 𝑎𝑎𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 is called covariance and is calculated from the ratio: 

𝑎𝑎𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 = ��𝑎𝑎𝑗𝑗 − 𝑎𝑎̀��𝑠𝑠𝑗𝑗 − �̀�𝑠� .
к

𝑗𝑗=1

 

If we expand the product of Ϭ𝑐𝑐Ϭ𝑐𝑐, we get a formula for cal-
culating them: 

Ϭ𝑐𝑐Ϭ𝑐𝑐 = ���𝑎𝑎𝑗𝑗 − 𝑎𝑎̀�2��𝑠𝑠𝑗𝑗 − �̀�𝑠�2
𝐾𝐾

𝑗𝑗=1

𝐾𝐾

𝑗𝑗=1

 .            (2) 

Assuming 𝐾𝐾 = 𝑃𝑃 × 𝑀𝑀, n = 2, we obtain the following rela-
tion for the correlation coefficient: 

𝑟𝑟𝐶𝐶𝐶𝐶 =
∑ �𝑎𝑎𝑗𝑗 − 𝑎𝑎̀��𝑠𝑠𝑗𝑗 − �̀�𝑠�к
𝑗𝑗=1

Ϭ𝑐𝑐Ϭ𝑐𝑐
 ,  

and given the ratio (2) for Ϭ𝑐𝑐Ϭ𝑐𝑐, we obtain the final expression 
for calculating the correlation coefficient rcs in the following 
form: 

𝑟𝑟𝐶𝐶𝐶𝐶 =
∑ �𝑎𝑎𝑗𝑗 − 𝑎𝑎̀��𝑠𝑠𝑗𝑗 − �̀�𝑠�к
𝑗𝑗=1

�∑ �𝑎𝑎𝑗𝑗 − 𝑎𝑎̀�2 ∑ �𝑠𝑠𝑗𝑗 − �̀�𝑠�2𝐾𝐾
𝑗𝑗=1

𝐾𝐾
𝑗𝑗=1

 , 

where cj is the value of byte j of the covering object Ci; sj is the 
value of byte j of Si; 𝑎𝑎̀ and �̀�𝑠 are the average values of bytes Ci 
and Si, respectively; Ϭ𝑐𝑐 — MSE for Ci; Ϭ𝑐𝑐 — MSE for Si; n is 
the number of observations compared (in this case n = 2); K is 
the number of bytes in Ci and Si. 

The simulation results shown in Figure 16 and in Table 1 
allow us to assert the practical indistinguishability of the cover-
ing object even with the capacity values of 0.593308641975 
since the value of the Pearson correlation coefficient does not 
exceed the value 0.99993720336. It makes solving the problem 
of steganalysis complicated even for a very experienced ste-
ganalytic. 

 

Fig. 16. Dependence of the Pearson correlation coefficient on the capacity 

Table 1 
Results of calculating the dependence of the Pearson correlation coefficient on the capacity 

No. Capacity Pearson correlation 
coefficient  

1 0.002093827160 0.99999977887 
2 0.005797530864 0.99999939581 
3 0.018182716049 0.99999807112 
4 0.061323456790 0.99999350505 
5 0.197604938271 0.99997905860 
6 0.593308641975 0.99993720336 
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CONCLUSION 
In this article, the authors presented a simulation software 

model called «Highly Undetectable SteGOsystem» or 
⊕HUGO for short, implementing a steganographic method of 
transmitting a secret embedded in a still digitized image. The 
authors developed the principle of operation of the program and 
its steganographic justification based on a cryptographic gam-
ming algorithm. This algorithm uses functions of bijective ad-
dition modulo two, conventionally denoted — ⊕. 

The authors demonstrated the difficulty of detecting the fact 
of container change in this embedding method by calculating 
the Pearson correlation coefficient. Users can implement this 
model to improve information security when transferring clas-
sified information in various electronic document management 
systems. The developed simulation software model is much 
more efficient than the least significant bit algorithm (LSB), 
which is determined by higher performance and by providing 
higher resistance to detection. 
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Аннотация. В статье рассмотрены проблемы современной 

стеганографии. Начиная с представления исторического при-
мера, классифицированы современные методы стеганогра-
фии. Предложена структурная схема стеганографической си-
стемы, которая основана на дальнейших исследованиях. Опи-
сана имитационная программная модель, называемая 
⊕Highly Undetectable steGOsystem, или, сокращенно, «стего-
система ⊕HUGO», реализующая стеганографический метод 
передачи секретного сообщения, встроенного в неподвижное 
цифровое изображение. Также рассматривается принцип ра-
боты имитационной программной модели и ее стеганографи-
ческое обоснование. В качестве алгоритма реализации приме-
нен криптографический алгоритм гаммирования, использу-
ющий функцию биективного сложения по модулю два, 
условно обозначаемую ⊕. Авторы определяют сложность об-
наружения изменения контейнера в этом методе встраивания 
путем вычисления коэффициента корреляции Пирсона. По-
казано, что данная модель успешно повысила информацион-
ную безопасность при передаче секретной информации в раз-
личных системах электронного документооборота. Разрабо-
танная программная модель намного эффективнее алгоритма 
LSB, что определяется более высокой производительностью и 
обеспечивает более высокую устойчивость к обнаружению. 

Ключевые слова: имитационная программная модель, 
высоконеобнаруживаемая стегосистема, стегосистема 
⊕HUGO, криптографический алгоритм гаммирования, 
биективное сложение по модулю два, коэффициент 
корреляции Пирсона. 
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Abstract. Various algorithms for redistributing tasks in cluster 

computing systems are described. The results of calculating the 
probabilistic-time characteristics of the system with connection to 
the shortest queue and transitions between queues are presented. 
A number of models with different performance and node failures, 
with delays in the transition between nodes are described. The re-
sults of analytical and simulation modeling of the considered sys-
tems are compared. 

Keywords: cluster, load balancing, shortest queue models, 
queue theory, dispatching, transition between queues, join-the-
shortest-queue. 

INTRODUCTION 
Cluster technologies are currently widely used to solve the 

problems of ensuring the stability of the functioning and sur-
vivability of computing systems (CS) [1]. At the same time, 
there are cluster systems for various purposes – to increase fault 
tolerance by duplicating calculations (HA-clusters, High-avail-
ability), to ensure a uniform load of cluster nodes by redistrib-
uting it (LB-clusters, Load Balancing) or to ensure high perfor-
mance by parallelizing calculations between cluster nodes 
(HPC clusters, High performance computing). It is also possible 
to organize the work of a computing cluster in a mixed mode – 
with switching functions. 

Let's consider in more detail the problem of optimal load 
redistribution in cluster computing systems. It is relevant in 
solving problems of both optimizing bandwidth and increasing 

fault tolerance of distributed computing systems [1, 2]. Exam-
ples of such systems can be database query processing systems, 
Web factories, firewalls, mail and Web traffic content analysis 
systems, where sufficiently high response times are required. 

One of the load balancing mechanisms is dispatching in-
coming service requests. This mechanism redistributes the 
workload between several servers of the cluster system, which 
in general may have different performance. If they fail, the load 
is redistributed to other nodes of the cluster. At the same time, 
in a distributed system, there may be delays in transferring the 
load from one processing node to another. 

The objective of the article is to consider algorithms and an-
alytical and simulation models of load balancing with heteroge-
neous cluster architecture and various methods of dispatching 
organization. 

ALGORITHMS FOR DISPATCHING TASKS IN CLUSTERS 
Consider the models of a cluster computing system (Fig. 1), 

where the distribution of tasks between nodes is carried out by 
a hardware or software dispatcher (switching processor, spe-
cialized load balancing server, special software). Each node has 
the necessary means to organize a queue of tasks. The dis-
patcher has either a centralized or distributed implementation, 
when the dispatcher functions are performed in each of the 
nodes under consideration. The homogeneity of the CS nodes 
is not mandatory, i. e. nodes of different performance are al-
lowed. 

Fig. 1. Model with dispatching 
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There are deterministic, stochastic and adaptive dispatch al-
gorithms. 

1. Deterministic algorithms. 
The dispatcher directs the received task to a specific server: 
a) fixed dispatching (each task flow is sent to its «own» pre-

defined server); 
b) cyclic dispatching (each newly received task is sent to the 

next server by number, for example, in Round Robin, WRR, 
DRR cyclic algorithms). 

2. Stochastic algorithms. 
The dispatcher directs tasks to one of the cluster nodes with 

equal probability (as a generalization– with a given probability, 
depending on performance and other factors). The algorithm 
does not take into account the current degree of node load. 

3. Adaptive algorithms. 
The dispatcher directs the next incoming task based on the 

ratio of queue lengths to individual servers (as a generaliza-
tion — based on the ratio of productivity or serviceability of 
servers [3]. 

Obviously, adaptive algorithms do a better job with load 
balancing [4], but require additional information. A feature of 
the algorithms is the possibility of making a decision on load 
redistribution based on operational dynamically changing in-
formation, for example, information about queue lengths to 
servers [5, 6]. 

A large number of publications are devoted to the study of 
the problem of the shortest queue [7–10]. For the first time such 
a model was considered in [11]. At the same time, there are no 
exact analytical calculations in the literature for models with 
more than two servers – approximation methods are used [12]. 
Thus, approximations of the average response time for the case 
of K queues are presented in [13], assuming that different queue 
lengths can differ by no more than one. The boundaries for the 
average residence time of requirements in a two-channel system 
were obtained in [7] using linear programming methods. 

In [14], an approximation was developed to generalize the 
shortest queue model, namely, the model with the shortest ex-
pected delay in routing clients to servers with different operat-
ing speeds. 

Below we will consider various strategies for organizing the 
work of adaptive dispatch algorithms [3]: 

1. The dispatcher receives or does not receive additional in-
formation about the performance of nodes. 

2. The dispatcher directs the task to the node with the short-
est queue length or (if additional information is available) to the 
node with the lowest delay (the ratio of queue length to node 
performance). 

3. If the queue lengths (delays) are equal, the dispatcher di-
rects the task: 

a) to the node specified for each task flow; 
b) to the next node after the last node that received the task; 
c) to any node with equal probability; 
d) to the node with the highest performance; 
e) to any node with a probability proportional to performance. 
4. If the node capacities are equal, the dispatcher directs 

the task: 
a) to the node specified for each task flow; 
b) to the next node after the last node that received the task; 
c) to any node with equal probability. 
5. In addition to dispatching input tasks, it is possible to or-

ganize the transition of tasks between queues. After servicing 
the next task, when the difference between the shortest queue 
and the longest queues is more than ΔL (sensitivity threshold): 

a) redistributes the last task of the nearest of the longest 
queues preceding the shortest queue to the shortest queue; 

b) redistributes to the shortest queue the last task of one of 
the longest queues, selected equally likely; 

c) no longer redistributes tasks from the longest queues. 
Figure 2 shows the classification of algorithms for dispatch-

ing input tasks depending on the selected model. 

Fig. 2. Classification of dispatching algorithms  
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A MODEL WITH JOINING THE SHORTEST QUEUE AND TRANSI-
TIONS BETWEEN QUEUES 

Despite the considerable interest in models with the shortest 
queue, the analytical results are still very modest, even with the 
simplest assumptions about the input flow and service flows. At 
the same time, models and algorithms have been developed 
that, in addition to joining the shortest queue, allow requests to 
move between queues during the waiting process. For the first 
time such a two-channel model was considered in [15]. In [5], 
expressions are obtained for the main characteristics of the 
model with connection to the shortest queue and transition bet-

ween queues based on a two-channel system with one input 
flow, different channel capacities and an infinite queue. The al-
gorithm of functioning and a device for modeling a two-channel 
system with connection to the shortest queue and transition be-
tween queues are described in [6]. 

Let's call this system a system with join the shortest queue 
and transition between queues — JSQ/TBQ. Consider the case 
of a two-channel system (m = 2) with a limited capacity of 
queue buffers Ki, i = 1, 2. Figure 3 shows the block diagram of 
this system [16]. 

Fig. 3. Block diagram of the JSQ/TBQ system 

The figure uses abbreviations: 
SRi — i-th source of requests; 
IFDi — i-th input flow dispatcher; 
IQBi — i-th input queue block; 
QCB — queue comparison block; 
SDi — i-th service device. 
The total input flow of requests from the sources of re-

quests (SRi) will be distributed in such a way as to load both nodes 
most optimally, since any task that enters the system will join the 
shortest queue. To do this, the input flow dispatchers (IFDi) use 
information about the difference in the lengths of the queues of the 
input queue blocks (IQBi) ΔL = L1 – L2 from the queue compari-
son block (QCB). In order to reduce the difference in queue lengths 
that occurs during the waiting for service due to the random nature 
of the request service process, a mechanism for transferring re-
quests between queues is used. We will assume that the transfer of 
requests from queue to queue is carried out at |ΔL| ≥ 2. 

We describe the algorithm of the system functioning [6, 7]. 
Step 1. Requests received from SRi to IFDi, depending on 

the state of the system: 
a) are sent to the queue of the first node if ΔL<0; 
b) are sent to the queue of the second node if ΔL>0; 
c) are removed from the system if the queues are full. 
Step 2. In cases a) and b) of step 1, the task enters the corre-

sponding service channel and becomes in the service queue in 
the input queue block (IQB). In case c), the request simply does 
not enter the system and is deleted. 

Step 3. The ratio of queue lengths is reported to the dis-
patcher by the QCB, which receives information about the 

lengths of queues L1 and L2 from both IQB. In case of inequal-
ity of queues depending on the signal ΔL, the dispatcher sends 
the request to the shortest queue. If the queues are equal, then 
the request is sent to the channel to which it was received. 

Step 4. In case of queue overflow, IQB signals to the dis-
patcher, who closes access to this channel for requests and 
transfers it to the neighboring channel. When both queues over-
flow, in addition to the overflow signal, the IFDi receives a 
queue equality signal from the QCB. The receipt of request s in 
the system is stopped until the seats in the queues are vacated. 

Step 5. From the IQB, the request is sent to the service device 
(SDi) for maintenance, the end of which it signals to the IQB in 
order to accept the next service request and replenish the queue 
if there was a limit number of requests in it. 

Step 6. If there is a difference in the queue lengths of more 
than one request, the BSO generates a signal for the transition 
of the last request from a longer queue to the end of a shorter 
one. In the QCB, after the transfer of the request is completed, 
the ΔL is changed. 

Thus, the alignment of queue lengths occurs not only due to 
the redistribution of the incoming input flow, but also due to the 
transfer of requests between queues. A special case of the sys-
tem is with one incoming flow and one fiberboard. 

The request distribution strategy can be of two types. The 
first type is when the ratio of the service rates of SD1 and SD2 
is known, the second is when there is no a priori information 
about their ratio. In the first case, if the queues are equal, the 
request is sent to the queue to the SD with greater rate, in the 
second — with equal probability. 
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CALCULATION OF THE CHARACTERISTICS  
OF THE SHORTEST QUEUE TWO-SERVER MODEL 

Consider a two-channel system JSQ/TBQ with two input 
flows, queue end drives and different node performance (Fig. 4). 

Fig. 4. Model of two-channel Queuing system JSQ/TBQ  
with finite storage devices 

The general dispatcher is distributed, consists of local dis-
patchers LD1 and LD2, exchanging information about the sta-
tus of queues. Requests come from two different input flows 
and are sent to the node with the smallest queue. If the queue 
lengths are equal, the incoming request is sent to a node with 
a higher service rate, if the same or unknown ratio of service 
rates is equal — to a node with the same number. During the 
waiting process, the last task from the longest queue goes to 
the shortest queue with a queue difference equal to the sensi-
tivity threshold. In the simplest case, the sensitivity threshold 
is two. The transition time to the next queue, both when a re-
quest is received and during the waiting process, is generally 
not equal to zero. If both queues overflow, the incoming re-
quest is rejected. 

The transition graph of the system is shown in Figure 5. 
 

Fig. 5. The transition graph of the system 

The states characterize the number of requests in each node. 
Each arrow is set in accordance with the rate of transitions. At 
the same time, the number of tasks in each node does not differ 
from each other by more than 1, which corresponds to the dis-
patching algorithm. We denote by Pi,i, Pi,i+1, Pi+1,i the stationary 
probabilities of the state of the system. Based on the transition 
graph, in accordance with the conservation laws of queue the-
ory [17], we will compile a system of equations and transform 
it to the following form: 

𝑝𝑝01 = 𝑝𝑝00
ρ(λ1 + λ2) + λ2

(2ρ + 1)μ2

𝑝𝑝10 = 𝑝𝑝00
ρ(λ1 + λ2) + λ1

(2ρ + 1)μ1
⋮

𝑝𝑝𝑖𝑖𝑖𝑖 = ρ2𝑖𝑖−1(𝑝𝑝10 + 𝑝𝑝01), 𝑖𝑖 = 1 ÷ 𝐾𝐾

𝑝𝑝𝑖𝑖,𝑖𝑖+1 = ρ2𝑖𝑖−1(𝑝𝑝10 + 𝑝𝑝01)
ρ2μ1 + λ2

λ1 + λ2 + μ1 + μ2

𝑝𝑝𝑖𝑖+1,𝑖𝑖 = ρ2𝑖𝑖−1(𝑝𝑝10 + 𝑝𝑝01)
ρ2μ2 + λ1

λ1 + λ2 + μ1 + μ2
⋮

𝑝𝑝𝐾𝐾𝐾𝐾 = ρ2𝐾𝐾−1(𝑝𝑝10 + 𝑝𝑝01). ⎭
⎪
⎪
⎪
⎪
⎪
⎬

⎪
⎪
⎪
⎪
⎪
⎫

         (1) 

Herein ρ=λ/µ — system load factor; λ=λ1+λ2 — the total arri-
val rate; µ=µ1+µ2 — total service rate. 

We take 𝜆𝜆1 = 𝑟𝑟𝜆𝜆, 𝜇𝜇1 = 𝑠𝑠𝜇𝜇, where r and s are the coeffi-
cients of the asymmetry of the input flow and the service flow. 
Based on this and the conditions 𝑝𝑝𝑖𝑖𝑖𝑖 + 𝑝𝑝𝑖𝑖𝑖𝑖 = 𝑝𝑝𝑖𝑖+𝑖𝑖 , 𝑝𝑝𝑖𝑖𝑖𝑖 = 𝑝𝑝2𝑖𝑖 , 
we bring the system (1) to the following form: 

𝑝𝑝1 = 𝑝𝑝0
ρ2 + ρ(𝑟𝑟 + 𝑠𝑠 − 2𝑟𝑟𝑠𝑠)

(2ρ + 1)(𝑠𝑠 − 𝑠𝑠2)
𝑝𝑝2 = ρ × 𝑝𝑝1

⋮
𝑝𝑝𝑖𝑖 = ρ𝑖𝑖−1𝑝𝑝1

⋮
𝑝𝑝2𝐾𝐾 = ρ2𝐾𝐾−1𝑝𝑝1 . ⎭

⎪⎪
⎬

⎪⎪
⎫

                           (2) 

From (2) and the normalization condition (the sum of all 
probabilities of states is equal to one), we find the probability 
of a free state of the system: 

𝑝𝑝0 =
1

�1 + 1 − ρ2𝐾𝐾
1 − ρ × ρ(ρ + 𝑟𝑟 + 𝑠𝑠 − 2𝑟𝑟𝑠𝑠)

(1 + 2ρ)(𝑠𝑠 − 𝑠𝑠2) �
 .         (3) 
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If the node capacities are equal, the formula for p0 completely 
coincides with the similar formula for a two-channel system 
M/M/2/K: 

𝑝𝑝0 =
1 − ρ

1 + ρ − 2ρ2𝐾𝐾+1
 .                                (4) 

With an infinite queue accumulator, formula (3) takes the 
form: 

𝑝𝑝0 = 1 �1 +
ρ(ρ + 𝑟𝑟 + 𝑠𝑠 − 2𝑟𝑟𝑠𝑠)

(1 − ρ)(1 + 2ρ)(𝑠𝑠 − 𝑠𝑠2)
�� . 

And with equal productivity µ1 = µ2: 

𝑝𝑝0 = (1 − 𝜌𝜌) (1 + 𝜌𝜌)⁄ . 

Average response time T in the system under consideration: 

𝑇𝑇 = 𝑝𝑝0
(ρ + 𝑟𝑟 + 𝑠𝑠 − 2𝑟𝑟𝑠𝑠)
μ(1 + 2ρ)(𝑠𝑠 − 𝑠𝑠2)

× �
1 − ρ2𝐾𝐾

(1 − ρ)2
−

2𝐾𝐾ρ2𝐾𝐾

1 − ρ
� .   (5) 

From (5), you can get the average number of requests in the 
system: N = λT. 

It is also of interest what proportion of the total number of 
requests is served in the first and which in the second node, how 
it varies depending on the coefficients s and r. 

The probabilities of servicing requests in the corresponding 
node Pserv1 and Pserv2 depend on three events – on the probability 
of joining the request from the common input flow to the cor-
responding queue, on the probability of transferring the request 
from the neighboring queue and the probability of transferring 
the request to the neighboring queue: 

𝑃𝑃𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠1 = 𝑃𝑃𝑗𝑗𝑗𝑗𝑗𝑗𝑗𝑗1 + 𝑃𝑃𝑡𝑡𝑠𝑠𝑡𝑡𝑗𝑗𝑠𝑠2→1 − 𝑃𝑃𝑡𝑡𝑠𝑠𝑡𝑡𝑗𝑗𝑠𝑠1→2  ;                   (6) 

𝑃𝑃𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠2 = 𝑃𝑃𝑗𝑗𝑗𝑗𝑗𝑗𝑗𝑗2 + 𝑃𝑃𝑡𝑡𝑠𝑠𝑡𝑡𝑗𝑗𝑠𝑠1→2 − 𝑃𝑃𝑡𝑡𝑠𝑠𝑡𝑡𝑗𝑗𝑠𝑠2→1 ,                   (7) 

where 𝑃𝑃𝑗𝑗𝑗𝑗𝑗𝑗𝑗𝑗1 — probability of joining the input request to the 
first queue; 
𝑃𝑃𝑗𝑗𝑗𝑗𝑗𝑗𝑗𝑗2 — probability of joining the input request to the second 
queue; 
𝑃𝑃𝑡𝑡𝑠𝑠𝑡𝑡𝑗𝑗𝑠𝑠2→1  — the probability of the transition of the request from the 
second stage to the first; 
𝑃𝑃𝑡𝑡𝑠𝑠𝑡𝑡𝑗𝑗𝑠𝑠1→2  — the probability of the transition of the request from the 
first stage to the second. 

𝑃𝑃𝑗𝑗𝑗𝑗𝑗𝑗𝑗𝑗1 = 𝑝𝑝01 + 𝑝𝑝12+. . . +𝑝𝑝𝑘𝑘−1𝑘𝑘 + 𝑟𝑟�𝑝𝑝00 + 𝑝𝑝11+. . . +𝑝𝑝𝑘𝑘−1,𝑘𝑘−1�; 

𝑃𝑃𝑗𝑗𝑗𝑗𝑗𝑗𝑗𝑗2 = 𝑝𝑝10 + 𝑝𝑝21+. . . +𝑝𝑝𝑘𝑘𝑘𝑘−1 + (1 − 𝑟𝑟)�𝑝𝑝00 + 𝑝𝑝11+. . . +𝑝𝑝𝑘𝑘−1,𝑘𝑘−1�. 

It is clear from formulas (8)–(9) that 

𝑃𝑃𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠1 + 𝑃𝑃𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠2 = 𝑃𝑃𝑗𝑗𝑗𝑗𝑗𝑗𝑗𝑗1 + 𝑃𝑃𝑗𝑗𝑗𝑗𝑗𝑗𝑗𝑗2 . 

If both queues overflow, the request will be denied service: 

𝑃𝑃𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠1 + 𝑃𝑃𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠2 + 𝑝𝑝𝑑𝑑𝑠𝑠𝑗𝑗 = 1. 

The probability of denial of service is defined as the proba-
bility that all places in the queue are occupied, i. e. 

𝑝𝑝𝑑𝑑𝑠𝑠𝑗𝑗 = 𝑝𝑝𝐾𝐾𝐾𝐾 = 𝑝𝑝0 × ρ2𝐾𝐾−1 ×
ρ(ρ + 𝑟𝑟 + 𝑠𝑠 − 2𝑟𝑟𝑠𝑠)
(1 + 2ρ)(𝑠𝑠 − 𝑠𝑠2)

 . 

For the probabilities of request transitions between queues 
after joining the shortest queue, we have: 

𝑃𝑃𝑡𝑡𝑠𝑠𝑡𝑡𝑗𝑗𝑠𝑠2→1 = �𝑝𝑝12 + 𝑝𝑝23 + ⋯+ 𝑝𝑝𝐾𝐾−1,𝐾𝐾� ×
μ1
μ

= 

= 𝐺𝐺 × (ρ𝑠𝑠 + 1 − 𝑟𝑟) × 𝑠𝑠 ; 

𝑃𝑃𝑡𝑡𝑠𝑠𝑡𝑡𝑗𝑗𝑠𝑠1→2 = �𝑝𝑝21 + 𝑝𝑝32 + ⋯+ 𝑝𝑝𝐾𝐾,𝐾𝐾−1� ×
μ2
μ

= 

= 𝐺𝐺 × (ρ(1 − 𝑠𝑠) + 𝑟𝑟) × (1 − 𝑠𝑠) , 

where 

𝐺𝐺 = 𝑝𝑝0ρ3
(ρ + 𝑟𝑟 + 𝑠𝑠 − 2𝑟𝑟𝑠𝑠) × (1 − ρ2𝐾𝐾−2)
(𝑠𝑠 − 𝑠𝑠2)(1 + 2ρ)(1 + ρ)(1 − ρ2)

 . 

We will determine what the parameters of the system under 
study should be in order to meet the requirements of the opti-
mality of the service process. It follows from (3) that p0 will be 
the maximum at the minimum of the function 

𝑧𝑧 =
𝜌𝜌(𝜌𝜌 + 𝑟𝑟 + 𝑠𝑠 − 2𝑟𝑟𝑠𝑠)

(1 + 2𝜌𝜌)(𝑠𝑠 − 𝑠𝑠2)
 . 

Let r and ρ be constant. Then we have 

𝑑𝑑𝑧𝑧
𝑑𝑑𝑠𝑠

=
ρ(1 − 2𝑟𝑟)𝑠𝑠2 − ρ(1 − 2𝑠𝑠)(𝑟𝑟 + ρ)

(1 + 2ρ)(𝑠𝑠 − 𝑠𝑠2)2
 . 

Equate the numerator to 0: 

ρ(1 − 2𝑟𝑟)𝑠𝑠2 − ρ(1 − 2𝑠𝑠)(𝑟𝑟 + ρ) = 0 ; 

(1 − 2𝑟𝑟)𝑠𝑠2 + 2(𝑟𝑟 + ρ)𝑠𝑠 − (𝑟𝑟 + ρ) = 0 . 

The first root of the quadratic equation: 

𝑠𝑠 =
�ρ2 − 𝑟𝑟2 + ρ + 𝑟𝑟 − ρ − 𝑟𝑟

1 − 2𝑟𝑟
 .                  (8) 

The second root is negative. 
Thus, the maximum value of p0 will be for the correspond-

ing load with a certain ratio of node service rates determined by 
expression (8). Let's make a table (Table 1) the maxima p0 cor-
responding to the optimal values of the coefficient s at different 
load factors ρ. 

Table 1 
The maximum values of p0 at different r and ρ  

and optimal values of s, K = 25 
 ρ = 0.1 ρ = 0.5 ρ = 0.9 

r = 0.1 
sopt 0.309 0.396 0.427 

p0max 0.838 0.343 0.054 

r = 0.3 
sopt 0.414 0.449 0.464 

p0max 0.822 0.336 0.053 

r = 0.5 
sopt 0.500 0.500 0.500 

p0max 0.818 0.333 0.053 

r = 0.7 
sopt 0.586 0.551 0.536 

p0max 0.822 0.336 0.053 

r = 0.9 
sopt 0.691 0.604 0.573 

p0max 0.838 0.343 0.054 
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For r = 0.5, expression (8) does not make sense, since at this 
point s cannot be optimal, and p0 cannot be greater than that of 
the M/M/2/K system. The boundary value will be s = 0.5, at 
which the p0 of the system under study coincides with the p0 of 
the system M/M/2/K. 

We define the boundaries within which the values of the co-
efficients r and s should lie, so that the system under study is 
not inferior to the system M/M/2/K in probabilistic characteris-
tics. To do this, we compare formulas (3) and (4) and set the 
condition: 

1 − ρ + (1 − ρ2𝐾𝐾) ×
ρ(ρ + 𝑟𝑟 + 𝑠𝑠 − 2𝑟𝑟𝑠𝑠)
(1 + 2ρ)(𝑠𝑠 − 𝑠𝑠2) ≤ 1 + ρ − 2ρ2𝐾𝐾+1 . 

As a result of the transformations, we get 

(4𝜌𝜌 + 2)𝑠𝑠2 − (1 + 2𝑟𝑟 + 4𝜌𝜌)𝑠𝑠 + (𝜌𝜌 + 𝑟𝑟) ≤ 0 . 

From the square inequality we obtain two roots that define 
the boundaries (sectors) of the optimal values of the coefficients 
s and r: 

𝑠𝑠1 =
2𝑟𝑟 + 4ρ + 1 + (2𝑟𝑟 − 1)

4(2ρ + 1)
=

ρ + 𝑟𝑟
2ρ + 1

 ;              (9) 

𝑠𝑠2 =
2𝑟𝑟 + 4ρ + 1 − (2𝑟𝑟 − 1)

4(2ρ + 1)
= 0.5 .                (10) 

Let's make a table of the boundary values of s and r for dif-
ferent ρ (Table 2). For example, using the values (8)–(10), we 
will plot a graph for ρ = 0.1 (Fig. 6). 

Table 2 
Boundary values of the coefficient s 

 ρ = 0.1 ρ = 0.3 ρ = 0.5 ρ = 0.7 ρ = 0.9 
r = 0.0 0.080 0.188 0.250 0.292 0.321 

r = 0.5 0.500 0.500 0.500 0.500 0.500 

r = 1.0 0.917 0.813 0.750 0.708 0.679 

Fig. 6. Optimal values of the coefficient s 

The graph shows that at r = 0.5 there is only one optimal 
point s = 0.5, at which the characteristics of the system under 
study and the system M/M/2/K coincide. As the load increases, 
the angle of the sector, and hence the range of optimal values of 
r and s, decreases. 

A MODEL WITH A DELAY IN TRANSMISSION BETWEEN QUEUES 
Let's now briefly consider the case when the delay in trans-

ferring tasks from the local dispatcher or from the queue to an-
other queue is not zero. This is possible in global cluster systems, 
in which the transmission time is comparable to the service time 
in the nodes, and not taking into account this delay time will in-
troduce a significant error in the calculations. The transfer of an 
request to a neighboring queue occurs when a serviced request 
drops out of a node with less than 1 number of request s in the 
queue and the difference in queues reaches 2 (Figure 7). Also, the 
transition occurs when the request arrives at its «own» node, in 
which there is 1 more in the queue than in the neighboring queue. 
In principle, the trigger threshold may be higher to prevent fre-
quent transitions between queues. 

Fig. 7.The transition graph of the system 

The temporary states i - 1, i + 1 and i + 1, i - 1 are marked 
with a dotted line, because the system, after a random delay time 
in transmitting a request from channel to channel (τ12 or τ21), en-
ters the equilibrium state i, i. Then the rate of the transition from 
states i, i - 1 and i - 1, i to state i, i through intermediate states 
i - 1, i + 1 and i + 1, i - 1 can be expressed from the equations: 

1
λ1
∗ =

1
λ1

+ τ12;  
1
λ2
∗ =

1
λ2

+ τ21 ; 

1
μ1∗

=
1
μλ1

+ τ21;  
1
μ2∗

=
1
μ2

+ τ12 . 
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We get: 

λ1
∗ =

λ1
1 + λ1τ12

 ;  λ2
∗ =

λ2
1 + λ2τ21

 ; 

μ1∗ =
μ1

1 + μ1τ21
 ;  μ2∗ =

μ2
1 + μ2τ12

 . 

Composing a transition graph and a system of equations 
based on it, we find expressions for the stationary probabilities 
of the states of the system. So, for λ1 = λ2 = λ, μ1 = μ2 = μ 
and delay τ12 = τ21 = τ𝑑𝑑 the probability of downtime p0 has the 
form: 

𝑝𝑝0 =
1

�1 + 1 − 𝑅𝑅𝐾𝐾
1 − 𝑅𝑅 × (2ρ + ρ2 2 + λτ𝑑𝑑

1 + λτ𝑑𝑑
�

 ,         (11) 

where 

𝑅𝑅 = ρ2
2 + λτ𝑑𝑑
1 + λτ𝑑𝑑

×
1 + μτ𝑑𝑑
2 + μτ𝑑𝑑

 . 

For τ𝑑𝑑 = 0, formula (11) reduces to expression (4). 

SIMULATION MODELS OF ADAPTIVE DISPATCHING  
SIMULATION RESULTS 

Unfortunately, not all models can be studied analytically. 
Therefore, during the research, the following variants of two- 
and three-channel simulation models of cluster systems with a 
finite queue storage in the GPSS World language were also de-
veloped and investigated: 

1) models with the shortest queue and transition between 
queues; 

2) models with node failures; 
3) models with delayed transmission of requests between 

nodes; 
4) models with the shortest delay in the system (the ratio of 

queue length to node performance). 
During the simulation, various load variants were tested: sub-

critical (ρ = 0.5), critical (ρ = 0.95) and supercritical (ρ = 1.5; 2.0). 
A comparative analysis of 4 two-channel simulation models 

was carried out: M1 (the system with the lowest delay), M2 (the 
system with the shortest queue), M3 (the M/M/2/K system), M4 
(two single M/M/1/K systems). The M1–M2 models also have 
a mechanism for setting a non-zero delay in the transfer of re-
quests between nodes. Three analytical models M2–M4 are also 
considered. 

In the model with the lowest delay M1, the application is 
attached to the node with the lowest ratio of queue length to 
service intensity. In general, the model shows better results 
compared to the model with the shortest queue, but the imple-
mentation of the dispatcher will be more difficult due to the cal-
culation of the node with the least delay, which may affect the 
decision time on the distribution of the next request. 

Simulation also confirmed that it is impossible to achieve an 
advantage over a two-channel system with the same service in-
tensities. Models with dispatching asymptotically approach the 
characteristics of the M/M/2/K system. But the gain can be 
achieved with a heterogeneous system architecture. In addition, 
models with adaptive dispatching allow us to study systems 
with global clustering [1]. 

CONCLUSIONS 
With an increase in the number of nodes and, accordingly, 

queues, the queue selection strategy and the analytical descrip-
tion of the model become much more complicated. 

The inclusion in the block diagram of a model with the 
shortest queue of connections for the transition of requirements 
between queues significantly improves its characteristics, 
which is explained by the greater adaptability of the model to 
load balancing. 

Response time in the system JSQ/TBQ can achieve an ad-
vantage in comparison with the M/M/2/K system with different 
channel capacities and a certain optimal ratio. 

Taking into account the performance of nodes during load 
redistribution significantly improves the time characteristics of 
job maintenance, but complicates the implementation of the dis-
patcher. 
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Аннотация. Описаны различные алгоритмы перераспре-

деления заданий в кластерных вычислительных системах. 
Приведены результаты расчета вероятностно-временных ха-
рактеристик системы с присоединением к кратчайшей оче-
реди и переходами между очередями. Описан ряд моделей с 
разными производительностями и отказами узлов, с задерж-
ками при переходе между узлами. Выполнено сопоставление 
результатов аналитического и имитационного моделирова-
ния рассматриваемых систем. 

Ключевые слова: кластер, балансировка нагрузки, модели 
с кратчайшей очередью, теория очередей, диспетчеризация, 
переход между очередями, присоединение к кратчайшей оче-
реди. 
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Abstract. Sufficiently adequate dynamic models of the func-
tioning of complex systems are characterized by high computa-
tional complexity, which leads to a significant complexity of opti-
mization procedures. Therefore, the solution of the problem of 
combinatorial optimization by a complete search of possible solu-
tions in practice is unacceptable. 

The advantages of evolutionary search as a method of combi-
natorial optimization of the structure of the information and com-
puting system is the possibility of various ways of setting the target 
function and types of optimization variables, as well as in the use 
of probabilistic, rather than deterministic rules for finding solu-
tions. A method of formalizing the structure of a heterogeneous 
information and computing system is proposed, which takes into 
account its hierarchical-network structure. 

The presented approach allows by selecting rational parame-
ters of the genetic algorithm and using the stochastic fitness func-
tion with a variable coefficient of variation to achieve a satisfactory 
speed of its convergence with a large dimension of the task. Exam-
ples of application of this method to the search for a rational struc-
ture of the computing system are given. 

Keywords: computer system, evolution search, genetic algo-
rithm, stochastic fitness-function. 

INTRODUCTION 
Modern information-computer systems (ICS) have complex 

heterogeneous hierarchical-network structures, with a large num-
ber of elements, often reconfigurable. Given the large number of 
possible configurations of computer systems — structures, pa-
rameters of the functioning of their elements and the composition 
of the tasks they solve — a mathematical apparatus of structural 
and parametric synthesis of hierarchical ICS is necessary. 

The presence of such an apparatus will allow on the basis of 
modeling of ICS to form a rational structure adapted to solve 
specific computational tasks in various conditions. Therefore, 
the issues of improving the structure of the ICS come to the 
fore. The fundamental features of the systems of this class re-
quire taking into account the diversity of elements, the variety 
of their possible states, the heterogeneity of the connections in 
the system, the conditions of functioning. At the same time, tra-
ditional approaches to solving problems of structural-paramet-
ric synthesis are often reduced to a consistent choice of system 
architecture based on a qualitative analysis of existing options, 
formalization of the selected type of structure and parametric 
synthesis of its components using known optimization methods. 
However, sufficiently adequate dynamic models of the func-
tioning of complex ICS, as a rule, are characterized by high 
computational complexity, which leads to a significant com-
plexity of optimization procedures. Therefore, the solution of 

the problem of combinatorial optimization by a complete search 
of possible solutions in practice is unacceptable, which is pri-
marily due to the following circumstances: 

− significant number of the set of solutions, depending on 
the allowable number of elements in the structure and the con-
sidered number of their types; 

− the labor-intensity of accurate calculation of the objective 
function (OF) on the basis of simulation and analytical models; 

− time spent on obtaining statistical estimates of the quality 
of the solution; 

− the need to repeatedly solve the noted problem in practice 
when varying the initial data, which, as a rule, is required in 
applied problems in order to implement a scenario approach 
that removes uncertainties in the conditions of functioning. 

The numerical method of setting the OF and the alleged 
presence of several local extremes leads to serious difficulties 
in using well-known mathematical methods and requires spe-
cial approaches based on a significant limitation of the many 
solutions under consideration. 

A powerful tool for the approximate solution of complex 
combinatorial optimization problems are the methods of evolu-
tionary search, among which genetic algorithms (GA) stand 
out. They are ways to solve optimization problems on the basis 
of evolutionary modeling, based on the use of analogies with 
natural processes of natural selection [1–4]. The advantages of 
optimization methods based on GA in comparison with classi-
cal ones consist primarily in the possibility of various ways of 
specifying OF and types of optimization variables, as well as in 
the use of probabilistic, rather than deterministic rules for find-
ing solutions [5]. 

The theory of GA is currently quite developed, but signifi-
cant non-trivial issues in specific cases are, firstly, the construc-
tion of the so-called «fitness function» (FF) to assess the quality 
of solution options and the formalization of optimization varia-
bles in the space of possible solutions, which in this case re-
quires taking into account the peculiarities of coding a hierar-
chical-network heterogeneous structure, and, secondly, the jus-
tification for adjusting the parameters of the GA that ensure ob-
taining  satisfactory according to the specified criterion of the 
decision in a limited time [6–8]. 

The traditional approach involves adjusting the parameters 
of the algorithm to obtain a satisfactory result by its repeated 
implementation with a pre-built FF. In the case of limited time 
to solve the problem and its significant labor intensity, as noted 
above, such a path does not seem quite appropriate. Therefore, 
to solve the problem of stochastic combinatorial optimization, 
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it is proposed to use a GA with a stochastic FF with a varia-
ble (changing in the search process) coefficient of variation, 
conducting a preliminary selection of rational parameters for 
adjusting the algorithm. 

FORMULATION OF THE PROBLEM OF CHOOSING THE STRUCTURE 
OF AN INHOMOGENEOUS INFORMATION-COMPUTER SYSTEM 

The essence of the task of choosing the structure of the ICS 
is as follows. There is a nomenclature of electronic component 
base (ECB), which can be used as elements of ICS. An imita-
tion-analytical model of ICS is given, correlating its structure 
with the achieved indicator of the target effect, acting as a OF. 
It is necessary to find the structure of the ICS that provides the 
highest value of the mathematical expectation of the OF indica-
tor. The time for solving the problem is limited, which is due to 
the laboriousness of obtaining estimates of the values of the OF 
by repeatedly implementing simulation modeling of the work 
of the ICS in the study of many solutions. 

With a sufficiently general statement of the problem, we 
will assume that the: 

1. Nomenclature of ECB for building ICS  many available 
types of processor ℬ𝑝𝑝 = �𝒷𝒷𝑖𝑖

𝑝𝑝𝑝𝑝� and interface elements (modules) 
ℬ𝑖𝑖𝑖𝑖 = �𝒷𝒷𝑖𝑖

𝑖𝑖𝑖𝑖�,𝒷𝒷𝑖𝑖 =< 𝑓𝑓𝑖𝑖
𝑖𝑖𝑓𝑓 , 𝑓𝑓𝑖𝑖𝑝𝑝𝑟𝑟, 𝑓𝑓𝑖𝑖

𝑚𝑚𝑚𝑚 >,𝒷𝒷𝑖𝑖 ∈ ℬ,ℬ = ℬ𝑝𝑝𝑝𝑝 ∪ ℬ𝑖𝑖𝑖𝑖, 
having functional parameters 𝑓𝑓𝑖𝑖

𝑖𝑖𝑓𝑓, resource parameters 𝑓𝑓𝑖𝑖𝑝𝑝𝑟𝑟, 
weight and size parameters 𝑓𝑓𝑖𝑖

𝑚𝑚𝑚𝑚, defining their particular qual-
ity indicators 𝑑𝑑(𝒷𝒷𝑖𝑖) =< 𝑑𝑑𝑗𝑗( 𝑓𝑓𝑖𝑖

𝑖𝑖𝑓𝑓 , 𝑓𝑓𝑖𝑖𝑝𝑝𝑟𝑟, 𝑓𝑓𝑖𝑖
𝑚𝑚𝑚𝑚) >. Particular qual-

ity indicators are understood, for example, performance, failure 
rate, power consumption, etc. 

2. A model of the functioning of the ICS, which allows to 
assess the value Ψ�(𝑆𝑆) OF under conditions of deterministic and 
random internal and external factors,  where 𝑆𝑆 — hierarchi-
cally-the network structure of the ICS, given by the parameters 
of the elements and the matrix of their adjacency. The OF can 
be, for example, the productivity of the ICS at a given time in-
terval for a given set of tasks. 

3. Vector-function of technical and operational indicators of 
ICS quality: 𝑊𝑊(𝑆𝑆𝑖𝑖) =< 𝑤𝑤𝑗𝑗(𝑆𝑆𝑖𝑖) >. 

Restrictions: 
1. Set of permissible values of technical and operational in-

dicators of ICS quality 𝒲𝒲𝑑𝑑𝑖𝑖𝑝𝑝 . 
2. Computational labor intensity of solving the problem, 

represented in the limit number Υ implementations of the OF 
Ψ�(𝑆𝑆). 

Find: On a variety of possible structures 𝕊𝕊 ICS the structure 𝑆𝑆∗, 
providing the maximum expected target effect: 

𝑆𝑆∗ = 𝑎𝑎𝑎𝑎𝑎𝑎max
𝑆𝑆𝑖𝑖∈𝕊𝕊

𝑀𝑀[Ψ�(𝑆𝑆𝑖𝑖)], 𝑊𝑊(𝑆𝑆𝑖𝑖) ∈ 𝒲𝒲𝑑𝑑𝑖𝑖𝑝𝑝 , 𝑆𝑆𝑖𝑖 ∈ 𝕊𝕊. 

Given the high complexity of solving the problem in prac-
tice, it is advisable to build an algorithm for finding its approx-
imate solution. Let's assume that the value of the OF lies in the 
range 0 ≤ Ψ� ≤ 1,  and the value of the OF equal to 1 corre-
sponds to the ICS with the optimal structure. 

The essence of GA is stated, for example, in [4, 5]. How-
ever, the effectiveness of GA searches ultimately depends on 
the «tuning» of the research-use ratio determined by the param-
eters of genetic operators. 

ALGORITHM FOR CHOOSING THE STRUCTURE  
OF HETEROGENEOUS INFORMATION-COMPUTER SYSTEM 
The developed method includes as the main stages: filtration 

of ECB and formalization of possible structures of ICS; adjust-
ment of rational parameters of GA using the deterministic var-
iant of FF; substantiation of the initial coefficient of variation 
of stochastic FF, taking into account the limit on the maximum 
number of OF implementations; implementation of the con-
structed GA. The implementation of this method can be de-
scribed as a sequence of the following steps. 

Step 1. Narrowing of the set of ECB is carried out according 
to the Pareto principle by allocating subsets ℬ𝑝𝑝𝑝𝑝∗ and ℬ𝑖𝑖𝑖𝑖∗, con-
taining respectively options for building computational (CM) 
and interface modules (IM) with non-improving characteristics. 

Step 2. Formalization of the structure 𝑆𝑆 → 𝑋𝑋 (Fig. 1). De-
pending on the available element base, the characteristics of 
subscribers interacting with the ICS, the requirements for inter-
faces, etc., a structure template is formed that corresponds to 
the maximum possible composition of elements and a variety 
of connections within the capabilities of the implemented archi-
tecture: the number 𝑢𝑢 of levels, the number 𝑚𝑚𝑘𝑘, 𝑚𝑚𝑓𝑓 = 1  
of blocks on each level; each block i-level combines 𝑙𝑙𝑖𝑖 lower 
nodes: 𝑚𝑚𝑘𝑘 = 𝑙𝑙𝑘𝑘𝑚𝑚𝑘𝑘−1, herewith 𝑛𝑛𝑐𝑐𝑚𝑚 ≤ 𝑚𝑚0 ≤ 𝑛𝑛𝑐𝑐𝑚𝑚2 , here  
is 𝑛𝑛𝑐𝑐𝑚𝑚 — the maximum possible number CM in structure. 
Structure option 𝑆𝑆 is encoded as a «chromosome» 

𝑋𝑋(𝑆𝑆) =< 𝑥𝑥𝑗𝑗
(𝑘𝑘)(𝑆𝑆)|𝑘𝑘 = 0, … ,𝑢𝑢,   𝑗𝑗 = 1, … ,𝑚𝑚𝑘𝑘 > , 

here is «gene» 𝑥𝑥𝑗𝑗
(𝑘𝑘)(𝑆𝑆) — processor module implementation 

number for 𝑘𝑘 = 0 or implementing an interface module for  
𝑘𝑘 = 1, … ,𝑢𝑢; 𝑥𝑥𝑗𝑗

(𝑘𝑘)(𝑆𝑆) = 0 means the absence of an element at a 
given position of the structure. 

Step 3. To build a FF Ψ�𝑁𝑁(𝑆𝑆𝑖𝑖) based on OF Ψ�  the Bayes — 
Laplace criterion is used, taking into account the penalty func-
tion of constraints: Ψ�𝑁𝑁(𝑆𝑆𝑖𝑖) = 𝑀𝑀[Ψ� ] × ϖ(𝑆𝑆𝑖𝑖), here is ϖ(𝑆𝑆𝑖𝑖)=0, 

𝑊𝑊���⃗ (𝑆𝑆𝑖𝑖) ∉ 𝒲𝒲𝑑𝑑𝑖𝑖𝑝𝑝; 𝜛𝜛(𝑆𝑆𝑖𝑖)=1, 𝑊𝑊���⃗ (𝑆𝑆𝑖𝑖) ∈ 𝒲𝒲𝑑𝑑𝑖𝑖𝑝𝑝; 𝑀𝑀[Ψ� ] = ∑ Ψ� 𝑖𝑖
𝑁𝑁
𝑘𝑘=1
𝑁𝑁

,  
Ψ�𝑘𝑘 — implementation of OF in k-th from N experiences. 

In order to adjust the rational parameters of GA, a determin-
istic version of FF is built, which has low computational labor-
intensity, heuristically or, for example, using estimates of math-
ematical expectation of parameters of random factors �̂�𝑍: 
Ф(𝑋𝑋𝑖𝑖) = Ψ(𝑆𝑆𝑖𝑖|𝑀𝑀��̂�𝑍�). Based on Ф(𝑋𝑋𝑖𝑖) a stochastic variant of 
FF is constructed, having a normal (Gauss) distribution and co-
efficient of variation 𝑉𝑉:  

Ф𝑉𝑉(𝑋𝑋𝑖𝑖) = �1 + 𝑉𝑉 × �−2 ln ϱ�1 × cos 2πϱ�2� × Ф(𝑋𝑋𝑖𝑖) , 

where ϱ�1, ϱ�2 ∈ [0; 1] — uniformly distributed random varia-
bles. 

Step 4. For some similar structure of the ICS (typical struc-
ture, possible construction option, analogues of the desired ICS, 
etc.), an estimate of the coefficient of variation of the OF is de-
termined: 

𝑉𝑉0 = 𝑉𝑉�Ψ�� = 1
Ψ�𝑁𝑁

�∑ (Ψ�𝑘𝑘−Ψ�𝑁𝑁)2𝑁𝑁
𝑘𝑘=1

𝑁𝑁
, 𝑁𝑁 > 105. 
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Fig. 1. Scheme of coding variants of the ICS structure 

Step 5. Finding an option 𝑋𝑋0 = arg max
𝑋𝑋𝑖𝑖

Ф(𝑋𝑋𝑖𝑖), providing 

the maximum value of the deterministic FF, for example by 
enumeration, which is provided with low computational labor-
intensity Ф(𝑋𝑋𝑖𝑖). 

Step 6. The initial (for the first generation) coefficient of 
variation 𝑉𝑉 of the stochastic FF is selected from the range cor-
responding to −3 ≤ lg𝑉𝑉 ≤ −0.5. 

Step 7. GA parameters are selected 𝒢𝒢 =< 𝑀𝑀,𝐾𝐾1,𝐾𝐾2 > (dis-
cussed below when describing GA operators, recommended 
ranges M = 0.5, … , 0.05; K1, K2 = 0.1, … , 0.9). 

Step 8. Population size is selected Ω, 2 ≤ Ω ≤ Υ 2⁄ (𝑉𝑉 𝑉𝑉0� )2, 
and the number of generations is determined 𝑁𝑁𝑝𝑝, corresponding 
to the limit on the number of calculations of the OF Υ: 

𝑁𝑁𝑝𝑝(𝑉𝑉,Ω):Υ ≥��
𝑉𝑉0
𝑉𝑉𝑖𝑖
�
2

𝑁𝑁𝑝𝑝

𝑖𝑖=1

 , 

𝑉𝑉𝑖𝑖 = 𝑉𝑉 −
𝑁𝑁𝑝𝑝
𝑖𝑖

(𝑉𝑉 − 𝑉𝑉∆), 

here is 𝑉𝑉∆ — a given coefficient of variation of FF for the latest 
generation, which determines the accuracy of the solution. 

Step 9. By series 𝑁𝑁γ GA launches with selected parameters 
𝒢𝒢, 𝑁𝑁𝑝𝑝 ,Ω indicators are determined 

φ =
∑ Ф𝑉𝑉𝑖𝑖(𝑋𝑋𝑗𝑗

∗)𝑁𝑁γ
𝑗𝑗=1

𝑛𝑛 × Ф(𝑋𝑋0)
 , 

here is Ф𝑉𝑉𝑖𝑖(𝑋𝑋𝑗𝑗
∗) — result j-th run GA for 𝑁𝑁𝑝𝑝 generations, and 

𝑃𝑃γ =
𝑁𝑁{Ф𝑉𝑉𝑖𝑖(𝑋𝑋𝑗𝑗

∗) Ф(𝑋𝑋0)⁄ ≥ γ}
𝑁𝑁γ

 , 

here is 𝑁𝑁{Ф𝑉𝑉𝑖𝑖(𝑋𝑋𝑗𝑗
∗) Ф(𝑋𝑋0)⁄ ≥ γ} — number of «successful» 

launches, when Ф𝑉𝑉𝑖𝑖(𝑋𝑋𝑗𝑗
∗) Ф(𝑋𝑋0)⁄ ≥ γ. Meaning φ consists in 

the average relative proximity of the resulting solution to the 
optimal value of FF, а 𝑃𝑃γ it makes sense to have the probability 
of «success» of the launch of the GA, when φ ≥ γ, where is 
γ — the value of the acceptable deviation set in advance. Sta-

tistically expedient number of launches of GA to assess its ef-
fectiveness based on the variance of the binomial distribution 
and the «three sigma» rule we will count 𝑁𝑁γ ≈

9𝑃𝑃γ�1−𝑃𝑃γ�
(1−𝛼𝛼)2

,  
α — confidence probability. So, for example, 𝑁𝑁γ = 360 … 900  
for α = 0.05, 𝑃𝑃γ = 0.5, … , 0.9. From these considerations, we 
obtain an indicator of the relative effectiveness of the GA with 
the selected parameters ψ = φ × 𝑃𝑃γ. 

Step 10. Repeating steps 8–9 and varying population size Ω, 
get the dependence of relative effectiveness ψ from Ω at fixed 
𝑉𝑉 and 𝒢𝒢, which is easily interpolated, which allows you to find 
Ω∗ = arg max

Ω
ψ(𝑉𝑉,𝒢𝒢,Ω) and get ψ∗(𝑉𝑉,𝒢𝒢) = ψ(𝑉𝑉,𝒢𝒢,Ω∗). 

Step 11. By repeating steps 7–10 and varying the parame-
ters 𝒢𝒢 heuristically the selection is carried out  

𝒢𝒢∗ = arg max
𝒢𝒢

ψ∗(𝑉𝑉,𝒢𝒢) 

and receiving ψ∗∗(𝑉𝑉) = ψ∗(𝑉𝑉,𝒢𝒢∗). 
Step 12. Repeat steps 6–11 for different 𝑉𝑉 and similar to the 

step10 is being sought 𝑉𝑉𝑜𝑜𝑝𝑝𝑜𝑜 = arg max
𝑉𝑉

ψ∗∗(𝑉𝑉). 
Step 13. Define 

𝒢𝒢𝑜𝑜𝑝𝑝𝑜𝑜 = arg max
𝒢𝒢

ψ∗�𝑉𝑉𝑜𝑜𝑝𝑝𝑜𝑜 ,𝒢𝒢�, 

Ω𝑜𝑜𝑝𝑝𝑜𝑜 = arg max
Ω

ψ�𝑉𝑉𝑜𝑜𝑝𝑝𝑜𝑜 ,𝒢𝒢𝑜𝑜𝑝𝑝𝑜𝑜 ,Ω�. 
Step 14. In the case of a low assessment of the performance 

of the GA, what should be considered ψ�𝑉𝑉𝑜𝑜𝑝𝑝𝑜𝑜 ,𝒢𝒢𝑜𝑜𝑝𝑝𝑜𝑜 ,Ω𝑜𝑜𝑝𝑝𝑜𝑜� < γ, 
it is necessary, returning to step 1, to reduce the numbers of the 
sets ℬ𝑝𝑝𝑝𝑝, ℬ𝑖𝑖𝑖𝑖 due to more strict filtering of the element base 
and (or), returning to step  2, facilitate structure parameters  
𝑢𝑢, 𝑚𝑚𝑘𝑘, 𝑘𝑘 = 1, …𝑢𝑢 by reducing the permissible complexity and 
diversity of structures. 

Step 15. Launch of GA with FF for i-th generation 

Ψ�𝑁𝑁𝑖𝑖, 𝑁𝑁𝑖𝑖 = 𝑉𝑉0
2

𝑉𝑉𝑖𝑖
2 , 𝑉𝑉𝑖𝑖 = 𝑉𝑉𝑜𝑜𝑝𝑝𝑜𝑜 −

𝑁𝑁𝑝𝑝
𝑖𝑖

(𝑉𝑉𝑜𝑜𝑝𝑝𝑜𝑜 − 𝑉𝑉∆) 

and parameters: mutations and crossing overs respectively  
< 𝑀𝑀,𝐾𝐾1,𝐾𝐾2 >= 𝒢𝒢𝑜𝑜𝑝𝑝𝑜𝑜, population volume Ω𝑜𝑜𝑝𝑝𝑜𝑜, number of gen-
erations 𝑁𝑁𝑝𝑝(𝑉𝑉𝑜𝑜𝑝𝑝𝑜𝑜 ,𝒢𝒢𝑜𝑜𝑝𝑝𝑜𝑜 ,Ω𝑜𝑜𝑝𝑝𝑜𝑜), which leads to the desired solu-
tion 𝑋𝑋∗ → 𝑆𝑆∗. 
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FEATURES OF THE FORMATION OF GENETIC OPERATORS  
IN THE OPTIMIZATION OF THE STRUCTURE  

OF INFORMATION-COMPUTER SYSTEM 
Let denote through 𝐹𝐹 some FF and describe the main oper-

ators of GA, justified as a result of the research. 
Mutation operator 𝑋𝑋′ = Mut(𝑋𝑋,𝑀𝑀) assumes for mutating 

with probability 𝑀𝑀 gene equally-likeable choice of alleles from 
the set of possible: with probability 𝑀𝑀 

𝑥𝑥𝑗𝑗
′(0) = [ϱ� × card(ℬ𝑝𝑝𝑝𝑝∗) + 1)], 𝑗𝑗 = 1, … ,𝑚𝑚0; 

𝑥𝑥𝑗𝑗
′(𝑘𝑘) = [ϱ� × card(ℬ𝑖𝑖𝑖𝑖∗) + 1)], 𝑗𝑗 = 1, … ,𝑚𝑚𝑘𝑘, 𝑘𝑘 = 1, … ,𝑢𝑢. 

Here and below, the square brackets mean rounding to the in-
teger at the bottom. 

Selection operator assumes selection for the next genera-
tion (range 𝑆𝑆𝑆𝑆𝑙𝑙) chromosomes with a FF value not lower than 
the average in the generation: 

𝑆𝑆𝑆𝑆𝑙𝑙 = {𝑖𝑖:𝐹𝐹(𝑋𝑋𝑖𝑖) ≥ 𝐹𝐹�, 𝑖𝑖 = 1 …Ω} = 

= {𝑠𝑠𝑆𝑆𝑙𝑙𝑘𝑘|𝑘𝑘 = 1, … , card(𝑆𝑆𝑆𝑆𝑙𝑙)}, 𝐹𝐹� = 1
Ω
∑ 𝐹𝐹(𝑋𝑋𝑖𝑖)Ω
𝑖𝑖=1 ; 

𝑆𝑆𝑆𝑆𝑙𝑙���� = {𝑖𝑖: 𝑖𝑖 ∉ 𝑆𝑆𝑆𝑆𝑙𝑙 , 𝑖𝑖 = 1, … ,Ω} = {𝑠𝑠𝑆𝑆𝑙𝑙����𝑘𝑘|𝑘𝑘 = 1, … ,Ω − card(𝑆𝑆𝑆𝑆𝑙𝑙)}, 

here is Ω — number of chromosomes in generation. 
Crossing over operator 𝑋𝑋′ = Kross(𝑋𝑋,𝑌𝑌,𝐾𝐾1,𝐾𝐾2) involves 

the exchange of genes on the epymous positions of the parent 
chromosomes 𝑋𝑋,𝑌𝑌 with probability 𝐾𝐾: if 𝐹𝐹(𝑋𝑋) ≥ 𝐹𝐹(𝑌𝑌), 𝜚𝜚� > 𝐾𝐾; 
or 𝐹𝐹(𝑋𝑋) ≤ 𝐹𝐹(𝑌𝑌), ϱ� < 𝐾𝐾: 𝑥𝑥𝑗𝑗

′(𝑘𝑘) = 𝑦𝑦𝑗𝑗
(𝑘𝑘), else 𝑥𝑥𝑗𝑗

′(𝑘𝑘) = 𝑥𝑥𝑗𝑗
(𝑘𝑘), where 

is ϱ� ∈ [0; 1] — played uniformly distributed random variable, 
𝐾𝐾 = 𝐾𝐾1 + (𝐾𝐾2 − 𝐾𝐾1) × 𝑘𝑘 𝑢𝑢� , K1, K2 — crossing over parame-
ters for 0-th и (u-1)-th hierarchical level respectively, 
𝑖𝑖, 𝑗𝑗 = 1, … ,𝑚𝑚𝑘𝑘, 𝑘𝑘 = 0, … ,𝑢𝑢. This construction of the crossing 
over takes into account the expediency of different intensity of 
exchange of structural units of different levels of hierarchy be-
tween parent variants that shown by researches. 

Implementation of the GA includes the following steps: 
1. Formation of a random initial population 

𝑋𝑋(𝑖𝑖) = Mut(𝑋𝑋(𝑖𝑖), 1), 𝑖𝑖 = 1, … ,Ω. 

2. Equally probable chromosome selection from the entire 
generation 𝑖𝑖𝑘𝑘 = [Ωϱ�] + 1, equally likely choice of chromosome 
from among those selected for the next generation: 

𝑗𝑗𝑘𝑘 = 𝑠𝑠𝑆𝑆𝑙𝑙[𝑐𝑐𝑐𝑐𝑝𝑝𝑑𝑑(𝑆𝑆𝑟𝑟𝑆𝑆)∙𝜚𝜚�]+1 , 

and the use of a crossing over operator for them 

𝑋𝑋(𝑘𝑘) = Kross(𝑋𝑋(𝑖𝑖𝑘𝑘),𝑋𝑋(𝑗𝑗𝑘𝑘),𝐾𝐾1,𝐾𝐾2), 𝑘𝑘 ∈ 𝑆𝑆𝑆𝑆𝑙𝑙. 

This method has the advantage that such an operator does 
not change the total number of chromosomes in the generation, 
forming a new one instead of the one being removed, and re-
duces the likelihood of losing successful search directions dur-
ing selection, leaving the possibility of participation of «re-
jected» chromosomes in the formation of the next generation. 

3. Application of the mutation operator for all chromosomes 
in the generation except the best FF value: 

𝑋𝑋(𝑖𝑖) = Mut(𝑋𝑋(𝑖𝑖),𝑀𝑀), 𝑖𝑖 = 1, …Ω, 𝑖𝑖 ≠ arg max
𝑖𝑖=1,…Ω

𝐹𝐹[𝑋𝑋(𝑖𝑖)] , 

that ensures that the best possible solution is preserved. 

4. Iterative execution of steps 2–3 and formation of the re-
sult 𝑋𝑋∗ = arg max

𝑖𝑖=1,…Ω
𝐹𝐹[𝑋𝑋(𝑖𝑖)] while achieve the number of gen-

erations 𝑁𝑁𝑝𝑝. 

EXAMPLE OF SEARCH THE STRUCTURE  
OF INFORMATION-COMPUTER SYSTEM 

Let us give an example of the application of the developed 
approach [9, 10] to the choice of the rational structure of a 
multi-module computing system. For this purpose, an appropri-
ate software package was developed and used [11]. At the same 
time, the calculation time of a single implementation of the OF 
was about 300 ms for 100 integration steps (a PC based on In-
tel i5 with a clock frequency of 3 GHz in the MATLAB 7), the 
required standard deviation of the OF score of 1 %, which cor-
responds to 104 experiments (the initial coefficient of variation 
of the OF is close to 1). With the total allowable number of el-
ements of the three-level structure N = 22, the estimate of the 
total number of its formalized variants of the structure was 
1,9 × 109, taking into account the resource constraints on the 
composition of the elements - about 4.3 × 104. 

On Figure 2 shows the experimental dependence of FF on 
the number of generations and the coefficient of variation with 
rational parameters justified by the above KV = 0.95; KN = 0.8; 
M = 0.3; Ω = 10. 

Fig. 2. Example of dependence of the objective function  
on the number of generations of GA and the coefficient  

of variation of FF 

On Figure 3 shows the experimental dependence of the per-
formance indicator ψ on the number of OF calculations for var-
ious methods of constructing the GA (heuristic «directional-
random» setting corresponds to KV = 0.9; KN = 0.6; M = 0.1; 
Ω = 12; «random-directional» — KV = 0.6; KN = 0.5; M = 0.4; 
Ω = 4). 

For example, a search time limit of 36 hours was set, which 
corresponds to the enumeration of 48 variants of structures in 
the traditional way. In this case, the use of the developed 
method made it possible to find a quasi-optimal solution that 
provides a value of the OF estimate of about 0.99. At the same 
time, for the traditional method of using GA (constant coeffi-
cient of variation of FF) with rational parameters, this value was 
0.56, i. e. the increment of the OF was 77 %. On the other hand, 
fixing the required value of the OF assessment, it is possible to 
estimate the gain by the time of its achievement: about 8 times 
for the value of 0.95, 12 times — for 0.9. 
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Fig. 3. Comparative analysis of the effectiveness of GA  
in the search for the optimal structure of the ICS 

1 — heuristic «directional-random» setting;  
2 — heuristic «random-directional» setting;  

3 — setting with a constant coefficient of variation of FF;  
4 — setting with variable coefficient of variation FF 

In practice, the choice of the option of constructing a com-
plex technical object is, as a rule, multi-criteria, and the final 
decision is made as an optimal compromise from some subset 
of possible solutions. The fact is that, firstly, a significant im-
pact on the decision is exerted by difficult to formalize factors 
associated, for example, with the labor-intensity of the imple-
mentation of a particular option with existing developments, 
etc. Secondly, it is necessary to eliminate uncertainties in the 
formation of initial data, for example, sets of computational 
tasks. Therefore, the application of the developed method is 
most expedient in cases where it is required in a limited time to 
form a set of quasi-optimal solutions in the scope of possible 
structures, thereby providing a reasonable optimal-compromise 
choice of the desired structure. 

CONCLUSION 
A method of heuristic solution of a complex combinatorial 

optimization problem of large dimension with a stochastic tar-
get function through the use of an evolutionary modeling appa-
ratus – genetic algorithms is proposed. The problem of struc-
tural-parametric optimization of complex heterogeneous hier-
archical-network ICS fully belongs to this class. This is due, on 
the one hand, to the many possible options for their construc-
tion, taking into account the variety of types of elements and 
their places. in the structure, and on the other hand, the com-
plexity of the models of functioning and the corresponding 
complexity of their computational implementation. Therefore, 
despite the capabilities of modern computer technology, the 
proposed method should be used to develop proposals for sub-
stantiating the technical appearance of complex ICS. Statistical 
research has shown the possibility of significantly reducing the 
time spent on finding rational options for building ICS. 
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Аннотация. Достаточно адекватные динамические мо-
дели функционирования сложных систем характеризуются 
высокой вычислительной сложностью, что ведет к суще-
ственной трудоемкости оптимизационных процедур. Поэтому 
решение задачи комбинаторной оптимизации путем полного 
перебора возможных решений на практике оказывается не-
приемлемым. 

Преимуществами эволюционного поиска как метода ком-
бинаторной оптимизации структуры информационно-вычис-
лительной системы является наличие возможности различ-
ных способов задания целевой функции и типов переменных 
оптимизации, а также в использовании вероятностных, а не 
детерминированных правил поиска решений. Предложен 
способ формализации структуры гетерогенной информаци-
онно-вычислительной системы, который учитывает ее иерар-
хически-сетевую структуру. 

Представленный подход позволяет посредством выбора 
рациональных параметров генетического алгоритма и ис-
пользования стохастической фитнесс-функции с переменным 
коэффициентом вариации достигать удовлетворительной 
скорости его сходимости при большой размерности задачи. 
Приведены примеры приложения указанного метода к по-
иску рациональной структуры вычислительной системы. 

Ключевые слова: вычислительная система, эволюцион-
ный поиск, генетический алгоритм, стохастическая фитнесс-
функция. 
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Abstract. The article discusses the possibility of using game 
simulators in training personnel or students. The relevance of the 
use of simulators in teaching information security students in 
water transport is considered.  The relevance of such simulators 
is emphasized by the possibility of their use in distance learning. 
The use of a recognizable genre, which is familiar and popular 
among students in the virtual world, allows you to acquire posi-
tive emotions, increase interest and motivation for the develop-
ment of cognitive activity. The game mechanics used in the simu-
lator are described. An example of calculating the risk of an 
emergency on a ship is considered, options for using the calcula-
tions in the simulator are proposed. The concept of the simulator 
itself is described and the concept of the interface is developed. 
The use of simulators in teaching allows you to teach students the 
practical skills of working with something. As a rule, such an 
approach to teaching requires the student to know the theory of 
the subject, as well as to actively participate in the work. Thus, 
the student has the opportunity to demonstrate his knowledge in 
practice and improve his skills. Of course, no simulator will re-
place a real device or a real situation, but such an approach in 
teaching will help to consolidate the material and in the future 
the student, seeing a real object, will not be lost and will be able 
to calmly work with it. The use of information security simula-
tors for educational purposes ensures the consolidation of theo-
retical knowledge and their application in practice. It is very 
important that the training simulators, on the one hand, be close 
to real conditions, on the other hand, work on them was interest-
ing and convenient for the student. 

Keywords: transport, water transport, vessel, ship, training 
apparatus, the game, education, risk. 

INTRODUCTION 
The use of information security simulators for educational 

purposes ensures the consolidation of theoretical knowledge 
and their application in practice. It is very important that the 
training simulators, on the one hand, be close to real condi-
tions, on the other hand, work on them was interesting and 
convenient for the student [1]. 

Simulators created in the form of a game allow students to 
master new competencies with interest. Such technologies can 
become an effective tool in the educational process for teach-
ing students new things or consolidating the material already 
passed [2]. Also, the passage of such a game can be set as 
homework, for the student's independent work. The relevance 
of such simulators is also emphasized by the possibility of 
using them in distance learning [3]. 

The use of a recognizable genre, which is familiar and 
popular among students in the virtual world, allows you to 
acquire positive emotions, increase interest and motivation for 
the development of cognitive activity [4]. 

MATERIALS AND METHODS 
The use of simulators in teaching allows you to teach stu-

dents the practical skills of working with something. As a rule, 
such an approach to teaching requires the student to know the 
theory of the subject, as well as to actively participate in the 
work. Thus, the student has the opportunity to demonstrate his 
knowledge in practice and improve his skills. Of course, no 
simulator will replace a real device or a real situation, but such 
an approach in teaching will help to consolidate the material 
and in the future the student, seeing a real object, will not be 
lost and will be able to calmly work with it. 

For example, «Virtual complex «Protection of an object 
from leaks of information through technical channels» TZI-
VIRT», the simulator is aimed at obtaining primary experience 
in preparing a room for certification, consolidating in practice 
knowledge on the physics of the formation of channels of 
leakage of technical information, familiarization with modern 
protective devices and methods of their installation, depending 
on the characteristics of the virtual office. This software pack-
age helps in the study of methods of technical protection of 
information. The program allows you to design premises, sim-
ulate threats and arrange protection against them. 

Also interesting as an example is the software package 
«Virtual complex «Detection of embedded devices and hidden 
video cameras» RAM-VIDEO-VIRT». The simulator is de-
signed to gain knowledge about methods for detecting embed-
ded devices and hidden video cameras, as well as to gain ex-
perience with modern security tools designed to detect em-
bedded devices and hidden video cameras. 

An interesting option is to use the game as a simulator, 
when a student memorizes new material while playing and 
masters new competencies. 

The use of game techniques in the lessons allows the stu-
dent to acquire the following skills [5]: 

• make quick decisions and be responsible for them;
• use the experience gained in performing professional

tasks, determine the best solutions, evaluate their quality and 
effectiveness; 

• communicate with each other and foster teamwork;
• take responsibility for the work of all team members, for

the result of assignments. 
To date, many interesting educational games have been 

created that help to consolidate this or that material, but they 
are not structured into a single course on information security 
and are suitable only as an auxiliary environment for studying 
certain topics. 

Using game technologies in pedagogy, it is necessary to go 
through several main stages, which include drawing up and 
planning goals, defining tasks and plans, and, finally, complet-
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ing the assigned tasks. It is necessary to discuss and analyze 
with students the whole process of work and the results ob-
tained. 

Any activity makes sense when these conditions are as 
close as possible to real life. The student must have a voice, 
discretion and responsibility. Only if these requirements are 
met, a person fully defines himself as a specialist. 

The classification of educational gaming technologies is 
quite large. So gaming educational technologies are usually 
classified by the field of activity, by the nature of the educa-
tional process, by the method of the game, by the subject area, 
by the game environment, etc. Within the framework of this 
article, an intellectual, educational, simulation computer game 
on information security in water transport will be considered. 

The classification of computer games is also varied, but we 
will pay special attention to adventure games, strategy games, 
puzzles, computer simulations and educational games. All 
these genres can be used when teaching students and staff any 
new competencies. 

THE CONCEPT OF THE SIMULATOR 
The purpose of the simulator is to create a learning envi-

ronment where cognitive and training activities will be availa-
ble in a playful manner that is interesting for the student. The 
simulator should consist of a plausible small boat model. The 
student will have to be able to choose protection equipment 

and install it on the object. There should also be access to the 
ship's computer interface for «installation» and operation of 
the software [6, 7]. You can also add the passage of mini-
games to the main program for learning, mastering or repeat-
ing certain competencies. These mini games can be used indi-
vidually or as a quest. 

For the correct placement of protection equipment and in-
stallation of software, the student will need to have knowledge 
of the legal framework, as well as to calculate the risks [8, 9]. 

The game will contain the following objects: 
• components of the security system; 
• ship cabins; 
• captain's bridge; 
• equipment of the vessel. 
This plot has the following attractive features: 
• the theme of a real ship is used, but students dream of 

getting a real experience; 
• the variety of ship equipment, work situations and work 

responsibilities of an information security specialist creates a 
lot of potential for the development of the plot; 

• you can add secret levels for those who want to further 
study the material on the game. 

Table 1 below presents the interpretation of the elements 
of the mechanics in the context of the game plot and setting.

Table 1 
Interpretation of elements of mechanics 

Element of mechanics 
Points for solving problems Points in individual player ratings and points in student ratings on the course. The ratings are 

divided according to the competencies that are studied at one level or another. 
Points for finding items Points in individual ratings and points in student ratings by competency. 
Points for the correct use of items Points in individual ratings and points in student ratings by competency. 
Ranking among all students Ratings between students and the rating of the player himself. 
Levels Divided into competencies, according to complexity 
Helping the student to complete the assign-
ment if the assignment takes too long 

The task can be completed no longer than two hours or lesson, depending on the level. If the 
player completes the task for a long time and cannot solve the problem, but also does not 
take hints, the gameplay prompts him to the correct way out of the situation. 

Limiting lesson time When the time ends and if the task was not done, then the student receives a «reprimand» 
card, if the student accumulates a certain number of such cards, then he will need to go 
through the game again. If the task was done, but with errors, then the student is invited to 
redo the work. If everything is done correctly, «the manager gives a new task to the employ-
ees». 

Penultimate level reached It is proposed to pass the last level, which will be a practice-oriented examination task. In 
this task, the student will need to use all the knowledge gained earlier. This level should 
correspond to all competences of the discipline. 

Reached the last level The student receives a full report on what competencies he has learned and where he made 
mistakes. It is also possible to view such reports after passing each level. 

Performing three tasks at once quickly and 
without errors and without asking for hints 

The player receives a bonus item that gives additional opportunities when solving tasks. 

Completed the level on your own without 
asking for hints 

The player receives a part of the «magic» item, if the player collects the «magic» item, he 
can exchange it for points in the rating or for additional opportunities. 

All levels are completed independently, with-
out prompting for tips and correctly 

Additional points are awarded in the rating. 

The player did not complete the levels at the 
end of the game time 

The player is asked to play the game first before completing the additional session. 3 
additional levels are also added 

The minimum number of points or below the 
minimum at the time of the end of the game 

The player is invited to go through three additional levels. 

Not a single task was completed correctly The player is invited to go through some levels again, and it is also proposed to go through 
three additional levels. 

All tasks are completed with tips The player is invited to go through three additional levels, without the possibility of using 
hints. 
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Thus, the following game mechanics will be used in the 
work [2]: 

1. Mechanic «Achievement». This mechanic is based on a 
material or virtual expression of the result of performing an 
action. The results can be seen on their own or as a reward. 
Anything can be a reward. 

2. Avoidance mechanic. With this mechanic, the player is 
motivated not by a reward, but by the fact that he can avoid 
punishment. This usually helps to keep the activity level con-
sistently according to the schedule provided by the developer. 

3. The Reward for Effort mechanic. The idea behind the 
mechanics is that when you play, you feel more joy from work 
than from rest. 

4. Mechanics «Chain of events». In this mechanic, the re-
ward is used as a link in a chain of related events. In many 
cases, players see these events as separate elements. When a 
link in a chain is unlocked, the player perceives this as a re-
ward for the actions taken. 

5. Mechanics «Countdown». Applying the presented me-
chanics, it is necessary to create situations when a limited time 
is allotted for solving problems or overcoming obstacles. Us-
ing this method, you can increase the activity of the players 
and increase its performance compared to the original. How-
ever, it is important to understand that activity only increases 
for a limited period of time. 

6. Mechanics «Combined rating of winners». Mechanics 
are used when there is a need to use a common scoring system 
for a number of game scenarios, and they can be completely 
dissimilar and unrelated to each other. 

7. Mechanic «Reward for a specific sequence of actions». 
Players are rewarded not for one, but for several consecutive 
actions. At first, the technique can reduce the activity of the 
participants, since the action does not bring a reward, but later 
it increases, because the time for receiving the reward is ap-
proaching. 

8. Loyalty mechanic. The mechanic of loyalty is to estab-
lish a non-verbal relationship between the participant in the 
game and the reality of the game. This connection is achieved 
by introducing a person to his participation in the game world 
(for example, he may have real estate in the game), and then 
this is enhanced by visual images that other players can see. 

9. Meta-game mechanics. The meaning of this mechanic is 
that an additional one is built into the main game. During the 
game, the participant can find an additional game, because the 
author does not advertise its presence, so as not to create con-
fusion or increase interest in the game. But the developer's 
advantage is that when players find meta games, they are usu-
ally very happy because it creates a pleasant surprise effect. 

10. Mechanics «Micro-competition». Used when working 
with mini-games. It allows you to form mini-scores and is 
most suitable for games with several game mechanisms, as 
well as for situations with a large number of mini-
competitions. It is easy to increase the loyalty of game partici-
pants with the help of a varied system of rewarding winners in 
mini-games. 

11. Mechanic «Modifiers». In the mechanics under consid-
eration, a certain object or artifact is used during the game, the 
use of which affects the results of tasks. This is called a modi-
fier. Often the player earns it by completing a series of tasks or 
performing a series of important actions. 

12. Mechanic «Pride». Based on positive feelings from the 
achieved result. 

13. User progress mechanic. It is a mechanism that reflects 
the progress of the player in completing the tasks assigned to 
him by the game. 

14. Instant reward mechanic. The player receives all in-
formation about his position in real time. As a result, he in-
stantly reacts emotionally. 

15. Real Prize Distribution mechanics. When using this 
mechanic, the player receives a reward that is of real, tangible 
value to the player for the results of the game. Each player can 
receive such a reward if they meet certain requirements or 
receive exceptional results. 

Plot arc: the protagonist is a specialist in an information 
security services firm. He is tasked with improving the securi-
ty system on the ship. Passing each level, he must solve in-
formation security problems close to real conditions. It is nec-
essary that after passing the game the student masters certain 
competencies. 

It is also interesting that the teacher can change the se-
quence of levels; the teacher can even remove some levels if 
he considers them not suitable in his course. To do this, the 
teacher will need to go to the «level constructor». 

LEVEL EXAMPLE 
For example, consider the level of definition of the risk of 

an emergency, which is planned to be implemented in the near 
future. 

At the initial stage of the game, students can be asked to 
calculate the possibility of an emergency on a given vessel. 
You can also give students the opportunity to choose a level: 
«Easy», «Intermediate», «Difficult». The selected level will 
determine the maximum number of points that a student can 
score when passing the level.   

When choosing any level of difficulty, the student will be 
asked to take a training test, and if the test is successfully 
completed, the task will gradually open. When choosing an 
«easy» level, the student will need to choose from several pro-
posed forms with the correct formulas and substitute parame-
ters there based on the route of the vessel, the cargo being 
transported, the type of vessel, etc. When choosing a level of 
«medium» complexity, the student will need to draw up a 
form with formulas himself, but he will have the opportunity 
to refer to a short synopsis of theoretical information. And 
when choosing the «Difficult» level, the student will not have 
the opportunity to refer to theoretical materials. At the «inter-
mediate» and «difficult» level, it is worth adding a «check» 
button, when the wrong decisions of the student will be high-
lighted during pressing, but it is worth limiting the number of 
clicks on this button. 

The risk assessment of emergencies in this example is de-
termined using statistics, route, etc. The model, which will 
describe the state of the ship's safety using risk assessment, is 
based on the statistics of emergencies in water transport. Sta-
tistics allow you to determine the type of flow of extreme 
events, as well as the trend equation [10–12]. 

To solve this problem, let us consider a statistical model of 
safety in water transport, taking into account the limited time 
interval τ. Based on Poisson's law, consider the probability 
that k events will occur: 
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𝑃𝑃{𝑋𝑋(𝑡𝑡, τ) = 𝑘𝑘} =  
𝑎𝑎𝑘𝑘𝑒𝑒−𝑎𝑎

𝑘𝑘!
 , 

where P is the probability of an event occurring;  
X(t, τ) is a function of the number of random hazardous 
events; 
k is the number of random hazardous events during the time τ; 
a is a parameter depending on τ and k; a = ατ, where λ is the 
intensity of the flow of dangerous events. 

We can consider the general flow of random hazardous 
events in water transport as private flows of random events 
connected together for a number of causal factors. The sum of 
independent Poisson flows is also a Poisson flow [13, 14]. 

It was also taken into account that the occurrence of emer-
gency situations in water transport can be defined as a se-
quence of incompatible events 𝐴𝐴𝑗𝑗𝑙𝑙 and joint events 𝐵𝐵𝑖𝑖. Incom-
patible events 𝐴𝐴𝑗𝑗𝑙𝑙 may include technogenic threats of the 
type (j = 1, 2, ..., J) on in the navigation area l (l = 1, 2, ..., L), 
for example, failure or breakdown of navigation systems, such 
a threat could be the cause of an emergency such as ground-
ing, collision with another vessel or coastline, deviation from 
the route, flooding, etc. It should be noted that an emergency 
on a ship can be the result of only one of the many considered 
joint events 𝐴𝐴𝑗𝑗𝑙𝑙  [15, 16]. The type of consequences i can be 
different, for example, flooding, grounding, fire, crash, colli-
sion. 

Thus, if we take the average, from the ratio of the number 
of ships that have suffered corresponding accidents due to the 
onset of a man-made threat of the j-th type with damage i in 
the considered navigation area l to the total number of ships, 
we can determine the probability of a man-made threat of type 
j causing damage i. 

𝑃𝑃�𝐴𝐴𝑗𝑗𝑖𝑖𝑙𝑙 � =  
∑ ∑ ∑ 𝑁𝑁𝑗𝑗𝑖𝑖𝑙𝑙𝑙𝑙𝑖𝑖𝑗𝑗

∑ 𝑁𝑁𝑙𝑙𝑙𝑙
 . 

The weighted estimates of failures can be calculated using 
the formula: 

𝜔𝜔�𝐴𝐴𝑗𝑗𝑖𝑖𝑙𝑙 � =
∑ 𝑁𝑁𝑗𝑗𝑖𝑖𝑙𝑙𝑙𝑙

∑ ∑ ∑ 𝑁𝑁𝑗𝑗𝑖𝑖𝑙𝑙𝑖𝑖𝑙𝑙𝑗𝑗
 . 

It should be borne in mind that the causes of an accident 
taken from statistical data can be subjective, since decisions 
about the specific cause of the emergency are based on expert 
judgment. An expert opinion is accepted during an official 
investigation of an accident in water transport [17, 18]. There-
fore, we can consider the «subjective» a priori probabilities of 
the event 𝑃𝑃(𝐴𝐴𝑗𝑗𝑙𝑙). Thus, events 𝐴𝐴𝑗𝑗𝑙𝑙 and events 𝐵𝐵𝑖𝑖  will be consid-
ered as hypotheses. Based on Bayes' theorem, it is possible to 
determine the probability of the «hypotheses» that caused the 
event 𝐵𝐵𝑖𝑖  [19–21]. 

𝑃𝑃�𝐴𝐴𝑗𝑗𝑙𝑙�𝐵𝐵𝑖𝑖� =  
𝑃𝑃�𝐴𝐴𝑗𝑗𝑙𝑙� × 𝑃𝑃�𝐵𝐵𝑖𝑖�𝐴𝐴𝑗𝑗𝑙𝑙�

∑ ∑ 𝑃𝑃�𝐴𝐴𝑗𝑗𝑙𝑙� × 𝑃𝑃�𝐵𝐵𝑖𝑖�𝐴𝐴𝑗𝑗𝑙𝑙�𝐿𝐿
𝑡𝑡=1

𝐽𝐽
𝑗𝑗=1

 , 

where 𝑃𝑃(𝐴𝐴𝑗𝑗𝑙𝑙) are probabilistic hypotheses 𝐴𝐴𝑗𝑗𝑙𝑙; 
𝑃𝑃�𝐵𝐵𝑖𝑖�𝐴𝐴𝑗𝑗𝑙𝑙� — conditional probabilities of the event 𝐵𝐵𝑖𝑖  under the 
hypothesis 𝑃𝑃(𝐴𝐴𝑗𝑗𝑙𝑙). 

To predict and calculate the intensity of emergency situa-
tions due to natural disasters, unpredictable events, unfavora-
ble weather conditions in the time interval T for region l, sta-
tistical data are required [22]. Thus, the intensity of emergency 
situations can be calculated by the formula: 

γ�𝐵𝐵𝑖𝑖�𝐴𝐴𝑗𝑗𝑙𝑙� =  
∑ ∑ ∑ 𝑁𝑁𝑗𝑗𝑖𝑖𝑙𝑙𝑖𝑖𝑙𝑙𝑗𝑗

𝑇𝑇𝑙𝑙
 . 

If we consider one ship whose route passes through region l: 

γ
�𝐵𝐵𝑖𝑖�𝐴𝐴𝑗𝑗𝑙𝑙�
∑𝑆𝑆 =  

∑ ∑ ∑ 𝑁𝑁𝑗𝑗𝑖𝑖𝑙𝑙𝑖𝑖𝑙𝑙𝑗𝑗

𝑇𝑇𝑙𝑙 × ∑ 𝑆𝑆𝑙𝑙𝑙𝑙𝑙𝑙
 , 

where ∑ 𝑆𝑆𝑙𝑙𝑙𝑙𝑙𝑙  is the number of ships passing through region l 
during time T. 

Thus, we will calculate the level of emergency risk: 

𝑅𝑅�𝐵𝐵𝑖𝑖�𝐴𝐴𝑗𝑗𝑙𝑙� = 1 − exp �−𝛾𝛾𝐵𝐵𝑖𝑖|𝐴𝐴𝑗𝑗𝑙𝑙 𝑇𝑇𝑙𝑙� ; 

𝑅𝑅(𝐵𝐵𝑖𝑖) =  �𝑃𝑃�𝐴𝐴𝑗𝑗𝑙𝑙� × 𝑅𝑅�𝐵𝐵𝑖𝑖�𝐴𝐴𝑗𝑗𝑙𝑙�
𝐽𝐽

𝑗𝑗=1

; 

𝑅𝑅(𝐵𝐵) =  ��𝑃𝑃�𝐴𝐴𝑗𝑗𝑙𝑙� × 𝑅𝑅�𝐵𝐵𝑖𝑖�𝐴𝐴𝑗𝑗𝑙𝑙�
𝐽𝐽

𝑗𝑗=1

3

𝑖𝑖=1

 . 

The cost of the risk of an emergency 𝑅𝑅𝑖𝑖𝑙𝑙  can be calculated 
by determining the amount of possible damage ∫𝑊𝑊𝑖𝑖

𝑙𝑙𝑑𝑑𝑑𝑑. 

𝑅𝑅𝑖𝑖𝑙𝑙 = 𝑃𝑃�𝐵𝐵𝑖𝑖�𝐴𝐴𝑗𝑗𝑙𝑙��𝑊𝑊𝑖𝑖
𝑙𝑙𝑑𝑑𝑑𝑑 . 

The assessment of the risks of emergencies in water 
transport along the given routes can be presented as a sum of 
risks [23, 24]: 

𝑅𝑅𝜔𝜔 = 𝑅𝑅1 + 𝑅𝑅2 + 𝑅𝑅3 , 

where R1 is the risk of a natural disaster (natural threat); 
R2 is the risk of realization of man-made threats; 
R3 is the risk of realization of anthropogenic threats. 

All of the above can be used as theoretical information 
for calculations. You can also consider several ways to cal-
culate risk. 

INTERFACE CONCEPT 
After loading the game, the user must have access to the 

menu: continue the game, select the game, select the level of 
the game, select the mini-game, view reports, ratings, set-
tings, view controls, information about the game. Also, the 
user should be able to exit the game and return to the main 
menu and exit the main menu. 

The game screen should display the time remaining until 
the completion of the level, place in the rating, level number, 
location (depending on the task), equipment (depending on 
the task). 

Consider the use cases in the game menu presented in 
Figure 1. 
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Fig. 1. Diagram of use cases in the game menu 

Resume Game: The user can return to a saved game. 
Level selection: the user can switch to a map with game 

levels, then he must select a level and start the game. 
Select a mini-game: the user can switch to a map with 

mini-games, after which he must select a mini-game and start 
the game. 

View reports: the user can view reports on the game, see 
what mistakes he made, which competencies he mastered better 
and which ones were worse. It is possible to save the report. 

Ratings: User can see their rating in a group or among all 
students on the course. 

Settings: the user can enter the settings menu, mute the 
sound, or select the volume. Turn off music. Choose a language. 

View Control Settings: The user can perform a Control 
View to move around the playing field and manipulate objects. 

View game information: the user can view information 
about the game, goals and objectives of the game. 

Quit Game: The user can log out of the game. 
Next, consider the use cases in the game scene, presented 

in Figure 2. 
Pause menu: the player can pause the gameplay (if after 15 

minutes the player does not return, the main menu opens). 
Then he has to resume it or go to the main menu. 

Controls: the user can control the behavior of the character 
by moving to the right, left, selecting an item and moving the 
item. 

Bag selection: the player can look at the items that he has 
in the inventory. They can be connected and modified, or tak-
en in hand. 

Hint: the player can ask the game for a hint. 

Fig. 2. Diagram of use cases in a game scene 

The player is responsible for moving the character around 
the playing field and manipulating objects. The character must 
move on the floor, not bump into obstacles in the form of fur-
niture, take various objects. The level is considered not passed 
in the following cases: 

• playing time ended, and the player was unable to solve 
the tasks assigned to him; 

• the player solved the problems with errors. 
Consider the activity diagram (Fig. 3). This diagram shows 

how the structure of a typical problem in the game will look 
like, i. e. structural element of the quest. Any task can be 
completed in at least three ways: the path where the user can 
make a mistake, the path where the user can complete the 
quest, and the path, and the path where the user does not have 
time to complete the quest. 

Fig. 3. Diagram of activity of the general case 
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A non-linear sequence of related tasks defines the plot [25]. 
The possibility of three endings for all tasks performed is con-
sidered. The student's performance of the tasks depends on the 
available ending options. If the student completes all the 
quests correctly, then he gets the maximum mark for the 
game. If a student completes the tasks incorrectly, then the 
student receives an average grade and two options, either to 
stay with the grade he earned, or to go through additional 
quests to increase his grade. And if the student completed all 
the quests with gross errors, or did not complete them at all, 
then the student is invited to go through the game again, or be 
left with an unsatisfactory mark for the game. 

The game is located only in one location - the ship, for 
which it is necessary to choose the means and methods of in-
formation security. The player sees the ship only from the 
inside. 

Some quests will be implemented by the mechanics of dia-
logue, when it will be necessary to write letters to employees 
in compliance with the rules of business correspondence, 
where at each stage there is a choice of three options, each of 
which has its own consequences. If a student makes gross mis-
takes when solving a problem, then he will have to go through 
the quest again in order to get points for him. 

CONCLUSION 
The use of game mechanics in staff training is a fairly ef-

fective way of presenting information, which is aimed at in-
creasing students' interest in their chosen profession. Simula-
tors help students to try their hand at practice. By combining 
these two educational technologies, you can get a simulator on 
which the student will be interested in practicing and improv-
ing his knowledge. 
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Аннотация. В статье рассматривается возможность при-

менения игровых тренажеров при обучении персонала или 
студентов. Рассмотрена актуальность применения тренаже-
ров при обучении студентов информационной безопасности 
на водном транспорте. Актуальность таких тренажеров под-
черкивается возможностью их использования в дистанцион-
ном обучении. Использование узнаваемого жанра, знакомого 
и популярного среди школьников в виртуальном мире, поз-
воляет получить положительные эмоции, повысить интерес 
и мотивацию к развитию познавательной деятельности. 
Описаны игровые механики, применяемые в тренажере. 
Рассмотрен пример расчета риска возникновения чрезвы-
чайной ситуации на судне, предложены варианты использо-
вания расчетов в тренажере. Описана концепция самого 
тренажера и разработана концепция интерфейса. Использо-
вание тренажеров в обучении позволяет научить студентов 
практическим навыкам работы с чем-либо. Как правило, 
такой подход к обучению требует от студента знания теории 
предмета, а также активного участия в работе. Таким обра-
зом, у студента есть возможность продемонстрировать свои 
знания на практике и повысить квалификацию. Конечно, 
никакой тренажер не заменит реальный прибор или реаль-
ную ситуацию, но такой подход в обучении поможет закре-
пить материал и в будущем ученик, увидев реальный объ-
ект, не потеряется и сможет спокойно работать с ним. Ис-
пользование тренажеров информационной безопасности в 
образовательных целях обеспечивает закрепление теорети-
ческих знаний и их применение на практике. Очень важно, 
чтобы тренажеры, с одной стороны, были приближены к 
реальным условиям, а с другой, чтобы работа на них была 
интересной и удобной для обучающегося. 

Ключевые слова: транспорт, водный транспорт, судно, 
корабль, тренажер, игра, образование, риск. 
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Abstract. The article analyzes the stability of the method of 

combined marking of digital audio signals. The following are the 
main characteristics of labelling quality and stability: auditory 
transparency (inaudible) marker, lossy compression resistance 
and resistance to stegoanalysis, airway transmission immunity. 
The article contains quantitative estimates of indicators for the 
specified characteristics which received analytically from simula-
tions and field experiments. To assess auditory transparency 
(inaudible) of acoustic artifacts that appear as a result of the use 
of the marker analytical method is used, which is based on the 
signal-marker ratio metric. Lossy compression stability is applied 
to MP3 transformations under different compression modes. 
Resistance to stegoanalysis is evaluated using a universal method, 
which uses the ratio of number of units to zeros in the least signif-
icant digitized audio signal reference grades. Evaluation of audio 
immunity over the air audio channel by correct/incorrect rate of 
marker rectoration based on the results of field experiments 
which were implemented in laboratory settings. 

Keywords: steganography, digital audio signal, combined la-
beling, quality and sustainability evaluation, air audio channel, 
immunity transmission. 

INTRODUCTION 
One of the main problems with steganographic protection 

of audio information and copyright is the problem of quality 
assurance and sustainability of digital labeling to various tran-
sition, to stegoanalysis, to the action of noise and liability in 
audio channel. This is particularly important when the re-
quired sustainability in the marking of digital audio signals 
which are embedded in audiostego systems with multiple (spa-
tial) inputs and multiple (spatial) outputs is ensured. Such au-
dio stegosystem have several acoustic dynamics (transmitters) 
and several microphones (receivers) and allows to implement 
a label in digital audio signal settings to spatial, frequency and 
time areas, it means that is to do a combination labeling. The 
spatial multichannel of such audio stegosystem also makes it 
possible to use methods MIMO-technologies to achieve the 
required immunity.  

Quality analysis of labeling digital audio signals is primari-
ly related to evaluation of auditory transparency (inaudible) or 
audibility of acoustic artifacts resulting from the implementa-
tion of the label that defines thresholds for the insertion force 
of a label. 

Audibility (non-audibility) evaluation methods of acoustic 
artifacts are divided into analytical methods which use differ-
ent metrics or indicators [1–3], automatic methods [4–8], 
based on the use of various psychoacoustic models of human 
hearing organs, manual methods of hearing evaluation of 
markers [9], most of which are test adaptations that used to 
assess the quality of audio information. 

Evaluation of the sustainability of digital audio signal la-
beling involves the use of methods to assess sustainability to 
digital transformation, to stegoanalysis, acoustic noise/liability 
resistance (immunity) in the channel, for example, in the air 
acoustic channel, sustainability to other impacts.  

Assessing the resistance of labeling methods to transfor-
mations is reduced to assessing the resistance to various types 
of attacks on labelled audio information and audio signals. 
The article [10] focusses on the sustainability of digital data 
labelling. Attacks on digital data labelling systems can be di-
vided into the following: active attacks, passive attacks, intro-
duction attacks, collusion attacks, simple attacks, ambiguity 
attacks, removal attacks, synchronization attacks and other 
attacks. Simple attacks are the most commonly used type of 
attacks. The article [11] describes Stirmark software that al-
lows you to perform simple attacks. Simple attacks on digital 
audio signal, for example, include a lossy compression attack. 

An overview of digital audio stegoanalysis methods is pre-
sented in article [12]. Methods of stegoanalysis of digital au-
dio signals can be divided into two classes. A class of methods 
aimed at stegoanalysis of audio signals presented in uncom-
pressed format (for example, FLAC or WAV), and a class of 
methods aimed at stegoanalysis of audio signals presented in 
compressed format (for example, MP3 or AAC). In turn, the 
first class of methods can be divided into two subclasses. The 
first subclass includes methods focused on predefined imple-
mentation algorithms — these are the so-called «targeted» 
methods of stegoanalysis. The second subclass includes meth-
ods in which it is either not expected to have knowledge about 
the implementation algorithm in advance, or a certain set of 
possible or assumed implementation algorithms are known — 
these are the so-called «universal» methods of stegoanalysis. 
The class of universal methods can also be divided into two 
subclasses. The first subclass is methods in which the decision 
on the presence of a marker is made only on the basis of the 
properties of the stegoanalysed audio signal. The second sub-
class is methods in which the solution is made on the basis of 
comparing the properties of a stegoanalysed audio signal with 
the properties of some other audio signal (usually obtained 
from a stegoanalysed signal), regarding which it is precisely 
known whether it is a stegoaudio signal or just an audio signal. 
Among the universal methods of stegoanalysis, the most 
common method based on extraction and analysis of the least 
significant bit, or LSB stegoanalysis [13]. 

Evaluation of the noise immunity of marked audio signals 
when transmitted over an air channel can be obtained based on 
the results of full-scale experiments and simulation results. 
Full-scale experiments on the transmission of a marked audio 
signal can be broadcasting of marked audio signals using 
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acoustic speakers while recording of the broadcast audio sig-
nal with an acoustic microphone to subsequently check 
whether the marker has been preserved in the recorded audio 
signal recorded by the microphone or not. Simulation model-
ling is based on the use of some model of air audio channel, 
which simulates the impact on the marked audio signal with 
subsequent assessment of the safety of the marker in the digi-
tal audio signal received at the output of the channel. 

This article analyses and evaluates the main indicators of 
quality and stability of the method of combined digital marking 
of audio signals proposed and developed in articles [14–16] for 
audio stegosystems with multiple input and multiple output. 
The quality of the method is characterized by hearing trans-
parency (inaudible). To assess the auditory transparency (in-
audibleness) of acoustic artefacts that appear as a result of the 
introduction of a marker, the article uses an analytical method 
based on the signal-to-marker relationship metric. 

Resistance to lossy compression attack is carried out in re-
lation to MP3 transformations by simulation. Stegoanalysis 
resistance is assessed using the universal least significant bit 
method (LSB method), which uses the ratio of the number of 
units to zeros in the least significant bits of the marked digital 
audio signal. The assessment of noise immunity of the trans-
mission of marked audio signals through an air audio channel 
is carried out on the basis of the results of full-scale experi-
ments performed in the laboratory. 

A software and hardware model were developed for simu-
lation modelling of digital transformations (attacks). 
MATLAB was used as a software development environment 
for the model. 

100 musical compositions included in the collection «100 
Greatest 00s: The Best Songs from the Decade» were used as 
the original digital audio signals for labelling. Each of the 
original digital audio signals had the following parameters: bit 
depth — 16 bits/countdown, sampling rate — 44 100 count-
down/sec, two audio tracks in each digital audio signal (stereo 
signals). Thus, the digital speed of all audio signals used was 
the same and equal: 16 × 44 100 × 2 = 1 411 200 bit/s. 

ANALYSIS AND RESULTS OF AUDITORY  
TRANSPARENCY ASSESSMENT 

The auditory transparency assessment of the marker was 
carried out using the analytical method of checking the audi-
bility of artefacts from the introduction of the marker. The 
verification method was based on the value of the signal-to-
marker ratio 

SWR = 10 lg
∑ 𝑥𝑥𝑛𝑛2𝑛𝑛

∑ (𝑥𝑥𝑛𝑛 − 𝑦𝑦𝑛𝑛)2𝑛𝑛
 , 

where xn and yn — are the references of the original and la-
belled digital audio signals, respectively. The evaluated label-
ling method refers to a type of methods that mask the marker 
in the frequency region of the Fourier spectrum. For such 
methods, a value of 20 dB is usually used as a threshold for 
the signal-to-marker ratio. Thus, if for the analyzed marked 
digital audio signal, the value of this ratio is not less than this 
threshold, it is highly likely that the human ear will not hear 
acoustic artefacts resulting from the introduction of the marker. 

As sequences 𝛂𝛂𝑖𝑖 = (α1 α2 ⋯ α𝑁𝑁α) and 𝛃𝛃𝑖𝑖 = (β1 β2 ⋯β𝑁𝑁β), 
used in the process of converting information according to the 

marking methods described in the works [14–16], Kasami and 
Gold sequences were used, respectively. 

Sequences 𝛄𝛄𝑖𝑖 = (γ1 γ2 ⋯ γ𝑁𝑁γ), taking into account the 
similarity of the amplitude spectra of adjacent blocks, length 
𝑁𝑁𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 , readings of a separate audio track of the marked audio 
signal, were designed in accordance with the rule 

γ𝑖𝑖 = φ𝑖𝑖 ⊗ RZcode , 

where ⊗ — is Kronecker's product, φ𝑖𝑖 — is Kasami sequenc-
es of length 15, and RZcode = (1 −1). 

Hearing transparency was assessed with different sets of 
parameters �𝑁𝑁α,𝑁𝑁β,𝑁𝑁γ,𝑁𝑁𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏�, but with a fixed embedding 
force of 0.1. 

• At 𝑁𝑁α = 1023,𝑁𝑁β = 31,𝑁𝑁γ = 30,𝑁𝑁𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 = 64 and the 
force of embedding 0.1 of the marker element, the average 
value of the signal-to-marker ratio calculated for all 100 ana-
lysed musical compositions was 24.80661 dB, with the disper-
sion of this ratio equal to 2.382539 dB. 

• At 𝑁𝑁α = 1023,𝑁𝑁β = 63,𝑁𝑁γ = 30,𝑁𝑁𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 = 128 and 
embedding force 0.1, the average value of the signal-to-
marker ratio calculated from all 100 analysed musical compo-
sitions was 23.00086 dB, with the dispersion of this ratio 
equal to 1.074242 dB. 

• At 𝑁𝑁α = 1023,𝑁𝑁β = 127,𝑁𝑁γ = 30,𝑁𝑁𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 = 256 and 
embedding force 0.1, the average value of the signal-to-
marker ratio calculated for all 100 analysed musical composi-
tions was 21.70835 dB, with the dispersion of this ratio equal 
to 0.439844 dB. 

• At 𝑁𝑁α = 1023,𝑁𝑁β = 511,𝑁𝑁γ = 30,𝑁𝑁𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 = 1024 and 
embedding force 0.1, the average value of the signal-to-
marker ratio calculated for all 100 musical compositions ana-
lysed was 20.68482 dB, with the dispersion of this ratio equal 
to 0.0446 dB. 

Based on these results, it can be concluded that at fixed 
values 𝑁𝑁α and 𝑁𝑁γ, the increase in 𝑁𝑁β and 𝑁𝑁𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 leads to a de-
crease in the average value and variance of the signal-to-
marker ratio. Thus, the analysed marking method provides 
auditory transparency to the marker when assessing audibility 
using an analytical method based on the value of the signal-to-
marker ratio, when a value of 20 dB is used as a threshold. 

LOSS RESILIENCE ASSESSMENT ANALYSES AND RESULTS 
The evaluation of the resistance of the analyzed labelling 

method to a lossy compression attack using MP3 conversion 
was performed for different MP3 conversion modes and dif-
ferent bit compression speeds. Resistance to MP3 conversion 
in stereo, mono and joint stereo modes was checked. Combi-
nations of modes and compression speeds were selected so 
that the original sampling rate of the compressed digital audio 
signal was maintained. 

The MP3 attack procedure consisted of the following se-
quence of actions. Initially, the original digital audio signal 
stored in WAVE format was labelled using the developed la-
belling method. Further, the marked digital audio signal was 
subjected to an MP3 attack by compression in a certain mode 
and at a certain bit rate of compression. After that, the MP3 
file was decompressed into a WAV file. Finally, it was 
checked whether the digital audio signal received at the MP3 
decoder output retained the embedded token or not. SOUND 
FORGE Pro 14.0 Suite was used to perform an MP3 attack. 
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MP3 compression parameters in stereo mode were as fol-
lows: compression quality — Fastest encode; bit rate — 
96 kbit/s; sampling rate — 44 100 Hz. MP3 decompression 
parameters: format — PCM (uncompressed); sampling rate — 
44 100 Hz; number of bits to count — 16; number of audio 
tracks — 2 (stereo). The used bit rate of 96 kbit/s is the mini-
mum allowed in this audio processing program at a sampling 
rate of 44 100 Hz in stereo mode. After the MP3 compression 
attack in stereo mode, all markers were detected without errors 
and the information bits encoded in them were restored with-
out errors. 

MP3 compression parameters in mono mode were as fol-
lows: compression quality — Fastest encode; bit rate — 
48 kbit/s; sampling rate — 44 100 Hz. MP3 compression pa-
rameters: format — PCM (uncompressed); sampling rate — 
44 100 Hz; number of bits to count — 16; number of audio 
tracks — 1 (mono). The used bit speed of 48 kbit/s is the mini-
mum allowable audio processing program at a sampling rate of 
44 100 Hz in mono mode. After an MP3 compression attack in 
mono mode, all markers without errors were detected and the 
information bits encoded in them were restored without errors. 

MP3 compression parameters in joint stereo mode were as 
follows: compression quality — Fastest encode; bit rate — 
96 kbit/s; sampling rate — 44 100 Hz; Mid/side stereo and 
Intensity stereo are used. MP3 decompression parameters: 
format — PCM (uncompressed); sampling rate — 44 100 Hz; 
number of bits to count — 16, number of audio tracks — 
2 (stereo). The used bit speed of 48 kbit/s is the minimum al-
lowable audio processing program at a sampling rate of 
44 100 Hz in mono mode. The used bit rate of 96 kbit/s is the 
minimum allowed in this audio processing program at a sam-
pling rate of 44 100 Hz in joint stereo mode. The joint stereo 
mode leads to the fact that after the reverse conversion to 
WAVE Stereo format, each of the two audio tracks will in-
clude not only for the most part (since after compression with 
loss some data is irretrievably lost) the original audio track, 
but also partially another audio track, which means that two 
markers can be found in each of the audio tracks. Usually, the 
lower the bit rate, the more audio tracks «mix» together and 
the more likely it is to detect a marker from the neighboring 
audio track in the analyzed audio track. After an MP3 attack in 
joint stereo mode at a bit speed of 96 kbit/s after analysing 200 
audio tracks (100 stereo audio signals) in which each of the 
two markers was searched (thus, 400 checks were performed: 
two markers were searched in each of the 200 audio tracks 
after decompression, due to the possible introduction of a 
marker from the: 

• 14 times out of 400 times a marker brought from the 
neighboring audio track was not found (this indicator is affect-
ed by bit speed); 

• 0 times out of 400 times the original marker was not 
found on the corresponding audio track; 

• 11 times out of 400 times there was an error in establish-
ing synchronization with the introduced token (i. e. the intro-
duced token was detected, but its beginning was not correctly 
defined); 

• 3 times out of 400 times there was an error in establish-
ing synchronization with the original token (i. e. the original 
marker of the corresponding track was detected, but its begin-
ning was not correctly determined). 

However, when the bit rate was increased to 320 kbit/s, no 
synchronization errors were found with the original token — 
all original tokens were detected and all information bits were 
correctly restored. It should be noted that at a speed of 320 
kbit/s, the mixing of audio tracks as a result of compression 
was so small that markers introduced from neighboring audio 
tracks were not found in audio tracks after decompression. 

ANALYSIS AND RESULTS OF STEGOANALYSIS  
RESISTANCE EVALUATION 

Using the computer model of the audio stegosystem, the 
stability of the analyzed marking method to the least signifi-
cant bit method (LSB method) was assessed. This method of 
stegoanalysis is a universal method, as it does not require 
knowledge of the marking method. The method of stegoanaly-
sis of marked digital audio signals using the least significant 
bit method is based on the assumption that if the ratio of the 
number of units to zeros in binary bits of the analyzed binary 
plane of the digital signal reference values exceeds some 
threshold, it is likely that there is a hidden message in this bit 
plane. Usually, the threshold is 1.1. It is taken as a threshold. 
All 100 original digital audio signals have been labelled. All 
bit planes of reference of marked digital audio signals were 
analyzed. The sustainability of the developed marking method 
to stegoanalysis was assessed under different sets of parame-
ters �𝑁𝑁α,𝑁𝑁β,𝑁𝑁γ,𝑁𝑁𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏�: 

• At 𝑁𝑁α = 1023,𝑁𝑁β = 31,𝑁𝑁γ = 30,𝑁𝑁𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 = 64 and em-
bedding force 0.1, the average value of the ratio of units to 
zeros in binary bits along all 16 bit planes (musical composi-
tions were stored in files with 16 bit depth of reference values) 
of all 100 analyzed musical compositions was 0.993058, with 
the dispersion of this ratio equal to 0.00080572. 

• At 𝑁𝑁α = 1023,𝑁𝑁β = 63,𝑁𝑁γ = 30,𝑁𝑁𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 = 128 and 
embedding force 0.1, the average value of the ratio of units to 
zeros in binary bits along all 16-bit planes (musical composi-
tions were stored in files with 16-bit depth of reference values) 
of all 100 analyzed musical compositions was 0.997205415, 
with the dispersion of this ratio equal to 0.000459767. 

Thus, the developed marking method is resistant to LSB steg-
oanalysis, providing average values of the number of units to zero 
ratios for all bit planes are much closer to 1 than to threshold 1.1, 
while the variance of the average value is less than 10-3. 

ANALYSIS AND RESULTS OF THE ASSESSMENT  
OF NOISE IMMUNITY OF THE TRANSMISSION OF MARKED  

AUDIO SIGNALS THROUGH THE AIR AUDIO CHANNEL 
The evaluation of the stability of the developed method of 

marking digital audio signals to the interference of the air audio 
channel was carried out based on the results of full-scale exper-
iments using a software and hardware laboratory unit. The soft-
ware part of the laboratory installation was realized in the 
MATLAB environment. The hardware of the laboratory unit 
was as follows: the AKG Lyra 4-capsule microphone in Tight 
Stereo mode was used as an acoustic microphone, and two pairs 
of Edifier R1280DB speakers were used as acoustic speakers. 

Four Kasami sequences of the same length 𝑁𝑁α = 1023 were 
used as vectors 𝛂𝛂1, 𝛂𝛂2, 𝛂𝛂3 and 𝛂𝛂4  and four vectors 𝛃𝛃1, 𝛃𝛃2, 𝛃𝛃3 
and 𝛃𝛃4 as Gold sequences of the same length 𝑁𝑁β = 63 were 
used. When constructing vectors 𝛄𝛄1, 𝛄𝛄2, 𝛄𝛄3 and 𝛄𝛄4 as vectors 
𝛗𝛗1, 𝛗𝛗2, 𝛗𝛗𝟑𝟑 and 𝛗𝛗4 four different Kasami sequences of the 
same length 15 were used, and the vector (1 −1) was used 
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as a RZcode word; as a result, 𝑁𝑁γ = 30. The size of the refer-
ence block was equal to 𝑁𝑁𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 = 2�𝑁𝑁β + 1� = 128. At such 
values of marker parameters and sampling rate of Fs = 44 100 Hz, 
the transmission of one marker takes 

𝑁𝑁α𝑁𝑁𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑁𝑁γ
𝐹𝐹𝑠𝑠

≅ 89.1 s . 

The value for the amount (determining the size of the anal-
ysis window) was taken to 8 093. 

Two types of indoor field experiments were carried out to 
assess the resistance to noise and interference of the air audio 
channel. The first type of experiment included transmitting 
marked stereo audio signals using a pair of speakers and stereo 
recording of broadcast audio signals using a microphone lo-
cated in line of sight at a distance of 3 meters. The second type 
of experiment included the transmission of two marked stereo 
audio signals with two pairs of speakers and stereo recording 
of broadcast audio signals using a microphone, also located in 
line of sight at a distance of 3 meters. The second type of ex-
periment simulated a possible situation in practice when there 
is a significant extraneous acoustic noise during broadcasting. 

During the first type of experiment, each of the 100 source 
stereo audio signals was labelled. Two markers were intro-
duced into each of the two audio tracks of the original digital 
audio signal. If the duration of the audio signal was not 
enough to introduce two markers, the audio signal was artifi-
cially extended by cyclic repetition from the beginning. At the 
same time, markers in one audio track were separated from 
each other in time by a protective interval of 10 % of their 
own duration. Transmission (broadcasting) through the air 
audio channel of different marked stereo audio signals was 
carried out separately. Thus, 400 markers were transmitted 
through the air audio channel. Speaker amplifiers were set to 4 
out of 50 divisions — this gain was minimal, at which the 
broadcast audio signal was barely audible. The results of the 
first type of experiment showed that the developed marking 
method is resistant to the influences of an air audio channel 
when using Edifier R1280DB speakers and an AKG Lyra mi-
crophone located at a distance of 3 meters in line of sight. 
Thus, all 400 markers were found and the information bits in 
them encoded were correctly restored. 

For the second type of experiment, 50 digital stereo audio 
signals were randomly selected from 100 original stereo audio 
signals, which were labelled. Two markers were introduced 
into each of the two audio tracks. If the duration of the audio 
signal was not enough to introduce two markers, the audio 
signal was artificially extended by cyclic repetition from the 
beginning. At the same time, markers in one audio track were 
separated from each other in time by a protective interval of 
10 % of their own duration. After marking, 25 pairs were ran-
domly formed from 50 marked audio signals. Each stereo au-
dio signal from the pair was broadcast to the air audio channel 
simultaneously with another stereo audio signal from the same 
pair using four speakers. This broadcasting of quadro-audio 
signals, consisting of four audio tracks, simulated the situation 
of significant extraneous acoustic noise. Thus, 200 markers 
were transmitted through the air audio channel. Speaker am-
plifiers were installed on 10 out of 50 divisions. The second 
type of field experiments showed that the developed marking 
method is quite resistant to the influences of the air audio 

channel when using Edifier R1280DB speakers and the AKG 
Lyra microphone, located at a distance of 3 meters in line of 
sight. As a result of the transfer, only three markers out of 200 
could not detect and restore information. 

CONCLUSION 
The article analyzed and evaluated various indicators of 

quality and stability of the combined method of marking digi-
tal audio signals, developed in articles [14–16]. The results of 
hearing transparency analysis showed that the developed 
marking method provides a signal-to-marker ratio of at least 
20 dB, which is sufficient to prevent acoustic artefacts that 
inevitably appear as a result of the introduction of markers 
into digital audio signal. The results of the lossy compression 
resistance assessment showed that in the case of MP3 com-
pression in mono and stereo modes, the embedded marker can 
also be detected and the information transferred by it can be 
restored. When MP3 compression is used in joint stereo mode, 
then, due to the mixing of stereo audio tracks during compres-
sion, synchronization errors may occur, but when the bit rate 
is 320 kbit/s, then there are no synchronization errors. The 
results of the lossy compression resistance assessment showed 
that in the case of MP3 compression in mono and stereo 
modes, the embedded marker can also be detected and the 
information transferred by it can be restored. When MP3 
compression is used in joint stereo mode, then, due to the mix-
ing of stereo audio tracks during compression, synchronization 
errors may occur, but when the bit rate is 320 kbit/s, then there 
are no synchronization errors. The results of the assessment of 
stegoanalysis resistance using the universal least significant bit 
method (LSB method) showed that changes in digital audio 
signals are such that the one-to-zero ratios in individual bit 
planes of the marked digital audio signal do not exceed 
threshold 1.1, which in the research article [13] is designated 
as an indicator of the presence of a marker in digital audio 
signal. The results of the experimental noise resistance as-
sessment of the air audio channel showed that it is possible to 
steadily transmit marked stereo audio signals. Under the speci-
fied conditions of the experiment, it was possible to detect and 
restore information sequences of 197 markers out of 200. 
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Аннотация. В статье анализируется устойчивость метода 

комбинированного маркирования цифровых аудиосигналов 
к преобразованиям и помехам, применяемого в аудиостего-
системах с множественным (пространственным) входом и 
множественным (пространственным) выходом. В качестве 
основных характеристик устойчивости используются следу-
ющие: слуховая транспарентность (неслышимость маркера), 
устойчивость маркирования к сжатию с потерями (к MP3-
преобразованиям), помехоустойчивость передачи через воз-
душный аудиоканал. Статья содержит количественные 
оценки показателей для указанных характеристик, получен-
ные в результате натурных экспериментов и имитационного 
моделирования. 

Ключевые слова: стеганография, цифровой аудиосигнал, 
комбинированное маркирование, оценка качества и устой-
чивости, воздушный аудиоканал, помехоустойчивость пере-
дачи. 
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Abstract. The object of the research is the analysis of the senti-

ment of the Russian-language corpus of texts. The subject of the 
research is a comparison of the effectiveness of the approaches of 
preliminary text cleaning before sentiment analysis. The aim of the 
research is to develop a generalized method for preliminary data 
cleaning to create a neural network model. A distinctive feature of 
the proposed solutions is the use of modern and lightweight librar-
ies for the possibility of preliminary preparation of a text for train-
ing with a neural network, and the hypothesis of using a truncated 
dictionary based on the assumption of data redundancy has been 
tested. The results obtained show the usefulness of the developed 
algorithm in terms of obtaining improved results in the learning 
process and indicate that, due to its versatility, it can be extrapo-
lated for further use on other text data. 

Keywords: mining, data analysis, sentiment analysis, neural 
networks, text processing. 

INTRODUCTION 
Websites, social networks, micro-blogs are sources of a 

huge amount of user information for analysts, entrepreneurs 
and scientists trying to extract useful information from a large 
amount of user-generated text. Thanks to the feelings, emo-
tions, images contained in the texts, one can draw certain con-
clusions to improve the quality of service or the quality of the 
services provided. For example, moderators of large Internet 
services and platforms can find solutions for timely tracking 
of violators by analyzing comments and user messages. For 
these reasons, a vast area of neural network technologies is 
aimed at developing systems for the automatic classification 
of texts (for example, aspect extraction, opinion analysis, sen-
timent analysis). 

Recently, significant progress has been made in the devel-
opment of various methods, starting with a rule base and ma-
chine learning to deep learning. 

Despite the impressive results, the developed systems 
work exclusively with the specifically considered language, 
since the studied text corpora can have different dimensions, 
and also include non-linguistic elements that impede the 
analysis of data. 

On the other hand, the nature of the content generated by 
users in social networks requires more careful preprocessing [1] 
before the stage of neural network analysis. In the field of tweet 
sentiment analysis, most scientific articles have used the ap-
proach of learning from scratch on corpuses consisting exclu-
sively of thematic content, so that the models can eventually 
better understand local jargon with a special lexical and syntac-
tic structure [2], as well as using abbreviations, punctuation 
marks and emoticons, etc. The use of such approaches imposes 

two restrictions: the first requires a large body of text for train-
ing in Russian, and the second — the need for significant re-
sources and time to train models from scratch. 

The approach described in this article allows testing the de-
veloped algorithm on a truncated corpus of texts and, if satis-
factory results are obtained, use it when obtaining results on an 
integral corpus. 

VECTOR TRANSFORMATION METHODS 
The mathematical algorithms of future neural networks 

work with numbers, therefore, in order to use the mathematical 
apparatus for processing and analyzing text data, it is necessary 
first of all to transform words and sentences into numerical vec-
tors, and preferably without losing semantic connection. 

There are two main approaches to transforming a text doc-
ument corpus [3] into a vector space: 

1. Thematic modeling allows you to find statistical hidden 
patterns in the body of documents: latent semantic analy-
sis (PLSA), latent Dirichlet distribution (LDA). 

2. Distributive hypothesis — linguistic elements with simi-
lar distributions have similar meanings. This approach includes 
word embedding (WB) — a method that converts text tokens, 
most often represented by words, into dense small-sized vector 
representations trained on large unlabeled text corpora, where 
each token in the system is linked to another within the context. 
The Word2Vec model [4] proposed by Mikolov was an imple-
mentation of the word embedding method. The algorithm can 
encode text using two main approaches: skip-gramm or bag-of-
word model [5]. The former predicts words in the surrounding 
context starting from the current word, while the latter predicts 
words based on the words surrounding it in the context. Also, 
the Global Vectors approach, is a distributed computing model, 
allowing you to code words faster on a large amount of data. 

Ready-made vector representations obtained as a result of 
transformations allow you to compare texts and search for rela-
tionships, to perform classification and clustering of texts. 

NATURAL LANGUAGE PROCESSING 
Natural language processing is a branch of data science that 

deals with textual data that is used to analyze and solve business 
problems. Before using the collected data for the analysis and 
forecasting of user values, it is necessary to ensure their suita-
bility, their preliminary processing is important [6]. 

The ultimate goal of processing data in natural language is 
to transfer this data to artificial intelligence (AI), which is capa-
ble of understanding human language. From a practical point of 
view, processing can be thought of as a set of methods and al-
gorithms for extracting some useful information from text data. 
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Today, there is a fairly large range of practical tasks where 
natural language processing is required: 

• machine translation of texts from foreign languages; 
• automatic annotation of texts; 
• classification of texts by categories (sentiment analysis, 

spam filter, rubrication); 
• chat bots; 
• recognition of given entities. 

TEXT PRECLEANING PROCEDURE 
Raw data obtained using the official API (http://devel-

oper.twitter.com/en/docs/api-reference-index) or taken from 
ready-made datasets contains heterogeneous information due to 
the nature of colloquial speech, for example: emoticons, 
hashtags, URLs, phone numbers, numbers without context, dates, 
etc. An example of some noisy messages is shown in Table 1. 

Table 1 
Example of background information 

Интернет уже 5 день не работает :( 

RT @supreme_fm: Хочу тату :( http://t.co/2LuWQRS5H3 

Почему многим нравится что я пишу? Я же ничего кру-
того не записываю :( А тем временем бабушка оладушки 
жарит :3 но это уже другая история 

Мне нравится готовить, но не нравится, что я часто ре-
жусь ножом или чистилкой для картошки :( #печальбеда 

Объелась я золотистой жареной картошки и квашеной 
капусты с красным луком под маслом. Вкусно, но зачем 
так много ;( 

Я скоро уничтожу свой телефон полностью, опять его в 
лужу грохнула ( 

This work uses a set of procedures to transform chaotic in-
formation into a more traditional and understandable form. The 
sequence of actions for each procedure does not depend on spe-
cific language features [7]. Actions are usually based on linguis-
tic rules contained in conversion tables or regular expressions. 

The data must be preprocessed to perform mining tasks. First, 
you need to perform preprocessing of the text, which includes: 

1. Removing punctuation marks and specials characters. 
Punctuation marks and other special characters should be re-
moved to eliminate inaccuracies in determining polarity. In 
some cases, signs can stick together with words and be incor-
rectly identified in dictionaries, which makes them inaccessible 
for analysis. 

2. Removing URL's. Typically, URLs are not used to ana-
lyze sentiment in informal texts. For example, consider the fol-
lowing sentence «I went to the site funny-jokes.rf, because I'm 
bored», which is negative, however, due to the presence of the 
word «funny» it can become neutral, and this is a false-positive 
result. To avoid this kind of collision, you need to remove the 
URLs beforehand. 

3. Removing stop words: conjunctions, interjections. Words 
like what, like, like, etc. will not affect the polarity of expres-
sions; to reduce the computational complexity, it is worth get-
ting rid of them. Python contains stoplists for different lan-
guages in the NLTK module. 

4. Removing forwarded references. Such references are 
usually marked with the name of the original author plus the 
letter combination RT. In a thematic analysis, additional infor-
mation for statistics can be obtained from this data, but in sen-
timent analysis it is redundant (Fig. 1). 

5. Breakdown of offers into tokens. Typically, this is the 
process of separating individual words into an array, separated 
by punctuation marks and whitespace. 

6. Normalization of words. Normalization is the process of 
bringing words to their standard morphological form, which is 
implemented by the stemming method — the method of elimi-
nating the endings of words, or lemmatization — bringing a word 
to its normal (dictionary) form («is» — «to be», «written» — «to 
write») [8]. 

7. Removing number sequences. The use of numbers in the 
analysis can increase the size of the studied vocabulary, which 
will complicate the process of training the model on unneces-
sary data. 

To solve the problem, a universal pipeline (method) was de-
veloped, which can be used for preliminary text cleaning in any 
of the projects under study. It includes all of the above stages of 
processing textual data written in the form of regular expres-
sions, as well as splitting into tokens and applying lemmatiza-
tion or stemming methods to choose from (Fig. 1). 

Fig. 1. Data preprocessing pipeline 

It is also worth noting that the processing time by truncating 
the endings is several times faster than searching for a diction-
ary form. If you sacrifice quality for speed you can opt for the 
Snowball algorithm otherwise it is better to use a lemmatizer. 

COMPARISON OF TEXT NORMALIZATION ALGORITHMS 
There are two types of stemmers in the NLTK library — 

Porter's stemmer and Snowball [9], the second, in turn, is an 
improved version of the first, and we will test it on an array of 
sentences. After processing as a basis, we get a lot of non-dic-
tionary words. Unlike the previous approach, lemmatization 
shortens a word to its dictionary form and in most cases is se-
mantically complete (Table 2).  
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Table 2 
Comparison of text processing by stemming  

and lemmatization 
Stemming 

(word processing) 
Lemmatization 

(word processing) 

'получа осторожн котлетк 
перекладыва др посуд' 

['получаться осторожно кот-
летка перекладывать др посуда'  

'единствен расстраива бал 
невозможн сход кинотеатр 
друз интересн фильм' 

'единственный расстраивать 
бали невозможность сходить 
кинотеатр друг интересный 
фильм' 

'базарн сегодн спрашива 
суш парен вес кг сказа пор 
лол' 

'базарнов сегодня спрашивать 
сушиться парень весить кг ска-
зать пора лола' 

'маловат получа незлобин' 'маловатый получаться 
незлобин',  

'любл всем тво истерик сол-
нышк' 

'любить весь твой истерик сол-
нышко'] 

The next section displays experimental data run through the 
NLTK Snowball and MorphAnalyzer modules. The strengths 
and weaknesses of each approach are identified. 

VECTOR TEXT REPRESENTATION 
In most mining tasks, after the text cleanup stage, we create 

a dictionary of index mappings, so that frequently occurring 
words are assigned a lower index, and then the word appears 
less frequently in the text corpus. One trivial solution would be 
to use a combination of the split () and strip () methods, splitting 
the input data stream into individual words and writing them to 
an array. Then, using the Tokenize module, we encode a ran-
dom array of words into a vector, where the total TF-IDF coef-
ficient is calculated for each word, and then we update the dic-
tionary based on the list of received tokens by calling the 
fit_on_texts () method. 

RESULTS OF STATISTICAL TESTS  
OF ALGORITHMS FOR ONE DATASET 

Additionally, let us analyze the length of the records loaded 
into the array after the stage of splitting into tokens (Fig. 2). The 
figure shows a histogram that shows the distribution between 
the number of records and their corresponding length (by 
words). 

Fig. 2. Sampling before deleting unnecessary records 

The average length of a message in the corpus is 6 words. A 
number of records have zero length. The presence of these val-
ues in the data array will not have any effect on the learning 
process of the model [10], it will only become redundant infor-
mation. We also make a hypothesis that in the presence of sen-
tences from 1 token there is a possibility of incorrect interpre-
tation of the polarity, it follows that at the stage of preliminary 
data preparation, a check for the length of the loaded records 
should be added. 

Based on the condition specified below, we check the initial 
data set and write into the new array only those sentences that, 
after the preprocessing stage, have more than two words: 

sentences1 = [] 
labels1 = [] 
for id,item in enumerate(sentences): 
  if len(item.split()) >= 2: 
      sentences1.append(item) 
      labels1.append(labels[id]) 

assert len(sentences1) == len(labels1) 

After preparing a new dataset, let's build a histogram (Fig. 3) 
to check the condition's performance. 

Fig. 3. Fetch after deleting unnecessary records 

As you can see from the graph, words and their correspond-
ing labels were removed, where there were no tokens and to-
kens less than three. Within a small number of test records, this 
may seem like an unnecessary step, but on a large body of texts, 
this can lead to dirty statistics. A sample of 20 000 records was 
taken as a basis, after deleting records that do not meet the con-
dition, 18 653 remained. It is necessary to establish whether 
there is a difference between a more extensive dictionary or a 
better quality. 

The next step involves building a neural network model 
based on long-term neural memory LSTM [11]. Its advantages 
include fast scanning and acceptable learning speed. However, 
it is not suitable for repeated training on different parameters 
due to its peculiarity to remember the states in past sessions. As 
a temporary solution to reset the weights, it is necessary to com-
pile the trainable model each time. 

The results of cross-validation in terms of accuracy for mod-
els trained using different text processing techniques are shown 
in Table 3. In the first case, the source text was divided into 
tokens, each of which was reduced to a stem or to a dictionary 
form, depending on the user's choice. These tokens became the 
vocabulary for future network learning. In another case, all the 
same stages except for those n-grams that contained less than 3 
words. 
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Table 3 
Results of cross-validation in training models 

Data set 
20000 words 

Epoch 
No. 6 

Epoch 
No. 7 

Epoch 
No. 8 

Epoch 
No. 9 

Epoch 
No. 10 

n-gramma 
>=0+lemmati-

zation 
0.7601 0.7962 0.8192 0.8369 0.8569 

n-gramma 
>=0+stemming 0.7734 0.8035 0.8215 0.8443 0.8582 

n-gramma 
>2+lemmatiza-

tion 
0.7852 0.8097 0.8278 0.8497 0.8638 

n-gramma 
>2+stemming 0.7844 0.7844 0.8309 0.8480 0.8566 

By the tenth epoch of learning, an approach that includes 
skipping n-grams (where n <= 2) and lemmatization at the pre-
processing stage gives an accuracy advantage over the rest of 
the techniques under consideration. 

CONCLUSION 
Our studies have shown that training a neural network on a 

training dataset containing sentences longer than 2 tokens and 
processed by the lemmatization method gives a small increase 
in the training accuracy at higher epochs compared to the orig-
inal (unprocessed) dataset, and also has a more intensively de-
creasing function losses (Fig. 4). 

Fig. 4. Data processing + lemmatization 

This difference is due to a more accurate distribution of weight 
coefficients [12] between neurons in the process of training the 
network. If we compare the use of an abbreviated or full vocabu-
lary on stemming, then the difference becomes insignificant to-
wards the achievement of the later eras of learning (Fig. 5). 

Fig. 5. Data processing + stemming 

It is proposed to further study natural language processing 
algorithms on an existing dataset with subsequent n-gram net-
work training, as well as improve the preliminary text cleaning 
algorithm for the following: automatic replacement of toxic 
words or selection of appropriate synonyms, replacement of 
double letters with single letters, replacement of jargon words 
with commonly used ones, as well as encoding emoticons and 
converting them to a common number format to improve accu-
racy and reduce losses in the process of training the model. 
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Аннотация. Объект исследования — анализ тональности 

русскоязычного корпуса текстов. Предмет исследования — 
сравнение эффективности подходов предварительной 
очистки текста перед анализом тональности. Цель исследова-
ния — разработка обобщенного метода предварительной 
очистки данных для создания модели нейросети. Отличитель-
ной чертой предложенных решений является использование 
современных и легковесных библиотек для возможности 
предварительной подготовке текста к обучению нейросетью; 
также апробирована гипотеза использования усеченного сло-
варя на основе предположения об избыточности данных. По-
лученные результаты показывают полезность разработан-
ного алгоритма с точки зрения получения улучшенных ре-
зультатов в процессе обучения и указывают на то, что благо-
даря своей универсальности он может быть экстраполирован 
для дальнейшего использования на других текстовых дан-
ных. 

Ключевые слова: интеллектуальный анализ, анализ дан-
ных, сентиментный анализ, нейронные сети, обработка тек-
ста. 
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Abstract. The article considers a person as an element of me-

trology. His functional duties and specific actions are not taken 
into account. The metrologist is presented as a two-phase system, 
including two stages of the life cycle, the first cycle of which is a 
phase of concentration - work for effect, the second cycle - a phase 
of chaos, consisting in the restoration of spent energy to continue 
the first phase. A formal model of a person-metrologist is pre-
sented. The duration of the inter-verification period, optimal in 
terms of the availability factor, and the average number of object 
repairs per one year have been determined. With the help of the 
real model the average age of the person operator in terms of max-
imum availability, with and without preventive periods has been 
determined. In the formal and real person-operator models, the 
distribution of person lifespan is determined by the statistically ex-
treme Weibull distribution law. From the formal point of view the 
chaos environment is characterized by a probability distribution 
function opposite to the concentration environment distribution 
function according to P. Levy. 

Keywords: metrologist, metrology, two-phase system, concen-
tration environment, chaos environment, average failure rate, con-
centration function, concentration assurance. 

INTRODUCTION 
Metrology traces its history back to ancient times, but only 

in the XX century did it become one of the main fundamental 
sciences. Metrology is divided into three main sections. Theo-
retical, or fundamental — considers general theoretical prob-
lems (development of the theory and problems of measuring 
physical quantities, their units, measurement methods). Applied 
— studies the issues of practical application of theoretical me-
trology developments. She is in charge of all issues of metro-
logical support. Legislative — establishes mandatory technical 
and legal requirements for the use of units of physical quanti-
ties, methods and measuring instruments. 

It is appropriate to raise the question of the main element of 
the science of metrology - the metrologist. In foreign and do-
mestic literature, many works are devoted to the person opera-
tor [1–10]. Basically, they deal with aspects of the interaction 
of a person and a team with hardware and software systems. 
However, in our opinion, studying the elements of metrology 
(such as standards, measuring instruments) and their practical 
significance, we have the right to consider the most modern me-
trologist from a technical point of view as a metrological ele-
ment, and in a broader sense - as a living metrological system. 

The aim of the article is to study the person metrologist as a 
metrological element. 

FORMAL MODEL OF A PERSON METROLOGIST 
First, let us consider a prototype of a model — a technical 

model — using the example of «average failure rate and avail-
ability factor of a measuring device, taking into account its 
metrological checks» [11]. To assess the reliability of restored 
objects, the reliability indicator is used — the average failure 
rate [12]. 

In this article, the average failure rate of recoverable objects 
is considered under the condition that periodic preventive 
maintenance is carried out at the facilities. It is assumed that 
during restoration and prevention, the object is restored com-
pletely to its original state. 

The article posed the task of determining the average failure 
rate of an object on which state checks can be periodically car-
ried out. With them, the object could be in a functional state, 
but requiring updating, for example, by adjusting its parame-
ters. When a failure was detected, the object was replaced with 
a new one. An integral equation was derived for the correspond-
ing average failure rate of the object, and its properties were 
investigated. The purpose of the article was to establish the first 
connection between the reliability indicators of hardware and 
software objects with metrological indicators that make up a 
necessary part of ensuring the quality of objects. 

The following designations were adopted: ω(𝑡𝑡) — average 
failure rate; 𝑎𝑎(𝑡𝑡) — probability density of time to failure; 
𝑄𝑄(𝑡𝑡),  𝑃𝑃(𝑡𝑡) — likelihood of failure and the likelihood of fail-
ure-free operation; 𝑈𝑈(𝑡𝑡) — function of time distribution of the 
beginning of verification; 𝑣𝑣(𝑡𝑡) — density of the probability of 
the duration of the verification and adjustment of the parameters 
of the object; 𝑔𝑔(𝑡𝑡) — distribution density of the recovery time 
of an object after a failure; τ — moment of the appointment of 
the first verification; θ — moment before the first failure occurs. 

The average failure rate was determined by the sum of three 
components corresponding to the following inconsistent events: 

- there was exactly one refusal of the object in time 𝑡𝑡, pro-
vided that verification was not scheduled during this time; 

- there were several object failures within 𝑡𝑡 time, provided 
that the first failure occurred before the appointment of the first 
verification; 
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- there were several object failures within 𝑡𝑡 time, provided 
that the first verification was scheduled before the first failure 
occurred. 

Then the expression for the average failure rate took the 
form: 

ω(𝑡𝑡) = 𝑎𝑎(𝑡𝑡) × [1 − 𝑈𝑈(𝑡𝑡)] + 

+� [1 − 𝑈𝑈(𝑡𝑡)] × 𝑎𝑎(τ) × ω(𝑡𝑡 − τ)𝑑𝑑τ
𝑡𝑡

0
+          (1) 

+� [1 − 𝑄𝑄(τ)] × � 𝜈𝜈(θ) × ω(𝑡𝑡 − τ − θ)𝑑𝑑θ𝑑𝑑𝑈𝑈(τ)
t-τ

0

𝑡𝑡

0
. 

Expression (1) is obtained under the condition that after re-
fusal and verification, the object is replaced by a serviceable 
(new) one instantly. The control over the state of the object's 
elements is perfect. For (1), the Laplace transform of the mean 
frequency is determined: 

ω∗(𝑠𝑠) =
𝑎𝑎∗(𝑠𝑠)

1 − 𝑎𝑎∗(𝑠𝑠) − 𝑏𝑏∗(𝑠𝑠)𝑣𝑣∗(𝑠𝑠) ,                  (2) 

where 

𝑎𝑎∗(𝑠𝑠) = � 𝑎𝑎(𝑧𝑧)[1 − 𝑈𝑈(𝑧𝑧)]𝑒𝑒−𝑠𝑠𝑠𝑠
∞

0
𝑑𝑑𝑧𝑧;  

𝑏𝑏∗(𝑠𝑠) = � [1 − 𝑄𝑄(𝑧𝑧)
∞

0
]𝑒𝑒−𝑠𝑠𝑠𝑠𝑑𝑑𝑈𝑈(𝑧𝑧) .               (3) 

The image of the probability density of the duration of the 
verification and adjustment of the object parameters was repre-
sented by the sum of two random components, therefore the La-
place image is equal to: 

𝑣𝑣∗(𝑠𝑠) = 𝑢𝑢∗(𝑠𝑠) × 𝑟𝑟∗(𝑠𝑠) ,                      (4) 

where 𝑢𝑢∗(𝑠𝑠), 𝑟𝑟∗(𝑠𝑠) — are the images of the time densities of 
verification and adjustment. In practice, checks on objects are 
carried out regularly, so it makes sense to consider a degenerate 
distribution as 𝑈𝑈(𝑡𝑡), i. e. 

𝑈𝑈(𝑡𝑡) = �0, 𝑡𝑡 ⊲ 𝑇𝑇
1, 𝑡𝑡 ≥ 𝑇𝑇  ,                               (5) 

where 𝑇𝑇 — the period between adjacent verifications. 
From expression (2), taking into account formulas (3)–(5), 

under the condition of long-term operation of the object, a 
steady-state value of the average failure rate was obtained: 

ω(∞,𝑇𝑇) =
𝑄𝑄(𝑇𝑇)

∫ 𝑃𝑃(𝑧𝑧)𝑑𝑑𝑧𝑧 + 𝑡𝑡𝑢𝑢𝑢𝑢
𝑇𝑇
0 𝑃𝑃(𝑇𝑇)

 ,                     (6) 

where 𝑡𝑡𝑢𝑢𝑢𝑢 — average duration of one verification with parame-
ter adjustment. 

Reasoning in a similar way, we got ω(𝑡𝑡), ω∗(𝑠𝑠),  ω(∞,𝑇𝑇) 
for a situation when the restoration of an object was not per-
formed instantly, but after a random time: 

ω(𝑡𝑡) = 𝑎𝑎(𝑡𝑡)[1 − 𝑈𝑈(𝑡𝑡)] + 

+� [1 − 𝑈𝑈(τ)]� 𝑔𝑔(θ)ω(𝑡𝑡 − τ − θ)𝑑𝑑θ𝑎𝑎(τ)𝑑𝑑τ
𝑡𝑡−τ

0

𝑡𝑡

0
+    (7) 

+� [1 − 𝑄𝑄(τ)]� 𝑣𝑣(θ)ω(𝑡𝑡 − τ − θ)𝑑𝑑θ𝑑𝑑𝑈𝑈(τ);
𝑡𝑡−τ

0

𝑡𝑡

0
 

ω∗(𝑠𝑠) =
𝑎𝑎∗(𝑠𝑠)

1 − 𝑎𝑎∗(𝑠𝑠)𝑔𝑔∗(𝑠𝑠) − 𝑏𝑏∗(𝑠𝑠)𝑣𝑣∗(𝑠𝑠) ; 

ω(∞,𝑇𝑇) =
𝑄𝑄(𝑇𝑇)

∫ 𝑃𝑃(𝑧𝑧)𝑑𝑑𝑧𝑧 + 𝑡𝑡𝑢𝑢𝑄𝑄(𝑇𝑇) + 𝑡𝑡𝑢𝑢𝑢𝑢𝑃𝑃(𝑇𝑇)𝑇𝑇
0

 , 

where 𝑡𝑡𝑢𝑢 — is the average recovery time of the object. 
From expressions (6) and (7), provided that verification is 

not performed (𝑇𝑇 → ∞), there follow the known special cases 
of stationary values of the average frequency: 

ω(∞, ∞) =
1
𝑇𝑇𝑎𝑎𝑎𝑎

,    

ω(∞, ∞) =
1

𝑡𝑡𝑎𝑎𝑎𝑎 + 𝑡𝑡𝑢𝑢
 , 

where 𝑡𝑡𝑎𝑎𝑎𝑎 — is the average time of no-failure operation of the 
object. 

USE CASE ω(∞,𝑇𝑇) 
It is required to determine the optimal in terms of availabil-

ity factor the duration of the calibration period 𝑇𝑇0 and the aver-
age number of repairs 𝑛𝑛𝑝𝑝 of the object per one year, if the dis-
tribution law of the object's operation time to failure is 
Weibull's law with the parameter values: 

λ0 = 1 × 10−5 h−𝑘𝑘,  𝑘𝑘 = 2.5. 

The average time to repair an object after a failure is 𝑡𝑡𝑢𝑢 = 10 h, 
and the average duration of verification and adjustment of the 
object's parameters is 𝑡𝑡𝑢𝑢𝑢𝑢 = 2 h. It is easy to verify that the sta-
tionary value of the facility availability factor is: 

𝐾𝐾𝐺𝐺 = 𝐾𝐾𝐺𝐺(∞,𝑇𝑇) =
∫ 𝑃𝑃(𝑧𝑧)𝑑𝑑𝑧𝑧𝑇𝑇
0

∫ 𝑃𝑃(𝑧𝑧)𝑑𝑑𝑧𝑧 + 𝑡𝑡𝑎𝑎𝑄𝑄(𝑇𝑇) + 𝑡𝑡𝑢𝑢𝑢𝑢𝑃𝑃(𝑇𝑇)𝑇𝑇
0

 ,       (8) 

where 𝑃𝑃(𝑡𝑡) = 𝑒𝑒−λ0 𝑡𝑡𝑘𝑘 ,  𝑄𝑄(𝑡𝑡) = 1 − 𝑃𝑃(𝑡𝑡). 
The quantity 𝑇𝑇0, leading to the maximum (7) satisfies the 

equation: 

𝑡𝑡𝑢𝑢
𝑡𝑡𝑢𝑢 − 𝑡𝑡𝑢𝑢𝑢𝑢

= λ(𝑇𝑇0)� 𝑃𝑃(𝑧𝑧)𝑑𝑑𝑧𝑧 + 𝑃𝑃(𝑇𝑇0)
𝑇𝑇0

0
 ,              (9) 

in which λ(𝑡𝑡) — is the failure rate of the object. 
It should be noted that expressions (8) and (9) coincide with 

expressions obtained in [13] in a different way. 
The results of calculations according to formulas (7) and (8) 

are shown in Figure 1. The maximum value of 𝐾𝐾𝐺𝐺 = 0,95 is 
achieved at 𝑇𝑇0 ≈ 50 h. The average failure rate of 𝑇𝑇0 ≈ 50 h 
corresponds to the average frequency of failures ω(∞,𝑇𝑇0) ≈
0.00351 per hour. The average time of no-failure operation of 
the facility without verification is 𝑇𝑇𝑎𝑎𝑎𝑎 ≈ 89 h, and with their 
verification is 𝑇𝑇𝑎𝑎𝑎𝑎 ≈ 285 h. The average expected number of 
repairs of the facility during the year without carrying out 
checks 𝑛𝑛р ≈ 100, and with their carrying out 𝑛𝑛р ≈ 31. The total 
operating time of the facility during the year increases by an 
average of half a month.  
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Fig. 1. Dependences of the average failure rate ω  
and the availability factor of the object KG on the duration 

 of the period T between checks 

Let us consider a rather small inverse problem of metrology: 
how, for a given availability factor, to determine the require-
ment for the value of the average duration of verification and 
regulation of an object? For this, from expression (8) we find 
the value 𝑡𝑡𝑢𝑢𝑢𝑢. It will be represented by the expression: 

𝑡𝑡𝑢𝑢𝑢𝑢 =
∫ 𝑃𝑃(𝑧𝑧)𝑑𝑑𝑧𝑧𝑇𝑇
0
𝑃𝑃(𝑇𝑇)

×
1 − 𝐾𝐾𝐺𝐺
𝐾𝐾𝐺𝐺

− 𝑡𝑡𝑢𝑢
𝑄𝑄(𝑇𝑇)
𝑃𝑃(𝑇𝑇)  .               (10) 

It is also possible to represent the solution of equation (8) 
with respect to 𝑡𝑡𝑢𝑢𝑢𝑢 in the form 

𝑡𝑡𝑢𝑢𝑢𝑢 = 𝑡𝑡𝑢𝑢 �1 −
1

λ(𝑇𝑇0)∫ 𝑃𝑃(𝑧𝑧)𝑑𝑑𝑧𝑧 + 𝑃𝑃(𝑇𝑇0)𝑇𝑇0
0

� . 

Graphical representation (10) is shown in Figure 2. It fol-
lows that the inflection point coordinate 𝑡𝑡𝑢𝑢𝑢𝑢(50) = 2.055 h 
corresponds to the optimal solution. 

We have considered an example of a typical operation of a 
complex technical system. Let's make one remark that this ex-
ample is not typical for a person — a measuring device. 

The remark concerns the fact that the standard devia-
tion (RMSD) is not typical for the life of a person who is in both 
normal and stressful situations. The calculation shows that with 
an average device lifetime of 89 hours, not years, the standard 
deviation is 38 028 hours. Replacing the unit «hour» with the 
unit «year» clarifies the remark made. Therefore, based on the 
Weibull distribution, we will select an example that is real for a 
person — a measuring device. 

Fig. 2. Dependence of the duration of one verification  
with the adjustment of parameters on the duration  

of the period T between verifications 

REAL MODEL OF PERSON METROLOGIST 
So, we define the distribution of the life time of a person 

metrologist by the Weibull distribution law 𝐹𝐹(𝑥𝑥) = 𝑒𝑒−λ0× 𝑥𝑥𝑘𝑘, 
extreme in statistics. Let's select the values of the following pa-
rameters: λ0 = 1 × 10−5 year,  𝑘𝑘 = 2.8. Then the average age 
of the metrologist is 𝜈𝜈1 = 54.4 year; the second initial moment 
is 𝜈𝜈2 = 3 307.4 years and the standard deviation of the age is 
σ = 21.0 year. This means that the period of his career is in the 
range from 33.4 to 75.4 years. We also take the value of the 
average duration of recovery of a person metrologist after an 
illness 𝑡𝑡𝑢𝑢 = 3 months and the value of the average duration of 
his preventive maintenance during the period of work  
𝑡𝑡𝑝𝑝 = 1 month. 

Applying the calculations of the previous article material, 
we get the following graphical results. Figure 3 shows a graph 
of the readiness function, and Figure 4 shows a graph of the 
average failure rate (disease) of a person metrologist. Figure 5 
shows the probability of continuous work of a metrologist dur-
ing his life. 

Fig. 3. Ready function 

Years are indicated along the abscissas of all graphs. Based 
on the graph in Figure 3, it can be argued that the maximum 
availability factor 𝐾𝐾𝐺𝐺(∞, 25) = 0.993 is achieved with the 
value of the optimal periodic preventive maintenance 𝑇𝑇0 = 25 
years. In this case, the average frequency of failures (diseases) is 
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Fig. 4. Dependence of the average frequency  
of failures (diseases) of the metrologist on the duration  

of the period T between verifications 

Fig. 5. Probability of continuous trouble-free operation  
of the metrologist depending on the lifetime 

ω(∞, 25) = 3,212 × 10−3 year−1. Figure 5 shows a graph of 
the probability of continuous trouble-free operation of a metrol-
ogist depending on the number of years. The results of calcula-
tions according to formulas (7) and (8) in relation to the initial 
data of the model of a person operator, presented in Figures 3 
and 4, lead to the following additional quantitative data: if the 
average age of a person metrologist, excluding preventive 
maintenance, is 𝜈𝜈1 = 54.4 year, of service it will be 
1

ω(∞, 25)�  year−1 = 311.333 year. The average number of 
required restorations in one year will be 1/54.277 = 0.018 
once. Taking into account preventive maintenance with an op-
timal frequency of 1/311.333 = 3.212 × 10−3 within one 
year, it will be 0.018 × 0.25 = 4.5 × 10−3 years. Time costs 
per year for treatment will be on average 

3.212 × 10−3 × 1
12� = 2.677 × 10−4 years. 

Thus, the gain in time to restore health per year will be on av-
erage (4.5 × 10−3) (2.677 × 10−4)⁄ = 16.81 times due to the 
periodic preventive maintenance of a person metrologist. These 
conclusions apply only to those setting data of the example that 
we have given. 

ON THE RELATIONSHIP BETWEEN THE DISTRIBUTION  
FUNCTIONS OF CONCENTRATION AND CHAOS 

Unlike technical and software systems and their elements — 
measuring devices, which can function when working as in-
tended or be restored, the measuring system «person metrolo-
gist» can also be in the two named states, but these paired states 
are different. If the first systems are restored in their inherent 
technical environment, then the second, according to their 
states, can be attributed to systems of a seasonal type. After they 
leave the state of work in a technical environment, they find 
themselves in a different environment that differs from the first 
in another property. If the systems of the first type are associ-
ated with the phenomenon of concentration of the produced 
product, with the receipt of a significant effect, then the systems 
of the second type, on the contrary, are associated with libera-
tion from the process of concentration of the product, but on the 
contrary, they are removed from this need for production, go 
into a state of rest, relaxation, organized indifference, roughly 
speaking — controlled chaos. 

Here, chaos is understood as the acquisition of such proper-
ties, without which it is impossible to return to systems that 
have the properties of the first systems. Namely, if the systems 
periodically change the indicated properties of the two named 
systems, but on the whole pass from one type to another and 
vice versa, then we call such systems seasonal. The seasonality 
of systems is the basis of the life cycle, their dialectical unity. 
Thanks to it, the economic growth of the state, progress in civ-
ilization, science, the welfare of the nation, its defense capabil-
ity and others are possible. 

AN ABSTRACT EXAMPLE 
The subject, functioning in the concentration mode with pa-

rameter 𝑡𝑡𝑘𝑘 and duration 𝑥𝑥𝑘𝑘, has developed N. M. Sedyakin's re-
source 𝑟𝑟𝑘𝑘 [14]. Subject then entered chaos mode with parameter 
𝑡𝑡𝑥𝑥 to restore the consumed resource. How long should it be in 
chaos mode, 𝑥𝑥𝑥𝑥, in order to restore the spent resource in con-
centration mode? 

Formally, the modes are represented, as follows from the 
material presented [15–16]: 

𝑄𝑄𝐹𝐹(𝑥𝑥𝑘𝑘) = max
𝑡𝑡𝑘𝑘

�𝐹𝐹(𝑡𝑡𝑘𝑘) − 𝐹𝐹(𝑡𝑡𝑘𝑘 + 𝑥𝑥𝑘𝑘 + 0)� , 

𝑊𝑊𝐹𝐹(𝑥𝑥𝑥𝑥) = max
𝑡𝑡𝑥𝑥

�𝐹𝐹(𝑡𝑡𝑥𝑥) − 𝐹𝐹(𝑡𝑡𝑥𝑥 + 𝑥𝑥𝑥𝑥 + 0)� , 

where 𝑄𝑄𝐹𝐹  is the concentration distribution function, 𝑊𝑊𝐹𝐹 is the 
chaos distribution function, 𝐹𝐹 is the concentration resource 
function. 

Recall that resources are defined as: 

�𝑟𝑟𝑄𝑄𝐹𝐹(𝑥𝑥𝑘𝑘) = − 𝑙𝑙𝑛𝑛( 1 − 𝑄𝑄𝐹𝐹(𝑥𝑥𝑘𝑘))
𝑟𝑟𝑊𝑊𝐹𝐹(𝑥𝑥𝑥𝑥) = − 𝑙𝑙𝑛𝑛( 1 −𝑊𝑊𝐹𝐹(𝑥𝑥𝑥𝑥)).                    (11) 

Sets [𝑡𝑡𝑘𝑘], [𝑡𝑡𝑥𝑥] are formed separately to solve the subject's 
problem. These sets can be used to implement various options 
for restoring the value of the lost resource of the metrologist's 
working capacity. 

Taking into account the economic costs, it is possible to con-
sider the optimal strategies of the seasonal type. Try to solve a 
similar problem. The question is not only how to determine the 
value of the restored resource, but how to make up for the loss 
of a part of the concentration resource. Or will it resume itself 
after the metrologist's preventive maintenance? But even in this 
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case, it is of interest how the concentration function will change. 
In the simplest case, using formulas (11), one can solve the fol-
lowing problem. Knowing the value of the spent resource in the 
concentration mode 𝑟𝑟𝑄𝑄𝐹𝐹(𝑥𝑥𝑘𝑘), , one should substitute it instead 
of 𝑟𝑟𝑊𝑊𝐹𝐹(𝑥𝑥𝑥𝑥) in the chaos formula and solve the resulting equa-
tion regarding the determination of time 𝑥𝑥𝑥𝑥in the chaos mode. 
And then perform a reverse recalculation of this time, using the 
equalities of the resource values in these two modes and find a 
new time value 𝑥𝑥𝑘𝑘 and the corresponding resource value in the 
concentration mode. Add this value of the resource with the 
value of the previously residual resource in the concentration 
mode. Draw conclusions about further changes in the regime. 

Example. We use the third subsection of the article. We will 
express all numerical data in hours, passing from measurement 
in years to hours (1 year = 8,76 × 103 hours). 

Suppose that the metrologist performed work in the envi-
ronment of concentration described by the concentration func-
tion of P. Levy 

𝑄𝑄𝐹𝐹(𝑥𝑥𝑘𝑘) = max
ℎ
�𝐹𝐹(ℎ + 𝑥𝑥𝑘𝑘 + 0) − 𝐹𝐹(ℎ)� , 

during the time 𝑥𝑥𝑘𝑘 = 60 h with the set parameter ℎ = 30 h and 
moved into the environment of chaos, described by the chaos 
function  

𝑊𝑊𝐹𝐹(𝑥𝑥𝑘𝑘) = max
ℎ1

�𝐹𝐹(ℎ1) − 𝐹𝐹(ℎ1 + 𝑥𝑥𝑘𝑘 + 0)� , 

to restore his lost performance. Question: how long will it take 
to restore the lost operational resource and return to continue 
working in concentration mode? (In this case, he will add the 
value of the restored working capacity to the value of the resid-
ual, saved working capacity in the concentration mode.) The 
working capacity will be represented in the sense of N. M. Se-
dyakin's resource. The service life in the concentration mode 
will be designated as 𝑟𝑟𝑟𝑟(𝑥𝑥) = − 𝑙𝑙𝑛𝑛( 1 − 𝑄𝑄(𝑥𝑥)). The total po-
tential resource will be equal to 𝑟𝑟𝑟𝑟(∞) = 2.053. The worked-
out resource is equal to 𝑟𝑟𝑟𝑟(60) = 1.719. The residual resource 
in the concentration mode is 𝑟𝑟𝑟𝑟𝑟𝑟 = 𝑟𝑟𝑟𝑟(∞) − 𝑟𝑟𝑟𝑟(60) = 0.334. 
The recovery time of the resource in the chaos mode will be 
determined by solving equation 

𝑟𝑟𝑟𝑟(𝑥𝑥0) = 𝑙𝑙𝑛𝑛( 1 + 𝑊𝑊(𝑥𝑥0) + 𝑟𝑟𝑟𝑟(60) = 0 . 

To do this, we will find a solution to the operator: 

𝑥𝑥0 = 60 
𝐺𝐺𝐺𝐺𝑣𝑣𝑒𝑒𝑛𝑛 

𝑙𝑙𝑛𝑛( 1 + 𝑊𝑊(𝑥𝑥0) + 1.719 = 0(15) 
𝐹𝐹𝐺𝐺𝑛𝑛𝑑𝑑(𝑥𝑥0) = 64.514. 

Thus, the consumed resource is equal to: 

𝑟𝑟𝑟𝑟(64,514) = −1.719. 

Changing the sign of the resulting number to the opposite 
and summing it up with the residual resource, we get: 

1.719 + 0.334 = 2.053. 

This is the initial potential resource. 

CONCLUSION 
An attempt is presented to consider a person metrologist as 

a recoverable element of the metrological system. Two stages 
of its life cycle as a seasonal system are investigated. The first 
stage consists in the direct fulfillment of the functional duties 

of metrology. The second stage of the cycle is associated with 
the restoration of the metrologist's working capacity, his health, 
without which it is impossible to ensure the further working ca-
pacity of the metrological system and obtaining the target ef-
fect. If this stage is associated with the implementation of the 
concentration function in the corresponding environment (we 
will call it the concentration environment), then the second 
stage is associated with the opposing environment (we will call 
it the chaos environment) associated with the provision of the 
first environment. From a formal point of view, the environ-
ment of chaos is characterized by a probabilistic distribution 
function opposite to the concentration function of P. Levy, and 
is called by his name [15, 16]. 

More complex chaos processes are not covered in the arti-
cle. Within the limits of restrictions, a quantitative relationship 
between the stages is established and a formal way of realizing 
this relationship is proposed. A simple example of the interac-
tion of a concentration environment with a chaotic environment 
is given. 
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Abstract. В статье рассматривается человек как элемент 

метрологии. Функциональные обязанности и конкретные 
действия его не принимаются во внимание. Метролог пред-
ставляется как двухфазная система, включающая два этапа 
жизненного цикла, первый цикл которой есть фаза концен-
трации — работа для получения эффекта, второй цикл — 
фаза хаоса, заключающаяся в восстановлении потраченных 
сил с целью продолжения первой фазы. Приводится формаль-
ная модель человека-метролога. Определяется оптимальная 
по коэффициенту готовности продолжительность межпове-
рочного периода и среднее число ремонтов объекта за один 
год. При помощи реальной модели определяется средний воз-
раст человека-оператора с точки зрения максимального ко-
эффициента готовности, с учетом профилактических перио-
дов и без них. В формальной и реальной моделях человека-
оператора распределение времени жизни человека определя-
ется экстремальным в статистике законом распределения 
Вейбулла. С формальной точки зрения среда хаоса характе-
ризуется вероятностной функцией распределения, противо-
положной функции распределения среды концентрации по П. 
Леви. Определяется количественная связь между этапами и 
предлагается формальный путь реализации этой связи. При-
веден простейший пример расчета восстановления исходного 
ресурса фазы концентрации. 

Keywords: метролог, метрология, двухфазная система, 
среда концентрации, среда хаоса, средняя частота отказов, 
функция концентрации, обеспечение концентрации. 
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