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IBPUCTHYECKAA MOIE/b
JIMKBUAAIMHN HEIITATHBIX CATYyallUM
B JPraTuyeCKUX CMCTeMAax ylnpaBJeHUs

Cwmarua B. A.
Boenno-kocmuueckas akageMus um. A. @. Moxkaiickoro
Canxkr-IlerepOypr, Poccus
va_smagin@mail.ru

Annomavusa. Ilpepnaraercss Moge/b JIMKBHIALNY HEIUTATHOMR
CHTYallH B pa0oTe 3praTnyeckoii (4e;10BeKo-MaIIMHHOM) CHCTEMBI.
Mopneb BKJIOYAET IBA ITANA: MPeIBAPUTEILHOIO 00y4eHHs H Tpe-
HHPOBKH OIEePAaTOPOB YNPAaBJEeHHS B J1a00PATOPHBIX yCI0BHAX;
U HeNnocpeACTBEHHOIl IMKBHAALUHU ONIePATOPAMH HeIITATHOH cH-
Tyanun. MaTeMaTH4ecKoii 0CHOBOIi MO/Ie/IH SIBJISIFOTCS 0000IEHHAS
mozxeab J. Musa u ¢pusndeckuii npunnun H. M. Ceasikuna. Oun
MO3BOJISIIOT ONPE/IeJISTh BeJINYHHY NOTPeGHOr0 BePOSITHOCTHOTO pe-
cypca BOCCTAHOBJICHHS CHCTeMbl B padoTe M MPOJ0JAKHTEILHOCTh
NpeIBapPUTEILHON TPEHHPOBKH 0NEPATOPOB.

Knrouessvie cnosa: s3prarudeckasi CHCTeMa, olepaTop ynpas-
JIeHUsl, HeIITATHAsl CUTyalus, o0yuyeHHe, JMKBUIAL U, MOJe/]Ib
J. Musa, npuanun H. M. Ceasikuna, pecypc BOCCTaHOBJICHHUS.

BBEIEHUE

CoBpeMeHHBIE CITOKHBIC CHCTEMBI YIIPABIIAIOTCS, OPraHU3y-
IOTCS1, KOHTPOIUPYIOTCS, OOCITYKUBAIOTCS U T. I. YEIIOBEKOM HJIH
rpynmoi aronei — onepatopos. [IpaBUibHO OCyILIECTBIISIEMOE
Mexay TC u UC B3auMonelcTBre OnpeaenseT MaKCHMaIbHO
JOCTHKUMBIH 3 (BeKT. DTOT 3P PEeKT MOKET ObITh IKOHOMHYE-
CKHM, ITOJIUTHYCCKUM. Bo mHorux ClIydasaX OT HETO MOXCT 3a-
BHCETh JKMBYYECTh CUCTEM, JKU3Hb, OJIAr0COCTOSTHHUE IPYIIT UITH
KOJUIEKTUBOB Jitosiel. Kak mocTnyb MakcuMaiabHOTO a(dexra
B YCJIOBHSIX pELIIEHHs] KOHKPETHOH 3a/1a4, KOTOPBIX MOXET OBITh
MHOKECTBO? DTO 3aBUCHT OT psAla (pakTOpOB M LIEJIEBBIX yCTa-
HOBOK, KOTOPBIE MOTYT CTaBUTHCS TIPU PEIICHUN 3a/1a4. B menom
OXBATHUTh JAHHYIO MPOOIEMATHKY 3aTPyIHUTEIEHO, TOITOMY MBI
ITOCTaBUM H TIONIBITAEMCS PEIIUTE CHAdaJIa TOBOIBEHO MPOCTYIO,
ke 2JIEMEHTapHYIO, 3a1a9y.

[Ipexnae Bcero, clieqyeT OTMETUTh HEKOTOPBIE Hambomee
Ba)KHbI€ KOMITOHEHTBI YaCTEH JAHHBIX CUCTEM. B YaCTHOCTH,
YTO INOHHUMATh 1104 COCTOAHHUECM 3JICMCHTOB M IICJIBIX CUCTEM,
OT KakuX (paKTOPOB ¥ KOMIIOHEHTOB OHH 3aBHUCST U T.JI. DTO
TIPOIIIE BCETO pacCMaTpuBaTh B POCTPAHCTBE-CPelie KOHKPETHOM
cucreMsbl. Crietyer 3apaHee yKa3aTh MHOXKECTBO TPY/IHOCTEH,
KOTOpBIE MOTYT BCTPETUTHCSI TIPH IIOCTPOCHUH KOJTMYECTBEHHBIX
MOJIEJICH CHCTEM.

[Ipu >TOM TIPUXOIATCS pelIaTh MHOXKECTBO BOTIPOCOB. Tak,
B cratke [1] mpemiokeHa KIacCH(QHUKAINSI KPUTSPHEB OLICHKH
1 TIepEeCMOTpa METOJJOB CHCTEMHOT0 HHYKHHUPHUHTA, KOTOPBIC
MIPUMEHSIOTCS TIPH aHAIIN3E aBapUi B YETTOBEKO-MAIITIHHBIX CH-
creMax. B [2] nns aHanm3a HaIeKHOCTH Y€I0BEKO-MAIIMHHOM
CUCTEMBI Ipeajiara€rca MoJ€jib B BUAC HerepBIBHOﬁ nenu
MapxkoBa, KOTOpasi y4UThIBa€T KOHIIEIIUIO YEJIIOBEUECKHUX OILHU-
00K 1 (haKTOPOB BOCCTAHOBIJICHHUSI cHUCTEMBbI. MOelIb MOKHO
TIPUMEHSTH JJIs1 OOIIMX CHCTEM, KOTOPBIE BKIJIIOUAIOT YeJIOBEKO-
MalIMHHOE B3aUMOJEHCTBHE.

Ilenn naHHOM cTaThby — MPEIJIOKUTH IPOCTEHUIYIO MaTeMa-
TUYECKYIO MOZEIb ISl OLCHUBAHMSI OTPULATEILHOTO BIMSIHUS
4eJIoBeYecKoro (pakTopa mpu yrnpasieHHH TEXHUYECKOH cucre-
MOM U J1aTh PEKOMEHIAIUH 10 €r0 YMEHBIICHUIO.

DJIEMEHTAPHAS MOJEJIb

Obnacms npoepammno2o npo2Ho3d

Co3naércs ciaoKHasi TEXHUYECKast CUCTEMa ISl BBITIOJTHEHUST
MPElyCMOTPEHHOT'0 33/IaHKsI B T€UEHUE TpeOyeMOro BpeMeHH.
ATpHOpHO OIIEHWBACTCS M 00ECIeUnBACTCs BEIMUNHA 3aaH-
HOTO TI0Ka3aTelisl KauecTBa B TEUCHHE STOT0 BPEMEHH paboThI
cucteMsl. JlomyckaeTcst BOSMOKHOCTh BOSHUKHOBCHHS HANOOIIEE
BEPOSITHOW HENITaTHOM CUTYAINH B TIporiecce e€ pabotsrL. [Ipen-
MOJIaTaeTCs, 9YTO B CiIy4ae € BOSHUKHOBEHUS YTIPABIISIOIIHIA
CHCTEMOH YeloBeK (3BEHO) B TEUCHHE HEKOTOPOTO BPEMCHH
CMOXET YCTPAaHUTh HEUCIPABHOCTH B CHCTEME, H OHA MPOJIOI-
KUT paboty. [t 3Toil 1enu yenoBek 10 Hayana MPUMEHEHHS
CHUCTEMBI T10 HA3HAYEHUIO JIOJIKEH OBITh 3apaHee 00y4eH ycTpa-
HATH HEIITAaTHYIO cuTyaruio. CrpaimnBaeTcs, CKOIbKO BPeMEHH
HAJI0 MIPEyCMOTPETh JUIsl YCTPaHEHHs BO3MOYKHOM HEIITaTHOM
CHUTYalHH.

Jlnst perieHnst 3Tol 3a1auu BOCIOIB3YEMCsl MaTeMaTHIECKOH
Mozienbto J. Musa [3], npeanokeHHON UM MpHU OLIEHWBAaHUU Ha-
TEKHOCTHU MIPOTPaMMHOTO 00CCIICUSHUSI, KOTOPOE 10 UCIIOIb-
30BaHUS MO HA3HAYCHHUIO TECTHUPOBAIOCH NI OMPEICICHUS
U YCTpaHEHHS OIITHOOK.

[Ipu ycnoBum, 9To B paboTe CIpaBEIIHB SKCIIOHCHITHATEHBII
3aKOH 0€30TKa3HOCTH, T.€. MPUPadOTKa M CTapEHHE TPOTPaMM-
HOTO oOecIeueHus UCKIIOYCHBI, IeHCTBYET CleIyIolee BhIpa-
KEHUE ISl OTIpeesICHUs] BEPOSITHOCTH 0€30TKa3HON paboThI
MPOrPaMMHOTO 00CCIICUCHUS:

T

_Leo ETy

P(t,t)=e , (1)

re ¢,T— BpeMsl HEIIPEPHIBHON PabOTHI [10 HA3HAUCHHIO M TECTH-
poBaHus IporpaMmsl; 7 — cpeqHee BpeMst 0e30TKa3HOi paboTh
npu t =0; Ej —HauaIbHOE YUCIIO OUIMOOK B IIPOrpaMMe.

[Ipu mpou3BOIILHOM pacpeesIeHUH BPEMEHH #, T MOYKHO 3a-
nucartsb [4]:

, —JT'V(O)dG
—Ik(z)dze 0
Pit,t)=e 0 , (2)

Humennekmyanvhovle mexnonozuu na mpancnopme. 2017. Ne 1 5
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rae A(f) — MHTEHCHUBHOCTD OTKa30B; V(T) — HHTEHCHUBHOCTH Te-
CTHUPOBAHUS MPOTrPaMMBEI.

ITonb3ysick onpenenennem pecypea Haa&xaocta H. M. Cu-
nsakuHa [5], npenctaBuM (2) B BUaE

b
P(r(t),b(z)) = e (D€ ©

A3)

B nanbHeiiem ycinoBHo OyzieM Ha3bIBaTh #(#) pecypcoM pac-
X0J1a HaIEKHOCTH CUCTEMBI, () — pecypcoM BOCCTaHOBIICHUS
paboToCTIOCOOHOCTH CHCTEMEI.

B pamkax IOCTaBJIEHHOTO BONPOCA — CKOJIBKO BPEMEHHU
HAJI0 MIPEAYyCMOTPETh Ul yCTPAHEHUsI BO3MOYKHOM HEIITaTHOMN
CUTyallul — CHa4ajia pCuIum BCIIOMOTaTeJIbHBIN IIpuMeEp. HCHB
npuMepa — MoKasaTh, Kak CBSI3aHbl rpaguyecku 00a BBEIEHHBIX
pecypca.

[Tpumep 1. ITycTh BEpOSITHOCTD BBINIOJIHEHUS 3aJaHUs CH-
CTEMOI1 3aJ1aHa B BUJIE

P(r,b) = e*re*b , 4)

rae »,b— pecypchl pacxoaa M BOCIONIHEHUS paboTOCIIOCOOHOCTH

CHCTEMBI, COOTBETCTBEHHO. [IpeacTaBuM HX U BEpOATHOCTH
B IUCKPETHOM BHJIE:

,r,e_ ]

r,=12..5; bj:1,2...5; F,=e" . %)

Ha puc. 1, 2 npexncrasiensl rpaduyueckas 1 MaTpudHas 3a-

BHCHMOCTH BeposTHOCTel. Ha puic. 1 1aHbI KpHBBIE BEpPOSTHO-

CTel ¢ yBeNMUCHHEM 3HAUCHUH 7, HA JHATOHATH OT JICBOTO

BEPXHETro yIia K MpaBoMy HikHeMy yriy. [ToctpoeHa kpusas

BEPOSITHOCTEH B 3aBHCHMOCTH OT HOMEPOB i B IOPSIKE UX BO3-

pactanus ot 1 1o 5. [IpeacraBum noapoOHee MOCTPOCHHUE ATON
KPHUBOW Ha OCHOBE allTOPUTMa JIMHCHHOW MHTEPTOIAUHA [6]:

A(t) = linterp(x, y,t). (6)

JAst yciIoBHi HaIIero MpuMepa 3aruiieM TPaHCIIOHUPOBAH-
HBIE KOOPAWHATHI TIEPEMEHHBIX 10 OCsM 7, P:

r(1,2,3,4,5);

™)
P(0,692; 0,763; 0,861; 0,929; 0,967)" .

3aBucuMocTs (7) mpeacTaBieHa Ha puc. 3.

W3 puc. 3 cnenyer, 4To HE3aBUCUMO OT TOTO, YTO BEJIMYMHA
pecypca r Hal&KHOCTH yBeJIMUMBaeTCs (CMELIEHHE B HU3 Ta-
OM1IBI), 3HAUCHHS BEPOSTHOCTEH P Ha yKa3aHHOH JnaroHajIu
BO3PACTAIOT.

Puc. 1. 3aBucumocts BeposiTHOCTH (4) OT pecypcoB ' U b

0 0 0 0 0 0

0 0.692 0.873 0.951 0.982 0.993
0 0.479 0.763 0.905 0.964 0.987
0 0.332 0.666 0.861 0.947 0.98
0 0.23 0.582 0.819 0.929 0.973
0 0.159 0.508 0.78 0.912 0.967

Puc. 2. Matpuna BeposiTHOCTEH

P

1L -

0 | |
0 2 4 6 r

Puc. 3. 3aBucumocts (7)

310 BO3pacTaHue 00yCIOBICHO TEM, YTO C YBEINYCHHUEM Pa3-
Mepa pecypca BOCCTAHOBICHHUS b 3HaU€HUE HKCIIOHEHTHI B I10-
Kasarejie BEPOSTHOCTH YMCHBIIIACTCS, a cama BEPOSITHOCTh P
BO3pAacTacT U mpu b — oo OyzeT cTpeMuThes kK enunuie. Ciemy-
€T UMETh B BUJIY, YTO BOCCTAHOBIICHHE JOJKHO MPOU3BOIUTHCS
JI0 IPUMECHCHHUS CHCTEMBI TI0 Ha3HAYCHUIO.

Tereppb IPEAONI0OKIM, YTO CHCTEMa HAYMHACT ITOJIBEPraTh-
Csl HCTIBITAHUSM JIO Hadaja UCIOIb30BaHus. [IpoBOIUTCS psin
WCTIBITAaHUN, YTOOBI BBISIBUTH M YCTPAHUTh HEUCIIPABHOCTH, KO-
TOpBIE B OyIymIeM MOTYT HapyIiaTh Mmporece e€ mMTaTHON KC-
TUTyaTaIim.

[Ipu 3TOM TIpeaBapUTEIbHBIC UCIBITAHUS TOKHBI IPOBO-
JTUTHCS 10 TeX TOp, TIOKa HE MOSBUTCS BO3MOKXHOCTH MTOCTPO-
UTh C JOCTATOYHON TOYHOCTHIO 3aKOH pacHpeieseHHs BOCCTa-
HOBJICHMS M10CJI€ BO3HUKAIOIINX HeucnpaBHocTeil. biaronaps
ATOMY YEJIOBEK MPUOOPETET MPOUHBIC HABBIKU OTICPATHBHOTO
YCTpaHCHHS HEUITATHBIX CHUTYallUil B MPOLECCE SKCILTyaTaI[IH
CUCTEMBL.

[Tosicum emé pa3, HO Oosiee AETaIbHO CMBICH (HOPMYIIBI
J. Musa, npezacrasineHHO# B BuAe Gpopmyisl (4). OOparnute BHH-
MaHme, 4To 00a pecypca B 3TO# (popMyie BBOIATCS OXUHAKOBO
u ctyneH4aro. [{ngpbr BeposTHOCTEH TIepBOii KOJOHKH MATPHIIBI
Ha pHUC. 2 IO Mepe yBETMUEHIS pecypca 7 (pacxoma Haa&KHO-
CTH) TIpY €AUHUYHOM 3HaueHUH pecypca b =1 (pecypca Boc-
CTAaHOBJICHNSA) MOHOTOHHO yMeHbmatoTcs oT 0,692 mo 0,159.
Ecnu b = 2 qns BTOpoii KOJOHKH MaTPUILBI, TO MAJEHUE BEPOAT-
HOCTel OyzieT MeHee 3HaYnTeNbHBIM, @ uMeHHO oT 0,873 1o 0,508.
Ecnu BBecTH emié ofiHy eMHUILY pecypca, T.¢. b =3, To yMeHb-
IICHUE BEPOSITHOCTU CTAHET el MCHEE 3HAUYUTCIbHBIM:
ot 0,951 no 0,780. HakoHert, 111 TpaHUYHOTO 3HAUCHHUSI CTOJIO-
na S5, rae b =5, yMCHBIICHUE BEPOSITHOCTH CTAHOBUTCSI CAMBIM
Hu3KuM: 0T 0,993 10 0,967. DT0 MoKa3bIBAET, HACKOJIBLKO BEJIMKO
3HAUCHHE PAHHETO ([0 PKCIUTyaTalli) BOCCTAHOBJICHUS CHCTE-
MBI. Ha 5TOM 3aKOHYNM H3JI0KEHHUE TTPUMEpA.

Ha puc. 4 monomHUTENEHO TTOKAa3aHO aOCOIIOTHOE ITOCTONO-
IIOBOE YMCHBIIICHUE BEPOSTHOCTH ACHCTBHS CHCTEMBI IIPH 3a-
JTAaHHBIX 3HAYCHUAX 7',b = 5:
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b=(, 2,3, 4, 57,
AP =(0,533; 0,365; 0,171; 0,070; 0,026)" .

AP

04 .

02 n

0 I I
0 2 4 6 b

Puc. 4. BeposaTHOCTD ACHCTBUS CUCTEMBI

Wtak, Ha aOCTPaKTHOM KOHKPETHOM YHCIOBOM IPUMEPE MBI
JIETaIbHO PACCMOTPEIH MOBEJACHUE BEPOSITHOCTU (DYHKIIMOHH-
POBaHUS CHCTEMBI, OIIMCHIBAEMON MaTeMaTHUECKOH MOIEIIbIO
J. Musa. OntHaxo MbI CO3HATEIHLHO U3MEHHIIH MPEIOKEHHYTO HM
00J1acTh MPUJIOKEHUS K OL[CHMBAHUIO HaAEKHOCTH MPOrPAMMHO-
ro 00ecreueHusi ¢ y4ETOM €ro IPeBapUTEILHOTO TECTUPOBAHUS
U UcTIpaBiieHns: 00HApYKEHHBIX OIIHOOK. MBI THIIOTETHYECKI
3aMEHMJIN 00JIaCTh MPUIIOKEHHS IPYTOi 001acThio, Mpe/nosaras
JI0 Hayajia pabOThl CHCTEMBI, YTO B HEll BOBHUKHET HELITaTHAs
CUTYyanusi, KOTOpasi MOXXET U3MEHHUTH TPACKTOPHIO JBHKCHUS,
HO 3Ta CUTyanus OyJeT UCIIpaBiIeHa 3BEHOM YIPaBJICHUsI, a CH-
cTeMa CHOBA BOMIET B HOPMAJIbHBIM PEXUM.

D VYHKIIMOHUPOBAHUE CUCTEMBI
C OIHOM HEIITATHOW CUTYAIIUEN
I[O Ha4vaJia HpI/IMeHeHI/I}I CHUCTEMBI HpennonaraeTc;I BBIIIOJI-

HEHHBIM 0€30ITMO0YHOE anpHOpPHOE OICHUBAaHUE €€ pabOThI
B T€UEHHE BPEMCHHU 7:

—'t[k(z)dz
P(t)=e ® ; (®)

T. €. BeIMYMHA pecypca

r(t) = juz)dz
0

M3BECTHA, HO Ha nHTepBaie [0,7] MOXeT CIy4aifHO BOSHUKHYTh
HEIITaTHas CUTYaLHsl, KOTOpas MOXKeT B JaJIbHEHIIeM HApYIIUTh
HOpPMaJIbHOE MOBEJCHUE CUCTEeMBI. [IpeonoKuM, 4To 3aKoH
pacnpeneneHus BpeMEHH BOZHUKHOBEHHUS 3TOM CUTYyalluu U3-
BECTEH. 3aJaJiuM €ro:

y
-[v(z)dz

H(y)=1-e 0 ; 0<y<t. 9)

HOHYCTI/IMOC BpEMs BbIXOa U3 HEIITaTHOI CUTyaluu onpe-
JCIACTCA 3aKOHOM

:0<0<d. (10)

OTOT 3aKOH pacpeieIeHUs JOIDKEH ObITh YCTAaHOBIIEH B pe-
3yJIbTaTe MPeJBAPUTEILHOTO 00yYeHNS YCTPAHSHNIO HEIITaTHOH
CUTyalluu YIIPaBJIAKOIINUM 3BEHOM 10 IMMPUMEHECHUSA CUCTCMBI.

B npocreiimem ciydae npeamnonoxuM, 9ro 3akoH (10) He 3a-
BUCHT OT BPEMEHH BO3HMKHOBEHUSI CUTyallud B paboTe cucre-
MBI IIPH JKCITyatanuu. Torga pecypc yCTpaHeHHs CUTYaluH
Oyzner

0
b(6) = [ u(z)dz, (11)
0

a BEPOATHOCTH BBITIOJIHCHUSA 3alaHUA CUCTEMOU —

r(r+d)e @)

P(r(t,b(d))~e (12)

B obmiem citydae, koraa HemTaTHasi CUTyaIusl TPOUCXOIUT
B MOMEHT BPEMEHU ¥ U MPOJIOIKUTEIbHOCTh €€ yCTPaHEHUs
CBsI3aHa C OTUM MOMEHTOM,

0(y)
b(O.y)~ [ u()dy,0<6(y)<d(y), (13)
0

COOTBCTCTBCHHO, BEPOSATHOCTD BBIIIOJIHCHU S 3a1aHUA CHCTEMOI
craHeTr 0oJiee CI0KHOM:

-b(d

PO, b)) = AN PEDD)
3HaK ~ IPUMEHEH IS TOTO, YTOOBI MIPH 3aIHCH H30eKaTh

UCIIONB30BaHUS Olepallii HHTETPUPOBAHHS.

Ecnu B nponiecce PyHKIMOHUPOBAHMS CUCTEMBI IPeIyCcMa-
TpuBaeTcs 0osiee OTHON HEIITATHON CUTYallMH, TO alTOPUTM
BBIYUCJICHHA BEPOATHOCTHU 3HAYUTCIbHO YCIOXKHUTCA. B or-
JACJIBHBIX CJIy4dasiX, Ha Halll B3IV, U1 PEHICHUS 3a1a4 MOXKET
MPUMEHSTHCS IMUTALMOHHOE MOZICIIMPOBAHUE.

YucneHHas peaM3alys 3TOro ajropuTMa, 1ake CpaBHUTEb-
HO HECJIOKHOTO T10 CTPYKTYpE, OTpedyeT NPHUIIOKEeHNS 3HAYHU-
TENbHBIX YCHIHH, TOATOMY ISl HILTFOCTPALIMH BEPOSITHOCTHBIX
pacy&TOB PacCMOTPHUM MPHKIATHON IPUMEpP C IPHMEHEHUEM
JPYIoro ajropuTMa.

IIprmep 2. be3oTka3HOCTH yIpaBiIsieMOl TEXHUIECKOH CH-
CTeMBI XapaKTepHU3yeTcs CIIENYIONIMMH YHCIICHHBIMU TapaMeTpa-
MHU: BpeMsI HeTIpepbIBHOM paboThl 10/4.; anmpropHO onpeneaéHHoe
pacnperesieHne BpeMEHH JI0 OTKa3a 3aJjaH0 HOPMaJIbHO# JI0T-
HOCTBIO BeposiTHOCTH f'(¢) = dnorm(m,c,t), m =100h., 6 =12h.,
MI03TOMY BEPOSATHOCTH €& 0e30TKa3HOW paboThl COCTABISET
P(10) = 0,993. Ha Heii MOKET BO3HUKHYTH OJ{HA HEIITaTHASI ITPO-
rpaMMHasi CUTYalusl, IPUBOAAIIAS K HAPYIIEHHUIO paboToCIIoco0-
HOCTH CHCTEMBI.

PacnipeneneHue HapyIeHUs! POUCKOHT T10 SKCIIOHCHIINATb-
HOMY 3aKOHY C HHTEHCUBHOCTBIO A = 0,2/, Cpe/iHsis BenumHa
pecypca Han&KHOCTH 7 = 2 h, 3HaUCHHE MEPBOW SKCIIOHEHTHI
B opmyse J. Musa Oyzner ¢ =0,135. YroGel COXpaHHTh pabo-
TOCHOCOOHOCTh TEXHIYECKO#H cucTeMbl Ha ypoBHe P(10) = 0,993
TIOCJIe YCTPAHSHUsI HEIITATHOM CUTyaluH, HoTpeOyeTcst 3HaYCHUE
pecypca BoccranosieHust b =9,903 c BepostHocThio 0,9999,
KOTOpasi NONOUPAETCSI ONBITHO JUIS MOCTAHOBKHU U TIOIYYCHHUS
B pe3yJbTaTe PeICHHs YPaBHCHUS

b
e3¢ -0,9999 =0.

CnpammBaeTcsi, CKOJIBKO UCIIBITAaHNI HaTo NpeIBapUTEIIbHO
HPOBECTH, YTOOBI IIOATBEPAUTH 3TY BEPOSITHOCTD, U KAKOE BPEMs
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3aTpaTUTh, €CIU HA OJUH MPOTOH MPOTPaMMBbI TpedyeTcst T =
=0,005 A. tak, BepoATHOCTb OTCYTCTBUS OMHOKH p = 00,9999,
a BeposiTHOCTh omuoku ¢ = 0,0001. CpenHee yncio OmUOOK B
1 UCTIBITAHUSAX PABHO 71 p, CPCTHEKBAIPATHUCCKOE OTKJIOHCHHE

npq, MO3TOMY IJIOTHOCTh BEPOSITHOCTU YHCJIA MCIIBITAHUI
HpeHCTaBI/IM B BUC

)’
g = M C=185.
\21npg
JlaHHAs TUTOTHOCTD MPEBPAIIACTCS B JACIBTa-QYHKIHIO TPU
n =100, mosTOMYy BpeMsl UCTILITAHUH CTAHOBHUTCS PaBHBIM 7T.
Eciu 3a Bpemst GyHKIMOHUPOBaHUs cucTeMbl 10 /4. Tipon3oiaét
OJIHA HENITaTHAsl CUTYyallHsi, TO BPEMs HCIBITAHUNA COCTABHUT

O, 5h. BCPOHTHOCTB BBITIOJIHCHUS 3a/IaHUA CHCTEMOM COXpaHUT-

b
cs mpeskeit, T.e. P=P(10)e2¢  =0,993. Eciu %e B cucTeme

oxkumaercs 10 HEMTATHRIX CUTYaIWid, TOT/Ia BEPOSTHOCTH BBI-

50,99
MTOJTHEHUS 3aJ1aHusl cucteMoi cranoBurcs P = P(10)e 2e =
=0,472. D10 03HAYAECT, YTO MPEIBAPUTEIBHBIX UCTIBITAHHIA TIPO-
rPaMMHOTO 00CCIIEUCHHsI IT0 YCTPAHEHUIO HEIIITATHBIX HCITBITA-
HUH OBIJIO HEOCTATOUHO, TaK KaK BEPOATHOCTh UCTIPABHOW pa-
00TbI cHCTEMBbI MeHblIIIe pacuéTHoi P < 0,993.

}II/ICKPETHOE NMPEACTABJIEHUE PECYPCA

B teopun Han&KHOCTH paccMaTpUBACTCs HEMPEPHIBHOE
TIPe/ICTaBICHUE pecypca

r(t) = jk(z)a’z =—In P(2).
0

Pecypc mornmaercs B cmpicie mpodeccopa H. M. Censknna.
[Tpu ucBITAHUAX TPOrPAMMHOTO 00eCIedeHUst IIPUXOIUTCS UC-
I0JIB30BATh HE HENPEPhIBHOE BPEMs, a BpeMsl, IPEICTaBIIEMOe
B IUCKPETHOM BUAC, & UMEHHO B KOJIMYECTBE ITPOTrOHOB IIPO-
rpaMMBl, II03TOMY UMEET CMBICII BbIpakaTb PECYpPC B 3aBUCHU-
MOCTH OT 4MCJIa IPOTrOHOB IIporpaMMsl. IIpemioxum Mozaeisb
pecypca, 3aBUCAIIEro OT 4yKcia IporoHoB. CHaualla 3aluieM
BBIpa)KEHHUE JUIsl BEPOSTHOCTH 0€30TKa3HOM paboThI IS HeTIpe-
PBIBHOTO BPEMEHHU MCIIBITAHUIH:

Ny,

e Ny — KOJIMYECTBO OOBEKTOB, IEPBOHAYAILHO OCTABIEHHBIX
Ha UCIBITaHue, 7(?)— KOJIMYEeCTBO 0OBEKTOB, OTKA3aBIIUX 32
BpeMsl UCIIBITAHUH .

[pencraBum, 4To Bpemst ¢ MPEICTABICHO AUCKPETHO ¢ = mT,
7€ T— BpeMs OJTHOTO KBaHTa (AMCKPETa), a m — MOJHOE YNCIIO
KBaHTOB 3a BpeMsI 10 oTKa3a. [lepBoHavyaabHOE YMCI0 00BEKTOB
IpeacTaBUM B BUJE 7. Torna

P(t) = (15)

Mptzmt _ ., om. (16)
noT ”lO

P(nygt) =

Hainee mpenmonoxum, uto Gopmyna (16) BepHa nmuImb ams

HEKOTOPOIo BpeMeHu #;, i =1,2, ..., t;,4 >1; JUi BCex i, 103TO-
m:

My (16) moxHO npenctasuts B Bune P(t;) =1—-—+(¢;), a Benu-

i
YHHY JUCKPETHOTO pecypca —

r,-(ri)=—1n[1—%<z,»)]. (17)

DTO KacaeTcsa TOJABKO pecypcoB mist ¢popmynsl J. Musa
(7(t;), b;(t;) nporpaMMHOro 00€CIIe4eHHs ), HO HE OTHOCHTCS
K pecypcy amnmaparypsl ¢ HEIPepbIBHBIM BpeMeHeM e€ (yHK-
roHnpoBaHus. Pacyér 6e301m1n004HOCTH pabOThl CHCTEMBI BbI-
TIOJTHSIETCS TAK JKe, KaK YKa3aHO BBHIIIIE.

O TPEBOBAHUSIX
K TEXHUUYECKOI CUCTEME M YEJIOBEYECKOMY
3BEHY YIIPABJIEHUS

Ecnu k cucteme npenbsBIsOTCS 0CO0bIe TpeOOBaHMS: HE
TOJILKO BEPOSITHOCTD BBITIOJTHEHHMSI €10 331aHHs1, HO 1, HalpUMeD,
0e301acHOCTh SKHIaXKa, BEJIMIHNHA yIIepOa U prcKa U Jpyrue,
TO HEOOXOJMMO YUYHTBIBATh PsIJ JOMOIHUTEIBHBIX CHCTEMHBIX
napamerpoB. C yuéToM 3HaUYeHUH 3THX ITapaMeTpoB HEOOXOIMMO
CKOPPEKTHPOBATH MPEATATAEMYIO MOJIEIIb C LEITBIO BHITIOIHEHUS
9KCTPEMAIbHBIX PEIICHUI N3BECTHBIMH METOIAMH JUTS TTOTyIe-
HUSI )KEJTaeMOTO PEe3yIsbTaTa.

3AKJIIOUEHUE

B crartbe NpeIAJIOKECHAa MOJACIb I CHUXCHHUA BIUAHUA
HEIITATHBIX CUTyalui Mpu GYHKIUOHUPOBAHUHU CIIOKHOM CH-
CTEMBbI. DTH HCIITATHBIC CUTYAI[UU JUKBUIUPYIOTCS CUIAMHU
YEIIOBEYECKOTO YIIPABIISIONICTo 3BeHa. [ yBenmdeHus s Qek-
Ta JIMKBUIAIAN 3BCHO YIPABJICHUS JOJDKHO MPEIBAPUTEIHHO
(1o MPUMEHEHWSI CHCTEMBI) IO HA3HAYCHHUIO 00y4aThes B 1a00-
PaTOPHBIX yCIOBUAX. [IpH 3TOM UMHUTHPYETCS HEOOXOIUMBIH
MOHHUTOPHHT MCXOTHBIX JAHHBIX JUIS JTUKBHIAINH HEIITATHOM
CUTyaluu B paboTe CHCTEMBI.

B kauecTBe MareMaTHU€CKOM MOAEIN NPEAJIOKEHO UCIIONb-
30BaTh Mozenb J. Musa, npuMeHsieMy0 NpU TECTUPOBAHUU
nporpamMMHOro obecrieueHust. JlaH aaropuT™ AJst OnpeaeeHust
HEOOXOIMMOro pecypca BOCCTAaHOBJICHHSI B HEIITATHOW CHTYya-
1uu. XapaKTePUCTUKU aJITOPUTMA CITYKAT PYKOBOJCTBOM IPH
JIMKBHUIAIIMY HEIITATHOW cuTyanuu. [[puBeICHbI 3JIeMEHTaPHBIC
MPUMEPBI YUCICHHBIX PACUETOB JIJISl TAHHON IBPUCTUYCCKOM
Mozenu. ChopMyTUpOBaHEI PEKOMEHIAIIMA JUTS TPAKTUICCKOM
pealn3aIuy peiaraeMoii MOJeIIH.

OpmHako MOzIeNb HeleaecooOpa3Ho MPIUMEHSATh K KOMITICK-
Cy «TeXHHUKa M TMPOTpaMMHOE 00eCIIeYeHne», TaK KaKk MaTeMa-
THYeckas Moaens J. Musa He mpeqHa3HaueHa sl JopaboToK
10 YCTPaHEHHUIO OTKAa30B M HEUCTIPaBHOCTEH, TeM Ooee — B co-
BOKYITHOCTH C OINTHOKaMH ITPOTPAMMHOTO 00€CTIeUeHHUSI.

Jlst mpuMepa ykaxeMm psiJi COBpEMEHHBIX paboT, B KOTOPBIX
3aTparuBaroTCs OJIM3KHE BOMPOCHI MOJICINPOBAHHUS YEIOBEKO-
MaIIUHHBIX cHCTeM. B wacTHOCTH, B [7] paccMarpuBaroTcs
ocobeHHOCTH (hopMHUPOBaHUS NH(POPMALIMOHHOW MOJICIIH B UH-
(hopManMOHHOM cHCTEeME U €¢ B3aUMOJICHCTBHE B YCIIOBEKO-
MaIIMHHON TeXHOJornu oopadorkn nudopmaruu. B [8] npen-
JlaraeTcs penieHue 3aa4d MOCTPOCHUS PAlMOHATIHHOTO TUIaHa
HaOFOICHUN MTapaMeTPOB COCTOSTHUS YEIOBEKO-MaITHHHBIX
CHCTEM Ha OCHOBe KoHTpous. B [9, 10] paccMmaTpuBatoTcs Bo-
TIPOCHI MOZICITUPOBAHUS T€OIE3NICCKUX CUCTEM — MapKIIeHaep-
ckux sprarndeckux cucreM (Mine Surveying Ergatic System —
MSES). ITonckoBo-pa3BenouHble pabOThl BRIMOIHSAET TPYyTIIa
JI07IeH, BKIIOYasi MapKienaepa (CreruanicTa) 1 OIHOTO UITH
JIBYX IIAXTCPOB. Y YUTHIBAIOTCS 0COOCHHOCTH (DYHKIIMOHHPO-
BaHMsI CHCTEMBI, €€ COCTABIISIOIINE (YeIOBEK — MapKIIenaep,
000pyI0BaHUE — re01e3MUeCKUil HHCTPYMEHT, MUHHPOBaHUE,
OKpY’KaloIas cpesa).
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Heuristic Model of Liquidation
of Supernumerary Situations
in Man-Machine Control Systems
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St. Petersburg, Russia
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Abstract. The model for liquidation of the supernumerary situ-
ation arising in work of man-machine system is offered. The model
consists of two parts: a stage of preliminary training and training
of operators of management in vitro before work of system and a
stage of direct liquidation by operators of a supernumerary situa-
tion in its work. A mathematical basis of model is generalized model
J. Musa and N. M. Sedjakin’s physical principle. They allow define
size required a likelihood resource of restoration of system in work
and duration of preliminary training of operators.

Keywords: man-machine system, the operator of management,
a supernumerary situation, training, liquidation, model J. Musa,
N. M. Sedjakina’s principle, a restoration resource.
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Abstract. Homogeneity principle for analysis and synthesis of
cryptographic protocols is introduced, due to which increasing the
number of mathematical problems does not increase the security of
underlying information system. The comparison of two authentica-
tion protocols in accordance with this principle is given. The ways
to reduce complexity heterogeneity in digital signature protocol are
proposed.
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INTRODUCTION

Security of cryptographic algorithms and protocols is based
on mathematical problems. They can be unaltered and variable.
These problems come from different cryptographic primitives.
As arule, to break cryptosystem security it is sufficient to solve
any of these mathematical problems. The complexity of these
problems decreases in time, so it seems natural to subdue all
of them to the basic problem, i.e. the problem with the highest
complexity.

The complexity homogeneity principle is considered, and
some ways of its use for analysis and synthesis of cryptographic
protocols are proposed.

HIERARCHY OF MATHEMATICAL
PROBLEMS

The security of large cryptographic systems is based on di-
verse cryptographic primitives: symmetric and public key en-
cryption, digital signature, zero knowledge proof, etc. Security
of cryptographic primitives is based on the complexity of math-
ematical problems. The number of such problems is tens and
even hundreds:

* the problem of key breaking and keyless reading for dif-
ferent ciphers [1];

* integer factorization problem, to which RSA problem can
be reduced [2];

* square root problem, to which Rabin [3] and Fiat-Shamir
[4] cryptosystem problems can be reduced;

* discrete logarithm problem in a multiplicative group of
prime field, to which Elgamal [5] problem can be reduced;

* discrete logarithm problem in a multiplicative group of
extended field, to which Diffie — Hellmann [6] problem can be
reduced;

» elliptic curve discrete logarithm problem, to which GOST
R 34.10-2012 [7] problem can be reduced;

» the problems of ideal classes group of on number fields [8];

* the subset sum and knapsack problem [9];

« the problem of elliptic curve isogeny computation [10—13];

* lattice-based problems [14—16], etc.

It is important to classify these problems, reflecting both the
peculiarities of the problems and methods of their solution. It
seems natural to divide these problems into the following uni-
fied classes [1]:

« security of ciphers for known plaintexts is based on Boolean
satisfiability problem. Under the assumption that plaintexts and
corresponding ciphertexts define the key uniquely (to achieve
this, the known plaintext is to be 1,38 times longer than the key).
If encryption operations are presented in the form of Booolean
functions, substituted each other, then every bit of intermediate
text is computable Boolean function of the key. Let objective
function be conjunction of bitwise equalities of the values of
Boolean functions, corresponding to ciphertext, and the values
of true ciphertext. This function is computable and holds true
for the true key only;

* integer factorization problem for n = pg in RSA crypto-
system can be reduced to the problem of order and structure
computation in finite Abelian group. Indeed, if the order ¢(n) =
=(p—1)(g—1) of the group Z " is known, the divisors of » are
the roots of polynomial x? — (n — ¢(n) + 1) x + n;

« discrete logarithm problems in different cyclic groups rep-
resent the unified discrete logarithm problem in the cyclic group
of computable order;

« the knapsack cryptosystems problems can be reduced to the
unified knapsack problem;

« the problem of elliptic curve isogeny computation is a spe-
cial case of the problem of computing the morphism in Abelian
groups category.

Parameterization of these classes of unified problems with
mathematical structures (ciphers, groups, categories) gives a ba-
sic mathematical problem. Thus, the methods of unified problems
solution are obviously applicable for basic problems.

The more complex is the problem, the more secure is corre-
sponding cryptographic algorithm or protocol. But the complexity
log S(T)—1log S(T +1)

tlog S(T)

where S(7) is the strength in the initial time 7' [1]. This formula
can be interpreted as the decrease of the initial brute force cryp-
tographic algorithm strength per one bit of the key. The expression
for s (¢, T) can be written as logS (7' + ) = (1 — s (¢, T))logS (7),
from which S (T+#) =S () @ D= st DSD Qo ifg (1, T)
changes slightly, the dependence S (7' + ¢) for the symmetric iter-
ated cipher or a hash function can be approximately described by
a falling exponent.

However, the rate of complexity falling is different for dif-
ferent mathematical problems and cryptographic algorithms. For
example, the complexity of key breaking for symmetric ciphers
falls by about a constant speed, equal to 0,023 year'. At the same
time, the complexity of factorization problem falls unevenly and
depends on the length of composite number [1].

decreases in time with the rate s(¢,7) =
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So, the problem complexity depends not only on its size but
on time also. When constructing cryptosystems it is necessary
to predict the high complexity of mathematical problems at least
for a few years. If at the time of project completion the problem
A is more difficult than the problem B of the same (or different)
size, it does not mean that the same ratio will continue in ten
years.

For analysis of mathematical problems the relation of poly-
nomial reducibility is used often, which does not depend on the
current complexity estimation. The problem A4 is not more dif-
ficult than the problem B, if we can solve every partial problem
A by deterministic polynomial algorithm, knowing the solution
of the problem B. We can say also that the problem 4 can be
reduced to the problem B. If the reverse reduction holds also,
the problems A4 and B are called equivalent.

Polynomial reduction allows allocating in the set S of mass
mathematical problems a subset of problems to which given
mass problem A4 can be reduced. Let call the subset S, of those
problems, to which the problem 4 can be reduced, the problems,
associated with 4. For example, elliptic curve discrete logarithm
problem over prime finite field F, can be reduced to one of the
following problems:

* discrete logarithm problem in multiplicative group of finite
extension of the field F, resulting from Weil pairing [17];

* the problem of Mordell-Weil group computation of the
curve E (K), given over the number field K = Q [a], where the
root of minimal polynomial for o is in F, and the problem of
point lifting from finite field to the number one [18].

As usual, cryptographic algorithm or protocol security
depends not on one but on several problems, solving any of
which violates its security. If none of these problems is associ-
ated with the others, we call these problems heterogeneous.

HOMOGENEITY PRINCIPLE

Cryptosystems are often made heterogeneous, with different
algorithms of encryption, hashing, digital signing, etc. It may
seem that it is easier for intruder to solve one problem instead
of several. But in practice it is sufficient to solve one problem,
which is the easiest at this point of time.

For example, if in cryptographic system the session key of
the symmetric cipher is established by the Diffie — Hellman pro-
tocol and digital signature is used, then it is enough to solve
any of the problems: compute the symmetric cipher key, break
Diffie — Hellman or break signature key, to violate security. In
the latter case, the intruder can impersonate a legitimate user
towards another user or to implement a man-in-the-middle
attack.

LetA4,, ..., A, form the set of problems, on the complexity of
which cryptographic algorithm security is based. The relation of
polynomial reduction divides this set into equivalence classes of
associated problems. Then the problems, belonging to different
classes, will be heterogeneous.

We call the number of heterogeneous problems, forming the
base of cryptosystem security, homogeneity of complexity. The
following proposition holds.

Proposition 1. Let cryptographic algorithms C, and C, are
such that in order to violate algorithm C| security we are to solve
problem 4, and to violate algorithm C, security we are to solve
one of heterogeneous problems 4 or B. Then algorithm C, is not
more secure than algorithm C.,.

Proof. Let S, S, be the complexities of the problems 4 and
B correspondingly. According to the absorption law, S, > min
(S, S).

Corollary. Increasing the number of different heterogeneous
problems in cryptographic algorithm does not increase its se-
curity.

Now we can formulate complexity homogeneity principle: we
need to decrease the number of heterogeneous problems while
cryptosystem construction [19]. Thus, conglomeration of het-
erogenious ciphers, random number generators, hash functions,
signatures, and other authentication algorithms in a large infor-
mation system are useless and even potentially dangerous.

CRYPTOGRAPHIC PROTOCOLS
ANALYSIS AND SYNTHESIS

In practice, cryptographic protection is implemented in the
form of cryptographic protocols. Indeed, it is not enough only
to encrypt data, you must generate encryption keys and deliver
them to users, change the keys in time, and provide authenti-
cation. This raises a set of different applied problems, which
are solved with the help of certain cryptographic protocols. The
security of a whole system is determined by the composition of
all cryptographic protocols.

The problem of protocol analysis and synthesis is one of
the main problems in cryptography. A complete solution of this
problem requires a large amount of research on analysis of all
basic and associated mathematical problems, the analysis of the
security of actual protocols and security analysis of complex
protocols in view of their interdependence. In this case, since
the complexity of mathematical problems change over time, the
result of the research will reflect the real situation only at the time
of the end (or even beginning) of these studies. So, let’s consider
a simplified approach to analysis and synthesis of protocols due
to homogeneity principle.

If there are two cryptographic protocols, the first is based
on the problems set 4; and to break security it is sufficient to
solve any of them; the second is based on the problems set B,
where 4 D B, then the first protocol is not more secure than the
second one.

The specified ordering of protocols allows comparing their
security, and to optimize the composition of protocols, includ-
ing the issues of key and auxiliary random numbers generation.
The question of analysis and optimization is to formalize a set
of problems underlying the security, and to minimize this set.

This set consists of base and variable problems. For example,
in digital signature standard GOST R 34.10-2012 [7] elliptic
curve discrete logarithm problem cannot be change. At the same
time, algorithms for generating auxiliary and a secret key are
not regulated by any procedure, that is, the related problems
can vary. Among the varied algorithms there exists optimal for
which a problem of security breach is not easier than elliptic
curve discrete logarithm problem.

COMPARATIVE ANALYSIS
OF AUTHENTICATION PROTOCOLS

Consider two identical elliptic curve protocols of multiple au-
thentication based on digital signature and public-key encryption.
The first party proves its authenticity, and the second checks it.
It is believed that prover does not trust verifier.
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In the first protocol, verifier generates a random request and
sends it to the prover, who signs it according to GOST R 34.10-
2012. Prover generates signature and sends it to the verifier. The
latter checks the validity of the signature.

In the second protocol, verifier generates a random request,
encrypts it with public key and sends to the prover for decryp-
tion. Prover decrypts the message using secret key and sends it
to the verifier who compares this text with the original.

These two protocols are solving the same problem: the veri-
fier makes sure that the prover knows the secret key (signature
key or decryption key). Both protocols are implemented on the
same elliptic curve. Which of them is safer? Analysis due to
homogeneity principle allows answering this question.

Let’s consider digital signature protocol from GOST R 34.10-
2012 [7].

Let £ (F): y?=f(x) be elliptic curve with j-invariant not
equal to 0 and 1728, m be the message to be signed, / be hash-
function, P € E (F ) be generator of order r. So {£ (F), P, O}
is public key, integer d, where Q = dP is private key. To sign
the message m, the sender computes e = / (m) (mod r), and if
e = 0 sets e = 1; generates integer k, 0 < k < r, at random and
computes R = (x,, y,) = kP, where x, # 0 (mod r); computes
s = (dx, + ke) (mod r), where s # 0.

The signature verification needs the following: check that
0<x, (modr)<rand 0 <s<r; compute e =/ (m) (mod ) and if
e= O set e = 1; compute R’ = (se”' (mod 7))P — — (x,e ' (mod r))
0. If x,, = x, (mod r) holds then the signature is valid.

The security of digital signature protocol directly depends on
the complexity of hash function inversion and the difficulty of
computing collisions of a hash function, as in the first case it is
possible to calculate the message for an existing signature, and in
the second to prepare a couple of messages with the same value
e to sign one of them, and then replace one message by another.
The complexity of computing hash function collisions by Pol-
lard’s algorithm is equal to S = O(\/; ).

This protocol involves stringent requirements for the random
number generator: If the random number £ is predictable (com-
putable) at least once or repeats during the public key lifetime,
the signature key can be computed with polynomial comple-
Xity.

Note that to break secret signature key it is sufficient not only
to predict a random number, which will appear in future, but to
find a random number that was previously used. For example, if
the intruder has gained access to an algorithmic random number
generator, allowing recovery of earlier state from the current,
all digital signatures created on this current key should be con-
sidered invalid. Therefore, if the potential unauthorized access
(for example, when sending a computer for repair due to the
failure) to computer, that implements the signature generation is
possible, and if the random number generator is implemented al-
gorithmically, the algorithm of random number generation must
be irreversible.

For secret key d computation it is sufficient to solve one of
discrete logarithm problems: for the points P and Q or for the
points P and R (the value x, is easily restored from its residue
x, (mod r), and the coordinate y, can be computed as
,; f(xg) (mod p) ). Thus, the requirements for the random num-
ber generator, are more rigid than for the key one: the intruder is
still what to look for: & or d, but d can be computed from k. Thus,
Kolmogorov entropy of digital signature key does not exceed the
entropy of the random numbers from generator [1].

So the security of GOST R 34.10-2012 is based on the fol-
lowing heterogeneous assumptions.

1. Elliptic curve discrete logarithm problem is hard (the solu-
tion of this problem leads to the disclosure of secret key).

2. Kolmogorov entropy of random bit generator is not less
than Kolmogorov entropy of key generator (otherwise, the
signature strength will be reduced in compare to the design
rating).

3. Probability of two equal random numbers during the key
life period is negligible (otherwise, one can expect to the disclo-
sure of secret key with a low complexity).

4. Hash-function /4 is computationally irreversible (otherwise,
one can substitute the signed message to the other).

5. Hash-function collision computation problem is hard
(otherwise, one can prepare a couple of messages that make up
collision, and to replace the signed message to the other after
signing).

Now let’s consider public key encryption protocol [1], based
on Diffie — Hellmann and Elgamal protocols. The common pa-
rameters are elliptic curve £ (F ) and the point P € E (F ) of
order r. Point Q € (P)is a prlvate key, and integer d, such that
QO = dP is public key. Hash function /4 is used and plaintext m is
fromO0<m<r-1.

Verifier chooses integer & at random, and computes R «— kP,
e« h (kQ), c < (m + e) (mod r). Ciphertext is a tuple (R, ¢).

Pretender in the authentication protocol computes e «— / (dR)
and m = (c — e) (mod r).

The security of this protocol is based on Diffie-Hellmann
problem: given points P, Q = dP, R = kP, compute kdP = kQ =
= dR. This problem is reduced in polynomial time to the elliptic
curve discrete logarithm problem, as it is sufficient to compute
one of logarithms & or d for its solution.

The requirements imposed on random bit generator here are
less stringent than in signature protocol. The point R is not to be
used more than once, because a single computation of a random
number k allow decrypting a message m encrypted with this
number, but not to compute the key (as in digital signature pro-
tocol). Similarly, the repetition of the random number k allows
decrypting one of the messages if the other, encrypted with this
k, is known.

Hash function and the arithmetic in Z_are needed to elimi-
nate practical redundancy, which presents in elliptic curve point
coordinates. Such redundancy is due to the fact that the length
of two coordinates equals to 2log,p, and the length of the group
order is log r, where r is no longer than p.

The set of heterogeneous problems here consists of three
ones, and is a subset of the set from digital signature protocol.
Therefore, it can be argued that if the discrete logarithm prob-
lem and Diffie — Hellmann problem are equivalent, then public
key encryption protocol is not less secure than digital signature
one.

Both private and public keys of digital signature are to be
changed periodically. Furthermore, hash-function initial vector is
to be changed: if the collision is computed, there is a danger for
all the cryptosystem users.

So, if the signer can generate random numbers, he also can
generate his own private key. It follows from homogeneity
principle that for GOST R 34.10-2012 algorithmic generator,
equivalent to the elliptic curve discrete logarithm problem, is
optimal. Such generator, with regard to the signature protocol,
is not worse than the “ideal” strong random number generator.
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Similarly, one can determine the optimal key generators for
symmetric ciphers: keys are to be generated algorithmically with
the same cipher. Thus, the principle of complexity homogeneity
allows determining the best key generator for this cryptographic
algorithm.

STRENGTHENING THE SIGNATURE PROTOCOL

The first way to decrease the number of heterogeneous math-
ematical problems is to modify hash-function and to include aux-
iliary random elliptic curve point into its argument.

If we use €' = h (ml|x, (mod 7)) (mod 7) instead of e in digital
signature protocol, then protocol holds, but excludes the attack
based on the prepared hash function collisions. The value ¢’ can
be computed not only by the signer but by verifier, so it is correct.
Replacing e with ¢’ does not reduce the cryptographic strength
of the signature protocol, but eliminates the attack based on the
prepared hash function collision. To prove this, it is sufficient
to consider the impact of this substitution on the problem of the
treatment and calculation of hash function collisions. To inverse
the value e it is needed to find m, and to inverse €’ it is needed to
solve the same problem, provided that the remaining part of the
argument is fixed and is equal to x, (mod r). Obviously, if one
can inverse e, then he can inverse e’ (it is sufficient a portion of
the argument bits be fixed). The same considerations apply in
terms of collisions computation for two variants of a hash func-
tion.

However, if in the original version of the protocol, the intrud-
er may seek collisions only through initial vector life time, in the
second case, he can do this only during the interval between the
procedures of signature generation and verification. In the origi-
nal version, the intruder may participate in initial vector genera-
tion and to combine his choice with the collisions search. In the
second case, such an attack is impossible, since the values x,
(mod r) are always different (the same values lead immediately
to the key disclosure in both cases). Thus, replacing e with e’ is
a strict strengthening of the signature protocol.

In addition, iterative hash function with the fixed input size
can be used instead of the hash function GOST R 34.11-2012.
To construct it one can use one way function, which is collision-
free for the arguments of n < ([log, ]—2)/2 bits length, where
r is the order of elliptic curve points group. In this case, elliptic
curve discrete logarithm problem is reduced to the problem of
hash function inversion. For this purpose, hash function from
[20] can be adapted to elliptic curves.

If standard hash function /% is needed (for example, GOST
R 34.11-2012 [21]), one can use €' = x, P (mod r). Here €'
depends on A(m), so it is natural to assume that to invert e’, one
must firstly compute 4(m) from h(m)P, i.e. to solve elliptic curve
discrete logarithm problem. Elliptic curve is to be the same as in
digital signature protocol.

The second way is to use algorithmic elliptic curve random
bit generator, for which elliptic curve discrete logarithm prob-
lem is reduced to the problem of random number prediction and
to the problem of previous generator state computation. Such
generator can be given by the following recurrent equation. Let
T, = (x, y,) be the current point of the same elliptic curve £ (Fp)
as in digital signature protocol, and integer » — p is at least as
maximum length of generator period. The next state is given
as T, = (i + x,)P. The dependence of the point of the number
of iteration i is to prevent “looping” after a small number of itera-

tions, and cannot be considered a cryptographic enhancement.
Generator returns some (for example, 16) less significant bits
of X

Generator state inversion problem is to compute the next state
from the current one.

Proposition 2. The problems of elliptic curve discrete loga-
rithm and generator state inversion are equivalent.

Proof. Every point 7,_, corresponds to unique logarithm
i+Xxr,, 80 the only one previous state 7, is possible. So, every

point -7, with the same x-coordinate corresponds to the unique
previous state 7. So every generator state is defined up to el-
liptic curve automorphism (if j-invariant is not equal to 0 and
1728, then automorphism group consists of two elements +1).
The set of logarithms in generator equation is a subset of all
possible elliptic curve discrete logarithms.

If elliptic curve discrete logarithm problem is solved, then
one can compute the previous state 7, from the current state 7, ,
i.e. generator inversion problem is reduced to elliptic curve dis-
crete logarithm problem.

If generator inversion problem is solved, then one can com-
pute the previous state 7, from the current state 7, , for any initial
logarithm corresponding to the point 7, So it is possible to com-
pute elliptic curve discrete logarithm of the form i+ X7 - While
changing logarithm of the initial point 7}, one can get the full set
oa possible logarithms, coinciding with the set of remainders
modulo 7. So, CnenosarensHo, elliptic curve discrete logarithm
problem is reduced to generator inversion problem. ]

The prediction of the next state of the generator, when a part
of random sequence is known, reduces to the calculation of X7

from one or several least significant bits of x-coordinate of 7, and
previous points. Numerous experiments have shown that when
16 least significant bits are used, then bits, pairs, triples, ...,
eights of bits are statistically distributed at uniform.

According to [22], the problem of prediction of generator
state, if some previous elements are known, can be reduced to
the discrete logarithm problem.

This generator is not the only possible one. One can build a
random number generator on elliptic curve based on a recursive
hash function without collisions with the brute force complex-
ity of inversion (see, [1]), for which the dependence of itera-
tion number is not needed. Moreover, the following condition
can be used instead of least significant bits of x-coordinate: if
y < p/2 then generator outputs 0, otherwise generator outputs 1.
The y-coordinate of the point of order 7 is not zero, and for every
T = (x, y) there exists -7 = (x, p — ), so such generator outputs
0 and 1 equiprobably.

Not only digital signature, but zero-knowledge proof can be
used for multiple messages authentication in the conditions of
the untrusted verifier. It can be shown that zero-knowledge proof
protocol is of the same homogeneity as digital signature one,
but it requires to transfer far greater amounts of proprietary infor-
mation and is of less speed. So zero-knowledge proofs based on
elliptic curve discrete logarithm problem have no advantages in
comparison with digital signature.

CONCLUSION

The reduction of the number of mathematical problems, un-
derlying the security of cryptographic algorithms and protocols,
and the primitives conformation to the most hard problem is

Humennekmyanvhovle mexnonozuu na mpancnopme. 2017. Ne 1 14



Intellectual Technologies on Transport. 2017. No 1

gaining more and more widespread. In recent years, random
number generators and hash functions had been proposed, whose
security is based on a new, so-called post-quantum mathemati-
cal problems of the theory of lattices and isogenies of elliptic
curves (see, for example [23-26]). Thus, the formulated com-
plexity homogeneity principle can be used and expanded not
only in existing practical purposes but also for future crypto-
graphic systems.
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Annomauyus. llpuBeaeHbl 10Ka3aTeJIbCTBA YTBEP KAEHMIl, KOTO-
pble MO03BOJISIIOT BBINOJHATH H30MOP(HbIEe Mpeodpa3oBaHus Kiac-
CHYeCKHX aJIUTHBHBIX HeYeTKHX Mojeliell, PyHKIMOHUPYIOIHX
B M0JIe BeleCTBEHHbIX YHCell, B X aHAJOIH, CIIOCOOHbIe (PYHK-
NHOHMPOBATH B KOHEYHBIX mousix amya. CymecTBoBaHHe TaKHX
H30Mop¢HBIX Npeodpa3oBaHuii 00yca10BJINBaET BO3MOKHOCTh
2J1eKBATHOI'0 KBAHTOBAaHMsA 0a3 3HAHUI, PeJCTABJIEHHBIX B BU/E
aJJMTHBHBIX HEYETKUX U Helipo-HeueTKHX cucTteM. CrocodHOCTH
(GYHKIHOHMPOBAHNS B KOHEYHBIX MOJSAX H B X pPaclIMPEHUsX,
B CBOI0 04epe/b, 103BOJIsIeT aleKBATHO IPUMEHATh K HUM Mexa-
HHM3MBI 3a1IUTHI HH(pOpManuu Ha 0a3e TeopUH NOMEX0yCTOIYHBOro
KOHPOBAHHS 1 TEOPUH KPUNITOrpauu.

Knroueswie cnosa: AJ/IUTUBHBIC HEYETKUE MOAEIH, MYJILTHATCHT-
HbI€ TEJICKOMMYHUKAIIMOHHbIE€ CUCTEMbI, H30M0pq)l/l3M, KBaHTOBa-
HHE, KOHCYHbIC MOJIsL Fa.ﬂya, NMPUBEACHHDbIC MOJIMHOMBI Ha/l KOHEY-
HBIMH IOJIAMH.

BBEIEHUE

VHTEeHCHBHOE pa3BUTHE OECIPOBOAHBIX M MOOMIIBHBIX Ce-
TEH CBS3H, pacipeieNIeHHbIX NH(POPMAIIMOHHO-TEIEKOMMYHHKa-
IIMOHHBIX CUCTEM H, B YACTHOCTH, OTKPBITHIX MYJIbTHAT€HTHBIX
cucteM (OMAC) npuBoauT K OPMUPOBAHUIO HOBBIX KOHIIETI-
TyaJbHBIX CYIIHOCTEHl, HAapUMep, TAKUX KaK areHTbl, KOTOPbI-
MU HeoOXOJUMO yIpPaBIATh B peaJbHOM BpeMeHH [1]. B su-
Bape 1997 r. si3pik Heuetkoro yrpasienuss FCL (fuzzy control
language) BHeceH B MexlyHapOIHBIH CTaHIapT NPOrpaMMHu-
pyembix koHTposepos IEC 1131-7.

[1pu pocre KonMyecTBa y3J10B pacipeerneHHoH nHdpopMary-
OHHO-TEJICKOMMYHHKAIIMOHHOHN CHCTEMBI, YHCJIa U Pa3HOBUIHO-
creill areHToB, Murpupyromux B OMAC, BO3HUKaeT KOMIUIEKC
pobIeM: HeoOXOMMOCTh 00SCTICUeHHS IeTI0CTHOCTH HH(OP-
MaluH, IEPeHOCUMOH areHTaMu, 00ecTIeueHne HEMPOTHBOPEUH-
BOro oOMeHa MH(OpMAaLHel MeXTy areHTaMH, a TaKKe BO3MOXK-
HOCTb a/IEKBaTHOTO MONOJIHEHN 0a3 JAHHBIX U 3HAHHUH areHTOB
Ha ITyTH WX MUTPAIHH.

B wactHocTH, paccmarpuBas B coctaBe OMAC ¢yHKIHOHH-
pOBaHUE YIPABISIONMX U ABTOHOMHBIX areHTOB, PEaTU3YOIIHX
3a7a4n 000OLICHUS ITAaHHBIX M 3HAHWH, BBIICIINM 3Tall ITpe/iBa-
puTeNEHOM 00paboTKN HHOPMALIUH, TPEALIECTBYIOIIUH dTaITy
nepesadn HHPOPMAIMHK 110 PACIPE/ICICHHBIM KaHaJIaM CBSI3H.
OpiHa 13 BayKHBIX Ha JAHHOM 3Tarle 33/1a4, KOTOpbIe IPUXOUTCS
pemarh areHTy, — ONTHMU3AINs apaMeTPOB K6AHMOBAHUS NH-
¢dopmannu. 1 ecnu 3agauamMm KBaHTOBaHMS AAHHBIX MIPU Teope-
THYECKHX MCCIICOBAHUIX U MPAKTHUECKUX PEaTM3aHAX YACTs-
JIOCh JOCTATOYHOE BHUMAHKE, TO BOIIPOCHI KBAHTOBAHUS 3HAHUII
HU B OTEUECTBEHHOW, HU B 3apyOe)KHOM TUTEpaType B JOIDKHOM
Mepe He ocBelieHbl. ONTHUMU3UPYEMBIMU ITApaMETPaMH MPH

KBAaHTOBAHWU 3HAHWH, MPEJACTABICHHBIX B BUJIC aJUTHUBHBIX
HEUeTKUX MOJIeNIeH, MOTYT BBICTYIaTh, HAIPUMEP, KOJTHYECTBO
3HAYMMBIX MPaBHJ 0a3bl 3HAHHUH, TEPMOB JIUHTBUCTUYECKUX
MEPEMEHHBIX, TapaMETPOB aJaNnTalul KaXkJ0ro JUHIBUCTHYE-
CKOTO Te€pMa, YPOBHEH HepapXHu aJJIUTUBHON HEYETKOM Mojieny,
TOYHOCTH 0000mIeHUs. BriOpaHHBIC TapaMeTphl KBAHTOBAHHUS
3HAHWUH, OYEBUIHO, OTMPEICIAIOT 00BEM TPAHCIIOPTHPYEMOM
MOOMIIBHBIMU areHTaMu 0a3bl 3HAHUH, CKOPOCTH €€ aarTaIlii
1 MOIM(HUKAIINHN, BO3SMOKHOCTD MIPAMEHEHHSI KOHKPETHBIX Me-
XaHNU3MOB 3aIIUTHI CTPYKTYPBI 0a3bl 3HAHUH U €€ COAePKIMOTO.

Taxoke clemyeT OTMETUTb, YTO YPOBECHB 3aIUTHI 3HAHHUHN JI0NT-
JKeH OBITh BBIIIE YPOBHS 3aIIUTHI JaHHBIX, HA OCHOBE KOTOPBIX
9TH 3HaHUsI copmupoBaHbl. To ecTh BOZHUKAET HEOOXOUMOCTh
B MIOCTPOCHUU UepapXuiecKux CUCTEM 3alllUThI KaK 3HAaHUH, TakK
1 TaHHBIX. KOHCTPYKTHUBHBIE TOAXOABI K CO3/IaHUIO HepapXu-
YECKUX CHCTEM 3allUThl HH(OpMalMK cyliecTByoT [2, 3] u,
KaK MPaBUIIO, PCATU3YIOTCS alreOpandecKUMU MEXaHH3MaMU
B KoHeuHbIX noiisix ["anmya. CnenoBaTenbHO, CTPYKTypa TpaHCc-
MOPTUPYeMO 0a3bl 3HAHUH U €€ CONEPKUMOE TOJIKHBI OBITH
TIOATOTOBJICHBI TS aAeKBATHOTO IPUMEHCHHUS K HIM HepapXude-
CKHX MEXaHM3MOB 3aIINTHL. B yacTHOCTH, 0a3a 3HaHMII IIOCIIE ee
K8aHMOBAHUSA MOXKET OBITH TIPE/ICTABICHA B BHJIE H30MOP(HBIX
KOHIIETITYyaJIbHBIX CYIIHOCTEH, HATPpUMep, TAKUX KaK 1nOIUHOMbI
Ha/l KOHEYHBIMU TTOJIsIMU [ anmya.

B nanHOI1 cTarhe 10KakeM OCHOBHBIE YTBEP)KJICHUS, KOTO-
pbic 00YCIIOBIMBAIOT BOBMOXKHOCTh H30MOP(HBIX MPeodpa3oBa-
HUI KJIACCHYCCKUX aJITUTUBHBIX HEUCTKUX CETCH, (PYHKIIMOHU-
PYIOIIMX B I0JIE BELIECTBEHHBIX YUCEJ, B UX aHAJIOTH, PeaTn3o0-
BaHHbIE B KOHEUHBIX noJisix [anya. [IpencraBnenue aainTUBHBIX
HEUYETKUX CeTell B BUJE MOJUHOMOB HaJl KOHEUHBIMU HOJISIMU
U UX PAaCIIUPEHUSIMHU, B CBOIO OYepe/Ib, IIO3BOJISICT aICKBaTHO
MPUMEHATH K HUM MEXaHU3MBI 3alIUTHl HHpOopMaIuy Ha 0ase
TEOPUH TTOMEXOYCTONIMBOTO KOJUPOBAHUS M TCOPUH KPHUIITO-
rpadun.

1. AIIIPOKCUMALIAA AJIUTUBHLIX HEUETKUX MOJIEJIEN
[TOJIMHOMUAJIbHBIMU ®YHKIMSIMU HAJL ITIOJIEM
BEU[ECTBEHHbBIX UUCEJ

JlokaszaHbl TeopeMbl 00 YHUBEPCAIBHON almpoOKCHMAIUH
HEYETKUX IPOYKINOHHBIX MOJIEIICH TIOTMHOMaMHM Hal TOJISIMH
BEIIECTBEHHBIX uncel [4—7]. JlokazarenbCcTBa 3THX TEOPEM OIIH-
parotcst Ha Teopembl Betiepimrpacca u Beitepmtpacca — CtoyHa
B TOM CMBICJIE, YTO B OCHOBE 3TOW YHUBEPCAJIbHOW allpOKCH-
MallM{ JICKUT CIOCOOHOCTh aATUTHBHBIX HEUETKUX MOACICH
aIIPOKCUMHUPOBATH JTI0OYI0 NOJIMHOMUAIBHYIO (ByHKIUIO, KO-
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TOpO¥i, B CBOIO OYepe/ib, MOXKHO aPOKCHMHPOBATH JIIOOYIO
HETPEePhIBHYIO (PYHKIIUIO.

ITpuBenem 31ech Oe3 noKa3arenbCTBa TeOpeMbl Beliepirpac-
ca u Beitepmtpacca — CtoyHa [8].

Teopema 1.1 (Betiepwmpacca). Ilycts  f(x) — HenpepbIBHAs
¢byHkums, onpenenéunas Ha otpeske [a,b]. Torma s sodoro
€ >0 cymecTByeT Takoif MHOTOWIEH p(X) C BELICCTBEHHBIMHU
k03 GUIIEeHTaMH, 9TO IS TFOO0TO X € [a, b] BBHITOIHEHO yCiIo-
BUE

|/ ()= p(x)| <.

Teopema 1.2 (Betiepwumpacca — Cmoyna). Ilycts C(X) —
KOJIBLIO HETPEepbIBHBIX (QYHKIMH Ha OMKOMIakTe X C TOIOJIO-
rUeil paBHOMEPHOM CXOIMMOCTH, MOPOXKIEHHONW HOPMOIA

|7 eo)= I)g?ﬂf(X)L f(x) € C(X),

nnycte Cy < C(x) ecTb NOAKOINBIIO, COAEPIKAILEe BCE KOHCTaH-
TBI ¥ pa3/essiioniee Bce TOUKH U3 X, T.e. i JI0OBIX JABYX pa3-
JIMYHBIX TOUeK X; € X U X, € X cymectsyer pynkuus f(x) € C,
st kotopoil f(x) # f(xy). Torma[Cy]=C(x), T.e. Bcskas
HerpepbIBHAs (QYHKIMSA HA X €CTh Ipeiesl pPaBHOMEPHO CXO7Is-
ieiics nocnenosarenbHocT Gpynkuunii us C,.

A Taroke puBeieM (POPMYITPOBKY U J10Ka3aTeIIbCTBO TEOPE-
MBI Kocko [5] (B criry OTCYTCTBHSA TaKOBOTO B PYCCKOS3BIYHBIX
W3JIAHUSX ).

Teopema 1.3 (Kocko). AnnnTuBHas HedeTKas cucrema F
YHUBEPCAIbHO anmpokcumupyer pyuknuo f(X) — Y, eciu
MHOXKeCTBO X KOMIAakTHO U GyHkuusi f(X) HempepbiBHA Ha
9TOM KOMITaKTe.

Hoxaszamenvcmeo

[Tycts € >0 — HexoTopast Manas BenuuuHa. Tpedyercs no-
Ka3arh, 4TO |F(x) - f(x)| <& qnd Bcex x € X, X — KOMIakTHOE

noaMHoxkecTBo R”. F(X) — UEHTPOU] BHIXOMHOMN JIMHIBUCTHYE-
CKOM NIepeMEeHHOM aJINTUBHON HEYETKON cucTembl F .
[Mockonbky HenpepslBHOCTE f(X) Ha kommakTe X ompeze-
JIIET YHUBEPCAJIbHYIO HENIPEPBIBHOCTD, CYLIECTBYET HEKOTOPOE
(UKCUPOBAHHOE PACCTOSIHUE d, TAKOE, UTO JJIs BCEX XU Z B

X, |f(x) - f(z)| < Z , ecl |x— z| < d. IlocTpouMm Ierb OTKPBI-

ThIX KyOOB M, ..., M,,, KOTOpBIE IOKPHIBAIOT X TaKKMM 00pa3oM,
YTO 3TO MPHUBOIUT K HAJIOKEHUIO MX B KOOPAWHATAX 71 TaK, YTO
KK yToJl Ky0a HaXOAUTCS B LIGHTPE ¢ j ero cocena M/

Ilycte B; — CHMMETPHYHOE HEYCTKOE MHOKECTBO, COCPEIO-
ToueHHoe Hax f(c;). Torna f(c;)ects LeHTp (BbICOTA) HEYET-
KOTO MHOXeCTBa B,

Iycts u € X. Toraa KOHCTPYKIUS # COHCPIKUT caMoe 0O0JTb-

mee 2" MepeKphIBAIONIUXCS OTKPHITHIX Ky0a Mj
[Iycte w — m0060it Ky0 B TOM ke MHOXKecTBe. Ecmu € M ju

we M, Tonsseexv e M ; (1 M nveem |u—v| <dmu |u—w| <d.
VHHBepcanbHas HEPEPLIBHOCTD MOAPA3yMEBACT, ITO

@) =7 ] < |7 = O]+ 70) = 0] < 2
Torma st IeHTPOB KyOOB Cj¥ C; UIMEEeM
[Fep -1 <3

[Tyctb x € X. Torna x Tak:ke HaXOIUTCS caMmoe OOJbIIee B

2" OTKPBITBIX Ky6ax ¢ IEHTPaMH C i

|f@p—fuﬂ<§.

[To k-it koOpAMHATE OrPAaHHYCHHOTO IPOCTPAHCTBA R” yCcTa-
HaBJIMBAETCs k-51 BBICOTA (LIEHTP) JIEMEHTA aJINTHBHOW CUCTe-
MBI F'(X), KOTOpast JIEXKHT JTHO0 «Hay, TN00 «MEXIy» k-1 BBICO-
T¢ (LCHTPE) KOMIIOHCHTHI B ;.

Tak KaK|f(Cj)—f(Ck)| <§ st Beex f(c;),

[F()- /()| <§.

Tornma
[FO0) = F | <[F @)= f(e))|+| ()= 1 ()] <
€ € m
<—+—==
2 2

Joxa3zarenbcTBO TeOpeMbl KOCKO MOKA3bIBAET, UTO HEUETKUE
MHOXkecTBa A; U B i MOXXHO 3aMCHHTh COBOKYITHOCTBIO KOHEY-

HBIX BEKTOPOB (dy,...,a,) H (b/,...,b}). JINCKpeTHBIH BapHaHT
B  j IOIDKCH MMETh BBICOTY «B) HIIH «Onu3ko» K 1eHTpouay B -

Taxum o0pa3oM, Bcerga MOKHO paboTaTh ¢ OOIBIIEMEPHBIMH
THIepKyOaMu, paccMaTpyBask HEYSTKHE IPABHIIA WIH MPOTYKIIUH
Kak KapTorpaduueckyro MaTpuily (MM HEYeTKYHO PeISILIMOHHYTO
0a3y 3HAHUIT) MEKY THIICPKYOaMHU KaK TOUKH B €IIe OOJIbIIeM
runepkyoe.

KOHCTPYKTHBHBIM Pe3yJIbTaToOM JIOKa3aTeNIbCTBA 3THX TEOPEM
SBJISIETCS OLICHKAa HEOOXOAMMOTO KOJIMUYECTBA IPaBUII MOJIEIN
JUTS 33JaHHOW TOYHOCTH aIINPOKCHMAINN, KOTOPOE ONpeiess-
eTCsl ¢ MOMOILBIO MUHUMAJIBHOTO PACCTOSHHS MEXK/TY LIGHTPOH-
JaMH JIByX CMEKHBIX HEUETKHX MHOXECTB, MPEACTABISIOMINX
3aKIJIIOICHNUS TIPABHII, 0003HAYAEMBIX KaK J; H V.

i =il < g M

I € — TOYHOCTP AMMPOKCHUMAINHN; g —MaKCUMAaIbHOC YHCIIO
TepeKphIThii (overlapping) HEYETKUX MHOXKECTB BXOIHBIX Tepe-
MEHHBIX Ha KOMITAKTHOM MHOXecTBe X (I OJTHOH BXOJTHOM
TIepEeMEHHON g = 2).

Jy1s omHO BXOTHOI IepeMEeHHOH HEOOX0MMOE KOJTMIECTBO
MIPaBWII OTIPEACIISETCS BEIPAKCHHEM

x|
nz—-.
€

O4eBHIHO, UTO TIPU CTPEMIICHUH € K HYITFO KOJMIECTBO Tpa-
BIJT HEOTPaHUUCHHO, HO TS 3aJaHHOTO 3HAUCHHS € KOJTHICCTBO
TIPaBUI MOXKET OBITH OIICHEHO C oMotk (1).

OpHaKo JaHHBIE Pe3yIBTAThl HE TAal0T OTBETOB HA BOIMIPOCHL,
KaKyl0 KOHKPETHO HEYETKYIO MOJAENb He0OX0INMO BHIOPATh,
CKOJIBKO OOJI>KHO GBITB l'lpaBI/UI JJIs1 annpOKcham/m SaﬂaHHOﬁ
(DYyHKIMHU, KAKOBBI MEXaHU3MBbI PEryJIMPOBaHHs TOYHOCTH aIl-
MPOKCUMAIIUHU, TAK)KE OCTACTCS HEPEUICHHOH mpobiieMa KOM-
MAKTHOW YITaKOBKU aJTATHBHON HEYCTKON MOJICIIH B OTpaHU-
YEHHOE aJJPeCHOE IPOCTPAHCTBO.

2. ATIIIPOKCUMALIUS AJJINTUBHBIX HEUETKNX
MOJIEJIEM [TIPUBEJEHHBIMU TTOJIMHOMAMU
HAJI KOHEYHbBIMU ITOJIAMMU

B TEKylIEM r[aparpaq)e JOKa>XCM OCHOBHBIC YTBEPIKIC-
HUs, IIO3BOJIAOIINC 000CHOBATh U peain30BaTb MEXaHU3MbI
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MATKOM MEpapXUUeCKON KOHCOIMAALNY 3HAHUN areHTOB U Ha-
JIEKHOTO XPAHEHUsI JAaHHBIX areHTOB B MH(GOPMAaIMOHHO-
TenekoMMyHHUKaroHHbEIX OMAC. st 3Toro creyeT 000CHOBATh
BO3MOJKHOCTB CO3/IaHUS AHAJIOTOB HEUETKUX U HEHPO-HEUEeTKUX
CTPYKTYP, a/IeKBaTHO ()YHKIIHOHUPYIOLIUX B KOHEUHBIX MOJISIX.

Teopema 2.1. AnnuTuBHas HeYeTKas cucteMa F co CKOJb
YFOAHO MajO# TOYHOCTBIO € > (0 anmpOKCHUMUPYET MOJIUHOM
¢ BeIeCTBeHHBIMH Kod(ddurmenTamu p(x) — Y, ecam MHOXe-
cTBO X KOMIIAKTHO.

Jloxazamenvcmeso

B cuity BepHoctu teopeMbl Kocko umeem, 4to aiIuTUBHAS
HEJYeTKas cucTeMa F yHHUBEpPCAJbHO allPOKCUMHPYET HEmpe-
peIBHYIO pyHKIHIO f(X) — Y Ha KOMIIAKTHOM MHOMECTBE X,
eciy 3Ta (PYHKLHUS HelIPepbIBHA HA 9TOM KOMIIAKTE, T. €.

|F(x)~ f(0)] <ey,
raeg; >0 — CKoJIb YTOJHO Majast BeIM4UHa; X € X.

B cootBercTBHHE ¢ Teopemoii Beliepirpacca, mrobast Herpe-
peiBHAS QpyHKIHA f(X), OTIpenenéHHas Ha KOMITakTe X, MOJKET
OBITh AlIIPOKCUMHUPOBAHA C TOUHOCTBIO €5 MHOIOYIEHOM p(X)
C BEIECTBEHHBIMU KO3 duimenTamu, T.e. a1st Vx € X BBITION-
HEHO YCJIOBHUE |f(x) - p(x)| <&,

Torma

[F ()= f ()] =[F(x) = (p(x) £2,)| =
=[F(x) - p(x)Fey| <p;
|F(x)= p(x)| <) £ &,]-

ITonoxus € = |81 -& |, MoJTydaeM TpeOyemMoe yTBepkKIeHHE

|F(x)—p(x)| <e. ™

Jlis Toka3arenbCTBa MHBIX alPOKCUMHUPYIONINX CBOHCTB
aJINTHBHBIX HEYCTKUX M aIAITHBHBIX HEHPO-HEUCTKUX CUCTEM
OTpeOyIOTCS Pl U3BECTHHIX yTBepkaeHuit (2.1-2.7). Heol-
XOIUMOCTH B 3TUX YTBEPIKICHUSIX BOHHUKACT B CBSA3U TpeOOBa-
HHEM Iepexo/ia U3 BEMIECTBCHHOTO TOJI BEIUYMCICHAN B TIOJIC
BEIYUCIICHUN HAJl KOHSYHBIMH MOISIMA. OTMETHM, 9TO OOBIYHOM
JIMCKpETH3aIMeH BEIIECTBEHHBIX YHCE B MHOYKECTBO LIEJTBIX Y-
cen mpoOieMbl MacIITabupoBaHusl 0a3 3HAHUN PEIIUTh HEb3s,
TaK KaKk MHOXXECTBO IIEJIBIX YHCEJ HE SIBISICTCS MOJIEM (B HEM
OTCYTCTBYET MYJIBTUIUTMKATHBHO OOPATHBII 37eMeHT). Bbrunc-
JICHUS B KOHCUHBIX MOJISIX [IOBCEMECTHO HCIIONIB3YIOTCS B TCOPUH
KOJIMPOBAHUS U B TCOPUU KpunTorpaduu, 6€3 KOTOPhIX, B CBOKO
ouepeb, HEBO3MOKHO 000CHOBATH MTapaMeTPhl HaJISKHOH Tepe-
nauu nHpopmanuu B kaHanax cssu OMAC UTKC.

KoHneuHoe more — rmose, 9rciio 3JeMEHTOB KOTOPOTO KOHEYHO.
EcIy 9uciIo 57IeMeHTOB I0JIs ABJIETCs CTENEHbI0 g — HEKOTO-
POTO HATYPAIBHOTO MPOCTOTO YKCTA ¢, SIBIISIOIICTOCS XapaKTe-
PHUCTHKOM 3TOTO IIOJISA, TO TaKOE MOJIe HAa3BIBAIOT mojieM [ amya
u o6o3uagaior GF(q™).

U3sBectHO [9, 10], yto 1t Vg u Vm € N, tae N — MHOXe-
CTBO HaTyPAIBbHBIX YHCEII, CYIICCTBYET SNMHCTBEHHOE (C TOUHO-
CTBIO 10 H3oMop(u3Ma) mone u3 g smementos. KonuuecTBo
AIIEMEHTOB TT0JIs HA3BIBAIOT HOPsIOKOM TOTO TIOJIS ¥ 0003HAYAIOT
card(GF(¢™)).

Taxoke u3BecTHbI yTBepakaeHu 2.1-2.7 [9]:

Ymeeporcoenue 2.1 [10]

[one GF(q") conepxut nommone GF(g™ ) B TOM, H TOJIBKO
B TOM ciyd4ae, ecinun | m (m aenut n). B wactHOCTH, B TFOO0M
GF(q™) conepxurcs GF(q), Ha3bIBAEMOE 1pOCMbLM TIOJIEM.

Ymeeporcoenue 2.2 [10]

ITone GF (q) n3zomopdHo momto Z | (¢) — KI1acCOB BHIYETOB
KOJIBI[A LEJTBIX YHCEIT 10 MOAYJIIO ¢.

JIro6oe KoHEeYHOE paciIupeHue mojs anreopanyso [9].

Ymeeporcoenue 2.3 [10]

[Tone BemecTBeHHBIX YUCEN R SABISETCS alredpanyecKuM
3aMmblkaHueM O noiis ['anya, Tak Kak BCSIKUN OTJIMYHBIN OT KOH-
CTaHTHI MHOTOWICH ¢ ko3 durnuentamu u3 GF(q) uMeer mo
KpaiiHel Mepe OJIMH KOPEHb Ha I0JI€ BELIECTBEHHBIX YUCEN R.

Ymeepocoenue 2.4 [10]

B nro6om ¢pukcupoBaHHOM aneedpauyeckom 3amvikanuu €
nons GF(g) cymecTByeT Tonbko omHo noamnone GF (¢™) s
kaxaoro m. CoorserctBue m <> GF (¢™) sBisercs nzoMopdhus-
MOM MEKy PELIETKON HaTypalbHbIX YHCEI (SBISIOIIUXCS O/
MHOKECTBOM BEIIECTBEHHBIX YHCENT) OTHOCUTEIBHO OTNEPALUH
JICITUMOCTH M PEIIETKON KOHEUHBIX alreOpandecKux pacuimpe-
Hu#t nons GF(g), nexanux B (0 OTHOCUTEIHHO BKIIIOYCHHUS.

TakoBa ke perIeTka MHOYKECTBa KOHEUHBIX aredpandeckux
paciripenuit moboro nosst ["asya, exariero B ero (JUKCHPOBaH-
HBIX aJIre0pandeckoM 3aMbIKaHHH.

Ymeeporcoenue 2.5 [10]

Anre6pandeckoe pacuupenne GF(q")/ GF(q) aBnsercs
npocThiM, T.€. 3o € GF(g"') — NPUMUTUBHBIN DIIEMEHT, TAKOH,
uto GF (¢™) = GF (g)(a) . TakuM NPUMHUTUBHBIM 3JIEMEHTOM
OyzeT 11000H KOpeHb HENPUBOJMMOTO MHOTOUJICHA CTEIICHH 7
u3 koneia GF(q)[ X].

Ymeeporcoenue 2.6 9, 10]

MuoxecTBo 3neMenToB noist GF (g™ ) B TodHOCTH coBNasa-

m
€T C MHOXXECTBOM KOpHel muorowrena X¢ —X B Q, T.e.
GF(¢™) xapakTepu3yeTcs Kak HOIIOIE dIEMEHTOB U3 (2, UH-

m
BAPUAHTHBIX OTHOCHTENBHO aBToMoppusMat: x — x7 | Hasel-
BaeMbIM aBromMoppuzmom Opodenuyca.

Ymeeporcoenue 2.7 9, 10]

Ecmu GF (¢™) o GF(¢™), To pacumapervie GF (¢" ) / GF (¢™)
HOpMaIbHO U ero rpynmna lanya Gal(GF(q")/ GF(¢™)) uuknu-
yeckas nopsjakan|m. B xadecTBe oOpasyrouieil rpymnmnsl
Gal(GF(q")/ GF(g™)) MOXeT GBITh B3ST aBTOMOP(H3M T.

Teopemvr 1.1-1.3 u ymeepocoenus 2.1-2.7 nozeonsirom 1o-
Ka3aTh CJCIYIOILYIO TEOPEMY.

Teopema 2.2 [11]

[TycTs apmuTBHAS HeyeTKasi cucTeMa I co CKOJIb yTOIHO
MaJIoif TOYHOCTBIO € > 0 aIPOKCUMUpYET HOIHHOM p(X) C Be-
IICCTBEHHBIMU KO (UIIMEHTAMU Ha KOMITAKTe X.

Torma 3¢ u I nomsom g(X) HanGF(¢™) (Fe X ={0,1,...,
q-1},me N,m>0), nzoMmopdHbIil p(X), KOTOPBIHA TaKXe ar-
IPOKCUMUPYET F CO CKOJIb YTOZHO MAJlol TOUHOCTBIO &, > 0,
€, =& To(g).

Jlokazamenvcmeo

B cury BepHOCTH yTBep)kaeHunit 2.3, 2.4 ycTaHaBIMBaeTCS
m3oMophu3M KommakTa X BemecTBeHHOro moist u GF(g™).

Jarnee B cuiry yTBepKIeHHA 2.6 IMeeM CYIIECTBOBAHUE JIEK-
cukorpauyeckoro nopska snementos GF(q"), nHBapuaHTHO-
ro OTHOCHTENIbHO aBToMopduzma PpobeHnyca, U3 KOTOPOTo

Humennekmyanvhovle mexnonozuu na mpancnopme. 2017. Ne 1 20



Intellectual Technologies on Transport. 2017. No 1

crenyer cymectBoBanue g(X) Han GF(q™), % e {0, L..,q— 1}
1 m3omopdum p(X) <> g(X). m

B teopeme 2.2 roBOpHTCS O CYHIECTBOBAHMM MOJIMHOMA
g(X) uan GF(¢™), koTopblii ¢ 3a1aHHON TOYHOCTHIO ATIPOK-
CUMHUpYET aZIUTUBHYIO HEUETKYIO CHCTEeMY F, HO HE yCTaHaB-
JIMBACTCS BHUJ] 3TOTO TOJIMHOMA. YTOOBI yKa3aTh BUJ 3TOTO I0-
JIMHOMA, BBEIEM B PACCMOTPEHHE Psii 0003HAYCHUH U OTpaHH-
YEHHI.

Iycts x = (X, X5,...,X,,,)— BEKTOp HEUETKHUX BXOJHBIX IIEpE-
MEHHBIX X € X; ) — HEUeTKasi BbIXO/HAs TIEPEMEHHAs a/IUTHB-
HOH HedyeTKo# cucreMsl F, yeY.

[Tycts ¢ — HEKOTOpOE alPUOPHO 3aJaHHOE IPOCTOE YUCIIO.

Oepanuuenue 2.1

IMycrs AD = {Al('), Aé’) N Ag’)}f MHOYKECTBO JIMHTBUCTH-
YECKMX TEPMOB HEYETKOM BXOJHOW IEPEMEHHOM X;, 3aJaHHBIX
Ha X COOTBETCTBYIOLIMMH HEYETKMMH MHOXECTBAMU C (yHK-
LMSAMH TPHHAISKHOCTH L 4 (x;)€[0,1] s [ =1,q9. A — MHOXeE-
CTBO JIMHI'BUCTUYECKHX TEPMOB BEKTOPA X = (X], X3, ..., X, ):

A=ADx 4@ x .x 4™,

Oepanuuenue 2.2

Ilycts B = {B,, B,, ...,Bq} — MHOXECTBO JIMHTBUCTHYECKHUX
TEPMOB, 33/IlaHHBIX HA Y COOTBETCTBYIOIMMHU HEYETKMMH MHO-
KeCTBaMHU ¢ (DYHKLUSIMH IPUHAIISKHOCTH Uy (¥) €[0,1] misa

— zZ
z=1q.

Oepanuuenue 2.3

HyC”ll Kaxaast QyHKIUs NPUHAIEKHOCTH W 4 (x;)€[0,1]
i [ =1,qg upg (¥)€[0,1]ana z=1,q ABasgeTcs cUMMETpUY-

z

HOU U UMeeT HEHTPOUAbL xl-(l)

CaMHM —— U OCHOBAaHUSIMU
q

C BE€pUIMHAMHU B TOYKaX C a6CL[I/IC-

1 1
0,— | opu [=1; |1-——,1|0pu [ =gq;
2 p 2 p q

_—— + JRN—
9 29 q 2q
To ectb orpanndenus 2.1 u 2.3 yKa3pIBaIoOT, 4TO XapaKTEPH-
CTHKA TIONS TTOJTHOCTBIO OMPEAETISeT PACTIONIOKEHHUE U KOJIHYe-
CTBO TEPMOB.
Torma MOXKHO JOKa3aTh CIIEAyIOIee YTBEPKICHNUE.
Teopema 2.3
ATMTHBHAS HEYETKAs CUCTeMa F Tipu orpaHuyeHusx 2.1—
2.3 MOXeT OBITh alMpPOKCUMUPOBAHA CO CKOJIb YTOJHO MaJloi
TOYHOCTEBIO € > 0 npusedenHvim TOTNHOMOM ¢ KodduImeHTaMu
Han GF(q).
Jloxazamenvcmeo
MHOKeCTBO BCEX BO3MOXHBIX MATTEPHOB (X, }) = (X, X,,
X,,>)) TOJHOCTBIO OIPENETAIOT COCTOSHHE U BBIXOJ aJIUTUB-
HOM HEYeTKOW cucTeMBl F', MpUYeM B CHITy orpaHudYeHus 2.1
KOJINYECTBO PA3JIMYHBIX BEKTOPOB X = (X, X5, ..., X,, ) OFpPaHUYe-
HO ¥ COCTAaBJIET ||A|| =q".
Beenenue orpannuenuil 2.3 Ha MOJOKEHHUE LIEHTPOUAOB
1 pa3Max OCHOBAaHWH (PYHKIWH MPUHAICKHOCTH 00€CTICIHBACT
HenpepvlgHoe TIOKPHITHE KOMITAKTa X ynopsaooyeHHbIMY JTHHT-
BUCTUYECKUMH TEpPMaMH, YTO JACT BO3ZMOKHOCTH MPUMCHSTH
Teopemy Kocko u, cinenoBarenbHo, TeopeMsl 2.1 u 2.2.
Torma BEKTOPBI X = (X{, X5, ..., X,,) aJJIUTUBHON HEYETKOH CH-
crteMbl F MOTYT OBbITh M30MOP(HO OTOOpPAKEHBI B KOHEUHOE

mpu [#1lul#gq.

none GF(¢™), a cama F' ¢ ucnonb30BaHneM orpaHudeHus 2.2
TIOTHOCTHIO 33/1aHa €€ TaONuIeld ICTHHHOCTH 11 MHOTO3HAYHOM
JIOTHKH.

Ymcao cTPOK B TAOIMIIE HCTUHHOCTH paBHO card (GF(g™))
1 OJTHO3HAYHO CBSI32HO C MOIITHOCTHIO Oa3bl IPaBIII AJIS 3a/1aH-
HOW TOYHOCTH amlIPOKCHMAIINN, KOTOPOE OTIPEICTSAETCS C T0-
MOIITHI0 MUHIMAJIBHOTO PACCTOSHHSA MEXKIY [IEHTPOUAaMH JBYX
CMEKHBIX HEUETKIX MHOXKECTB, PEICTABISAIONINX 3aKITIOUCHI
MPaBUIL.

W3BecTHO, uTo OyiaeBckas (GyHKIMS, 3adaHHas €e TabiIuei
WCTUHHOCTH, MOKET OBITh IIpEJICTaBIICHA MOJINHOMOM JKeraniku-
Ha, a JUIsl ¢-3HAYHOM JIOrMKK (PyHKIUS, 3a/jaHHas TaOIuIeH ee
3HAUCHHH, — IPUBEJICHHBIM MOJIMHOMOM C KO3((HUIIEHTaMH B
GF'(g) Toraa u TOJNBKO TOINa, Korna g — npocroe [12, 13].

CrenoBaTenbHO,

|F(x) - p()| =|F(3)-q(3)| <,

e F(X) — m3omophroe orobpaxkenne F B GF(¢™) nns anpu-
OPHO 3aJIJaHHOTO ¢, OIPECIIAIOIIErO KOJINIECTBO TEPMOB B €€
HCUYCTKUX IMEPEMEHHBIX,

2@ =ay®Y a;%; ®Y ;%% ®..Qap XXXy, (2)

rae g(X)— npuBeneHHblid Muorouwnen nanx GF(q), 4;,4;, ...,
ay . €GF(g), xeGF(q),i=1,m; =

AunroputMbl YOPMUPOBAHMS TPUBEICHHBIX MTOJIMHOMOB aHa-
JIOTUYHBI aJ'IFOpl/ITMaM HOCTpOCHI/ISI I1IOJIMHOMOB )KeFaJ'IKI/IHa, cpe—
JIU TIOCIIeHUX Hanboee 3 eKTUBHBIC TPUBEACHSHI B [13, 14],
YTO yKE CaMo T10 cede MPHOIMKaeT PEIICHUE 3a]a9l aBTOMATH-
4ecKoro (opMUpoBaHus noiHou 0a3bl 3HAHUN arcHTa.

Ywcino ciiaraeMbIX IPUBEICHHOTO MOMIMHOMA (2) oTpeesi-
€TCs KOJTMYSCTBOM PA3ITUIHBIX MOHOMOB (DJIEMEHTAPHBIX KOHB-
IOHKIWH TIpA ¢ = 2), KOTOPBIE B CBOIO OYepeNb SIBIISIOTCS die-
MEHTapHBIMH TpaBuiiamMu. [IpuBenemM HIDKHIE U BEPXHUE OIICH-
KU CIIOKHOCTH (pOpMHPOBaHUS (DYHKITHA B KIIacCe MPUBEACHHBIX
MTOJIMHOMOB U NPUOIUICEHHbIX TIPUBEICHHBIX TTOTHHOMOB.

3. OL[EHKI/I CJIO)KHOCTU ®OPMHNPOBAHUA
®YHKIMIA B KJIIACCE ITPUBEJEHHBIX [TOJIMHOMOB
HAJI KOHEUHBIMU T1OJIAIMU

BBenem psii 0003HaYCHUH [Tl OIIEHKH CIIOKHOCTH (PYHKITUI
B KJ1acce ToauHoMOB [13].

MHoecTBO BceX (DYHKIIMHA MHOTO3HAYHOM JIOTUKU C OCHO-
BaHneM g o0o3naunm Fy. Ilycrs /(G) 0603Ha4aeT KOIMIECTBO

crnaraembIx nonnHoma G W Ha3bIBaeTCs UIMHOM nonuHoMa G.
IMycts f(x,X5,...,X,,) € F, W nMeeT CoOTBETCTBYIOLINM eif

MIPUBEACHHBIN TTONMUHOM G £ Hal Pq.
Benem dyHkmonan

() =min((G ),

0003HavarOMmuil UIMHY monruHoMa G 12 3nauenue /; (/) Ha3biBa-

10T CI0ACHOCIbIO PyHKYuU [ 8 Kiacce npueeoeHHblx NoauHo-
MO8.
Taxoke BBEIIEM B PACCMOTPCHUE (PYHKITHIO

Lg(m)= fg}l)a?m)(lc 9)2

KOTOpasi XapaKTePH3YEeT CIIOKHOCTb «CaMOU CJIOKHOMN (DYHKIHNY
OT m-TICPEMEHHLIX B KJIACCC MPUBCACHHBIX MMOJIMHOMOB. (DyHK-
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s Lg(m) HaseiBaeTcs @ynxyueii [llennona crnoscnocmu 6
Kaacce npueedenHblx NONUHOMOS.

Torna MOXXHO 10Ka3aTh CAEAYIOMINE YTBEPKACHUS ISt HUDK-
HEll ¥ BepXHEW OLICHOK CIIOKHOCTU (PYHKITHIH.

Teopema 3.1

Hwxusist onenka ais Gynkiuu lllenHona ciio)XHOCTH B Kitac-
ce MPHUBEICHHBIX NOIMHOMOB Hax GF(q) 3amaercst HepaBeH-

CTBOM
m

q

Lomy>—39
G(m) mlog, (q+1)

Hoxaszamenvcmeo

Ilycrs L (m) = L. Beero cymectsyer (g + 1) MoHOMOB (311e-
MEHTAapHBIX KOHBIOHKIUH IPU g = 2) OT m -TIepeMEHHBIX, TI03-
TOMY KOJIMYCCTBO MOJIMHOMOB JJIMHBI HE GOHLIHe L otm nepe-
MEHHBIX He npeBocxonut ((g +1)" )L - Qucno yunkmii £, ot m

TIEPEMEHHBIX PAaBHO qqm. OueBH/IHO, YTO KOJIMYECTBO MOJMHOMOB
HE MOXXET OBbITh MEHbIIIe Ynciia pyHKIM, nHaue HaileTcst QyHK-
¥, JUIsL KOTOPOU HE CYIIECTBYET SKBUBAJIEHTHOT'O € MOJIMHOMA
JUIMHBL < L, 9TO IPOTUBOPEUUT ONpeneneHuto L (m). Cienoa-
TEJIBHO,

(g+1)"™ > ¢,

BI)Ipa3I/IB L U3 JaHHOT'O HepaBCHCTBa, HonyqaeM
m
1 . 3)

Lomy>—39
G(m) mlog,(q+1)

OmueHKy cBepXy Ui Lg(m) MOKHO MONTYy4UTh, 0600INB
Ha CJIy4aii MHOT'O3HAYHOM JIOTHMKU BEPXHIOIO OLIEHKY 1S OyJIeB-
ckux QyHKuuit. A nmenno [13]

m

2
Lp (m) <2-—(1+1In(m)).
2
m
Torma 11 NIPUBEIEHHOTO MTOJIMHOMA B Pq MIOJIy4YUM
m+1

Lo (m) < qm (1+ In(m)). (4)

Kak BugHO n3 BelpaxkeHuii (3) u (4), Ipu anmpoKCHMaIiu
aJIMTUBHBIX HEYETKUX CHCTEM IPUBEACHHBIMU MOJIMHOMAMH
uan GF(g™) mo-npexnemy, Kak U B KIACCHYECKUX HEUETKHUX
MIPOYKIIMOHHBIX MOJIEIISIX, HIMEET MECTO IKCITOHEHIHAIbHBIN
POCT KOJIMYECTBA MPABUII TIPH CTPEMIICHHUH K HYJTIO OIIMOKH art-
MPOKCHMAIMH, YTO TIPUBOAUT K CYyLIECTBEHHOMY POCTY BBIYHC-
JMUTETbHON CIOKHOCTH M MPAKTHYECKOH HEMPUMEHHUMOCTH.

C npakTHYeCKOM TOYKHU 3pSHUSI TOCTATOYHO UMETh IIpUeMIIe-
MYIO IS a1¢KBATHOTO MPUHATHS PEILCHHS TOYHOCTD alllPOKCH-
Maruu. B 9ToM citydae 3agada cBOIUTCS K TIOUCKY KOMIIPOMHCCA
MEX]y YKa3aHHOH TOUHOCTBIO M KOJIMYECTBOM ITPABHII MOJEIIH.
[Toaxop! K MOUCKY TAKOr0 KOMIIPOMUCCA MOTYT OBITh CIIE/YIO-
HIAMH:

1) UCrONB30BaTh AATOPUTMBI (POPMHUPOBAHUS HPUOTUIHCEHHBIX
TIPUBEJICHHBIX MOJINHOMOB;

2) Moau(UIPOBATh N3BECTHBIE MMEIOIINECS PEKYPCUBHBIE
AJITOPUTMBI, Oa3upylommecs Ha (POPMUPOBAHUN SKBUBAJICHTHBIX
TEHEePaTOPOB M-TIOCIE0BATEIBHOCTEH (MOCIeI0BaTeIbHOCTEN
MaKCHMAaJIbHOW JUTMHEI);

3) CTPOUTH HepapXHYCCKHE KOHCTPYKIMU U3 aJalTHBHBIX
HEYETKHX CHCTEM WM UX M30MOP(HBIX 00pa30B HaJ KOHECUHbI-
MM IIOJISIMHU, HCIIONB3Ysl BOSMOKHOCTD IIPECTABICHHS IPUBE-

JICHHOTO TIOJINHOMA B BHJIE TIPOM3BEICHHS €r0 HEITPUBOIUMBIX
COMHOXKUTEIEH.

[lepBrlii IOAXO IIPU €0 KJIACCUYECKON pealu3aluu 103B0-
JISICT CHU3UTh CIIOKHOCTH (POPMHUPOBAHUSI IPUOTHKESHHOTO TIPH-
BEJICHHOTO TOJINHOMA 110 CPABHEHUIO C MCXOHBIM Ha TOPSIIOK.
[Moxaxem 3T0.

[NousTre MPUONTMKEHHOTO MOMHOMA 0a3UPYETCs HA UCTIONb-
30BaHHUHU HEKOTOPOW IEHCTBUTENbHON KOHCTAHTHI O € [0,1], KoTo-
past 0003HaYaeT 0TI HaOOPOB, Ha KOTOPHIX 3HAYCHUS TIOJTMHOMOB
g1 (X")u g, (X™) pasnnuaroTcs B CMbICIIE PACCTOAHUS XOMMHHTA
d(g;,g,). To ectb roBopsT, 4To MomMHOM g;(X") sABIsAETCS

8 -npubrkeHreM noImMHOMa g, (™), ecim d(gl_’;gz) <08 (mns
nonuHoMma JKerankuHa g = 2). IHbIMH cTTOBaMHu, JI0JIs1 COBIIa/Ie-
HUIT MK Ty 3Ha4eHnsMu g (X" ) u g, (X)) nomkHa ObITh He MeHee
1-3.

B wacTHOCTH, BepXHHE U HI)KHHE OLCHKH (QYHKIUH CII0K-
HOCTH HaJ| KJIACCOM NPUOJIMKEHHBIX PUBECHHBIX TTOJIMHOMOB
MOT'YT OBITh TAK)KE MONTY4YeHbI 0000IIEHHEM N3BECTHBIX OL[EHOK
JUIst TOSTMHOMOB JKeraskuHa, MOCJIeJHUE U3 KOTOPBIX TPUBEICHBI
B [13].

J1J151 OLICHKH CIIOHOCTH TPHOJIMKEHHBIX TOJIMHOMOB BBEJIC-
HBI B PACCMOTPEHNE YETHIPE (PYHKINH CIIOKHOCTH!

rs(g) = glI—IISin2 r(£,) — paHr npUOIMKCHHOTO HOINHOMA g

(4ucI0 COMHOXKHUTENEH MAKCUMAIbHOTO MOHOMA);
Is(g) = 1ngn 2] (F,) — anmHa npubIMKEHHOTO HOIMHOMA g;
gl-d-¢

Is(m)= max [,(g)— ¢yuxuus lllenHoHa cioxHOCTH B
gl-06-g2

KJIacce MpUOIMKEHHBIX MPUBEICHHBIX TOJIMHOMOB;
rs(m)= max r,(g)—acHMITOTHKA PaHIa IPHOIHKCHHO-
gl-6-g2

ro MoJMHOMA g.
Onyckast rpoMo3/iKue ymo3akiatouenus [ 13], npuBenem Bepx-
HUE OIICHKH JJIS IBYX ITOCICAHUX (DyHKIIHN:

Is(m)=¢q"™ npu 5=0;

I (m) Sq—_l(l—S)oqm +1 mpu 86(0,%);
q

rs(m)=m mnpn 8=0;
r5(m)~q—_1-m pu SG(O,lJ.
q 2

Ha pucynke npusenens! rpadukn ¢ynkimii lllenHoHa crox-
HOCTH JUISl XapaKTepUCTHKH 1onist ¢ = 5. BunHo, uto ipu m > 16
YHCJIO MOHOMOB JaXKe npubaudiceHH020 TIPUBEICHHOTO MOINHO-
Ma BeCbMa BEJIHKO (TPaHCIOPTHPOBKA TAKOTO MTOJMHOMA ITOTpe-
6yet oxo0s10 100 ThICSY areHTOB MPU YCIOBUH, UTO KaXK/IbIH areHT
tpancnoptupyet 1000 monomoB). IIpu HE0OXOAUMOCTH TpaHC-
TIOPTUPOBKH 10/1HOT Oa3bl IPABUII B BUIE TAKOTO «JTHHHOTO)
MIPUBEJCHHOTO TIOJIMHOMA MTOTPeOyeTCsl €ro JOMOJHUTEIbHAS
00paboTka — oOpaTrumMast cBepTKa (Harpumep, anroputMom bep-
nexamma — Meccu).

Hannuane neneBoii GyHKIMM y areHTa MO3BOJISCT TOOUTHCS
pezynupyemozo bananca MEKIy KOMMIECTBOM MPABII X TOYHO-
CTBIO aNIpPOKCUMAINH, HOPMUPYSI UepapXuyecKue HEIETKIE
MPOAYKIMOHHBIE MOJEIH (3 AJUTUBHBIC /1-BXOJHbIE HepapXuye-
CKHE HEUeTKHE MOJIEIHN), BKIFoUarommue B ce0st (m —1)-BXoaHble
HeYeTKre MPOAyKIIMOHHBIE MonenH [15]. Mepapxudeckas cxema
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" 10" OyHEIHA [TleHHOHA CITOXKHOCTH (g=5) .
: : peti] r:
L6 e eereees e e | T LTIRERLL
: ;X 16
14 s 133511
BEPXHAA IPaHHLIA
) ST = HIGKHSISL TPAHHLIA .
i pepXHAA rpaHHLa ¢ delta=0.2 5195537?“]
= 10- — pepXHAA TpaHHLia ¢ delta=0.3 - .
e g = pepXHAA rpaHHla ¢ delta=0.5 :
6_
4k
2L “ X 16 :
T 5.323e+09
: : : : [ ]
0 i i i i ]
8 9 10 11 12 13 14 15 16

I'panunus! Gpynkuuit cnoxxoct LlleHHOHA PU NOCTPOSHUM TIPUBEICHHBIX OJMHOMOB HaJl KOHSUHBIMH HOJISIMU

IIPYU 9TOM, OUEBUIHO, JOIKHA YUUTHIBATh PEUTHUHIOBAaHHE BIIO-
KCHHBIX B HEe HEUETKUX MOJeJeH (PeHTHHIOBbIE MEXaHH3MbI
B IaHHOM CTaThe HE PACCMATPHUBAIOTCS).

JlokakeM, 4TO aJlJUTUBHBIC /M-BXOAHBIC UepapXuyecKue
HEYETKNE MOJICIN TAKXKe SBIAIOTCS YHUBEPCAIBHBIMU AMIIPOK-
cumaropamu. JlJist 3TOro ciaeayer nokas3aTb, YTO BUJ TOJIMHOMA,
aMMpOKCUMHPYIOIIETo aJIUTUBHYIO HEYETKYIO MOJIEIb, MOXKET
OBITH MPECTABJICH HEKOTOPOI HepapXHUYeCKOl cTpyKTypoid. He-
papxuyeckasi CTpyKTypa, B CBOIO O4€pelb, BCErja MOXKET ObITh
MOJTy4eHa U3 MYJIBTHIUIMKAaTUBHOM ()OPMBI IOJIMHOMA.

ITosTomy Ha ocHoBaHMM TeopeM Kocko u Beliepmrpacca Mo-
KeT OBITH CHOPMYITNPOBAHO CIIEYIONIEES YTBEPIKICHHE.

Teopema 3.2

CymectByeT nosmHOM p(X) — Y ¢ BelecTBeHHBIMU KO3 (-
($UnreHTaMu U C MyJbTUILUTUKAaTUBHON CTPYKTYpPOIl CBOMX O11-
HOWICHOB, KOTOPBIN alIPOKCUMUPYET aAIUTHBHASI HEUCTKAs
cucremMa F co CKOJb YTOAHO MaJloif TOYHOCTEIO € > 0, ecit MHO-
&KeCTBO X KOMITAKTHO.

Hoxazamenvcmeo

Bo3MOXXHOCTB MpeAcTaBIeHUS TPOU3BOIBHOTO MOJUHOMA
B BHJIC MYJIBTUINIUKATUBHON CTPYKTYPHI €T0 WICHOB BBITEKAET
U3 CyNIECTBOBAHUS HHTEPIOJSIUOHHON (opmysbl Jlarpanika,
a Tak)Ke HEMOCPECTBEHHO U3 YTBEpKIAeHUN Teopem 2.1-2.3,
Betiepmrpacca u Kocko. ®opmyna Jlarpanika B JaHHOM cliydae
HMEEeT BUJ

Sf(x5enx,,) =

= > flaay..a,)(x +a +1)..(x, +a, +1). n
(qay...a,,)

Kak anautuBHas, Tak U MyJIbTHUILNIMKaTHBHAs Gopma Hpu-
BCJICHHOT'O IIOJIMHOMA, KOTOprﬁ SABIISICTCA 06pa30M 8JZ[I[PITI/IBHOI71
HEYETKOW MOeNu, TIO3BOJISIET pacipeessiTh (1 nepepacmpee-
JISITh) €r0 MOHOMBI (3JIEMEHTAPHBIC TU3BIOHKIMA 1 KOHBEOHKIIUT
pu ¢ = 2) MEXKIY OTACIbHBIMU areHTaMH, 00bEeTUHCHHBIMH
B OJIHY TPYIIITY JJIsl BEITIOJIHEHUS LeneBoil ¢yHkumu. [{eneBas
(YHKIUS PEACTaBIsIeT COOOW HE YTO MHOE, KaK IONHYIO (MITH
MIOJTHYIO C 3aJaHHOH TOYHOCTBIO arpPOKCUMAaINi) HopMy TpH-
BEIICHHOTO MOJMHOMA (aJIUTHBHYIO FJIH MYJIbTUILTAKATHB-
HYIO).

B nenoMm orMeruM, 4TO HEpapXUUYECKUE aJalTUBHbIE HEMN-
po-HEYeTKHEe MOJIENH, MPEACTABICHHBIC MPUBEACHHBIMHA 0~

JIMHOMAaMH, TI03BOJITIOT PEaIn30BaTh MPUHINIBI PacIpe/ieieH-
HOCTH MHOTOAareHTHBIX CHCTEM, a HX MPAKTUYECKOE BOILIOLIE-
Hue [15] moaTrBepxknaet 3pPeKTUBHOCTD (HYHKIIMOHIPOBAHUS
B pacHpelesIeHHBIX MPOU3BOJACTBEHHBIX MH()OPMALHOHHO-
TENIEKOMMYHHKALIMOHHBIX CHCTEMaX.

3AKJIIOUEHUE

B naHHoOIi cTaThe HA OCHOBAHHUH TEOPEM 00 YHUBEPCATBHOMN
anmpoKCUMAIMY HEYETKUX MPOAYKIIMOHHBIX MOJIEIIEH, OIIMparo-
mMXcs Ha JloKa3aTelbCcTBax TeopeMm BeiiepmTpacca, Beii-
epmrpacca — CroyHa, a Takxke Teopembsl Kocko gokazana Teope-
Ma O CyIIeCTBOBaHNH (PUKCHPOBAHHOTO IIPOCTOTO YNCIA ¢, TIPH
KOTOPOM aJINTHBHAs HeYeTKasi CUcTeMa F' ¢ CHMMETPUYHBIMU
(GYHKIMSAMA NPHHAIEKHOCTH [T €€ BXOIHBIX X, U BBIXO/IHOH
MIEPEMEHHOMN ) Ha KOMITAaKTe X MOXKET OBITh alpoOKCUMHUPOBAHA
CO CKOJTb YTOZIHO MaJIOH TOUHOCTBIO € MpueedeHHbiM TIOTMHOMOM
(ectecTBEeHHBIM 0000IIIEHHEM TTOJTMHOMA JKeraakuHa Jij1si MHOTO-
3HAYHOU JIOTHKH).

[TpuBeneHb! BepxHHe 1 HYKHKE OoLleHKN (yHKimi [llenHOHa
CJIO’KHOCTH JIs1 TOUYHBIX U HpI/I6J'II/I)KeHHI)IX MMPUBECACHHBIX ITOJIN-
HOMOB HaJl KOHEeUHbIMH nosisiMu ["armya. ITokazaHa BO3MOXHOCTb
anMpoKCHMAalui HePapXUUECKUX HEYETKUX U HEWPO-HEUeTKHX
CHCTEM IIPUBEJICHHBIMH ITOJMHOMAaMHU HaJl KOHCYHBIMH TOJISIMH
Tanya.

[TommyyeHHBIE B cTaThe HOKa3aTeIbCTBA MOTYT OBITH HCHOJIb-
30BaHbI MPU PEIICHUH 33]ad aBTOMAaTHYECKOTO KBAaHTOBAHUS
6a3 3HaHWI, PEATN30BAHHBIX B BU/AE aJJUTHBHBIX HEUETKHX
1 HEHPO-HEUYCTKUX CETeH, 9TO 0COOCHHO Ba)XKHO MPHU pa3pa-
6oTke mHTENIEKTyanbHBIX areHToB OMAC pacnpeneeHHbIX
MH()OPMAIIMOHHO-TEIEKOMMYHHUKAIIUOHHBIX CUCTEM.
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The Fuzzy Models Approximation
are Given by Polynomials
Over Finite Galois Fields

Fomicheva S.G.
Norilsk state industrial Institute
Norilsk, Russia
levikha@rambler.ru

Abstract. Given the proofs of theorems that allow you to per-
form isomorphic transformations for the classical additive fuzzy
networks operating in the field of real numbers to their analogs
able to function on the finite Galois fields. The existence of such iso-
morphic transformations lead to the possibility for an adequate
quantization of the knowledge bases represented as additive fuzzy
and neuro-fuzzy systems. The ability to operate in finite fields and
their extensions allow you to apply for them the protect informa-
tion mechanisms on the theory of error-correcting coding theory
and cryptography.

Keywords: additive fuzzy models, multi-agent telecommunica-
tion systems, isomorphism, quantization, finite Galois field, given
polynomials over finite field
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CucreMa nmokasarejei KauecTBa
MOHHUTOPHHIA TEXHOJOIHYECKUX MPOLECCOB
B PAKETHO-KOCMHYECKOM OTPACIHU

[IImener B. B.
Boenno-kocmuueckas akageMus um. A. @. Moxkaiickoro
Canxkr-IlerepOypr, Poccus
valjal978@yandex.ru

Annomayua. B crarbe npeiaraercs crnelHaIn3HPOBaHHAS Ye-
ThHIPEeXYpPOBHEBAasl CHCTeMa MoKa3aTeseil kauyecTBa sl KOMILJIeKC-
HOI0 OLICHHMBAHUS MOHUTOPHHIA (h)YHKUHOHUPOBAHHUS THEBMOIH-
JApaBJIMYecKOii cucTeMbl pakeTbl-HOcHTe s «Coro3-2». Cucrema
comep:kuT 13 moka3arte/ieii HU:KHero YPOoBHs U 6 moka3areJieii
BEPXHHX YpoBHeli. B oTimume oT cylecTBYIOLINX AaHATOIOB U pe-
KOMEeHJaLuii, Bce MoKa3aTeu B cUcTeMe KoJinyecTBeHHbIe. biaro-
Japsi 3TOMY 10CTHUraeTcs 00beKTHBHOCTD olleHKU. [lotHoTa oLeH-
KH o0ecrneynBaeTcsl BKIOYEHHEM B CHCTeMY IKCIIYaTAIIHOHHBIX
nokasarteJieil, mokasaTeeii CONPoOBOKIeHHs M Pe3yIbTaATUBHOCTH.
Ilo npenyaraemoii cucteme oleHUBaeTCs Ka4eCTBO MOHMTOPHMH-
ra ¢ UCNoJb30BaHHEM BADHAHTOB NPOrPAMMHOIO o0ecnedeHus
HA OCHOBE PeKYPCHBHOIi MOJe/IH H CTPYKTYPHO-JIOTHY€CKOTo Mo~
X071a, a Takke (popMUPYIOTCS TpedyeMble 3HAYeHHsI NTOKa3aTeleid,
YAOBJIETBOPSIOIINE CIENHATNCTOB-IKCIIEPTOB.

Knwuessie cnosa: kKa4ecTBO NPOrpaMMHOI0 odecnevyeHus,
PAaKEeTHO-KOCMHYECKasl TEXHHKA, KOMILIEKCHPOBaHHE YACTHBIX 110-
Ka3arteJieil, MOHMTOPHHT TEXHOJIOTHYECKOI0 MpoLecca, CTPYKTYpPHO-
JIOTHYECKHUIl OX0/], PEKYPCHBHASI MOJIe/Ib NPoLecca, MOAeJupPo-
BaHHeE NMPOLECCOB.

BBEIEHUE

CoBpeMEeHHOE Pa3BUTHE BRIYUCIUTEIFHON TEXHUKH OTOABH-
racT Ha BTOpOﬁ IIJIaH HaIIpaBJICHUEC B COBEPIICHCTBOBAHUH IIPO-
IrPaMMHOTO 00ecrieYeH st 00pabOTKU 1 aHAIN3a H3MEPUTEIBHOI
nHpopmanmm pakerHo-kocMuueckoi texuuku (PKT), cBsizanHOoe
C YBEJIIMYCHUEM MTPOU3BOJUTEIBLHOCTH PacYeToOB U C OBICTpPO-
nericteueM DBM. Ha nepBbiii M1aH BBIIBUTAETCS HAIIPABICHUE
T10 YIIy4ILIEHHIO TPYJHO (hOpMalIM3yeMbIX IOKa3aresei, a HMEH-
HO TIOJTHOTBI HCIIOJIB3YeMOH HH(pOopMauu, MOAUDUITHPYSMOCTH
1 AUarHOCTHPYEMOCTH YK€ HE CaMOro IMPOrpaMMHOTO obecrie-
yerns (I10), a pesynprara ero mpruMEHCHHUS.

W3BectHBIE paboTHI O OlleHMBaHMIO KadecTBa 110 (oTeue-
cTBeHHas — [ 1], 3apyoOesxHbie — [2, 3]) mpeanaraioT croco0sI Ko-
JIMYECTBCHHOTO OICHUBAHUS HEKOTOPBIX ITOKa3aTeNIeii KauecTBa
ITO u ux kommiekcupoBaHusi. Ha 3Toii 0OCHOBE paHKUPYIOTCS
DJICMECHTbBI HO, BBIABJIAIOTCA PUCKU U YBEIUYNUBACTCA BJIOXKE-
HHE peCypCcoB B HanOOJIee KPUTUYHBIC HJIEMEHTHI, T. €. OCYILECT-
BIIsIeTCs yIpasieHue npoueccoM paspadortku I10 [4]. Ognaxo
B YKa3aHHBIX paboTax MpPOCIIECKUBACTCSI CTPEMIICHHE OXBAaTUTh
MaKCHMaJIbHO HIMPOKYIO 00JIacTh NPUMEHEHHUS OLIEHHBAEMOT0
[IO. IIpu >TOM BO3HUKACT 3HAYUTEIBHAS TPYIHOCTH UCTIONB30-
BaHU pa3pabOTaHHBIX MTOKA3aTeNei Ha y3KOCIeIHaIH3HpOBaH-
HoM I1O. Kpome Toro, B yka3aHHBIX pabOTaXx OCHOBHOH yIop
nenaetcs Ha orieHnBanne [10 kak caMo0CTaTOYHOTO MPOITYKTA.
To ecTr ouleHMBaeTCs, HAIPUMEP, KOPPEKTHOCTH KOJIa, KOJIHYe-

CTBO IPOTrpaMMHBIX OKOOK u T. 1. [Ipu 3TOM He ynessiercs
JIOJDKHOTO BHUMAHUSI pe3yJIbTaTUBHOCTH ipuMeHenus [10.

Hacrosimmii marepuan siBIsieTCsl TOIBITKOM pa3paboTarhb
cUcTeMy MoKazaTesel KauecTBa CHelUalIbHO VISl IPEAMETHOH
oOmacti 00pabOTKK M aHaJIM3a TeJeMeTpuyeckold nHpopma-
mun (TMU) PKT, monuropunra GpyHKIIMOHUPOBAHUS CHCTEM
u arperaroB paketr-Hocuteneit (PH). [Tpu aTom MakcumansHO
KOHKPETH3UPYETCS] TEXHOJIOTHYECKUH MpoIiece, sl MOHUTO-
PHHTa KOTOPOTo IpefHasHaueHo ornenusaemoe [10.

Jiist obecniedeHns MPaKTUIECKON HAIPaBICHHOCTH pa3pada-
THIBAEMOW CHCTEMBI ITOKa3aTeIel oHa anpoOupyeTcs Ha CIIeIH-
anpHOM 10 (CITIO) MoHHUTOpHHTA GYHKITMOHUPOBAHHMSI ITHEB-
Moruapasnudeckoit cuctemsl (I1I'C) nBUraTeNnbHBIX YCTAaHOBOK
(1Y) PH «Coto3-2». Kpome Toro, paccMarpuBaeTcs pa3padoTaH-
Hoe CITO Ha 0CHOBE OPUTHHAIBHOIO CTPYKTYPHO-TOIMYECKOTO
nozxona (CJIIT) [5, 6]. [Tpumensiemoe B HacTosmiee Bpems: CI10
MOHHMTOPHHIA CTPOUTCS] HA OCHOBE PEKYPCHUBHOW MOJICITH TEXHO-
JIOTHYECKOTO Iporiecca. Jlanuast Mozielb IMoApoOHO paccMOTpeHa
B [5, 7], aHayiu3 ee HEIOCTATKOB IIpUBEJIEH B [5, 6].

YACTHBIE HOKA3ATEJIM KAUECTBA MOHUTOPUHIA

[IpuBenem kpatkue Ha3BaHUA, GU3HUSCKUN CMBICT U (op-
MYJIbI JUIsl BBIYUCJIEHUST YACTHBIX NOKa3aTesel KauecTBa Mo-
HUTOPUHI'a TEXHOJIOI'MYCCKUX MPOLECCOB B I/IH(i)OpMaHI/IOHHOM
o0ecrieueHNH aBTOMATU3UPOBAHHON CHCTEMbI UCTIBITAHUH U TTPH-
MeHeHus PKT. C menblo npakTH4eckoi 0csA3aeMOCTH MOKa3a-
TeJIeil OHM YTOYHEHBI HEMOCPEACTBEHHO ISl IPOLeccoB (PyHK-
ronnposanust [II'C 1Y PH «Coro3-2» 1 006paboTku 1 aHanm3a
N3MEPHUTEIFHON MH(OPMAIINK TaHHOW TEXHHYECKONW CHCTEMBI.

[Tpu cocraBneHnn mokasarenei NCIoIb30BAINCH B TOM YHC-
JIe peKOMeHIyeMble TTokaszaTenu kadecta [10, mpuBeneHHbIC
B [8, 9]. B ykazaHHBIX JOKYMEHTaxX CTPOTO HE periIaMeHTHPY-
eTCsl TIOPAJOK BBIYMCIICHUS TIOKA3aTeIeH, MPUBOAUTCS TOIBKO
ux nmpuMepHoe coneprkanue. [Ipu cnenuanusannn nokasarenei
MCTIOB30BATaCh TOKYMEHTALMS 110 MHPOPMAIIMOHHOMY obecrie-
gyeHnto ucneitanuil 1 npumenenns PKT [10] u nokymeHTamms
no PH «Coro3-2» [11-13].

[Tpeanaraempie B paboTe MOKa3aTeNM CHEIMATH3UPOBAHEI
JUIs IPeIMETHON 001aCTH, YTO MO3BOJISICT TOBOPUTH 00 UX aJIeK-
BaTHOCTH 3arpocam KoHeuHoro nonbs3osarenst CI1O monuTopus-
ra — MHKeHepa-ucnbIrarens MHpopMannoHHO-aHATMTHYECKOTO
HeHTpa kocMozapoma. [IpumeHeHre MakcuMalIbHO KOHKPETHOH
nH(opManyu pu GOPMHUPOBAHKUH ITOKA3ATEINEH, C OHOM CTOPO-
HBI, 3HAYUTEIBHO CY’KaeT 00IacTh MIPUMEHEHHUS Pa3pabOTaHHBIX
MOKa3aTelel, ¢ Ipyroi CTOPOHBI, IO3BOJIIET 0OOCHOBAHHO TI0-
JIY4HUTh KOIMUECTBEHHYIO XapaKTEPUCTHKY KaKIOTo MoKas3aTe-
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a1, [lns nipyrux oObeKTOB MOHMTOPHUHTA MOKHO HCIIONIb30BaTh
pa3paboTaHHbIE TOKa3aTeH MOCIe X MIPEABAPUTEIbHON alan-
Taluuv, 4YTO ropasao JCrde BBIIIOJIHUTE IIPU HAJIUYUN IIpUMEPa
nokasareseit xotst 661 15t PH «Coro3-2».

B crarbe npu popMupoBaHny MOKaszaTeei Mo pe3yasTaToM
MOHUTOPHUHIa TOHUMAETCS] CHHTE3UPOBaHHAsI MOJIETIb TEXHOJIO-
TMYECKOTO Ipoliecca B BHJIE COBOKYITHOCTH (DOPMaIbHOTO OIIH-
CaHMsI MOJICNIN U CBSI3aHHOM C MOJIENbIO ()OPMBI OTOOpasKeHNSI.
dopmoit oToOpakeHus SBIIETCS rpapUIecKoe NPeICTaBICHUE
uaTepdeiica CIIO moHuTOpUHTA.

YacTHEINM TIOKa3aTenb p; — TOYHOCTH TEJIEMETPHPYEMBIX
napameTpoB (TMII) — paccunteiBaeTcs Mo GpopMyaam

1.3 2 M _Orm/ .
P = SR o (x;);0rm = 3>
j=1

S(x.
otx)) ="

rae x;, j=1,Nyypn — TMIL, nenonssyemsie 8 CIIO monuTo-

punra; oty = 0,8 % — MakcuManbHas NPUBEACHHAS ITOTPeLl-
HOCTH OOPTOBOI ammaparypsl C y4eTOM «HAa3eMHO» aBTOMAaTH-
3upoBaHHOIT 00padoTkn TMII, 3HaUeHNEe KOTOPOIi MPUBEICHO
B IIporpamme tenen3smMepeHuil, BbILYCKaeMOM B KOMIUIEKTE TEX-
Hudeckoit Jokymentauuu Ha PH; oy — CKO npusenenHoit
MOrpeHoCTH OOPTOBOIL amnmaparypbl ¢ y4eTOM «Ha3eMHOW)
aBTOMarnu3upoBaHHoK oOpadoTku TMIT; &(x /) — MakcHManbHast
[IPUBEIEHHAs [IOIPEIIHOCTh U3MEPEHUS j-I'O 1aT4YMKa, 3HAUCHUE
KOTOPOH MPUBOJUTCA B TEXHUYECKHUX XapaKTEPUCTHKAX JaTUHU-
KoB, Hanpumep B [14], Tun garuukoB — B [Iporpamme Teneus-
mepennit; o(x;) — CKO npuBeaeHHOM MOrperHoCTH H3Mepe-
HUS j-TO JaT4YMKa.

Ioka3arens p; XapakTepu3yeT HOTPEIIHOCTb HCIOIb3yeMbIX
B CI1O MonuTOpuHra Tenensmepenuii. [lorpemnocts popmu-
pyeTcs TaTYMKOBOM anmaparypoi U CuCTeMoi coopa u 0opadoT-
ku TMU. TIpunumaeTcst 1onyiieHue 0 HOpMaIbHOM pacipesie-
JICHUHU MOTpelHocTy. JlomyckaeTcs cTaTUCTUYeCKask He3aBUCHU-
MOCTb TEJICU3MEPECHUH.

YacTHbIl IOKa3aTeNb p, — TOYHOCTH OLICHUBAHUS 3HAYCHUI
JMeTHO-TeXHnUeckux xapakrepuctuk (JITX) — Beraucmsaercs
o opmynam

N N 2
JITX ) ™I ay

P =13 3 20 0=\ 2 (Vo o)
g=1 i=1 !

e y,(x), ¢ =1, Nyrx — JITX, ncronesyemas 8 CI1O Momu-
topuHra. JITX npuBeneHbl B TEXHUYECKON JOKYMEHTaLUH;
Vg =S(x),i=1 N"(rql\)/m — ynxuus g-it JITX or TMII x,, npu-
BOIUTCs B TEXHUYECKOH okyMeHTauuu; o(y,) — CKO npuse-

JeHHOM norpemHocTu Bbluucienus g-i JITX; o(x;) — CKO
MIPUBEACHHON MOTPEIIHOCTH U3MEPEHUS i-T0 JaTYHKA.
IToxasarens p, XapakTepusyeT MOrpemHocTs oneHok JITX,
(opMHUpYEMYIO BBIYUCIUTEIBHBIMU IIPOLEIYPaMH HaJI TEJICH3-
MepeHusaMHU. IIpuaumaercs gomyieHue 0 HopMalbHOM pacipe-
JIeIIEHUH TTOTPELIHOCTH.
YacTHbI IOKA3aTeNlb p; — CBOCBPEMEHHOCTD [1OIY4EHHS
pe3yabrara MOHUTOPUHTA — BEIYUCISIETCS 1O opMyIie
Dy = 1
3 =7 1 >
|TTp TIII| 4]

Ty

rae 7, — JUIMTENBHOCTh NOATOTOBKU MCXOMHOH HMH(OpManyu
u npumenenus CI1O st MoHnTOpHHTa Ipouecca GyHKIMOHH-
posanus [1I'C ot xomanas! «IIpomyBkay» 10 OKOHUAHUS PabOTHI
AV, TTp =3 94 — IIUTENbHOCTh ONEPaTUBHON U DKCIpPECC-
00pabotku u ananusza TMU cornacuHo [10].

[Tpu BEIYKMCIACHUH 3HAYEHUsS TIOKA3aTelNlsl p3 UCIONB3YeTCs
BpeMsI OKOHYaHHMs! (POPMHUPOBAHHSI TPOTHO3UPYEMOM TPAeKTOPUH
MpoLECCa, BKIIOYAIOIIEr0 MaKCUMAIbHOE KOJTMYECTBO ONepaluii.
JlaHHBI TOKa3aTeNb XapaKTEPU3yeT COOTBETCTBUE BPEMEHHOTO
MHTEpPBaJIA MOATOTOBKH UCXOIHOW MH(OPMAIIN U IPUMEHEHUS
CIIO MOHMTOpPHHTA OTBEACHHOMY MHTEPBAIY ONEPATUBHOM
1 3KcIpecc-00paboTku n aHanm3za TMU.

YacTHbll IOKa3aTenb p, — ONEPATUBHOCTD MIOMYYEHHUS pe-
3yJbTaTa MOHUTOPUHIA — BBIYUCIIACTCS 1O hopMyIie

1
Py = i >

—+1

Tip
rae T — JUIUTENBHOCTD IOATOTOBKY MCXOAHON MH(OPMALUU
n npumeHenust CITO ans MOHUTOpPHUHTA Mpoliecca MOJArOTOBKH
HOCUTENSA K MyCKy — OT KoMaHJbl «IIpogyBka» 10 KOMaH[bI
«ITyck», Korna BO3MOXKHO (hOPMHUPOBAHKE KOMaH/IbI Ha aBapHid-
Hoe BbIKItoueHue asurarens (AB/I) 6e3 noTtepu mose3Hoi Ha-
rpy3ku (ITH).

[Tpy BBIUMCIIEHUH 3HAUEHUS [10KA3aTellsl p, UCIOIb3yeTcs
BpeMs OKOHYaHUsI (POPMHUPOBAHHS IIPOTHOZUPYEMON TPACKTOPUH
TpoIIecca, BKIIOYAIOIIET0 MUHIMAIEHOE KOJTMYECTBO ONePaIIHii.
IToxazarens xapakTepu3yeT ObBICTPOTY MOTYICHUS MUHAMAIBHO
HEOOXOIMMOT0 pe3ynbTaTa MOHUTOPHHTA.

YacTHblil okazaTens ps — HOIHOTa 00padaThIBaeMOM U3-
MEpHUTENbHON HH(POPMALIUU — BBIYUCISIETCS 110 hopMyIie

e = Ntmn
5T VAIM ?
Nrmn
rae Nty — konuaectso TMII, ncnonesyemsix 8 CITO monu-
. AANM _

Topunra; Ny = 59 en.— kommaectso TMII, Tenemerpupyro-
mmx mporeccsl B [II'C cormacHO mporpamMMe TelIen3MepeHHi.

ITokazaTenb XapakTepu3yeT CTETEHb HCIIONb30BAHNUS J10-
cTynHo# n3meputensHoit naGopmarw o [1I'C 8 CITO monu-
TOPHHTA.

YacTHBIN NIOKa3aTeNb pg — MONHOTA BhlYMCIAeMBIX JITX —
paccuuTbiBaeTcs 1o Gpopmyie

e = Narx
120 °
Nyarx

rae Njrx — konmnaectBo JITX, oLleHKH KOTOPBIX UCTIONb3YIOTCS
B CIIO monuropunra; N Jl{l%%o =109 en.— xomuuectso JITX,
xapaktepusytomux [1I'C 1Y PH «Coro3-2», B COOTBETCTBUH
C TEXHUYECKOU JOKYMEHTALUEH.

I[Tokazaresns onpezessieT COOTHOILEHHE UCTIONB3YEMBIX B IIPO-
necce Monutopunra JITX k o0mieMy KomuecTBy KOHTPOJIBHBIX
napameTpoB, xapakrepusytomux [1I'C.

YacTHbIil TOKa3aTeNb p; — MONHOTA YYUTHIBAEMBIX HEIITAT-
HBIX CHTYaIlM{ — pacCUUTHIBACTCS MO hopMmyIie

_ Napn
p 7 — NTO )
ABJL
rae NABI[ — KOJIMYECTBO leI/ITLIBaeMLIX HCIITAaTHBIX CI/ITya]_H/Iﬁ

B CIIO MOHUTOpPUHT3; Nzgﬂ = 25 e/1.— KOJIMYECTBO HEIITaTHBIX
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CUTYAIUH, MPUBOJSIINX K MPEKPAIIIEHUIO TOATOTOBKH HOCHTEIIS
k mycky u k ABJ] mpu pabote /1Y, mpruBeIeHHBIX B TEXHUIECKON
JIOKYMEHTaLMH.

[Tokazarenb XapakTepu3yeT NIyOUHY YUUTHIBAEMbIX HEIITaT-
HBIX CUTYyallUi, MpelyCMOTPEHHBIX B TEXHUYECKOH JTOKyMEHTa-
LU,

YacTHbIl OKa3aTenb pg — MOITHOTA MOAECIHPYEMOI0 TEXHO-
JIOTHYECKOTO TPOIIecca — PACCUYUTHIBACTCS TI0 (hopMyIie

_ Nvion

p8 s
Nto

rae Nyoyg — konndectBo MofenupyeMsix B CIIO MmoHuTOpHH-
ra onepauuii npouecca gynkuuonuposanus I[I'C AY; N_ | =
=176 el1. — KONUYECTBO OMEpalUii, MIPeTyCMOTPEHHBIX B TEX-
HUYECKOH JTOKYMEHTALINH.

[Noka3zarenb XapakTepHu3yeT aJIeKBaTHOCTh MOJICIIH TIpoIiecca
¢yuakunonuposanus [II'C 1Y cBoeMy mpoTOTHITY.

YacTHBIN ITOKa3aTeNb pg — aHANU3HPYEMOCTh CHHTE3HPO-
BaHHON MOJEJIN MPOIECCa C YUETOM PEATU3ALNH PA3ITHIHBIX
BU/IOB OTPAHUUCHUH TIpOIecca — PACCUUTHIBACTCS 10 (popmyIie

_ Norp

Po = >
Nnor

rae Norp — Buabl orpaHuueHuil, peanusyemsle B CIIO Monu-
topunra: s CJII — pecypcHble, BpeMeHHBIC, TEXHUYECKIE
1 TEXHOJIOTHYECKHE; ISl PEKypPCUBHON MOJIENN — BPEMEHHBIE;
Npor =35 ea. — BUIBI OTPAaHWYEHHUH, IOTEHIHUAIBHO IIPUME-
HsaeMble pu MoHuTOpUHTe mporieccoB [IT'C JIY PH «Coro3-2»;
JONOJIHUTEJIbHO K YKa3aHHBIM — (byHKHI/IOHaJ'H)HBIe.

ITokazarens xapaktepusyet cnocooHocts CI1O peann3oBbi-
BaTh COOCTBEHHBIMU CPEICTBAMU Pa3IM4HbIE TUIIbI OTPAHUYCHUH
npolecca, MOHUTOPUHT KOTOPOTIO OCYIIECTBIACTCS.

YacTHblil NOKa3aTelb pj — BEPUPUIUPYEMOCTb CHHTE3UPO-
BaHHOI MOJIeIH IIpoliecca — PacCUUThIBaeTCs 0 hopMmylie

Now

Pro = >
Nno

rae Ngpp — KOJIMYECTBO TUIIOB OMIMOOK, BBISBISEMBIX M KOP-
pextupyemMsix CI1IO monutopunra: aius CJIII — HenporuBopeydn-
BOCTb PECYPCHBIX OTPaHMYEHUH, KOPPEKTHOCTH 10 BXOIY H BbI-
XOJly omnepanuii, akTUBHOCTb OIEpALHil; sl peKypCUBHOM Mo-
JIeN — aKTHBHOCTB onepanuil; Npg =5 €. — KOTMYeCTBO TH-
TIOB OIIMOOK, MOTEHIIMAIBFHO (POPMUPYEMBIX TIPH CHHTE3€ MOJIe-
JIM TEXHOJIOTUYECKOTO TIpoLecca B MPeIMETHON 00IacTu; 10-
MTOJTHUTEIBHO K MPEABIYIINM — JOCTHKUMOCTD TPeOyeMoro
COCTOSIHHMS TIpoIiecca.

[Toxa3zatens xapakrepusyet ciocodHocts CIIO k aBTOMa-
TUYECKOMY MTOMCKY OMIMOOK B MOJENH Hpouecca (GyHKIMOHH-
posanus [1II'C V.

YacTHBIN ITOKA3aTeNb p|; — OMHO3HAYHOCTH PE3yJIbTaTa MO-
HUTOPHHTA TP HEM3MEHHOCTH N3MEPHUTEIILHOM HH(pOpPMAIIIU —
paccuuThIBaeTCs 0 popmyIie

_ Nyrmn

= >
Nton

rae Ny — KonudecTso yuutbiBaeMbix B CIIO MonuTopunra
onepanuii, CBOMCTBAa KOTOPBIX ONPEEINAIOTCS Pe3yabTaTaMu
koHTpons TMII; Ntgp =113 en. —nonHoe konmu4ecTBo onepa-

HI/If/II, CBOICTBa KOTOPLIX OIIPCACIAIOTCA pE3YyIbTaTaMU KOHTPOJIA
TMIIL.

[Toxa3arenb XapakTepu3yeT CTENECHb BIHUAHUS, HE yUUTHI-
Baemoro B CITO uaMeputenbHO#l nHpOpMAIMHU, Ha Pe3yabTaT
MOHHUTOPHHTA TEXHOJIOTMYECKOTO MpoIiecca.

YacTHblil IOKA3aTENb Py — PENAKTUPYEMOCTh CUHTE3UPO-
BaHHOIM MOJIeNH Tpoliecca — PacCYUTHIBAETCS N0 Gopmyrie

Npn
P2 = New
TP
rae Npgg — KOIMYECTBO BAPUAHTOB M3MEHEHHS TPACKTOPHUH,
peanuzyemsix CI1IO monutopunra: qa CJIIT — aBromarusupo-
BaHHOE (PyYHOE ¥ aBTOMATHYECKOE) M3MCHEHHE THUITa METOK OT-
cdyera COCTOSTHMS, HayaJlo, OCTaHOBKA, IPHOCTAHOBKA, BO30OHOB-
JICHUE OTIEPALINH; ISl PEKYPCUBHOM MOJENH — PYyYHOE Havallo,
OCTaHOBKa, IPUOCTAHOBKA M BO300HOBIEGHHE OIEpPAIUN;
Npp =10 en. —Konu4ecTBO BAPUAHTOB N3MEHEHUS TPACKTOPUU
mporecca, TOTCHIHAIBHO PEaTu3yeMbIX IPU CHHTE3€ MOICIH
mporiecca B IpeAMETHOH obacTu.

[Toka3arenb p;, XapakTepu3yeT peal3yeMOCTb BO3MOKHBIX
BapUAHTOB N3MEHEHHS TPACKTOPUU CHHTE3UPOBAHHOM MOJICIIH
nporecca cpeacrsamu CIIO-moHuTOpUHTA.

YacTHbli IOKa3aTellb p;3 — IOBTOPSIEMOCTh CHHTE3UPOBAH-
HOH Mozesn poriecca obmmecrcreMHbM 110 — paccunTtsiBaeTcst
o gopmyre

— N 1B
P13 = YA
MOH
rae Nyg — KOIMYECTBO OINEpaltii, MMEIOIINX BPEMEHHBIE Orpa-
Hu4eHus. Peanuzanus 1aHHBIX OIpaHUYEHUN BO3MOXKHA Cpell-
ctBamu MicrosoftProject.

Taxum o0pazoM, npeasiokeHo 13 4acTHBIX MOKa3aresei.
OHHM, HECOMHEHHO, CIIEIMAIM3UPOBAHBI, OJ1arofaaps 3TOMy MOX-
HO oneHnTh KauecTBo CI1IO MoHMTOpHHTA (DYHKIIMOHNPOBAHUS
[I'c AY PH «Coro3-2». Takas onenka OyneT oObeKTHBHA (BCe
MIOKA3aTeNN KOJIMYECTBECHHBIE), TTOJHA (PacCMaTPUBAIOTCS IKC-
TUTyaTallnOHHBIE MTOKa3aTeNH, okaszaresu conpoBokaeHust CI1O
W pe3yabTaTUBHOCTH MOHMTOPHHTA) U MTOKa3aTeslbHa (OICHKH
ToKazaresiel s pa3nuaHbeIX peannsanuii CI1O 3HagmMo pas-
JIETISIFOTCS ).

IToMHOMMAJIbHBIN TTOAXO/
K KOMILUIEKCUPOBAHUIO ITOKA3ATEJIEI

J171s1 KOMILJIEKCMPOBaHMS YaCTHBIX IMOKa3aresiel kauecTBa Mo-
HUTOPWHTA TEXHOJOTHYECKOTO MPOIIeCcca UCIIOIb30BaJICS TO-
XOJI ¢ MPUMEHEHUEM HEUETKON JIOTHUKU U MOJIOKEHUH Teopuu
MJIAHUPOBAHUS DKCIIEPUMEHTA, KOTOPBIH MOTYYHIT IUPOKYIO U3-
BECTHOCTD I10]] Ha3BaHUEM MOJIMHOMHUAILHOTO Ttoaxona [15—17].
DTOT MOAXO]I BBITOJHO OTJIMYAETCS JIETKOCTHIO TPUMEHEHMUSL, J10-
CTYITHOM TPaKTOBKOW PE3yJIBTaTOB, a IIIaBHOE — (DOPMHUPOBAHUEM
OIICHOK B&KHOCTH HE TOJIBKO OTJCIBLHBIX YaCTHBIX IMOKa3aTeleH,
HO ¥ UX COYETaHUM.

[TomMHOMMATTEHBIHN ITOIXO0 3aKITFOUACTCS B BHITIOJTHEHUH CJIe-
JTYTOIIUX IIIaroB:

1) dopmMupoBaHUE MHOXKECTBA YACTHBIX TOKa3aTesei Kaue-
cTBa (DYHKIIMOHUPOBAHHS HEKOTOPOTO CJAOKHOTO TEXHUYCCKOTO
00beKTa;

2) HOpMHUPOBAHKE HIKAJI YACTHBIX MOKa3aTesiel K HHTEPBAILY
[-L1];

3) dbopMupoBaHUE TUHTBHCTUYCCKOW TIEPEMEHHOM, TIOHU-
MaeMOMi 2KCIEPTOM KaK MCKOMBIA MHTETpajbHbIN MMOKa3aTelb
B BEepOAILHOM TIPE/ICTABIICHHH;
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4) popMupoBaHHE TOCTATOYHOTO (IO BHYTPCHHEMY yOeK-
JICHUIO IKCIEPTa) MHOXKECTBA BO3MOKHBIX 3HAYCHUH JIMHIBU-
CTUYECKON NIEPEMEHHOMN — TEPMOB, HAITPUMEP: HU3KOE, CpeHee
W BBICOKO€ 3HAYCHHMS, MJIM HU3KOE, HUKE CPEIIHET0, Cpe/iHee,
BBIIIIE CPETHETO U BBICOKOE 3HAYCHHMSI;

5) nedaz3udukanus 3HAYCHUN JIMHTBUCTUYCCKON TICPEMCH-
HOM, T. €. COITOCTaBJICHUE IKCIIEPTOM B COOTBETCTBHUH C BHYTPEH-
HUMH yOEXKICHUSIMHU Ka)K[JOMYy 3HAYCHHIO JTHMHTBUCTHYECKOH
MIEPEMEHHON BEIIECTBEHHOTO uncia u3 uurepsaie or 0 1o 1.
Takum oOpasom skcriepT hopmMupyeT TpeOyeMble 3HaYCHNUS HHTE-
IPaIbHOTO TOKA3aTEeNs ISl BCEX BAPHAHTOB COUCTAHUH KpaHIX
3HAYCHUH YaCTHBIX ITOKA3aTelICH;

6) hopMHpoBaHuE TIIAHA OTIPOCA FKCIIEPTA O 3HAUCHUH JIMHT-
BHCTUYECKOM NMEPEMEHHOM /ISl BCEX BAPUAHTOB COYETaHUMN Kpaii-
HUX 3HAYCHHUI YaCTHBIX MMOKAa3aTelIcii;

7) bopMupOBaHKE OPTOrOHAIBHOIO IJIaHA SKCIIEPTHOTO
onpoca. OpTOroHaJbHBIN MJIaH CTPOUTCS Ha OCHOBE JaHHBIX
OJaHKa HKCIEPTHOrO ONpoca IyTeM JA00aBJIeHUs map, TpOeK
U T.]I. YaCTHBIX TIOKa3aTesel, a TaKkKe JOTOJIHUTEIBHOTO dJIe-
MEHTa, HE COJIEPIKAIIero YacTHBIX Mokasareneil. Kpaiinue 3Ha-
YEHUS map, TPOCK M T.JI. YACTHBIX MTOKA3aTeNCH BBIYNCIISIOTCS
TIO MTPABHITY JIOTHYECKOTO YMHOKCHHSI 3HAYCHNI COCTABIISIOIIIX
YaCTHBIX IOKa3aTelcH;

8) pacuet k03¢ (HUIIECHTOB HHTETPATHHOTO MTOJTHHOMA;

9) popMupoBaHHE HHTETPATEHOTO ITOJTMHOMA JJISl BBIYHCIIC-
HUSI ICKOMOTO MHTETPaJIbHOTO TOKa3aTells.

AHan3 KOIMYECTBA YaCTHRIX MTOKa3aTeae KayeCTBa MOHH-
topunra gyukimonuposanus [1I'C mo3BossieT cuenarh BHIBOJ
0 TIPaKTUYECKH HepeaIn3yeMoil MOIIHOCTH TPeOyeMoro B COOT-
BETCTBUH C ITOJMHOMHUAIBHBIM ITOAX0/I0M OJIaHKa SKCIIEPTHOTO
ompoca. Heo6xonumo 3aiath dKCHEpTy 213 =8192 BOIIpoOCa
C BapHaHTaMH COYETaHUIl KpallHUX 3HAYSHU Il YaCTHBIX MTOKa3a-
Teneil. B TakoM citydae peKOMEH/1yeTcst OCYLIEeCTBIATh KOMIUIEK-
CHpPOBaHME YacTHBIX MOKa3aTeJIel Ha MOIIPYIITEl MOITHOCTHIO
He Oosiee yeThIpex aeMeHToB. [Ipu aToM HeoOXonumo 0bsi3a-
TEJIHO COOMIOCTH (PM3MUYECKYIO OJHOPOIHOCTH KOMILIEKCHPYE-
MBIX B OJIHY TPYIITy OKa3aTeJei.

Cxema KOMITIIEKCHPOBaHMS YAaCTHBIX MTOKA3aTeseil KauecTsa
MOHHUTOPHHIA IPUBEJICHA HA pHC. 1.

C yueToM NpUHIHITHAIBHOTO Pa3JIMyys eNeil mpolecca Mo-
HUTOPUHTA HA Pa3HBIX 3Tanax >ku3HeHHoro 1ukia PH «Coro3-2»
3agada pacueta EKUII npumensnach U1 ClIeAyIOIUX CIy4YaeB:

1) PMB (pexuM peaibHOTO BpEMEHN) — MOHUTOPHHT (YHK-
nunonuposanus [1I'C IV PH «Coro3-2» Ha 3Tare ornepaTuBHON
1 9Kcnpecc-00paboTku u ananuza TMU. DTo ygacTku moaro-
TOBKH, ITycka PH 1 akTHBHBII y4acTOK TPaeKTOPUH, BPEMEHHOM
UHTEpBaJl (POPMHUPOBAHHS OOLIMX BBIBOJIOB O pe3ylbTaTax Hc-
nelTanuil u npumenenus PH (1o 3 4 mocne mycka, coracHo
[10]);

2) IO (mocnenonerHas 00padoTKa) — aHaMM3 GyHKIHMOHHU-
posanus cucteM [II'C 1Y PH «Coro3-2» Ha 3Tarne nocnenonaer-
Hoi 00paboTkn TMU. D10 BpemeHHo# mHTEpBan 10 30 CyTOK
MoCJIe MycKa, B TEUCHNE KOTOPOTo (hOPMHUPYETCS ONePaTHBHBIH
OTYET O pe3yabTaTaM ITOArOTOBKH K ITyCKY, ITyCKa 1 IT0JIeTa U3-
nenwst, cornacHo [10];

3) ITHU (moarotoBka HOBBIX m3zenuii) — nmoarotoska CIIO,
MOJIrOTOBKA crienn(UKaluy rmpoiecca, co3aHue u Bepudu-
Kanus Mozesel s BHOBb BBoAUMBIX u3aenuil PKT unu mpu
MoAN(UINPOBAHUH CHCTEM B cymiecTByronux tumnax PKT. Oto
BPEMEHHOW MHTEpBaJl 10 3—4 MecsIeB nepes IIaHupyeMbIM
IyCKOM HOBOH (Moan¢uunposanHoii) PH;

4) IIOT" (mononHeHue opOUTAIBHOM TPYIITUPOBKH) — MO-
HutopuHr ¢pynkunonnposanus [1I'C PH «Coro3-2» Ha stane
OTIEpPATUBHOTO MOTOJHEHNUS OPOUTAIBHON IPYIIHUPOBKH KOC-
Mudeckux ammaparo (KA).

KoMIJIEKCUPOBAHHBIE TTIOKA3ATEJIN KAYUECTBA
MOHUTOPUHT A oyHKIIMoHUPOBAHUA I1I'C PH
«Co103-2»

Ha ocHoBe nepeunst 4acTHBIX MOKa3aTesel, CXeMbl MX KOM-
riekcupoBanust (puc. 1) U pas3iuyHbIX ClydaeB MPUMEHEHHsI
CIIO moHuTOpHHTA (CM. IPEIBIAYIINI TYHKT) HEOOXOIMMO
c(hopMUpOBaTh UHTETPANbHBIE TOJIMHOMBI JJIsl BHIUNCICHHUS
MHTETPaJIbHOTO IMOKa3aTelsl KauecTBa!

— cymectBytomiero CITIO-monutopunra,

— CIIO, pa3paborannoro Ha ocHoBe CJIII,

— CIIO ¢ TpeObyeMbIM KaueCTBOM.

JIJisl TMHTBUCTUYECCKOW TIEpEMEHHOM C(hOPMUPOBAHEI 3HA-
yeHHs: «o4eHb Hu3koe (OH)», «amskoe (H)», «HImKe cpemHero
(HC)», «cpennee (C)», «oimie cpexnero (BC)y», «picokoe (B)»
u «o4eHb Beicokoe (OB)». [edas3nudukanus mposeneHa cie-
nytormm obpaszom: OH - 0; H-0,1; HC-0,3; C-0,5; BC-0,7,
B-0,9;0B-1.

P1 P2 P3 P4 P5 P6 P7 P8 P9 P10 || P11 || P12 || P13
YN ¢ N/ S N Y/ !
P11 P21 P31 P41 P51

\

P12

Ps

Puc. 1. Cxema KOMIUIEKCHPOBAHUS YaCTHBIX MTOKa3aTesICH.
P1-P13 — paccMOTpEHHBIE YaCTHBIE ITOKA3aTeIN Ka4eCTBa; Pl; — KOMIUIEKCHPOBAHHBIH MOKa3aTelb CTENCHU JOBEPH K pe3yabTaTaM MOHUTOPUHTa; P2 —
KOMIIZIGKCHPOBAHHBII IIOKa3aTelb CTENCHH COOTBETCTBHS BPEMEHHON XapaKTEPHCTHKU Pe3ylbTaTa MOHHTOPHUHTA TpeOyeMoMy 3HA4eHUIo; P3; —
KOMILIEKCUPOBAHHBIN 110Ka3aTe b CTENEHH a/IeKBATHOCTH CUHTE3MPOBAHHOM /111 MOHUTOPUHIA MOJE/IH TEXHOJOTMYECKOIO IPOLECCa CBOEMY IIPOTOTHILY;
P4, — KOMIUIEKCHPOBAHHBIN IOKa3aTelb ANarHOCTHPYEMOCTH MOJIENIN TEXHOJIOIMYECKOTO MPOLECCA, XapaKTEPU3YIOIIUI CTENEHb IPUTOHOCTH MOJIEIIN
UL TOUCKA OLIMOOK M HeJOCTATKOB; P5; —KOMIUIEKCUPOBAHHBIN OKa3aTelIb MOTU(PUIUPYEMOCTH MOIEIIH TEXHOJIOTHYECKOTO MIPOIIECCa, XapaKTepU3y 0L
CTeIeHb NIPUTOHOCTU MOJIEIIH JJIsl COBEPLICHCTBOBAHNUS; Pl, — KOMILIEKCHUPOBAaHHBII ITOKa3aTesb YKCILTyaTallHOHHBIX XapakTepucTuk npumenenus CI10-
MOHMTOPHHIA; P; — eJUHbIH KOHEUHbIH HHTerpanbHblii nokasarens (EKMIT) kauecTBa MOHUTOPHUHTA TEXHOJIIOIMYECKOTO Ipolecca
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B Tabxn. 1 mpuBexen npumep O1aHKa SKCIEPTHOTO OIpoca
JUIsl KOMILIEKCHPOBAaHHOTO TIoKasarens Pl,. brnanku s pacuera
nokasareneii Ply, P4; u P5; UMEIOT aHAJIOTUYHOE IIPEJICTaBIIE-
HUEC U 3J€Ch HE IPUBOIATCA.

PesynbraThl pacuera k03¢ GHUIUEHTOB HHTEIPAILHOIO 110-
JIMHOMA JUIsl Pa3HBIX CIIy4aeB IPHUBEICHBI B Ta0I. 2.

Tabmuna 1
bnank skcniepTHOTO Ompoca o nokasarene Pl
Kpaiinune 3nagenust 3HaueHNE JTMHTBUCTHYECKON

Ne YACTHBIX TMOKa3aTemnei TepeMeHHON
nn P, p, PMB [II10 [THU nor

1 -1 -1 OH OH OH OH

2 -1 1 B B B B

3 1 -1 HC HC H HC

4 1 1 OB OB OB OB

Ta6mua 2
KoaddunmeHTs HHTErpaNIbHOTO MOJTMHOMA /TSl PA3HBIX CIIy4YacB

3HaueHne K03 PUINEHTA HHTETPAILHOTO TOJIMHOMA
Koodpuient i pexxnma npumenerns CI10 moruTopuHra

PMB II10 MH1 nor
Lo 0,46 0,45 0,50 0,60
A 0,21 0,13 0,13 0,30
Ay 0,11 0,18 0,18 0,20
A 0,09 0,13 0,18 0,00
Ay -0,14 0,00 0,05 0,14
As 0,09 0,05 0,05 0,05
Le 0,09 0,00 -0,10 -0,05
Ay 0,09 0,08 0,03 0,00

IlomaOM JUTSL KQXKIO0T0 ciry4das IpUMET BUL

Pe3ynbraThl pacuera JUIsl pa3HbIX Cly4aeB MPUMEHEHHUS
CITO-MOHUTOpHHTA TIPEICTABICHBI HA PHC. 2.

JUist HAnISITHOCTH MCIIOJIB3YIOTCSl TOJIBKO KOO PHUIIMEHTHI,
XapaKkTepH3yIollue MHIUBHUyaIbHYI0 BXKHOCTh ITOKa3arelieit
Pl,, P4, u P5;. 910 K09(QDHULIUEHTBI, COOTBETCBEHHO, A, A,
u Ay. Koadduunents:, xapakrepusyromue COBMECTHYIO Bax-
HOCTB TTOKa3aresei, He yureHsl. Ha puc. 2 1o ocsiM OTI0KEHBI
3HAUCHMS KOMIUIEKCHPOBAHHBIX MTOKa3aTeed SKCIUTyaTalnoH-
HBIX XapakTepuctuk (Pl,) CIIO-MoHUTOpHHT A, AUATHOCTUPYE-
moctH (P4)) u moguduuupyemoctu (P5;) CHHTE3UPOBAaHHON

Mozenu ¢ nomomsto CIIO-monutopunra. Kpome Toro, Ha
puc. 2:

— CIIJIOIIHOM JIMHNUEH COEANHEHBI 3HAUCHUST KOMIUIEKCHpPYe-
MBIX MTOoKa3areneit as ciaydas [101;

— LITPUXOBOM JTMHUEN ¢ KOpOoTKUM wwarom — [THU;

— LITPUXOBOM JIMHUEN ¢ AJIMHHBIM aroM — PMB;

— myHKTHpHOU muHueH — [1110.

AHanu3 puc. 2 T03BOJISET CAeNaTh CICAYIOIINE BBIBOBI.

OKcITyaTalliOHHbIE XapaKTepUCTHKH (Pl,) BKIIOYAIOT MO-
Ka3aTesu JOCTOBEPHOCTH, ONIEPAaTUBHOCTH U aJIeKBaTHOCTU MO-
nemu pynkiuonuposanus [1IC JIY PH «Coro3-2». Takue xa-
PaKTEepHCTHKH Haubojiee BaXKHBI B Cllydae MOHUTOPUHTA B pe-
aJbHOM BPEMEHH IIpU MOArOTOBKe, ITycke U nonere PH u mpu
OIIepaTHBHOM TIOTIOJHEHNH OpOHUTaIbHON rpynnupoBku KA, T.e.

P 12— (oxcnmyararmonsmie
XAPAKTEPHCTHKH)

P51 — (mommdrmmpyenocts)

{(mmarsocTEpyemocts) — P41

Puc. 2. Hpe[[HO‘{TeHI/ISI 3KCH€pTH01>’I TPpYyNIIbl IIPU OTIPEACIICHUN BaXKHOCTHU rnokasarejieii B PpasHbIX CiiydasX IIPpUMCHCHUS CHO-MOHI/ITOpHHFa
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B CITy4asix, Korjaa Hanbosee Ba)KHO MaKCUMaJIbHO OBICTPO U TOU-
HO IPHUHSATH PEIIEHUE O TEXHUUYECKOM COCTOSHUU HOCHUTENS
1 IPOrHO3UPOBATh YCHEIIHOCTh BBIIIOJIHEHUS UM CBOEH LIEJIEBOM
3aj1aunl.

INoka3zarenu guarHoctupyeMocty (P4;) Mozpenu GpyHKIHO-
nuposanust [1I'C xapakTepusyroT CTeNeHb NPUTOTHOCTH MOJICITN
JUTS TIOMCKA OLIMOOK M HEJOCTATKOB B TEXHOJIOTUYECKOM TPO-
necce. Takue moka3ares UMErOT IIPHIMEPHO OJNMHAKOBYIO BaK-
HOCTb BO BceX ciydvasx. [IpnunHOii TaHHOTO (hakTa SBISETCS
YpPE3BBIYANHO OONBIIAs CTONMOCTH OIIMOKH B TIPOTHO3€E Pa3BU-
THSI TEXHOJIOTHYECKOTO TIPOIIECCa B PACCMAaTPUBAEMOM IPEAMET-
HOH 00macTy.

IMoxkazarenun momuduuupyemoctu (P5;) Mozxenn QyHKIHO-
nuposanust [1I'C xapakTepusyroT CTeleHb IPUTOTHOCTH MOJIENN
JUTsE MOTM(DUKAIIMK U COBEPIICHCTBOBaHUS. Takue moka3aresu
HaI/I6OHee BaXXHBI B ClTy4ac MOAroTOBKM K MOHUTOPUHI'Y BHOBb
BBOmUMEBIX m3aenuit PKT. B Takom cityuae Hanbosee BakHa BO3-
MOXKHOCTb OTI€pPaTHBHOM ITyOOKOH NepeHacTPpOHKH MOJISITH TeX-
HOJIOTMYECKOTO0 IIpoIiecca MoJ] U3MEHSIONNECs, HEYCTOSBIIINECS
1 HETOYHBIE XapaKTePHCTHKY BHEPSEMOH TEXHUKH.

Taknm 00pazoM, c(hopMHUPOBAH MOPSIIOK OLICHUBAHMS Kayde-
CTBa MOHMTOPHHIA TEXHOJIOTHYECKOTO Tporecca (pyHKINOHHU-
posarus [T'C Y PH «Coro3-2» B pa3HBIX CITydastx IPUMEHEHUS
CIIO. Teneps HE0OX0aUMO CHOPMHUPOBATH MOPSAIOK pacdeTa
EKMUIT xauectBa MorHTOpHHTa. POPMATEHO HEOOXOIUMO KOM-
IUIEKCUPOBaTh Moka3arenu Pl,, P4, n P5; kauecTBa MOHHUTO-
puHra B pasHbix ciaydasix B EKUII kauectsa Py.

MHOXeCTBOM YaCTHBIX MOKa3aTeNnel B 3TOM ciydae Oyner
MHOKECTBO

Py ={ppmp Prino-> Priuu- Prior ) -

Bce aneMeHTE MHOKECTBA [ BBIYHCIIAIOTCS C OMOLIBIO
COOTBETCTBYIOIINX HHTETPATIBHBIX TOJTHHOMOB, KO (PHUIINCHTHI
KOTOPBIX MTpHUBEEHBI B Ta0. 2. MicxoaHas mKana 3Ha9eHUH BeeX
nokasareseii Bkiatodaet natepsan[0;1].

Hcnonb3yeM JTMHrBUCTHYECKYFO TIepeMeHHy o «KauecTBo Mo-
nutopunra ¢pyukuuonuposanus [1I'C JIY PH ,,Coro3-2° ¢ npu-
menenneM CIIO Ha ocHOBeE...» CO 3HAYCHUSIMH, aHAJIOTUYHBIMH
paHee BBEIICHHOW NIEPEMEHHOM, U ¢ aHAIOTUYHBIM ITOPSIKOM
nedaz3udukanuy STHX 3HAYCHUH.

Pesynberarel pacueta KO3QQUIMECHTOB HHTETPAITBLHOTO TI0-
aunoMa Juit EKUIT Py npusenenst B Tabm. 3.

Tabmmma 3
Koapuimentsr nnterpansuoro nonuuoma it EKUIT Py
Ne 3HaueHue Ne 3HaueHHe
koddpunmenra | korddunuenra || kosddunuenra | kodddunuenra

0 0,69 8 0,03

1 0,01 9 0,04

2 0,10 10 —0,05

3 0,04 11 0,00

4 0,23 12 0,04

5 0,00 13 0,03

6 -0,06 14 0,06

7 0,03 15 0,01

B nanno# Tabnume HOMepa KOdQPUIHNEHTOB 0003HAYAIOT
HoMepa k0P ULEeHTOB Ay —A,; 5. Ilonunom wis EKUIT Py npu-
MET BHJL

B =k +MFPpmp + Ao Pino + A3 Panu + M4 Fior +
+AsBmpFino + s Fompinm + A7 FpmpFior +
+ M PinoAanm + R Fmofor + Mofianfior +
+ M1 BmpPinofanu +MaFems o or +
+ M3PemsFanuFior +Mafnofinn Fior +
+ MisPem Ao Finm Frior-

IIpu ananu3e tabmn. 3, a IMEHHO A;—A4 CIEAYeT OTMETHUTD,
4TO JUIsl MHXKEHepa-ucneitatesss MHpopmannoHHo-aHAINTH-
YECKOTO IIEHTPa KOCMOJPOMa 3HAYUTEILHO MPeolIiagaronum
0 BXKHOCTH citydaeM (yHkunoHuposanus CI1O-MonuToprHra
apasercs IO (A,). JelicTBUTENBHO, 3HAYUMOCTD OBICTPOIO
1 JIOCTOBEPHOTO MOJYYEHHs pe3ysIbTaTta MOHUTOPUHTA TP TI0-
TIOJTHEHUH OPOUTAIILHON TPYIIIIHPOBKH — HEOOXOIMMOE YCIIOBHE
YCIICITHOTO BBIITOJHEHHS KOCMOIPOMOM 33/1a4H I10 MpeiHa3Ha-
YEHUIO.

Crenyromum 1o BaxHocTH cinydaeM siBisiercs [0 (A,) —
noclienojeTHas 00paboTka u aHanu3 HHPOPMAIINH, TaK KaK Tpe-
OyeTcst MaKCHMaIJIbHO JIOCTOBEPHO M CBOEBPEMEHHO MOATOTOBUTH
3aKJII0YCHHE B OTEPATUBHBIH OTYET O MPUYMHAX HEIITATHBIX
CUTyalui, aBapuii U karacTpod (Mpu UX HAIUYNH).

[THU (A3) — cnenyromuii (TpeTuil) IO BaXKHOCTH CIIydail.
3naunmocts CIIO-MOHUTOpUHTA 3aKII04aeTCs B IPeOCTaBIIe-
HHUHM CIEIHAINCTY-TI0JIb30BATEII0 HHCTPYMEHTA ISt OBICTPOTo
(hopMupoBaHUst MOZIENIEH pacCMaTpPUBAEMBIX TEXHOIOTHYECKUX
nporneccos. Llens mpumenenus rakoro CIIO — 6picTpoe mo-
CTPOEHHE U OCBOCHHME HOBBIX TEXHOJIOTMYECKUX MPOIECCOB.

MuHUMalIBHBIM 10 BakHOCTH ocTaeTcs PMB (L) — oOpa-
6otka u ananu3 TMU B mepuox MOATOTOBKHU K ITYCKY, ITyCKa
1 aKTMBHOI'O ydacTka Tpaekropuu nosera PH, a Taxxe onepa-
TUBHO# 1 dKcnpecc-00padorku u aHanu3a TMU. Jlannsiii pakt
OOBSICHIETCSI HU3KUMH BO3MOYKHOCTSIMH YIIPaBICHUS TEXHOJIO-
THYEeCKUMU MPOIlecCaMy Ha JaHHOM BPEMEHHOM MHTEpBale.
31ech OCHOBHAS 33/1a4a MOHUTOpUHTa (yHKIoHNpoBanust [11'C
Y PH «Coro3-2» — onepaTUBHO NMOATOTOBUTH 3aKIIOUEHUE
o (yHKIIMOHMpOBaHUY cucteM u arperatoB PH B nokman crap-
[IeMy Ha4aJIbHUKY I10 Pe3ysIbTaTaM IycKa.

Taknm 006pa3oM, MTOTHOCTBIO PACCMOTPEH TOPSIIOK BBIYHC-
JICHUSI CTPYKTYPbl HHTETPAJIbHOTO MOJIMHOMA, TTO3BOJISIOIIETO
10 331aHHBIM Xapakrepuctikam CI1O MOHUTOpHHTA BBIYUCIHTD
EKUII xagecTBa MoHHTOpHHTA pyHKIIMOoHUpOoBaHus [II'C Y
PH «Cor03-2».

MHTErPAJILHEIN ITOKA3ZATED KAYUECTBA MOHUTOPUHTA
ovHknuonuroBaHus I1I'C PH «Coro3-2»

Jnst Beruncnenus 3nauenuss EKUII kauecTBa MOHUTOPHH-
ra ¢pynkiuonuposanust [II'C 1Y PH «Coro3-2» 0bu1 npoBeieH
MOAPOOHBII aHATN3 MPAKTUYECKON pean3aliii Ha KOCMOIPOMeE
BapuaHTa MH(OPMAIIMOHHOTO 00ecneYeH s aBTOMaTH3NPOBaH-
HOHl cucTeMbl ynpasieHus ucnelTanuil u npumenenus PKT.
B wactHoCcTH, paccMarpuBaiock HHGpOpMANMOHHOE obecrede-
HHE B IPUIIOKEHUM MOHUTOPHHTA TEXHOJIOTMYECKHUX MPOLIECCOB
noarotoBku u mycka PH «Coro3-2», onepaTuBHOM, SKcIIpecc-
1 TIOCJICTIONETHOW 00pabOTKHN M aHAIM3a W3MEPUTEIEHON HH-
thopmanmu. ITo ykazaHHBIM ITOKa3aTeNsAM OBLIO OLIEHEHO CyIIle-
cteytomee CIIO.

Kpome Toro, myteMm ananusa qokymeHToB [10—-12] u Tex-
HUYECKOM MTOKyMEHTAIMU ObUTH C(HOPMHUPOBAHBI TPEOyeMbIC
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3HAUEHMs YaCTHBIX TMOKa3aTenei. TpeOyemble 3HAUEHUS TOKa-
3atenell 1—4 momydeHsl B TOYHOM BHJIE, OCTAJIbHBIX IIOKa3aTe-
Jelt — myTeM 06paboTKM SKCIEPTHBIX BBICKa3bIBaHMM. JocTo-
BEPHOCTh IKCIIEPTHBIX BBICKA3bIBAHUI O TPEOYEMBIX 3HAYCHHSIX
9THX IMOKa3aTesel JOCTUTaeTC s NIMPOKHM OXBAaTOM JKCIIEPTOB.
O00CHOBaHHOCTB JIOCTHTAETCsI IPEIbSIBICHIEM OJJHOBPEMEHHO
¢ GOpMYIMPOBKOH 3arpoca BEIYUCICHHOTO 3HAUYCHUS YaCTHOTO
TIoKa3areJts JuIsl ucronbzyemoro npumMensiemoro CI1O u st pas-
paborannoro CIIO. Tem campIM 331aua KcriepTa obnerdaercs,
TaK KaK OH MMEET YHCIIOBBIC TOUKH OTCYETA, OTHOCUTEIBHO KO-
TOPBIX BBICKAa3bIBACT CBOC MHEHHE O jkeJIaeMoM (TpedyemMom)
kagectBe CI1IO MoHMTOpHHTA.

Pe3ynbraThl OIeHUBaHMS YacTHBIX IOKa3aTesel nmpusese-
HBI B Ta0J1. 4. Bece nokasaTenu HaXoAATCsl B MCXOJHOM MIKaJie
[0;1].

Tabnuua 4
3HavyeHus1 YaCTHBIX MoKa3arenel kayecTBa Monutopunra [1I'C
(B MCXOIHOIT 1IKaIe)

Uocrmp | CYmecTsyomee CIIO | o | CIIO
Hokazaten, | & OCHOBC PCKypCHMBHOM | - | HaOCHOBE
MoOaeIn CJII1
2| 0,94 0,90 0,81
P2 0,89 0,85 0,75
P3 0,33 0,90 0,92
2 0,26 0,80 0,96
Ps 0,14 0,75 0,83
Pe 0,07 0,75 0,8
Pr 0,03 0,75 0,88
P 0,55 0,75 0,92
Py 0,20 0,75 0,80
Pio 0,20 0,75 0,80
Pu 0,21 0,75 0,97
P12 0,40 0,75 1,00
P13 0,87 0,75 0,45

Amnain3 Ta0i1. 4 O3BOJISAET CAEIaTh BHIBOJ, UTO BHEAPACMOE
CIIO He poctumio TpeOyeMoro 3HauyeHUs 10 YaCTHBIM IOKa3a-
TCIAM Py, Py B Py3.

[TpnunHO# nanHOrO (haKTa OTHOCHTEIHLHO YaCTHBIX ITOKa3a-
Teneil p; u p, saBngercd Oonbuoe xkoauuecTso TMIT u JITX
TP MOHUTOPHHTE, BCIIEACTBHE YEr0 BO3PACTACT MMOTPEITHOCTD
ucronbp3yeMoi nHdopmary. OHAKO 3TO TIaTa 3a 3HAYUTEIb-
HOE TIOBBIIICHHUE OCTAIBHBIX YaCTHBIX TTOKa3aTelNeH.

[IprauHON HETOCTIDKEHHS TPeOyeMOTo 3HAYCHHS 110 YacT-
HOMY II0Ka3aTelllo py3 ABIsETCA (yHKIMOHAIbHAS OTPaHUYEH-
HOCTh obmecuctemuoro [10, He MpUCITOCOOICHHOTO JUIS petle-
HUA CIIENMAIbHBIX 3a7]a4, BOZHUKAIOIINX MPH MOHUTOPHUHTE
TEXHOJIOTHYECKHX TpolieccoB GpyHkumnonuposanus PKT.

PesynbTars! o1ieHHBaHMS KOMIUIEKCHPOBAHHBIX TIOKa3aTenen
JUISl PA3JIMYHBIX PEKMMOB TIpHUBEJIeHBI B Ta0M. 5. Taroke B Tabmu-
ne npuseaeHo 3HadeHne EKUIT kauectBa CITIO MoHUTOpHHTA:
JUIsl CYIIECTBYIOIIETO BapHaHTa MCIOIHCHHUS], BAPUAHTA HCIION-
Henus Ha ocHose CJIIT u 17t BapraHTa MCTIOIHEHHMS, TIPU KOTO-

POM BCe TIOKa3aTelIH PaBHAIOTCA TpeOyeMbIM 3Ha4eHUsM. Bee
MoKa3aTeNId HaXosTCs B UCXOAHOH mikane [0;1].

AmnHanu3 Tabi. 5 1o3BOJISET CAEATH CIIEIYIOLINE BHIBOJIBL.

Cymectsymoimee CITIO monuTOpHHra, GYyHKIHOHUPYIOIIEE
Ha KOCMOZIpOMe, BXoJsiiiee B MH(POpMaMoHHOe o0ecrieueHue
ABTOMATH3UPOBAHHOM CHCTEMBI YIIPaBICHUS UCIIBITAHUH U TIPU-
MeHenus PKT, He ynoBieTBOpsieT CielMaluCTOB-I0Ib30BaTeNei
HH Ha OTHOM BpeMeHHOM uHrepBaie npuMmeHenust CI10 monuto-
punra. Kak cnencrsue, Hac He ynosiersopsier 1 EKUII kauectsa
cymectyromero CITO MoruTOpHHTa. DTO SABISCTCS TPAKTHYC-
CKO#f poOIeMoH, BhI3BaBIIel HeoOxoauMocTh co3manus CJIIT.

Tabmuua 5
Torosble OLCHKH TOKa3aTelsl KaueCcTBa MOHUTOPHHTA
¢dyukmonuposanust [1I'C /1Y PH «Coro3z-2»

OuenuBaemslie Bapuantel CI1O MoHUTOpHHTA
Pesxum CymiecTByrolee Tpebyemoe PazpaboranHoe
CIIO 3HaYEHHE CIIO na ocHOBe
MOHHUTOPHHIA TIOKa3aTens CJIII
PMB 0,42 0,71 0,69
1110 0,42 0,77 0,81
ITHU 0,40 0,77 0,84
rnor 0,48 0,88 0,92
EKMUII Py 0,65 0,90 0,92

IIpuBenennsie B Tadn. 5 3Hauenus EKUII mo3Bomstot cae-
nats BEIBOJ, 9To CIIO Ha ocroBe CJIIT Mo kauecTBY IMPEBHIIIACT
cymectByromiee Ha 27 %, a TpeboBanmsA — Ha 2 %. DTO JOKa3bIBa-
€T OTIpaBAaHHOCTH pa3paboTku U BHeApeHws HoBoro CIIO.

3AKJIIOUEHUE

B pab6orax [5, 6] mpeanoxxeH opurnHaIbHbIA MOAXOJ K MO-
HUTOPHHTY TEXHOJIOTUYECKUX MPOLECCOB B IIPEIMETHOH 00Ia-
ctu pynkuonnposanus PKT, a Taxoke 00paboTku 1 aHanm3a ee
nzmeputenbHoi napopmanmu. Ha ocrose CJIIT paspaborano
CIIO, BemomnHsIONIee 3a1a9y MOHUTOPHUHTA ()yHKIIIOHUPOBAHUS
IIC Y PH «Coro3-2».

Marepuan nocssieH pa3padboTKe crennaaIn3npOBaHHON
cuCcTeMBI Tokazateneii kagectBa CI1O MOHUTOpPHHTA TEXHOIO-
THYECKHUX IPOIIECCOB B MIpeaIMETHON obmacTu. B cucteme mc-
noJse3yercst 13 KomMuecTBEeHHbIX MOKa3aTesel HIKHETO YPOBHSL.
JlaHHBIE TIOKA3aTENN KOMIUIEKCUPYIOTCS B 6 MTOKa3aTesiel BepX-
HUX ypoBHeii. [Tociennue B cBoto ouepenp popmupyror EKUIT
kauectBa CIIO monuTopunra. I1pn KoMIIeKCHpOBaHUH HUCTIONb-
30BaJICSI U3BECTHBIN MTOJTMHOMHUAIBHBIN TTOIXO/I.

[To pa3paboranHOil cucTeMe moka3aTesicii ObLTH OIICHCHBI
npuMmeHsieMoe B MH(popMannoHHO-aHAIUTHYECKOM [IEHTpE KOC-
mozpoma CITO, a taxxe CITO Ha ocHOBe pa3paboTaHHOTO aBTO-
pom CJIIT. Kpome Toro, o crucreme rokasareseii Obim chopmu-
poBaHbI TpeOyeMble 3HaUCHNS TIoKazarenell. Pacuer nokaszaremneit
MO3BOJISIET CHEJIAaTh BBIBOJ, YTO KauecTBO BHexapsiemoro CIIO
3HAYUTEIBHO MPEBBIMIACT CYIIECTBYIOIIEE U YIOBICTBOPSET TPE-
OyeMbIM 3HAUCHHSIM.

Pa3zpaboTaHHyI0 CHCTEMY IOKa3aTeiel KayecTBa PEKOMCH-
JTyeTCsl UCIIOB30BaTh MpH oueHuBaHnu kadecta CIIO B mpen-
MeTHOH obnacty 06pabotku 1 ananmmza TMU PKT. C nomomrsto
MoAN(UKAUHE CUCTEMBI ITOKa3aTeIeld MOKHO ee aanTHpOBaTh
JUTst TocTarouHo mupokoro kpyra CITO.
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Annotation. The article offers a specialized four-level system
of quality indicators for the integrated evaluation of monitoring
the functioning of the fluid system of the carrier rocket Soyuz-2.
System 13 comprises a lower performance level and the upper level
6 of indicators. In contrast to existing analogs and recommendations
of all the indicators in the quantitative system. This objective assess-
ment is achieved. Completeness assessment provided by the inclu-
sion in the system of indicators and operational and maintenance
performance, and effectiveness. In the described system is estimated
quality monitoring using software options based on a recursive
model and the structural and logical approach, as well as forming
the required values of parameters satisfying the experts.

Keywords: software quality, rocket and space technology, some-
one pleksirovanie private indicators, process monitoring, structural
and logical approach, recursive process model, process modeling.
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Abstract. In this article authors propose an approach to detec-
tion of security incidents in Internet of things using SIEM technol-
ogy. Proposed approach takes into account such Internet of things
characteristics as high heterogeneity of devices and large number
of implicit logical connections between devices during technological
processes implementation. Also it is formalized the “security event”
notion for Internet of things based on graph model.

Keywords: Internet of Things, security incident, SIEM, security
analysis, data aggregation, ontology.

INTRODUCTION

Internet of things (IoT) concept involves the association of
physical objects in networks using built-in technologies, so that
these objects get an ability to interact with each other and with
the outside world, without human interaction [1]. Internet of
Things integration with all spheres of human activity has led to
emergence of large-scale complex IoT systems, which include
a wide variety of devices. Successful attacks implementation
on [oT system is capable to cause harm to human life, and there-
fore the problem of providing security in [oT is extremely im-
portant.

SIEM (security information and event management) technol-
ogy is a prospective technology for providing security in large-
scale systems. SIEM-system collect events from various network
security tools, aggregate them, lead to a common format and
correlate (connect with each other in accordance with significant
parameters) [2].

However, application of existing SIEM-systems methodol-
ogy for security providing in IoT is not possible, due to spe-
cifics of IoT subject area. Existing SIEM systems are mostly
focused on incidents detection in information systems. They are
not designed for processing of large amounts of heterogeneous
unstructured data; do not take into account fact that devices are
controlled by each otherand logical connection between devices,
which arises because devices perform a single technological-
process.

Thus, there is need to develop new methods and approaches
for processing large amounts of heterogeneous data and for de-
tection of security incidents related to violations of the correct-
ness of the technological process.

ONTOLOGICAL MODEL OF INTERNET OF THINGS
SUBJECT AREA FOR SIEM SYSTEM DEVELOPMENT

Subject area model, which is based on ontologies, provides
the following benefits, in accordance with [3, 4]:

» model could be easily adapted and supplemented, it is pos-
sible to define new terms without the need to revise existing
definitions;

* it is possible to consider interconnected domain relations
(internal and inter-level);

« it is possible to consider the same domain objects from dif-
ferent points of view at the expense of their affiliation to different
conceptual constructions;

* it is possible to connect another models to ontological mod-
el, that are intended to describe individual subsystems domain
using the concepts, that are introduced in ontological model;

 machine-readability and translatability of ontological model
to other universal languages;

« it is possible to design a prototype of security system based
on an ontological model.

Construction of ontological model for the Internet of Things
allows to considerinteractions between devices, that implement
physical processes through messaging, at different levels of ab-
straction. The result of ontological models creation are recom-
mendations for functional characteristics of SIEM-system for
the Internet of Things.

The overriding objective is a description of main (central)
ontology concepts and relationships between them. Fig. 1 illus-
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Fig. 1. Central ontology concepts
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trates relationships between central ontology concepts, arrows
symbolize dependence between concepts.

To reduce the dimension of messages space and their trans-
formation to events space, it is advisable to consider in detail the
concepts of “message” and “event” [5]. Level of messages and
events is created, it is shown at Fig. 2.

Therefore, the dimension of messages space could be reduced
by combining the values of messages into a single with an ag-
gregation by time and by object type.

For development methods for detection of security incidents,
which SIEM system should implement, concepts of “event” and
“security threat” are considered, they are shown at Fig. 3.

This level reflects key characteristics of the anomalies in
the IoT system. At the same time, it is reflected an important
feature of [oT systems: there are two types of connections — com-
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munication and logical connections. Therefore, methods for de-
tection of security incidents must take into account this feature.

Thus, developed ontological model has allowed to formulate
recommendations to functional characteristics of SIEM-system
for IoT, taking into account the specificity of the subject area.

REDUCTION OF DATA DIMENSION

The primary objective of SIEM system is problem of mes-
sages dimension reduction and of bringing them to a common
format. To solve this problem, the technique of aggregation and
normalization is proposed [6]. Techniqueinvolvesfollowing-
steps:

» messages formats parsing and extraction of their para-
meters;
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* messages aggregation by time;

* messages parameters normalization and meta data assig-
ning;

* messages aggregation in accordance with device type;

* events formation.

To parse messages formats and definitions of messages types
metadata directories are used. These directories are used for mes-
sages parameters normalization, to determine to what format
should be aligned parameters.

When messages areaggregated by time, parameters values,
that are obtained from device for a certain period, are com-
bined into one by using a statistical evaluation.

For more reduction of data dimension, aggregation by type of
device is implemented. During such aggregation, the indicators
of multiple devices of the same type are combined into one if
their values are the same or different from each other less than
the value of the error. However, such aggregation requires identi-
cal formats indicators, which is performed at data normalization
stage. After messages aggregation by device type, messages are
transformed to events. Event structure is described by a tuple of
four elements (parameters that identify device-sender, device-
receiver, type of event, time of event generation) [7].

DETECTION OF SECURITY INCIDENTS
IN THE INTERNET OF THINGS

For detection of security incidents it is necessary to define
the term “security event” for IoT. For security providing, effects
of both information and processes in IoT system should be con-
sidered. To solve this problem, a set of interacting loT devices is
represented as a graph G, where devices are characterized by a
set of vertices V, a set of edges E characterizes set of connec-
tions between devices [2]. Edges could be of two types:

* edges, that characterize communication links between de-
vices during messaging;

* edges, that characterize logical connections between de-
vices without exchanging messages.

Security event in IoT is a change in graph structure, which
manifests itself in the change of the number of vertices, edges,
and their parameters.

In accordance with graph model for IoT devices, for detec-
tion of security incidents is necessary to control the number
of vertices and edges, and their parameters. Some parameters
could be easily controlled using signature and statistical approa-
ches [8].

However, control of connections and their parameters require
being adapted to specific of [oT subject area. Therefore, it is
proposed two methods for detection of security incidents:

» method based on self-similarity evaluation, for control of
communication links;

» method based on dynamic similarity in data from pair of
devices, for logical connections detecting and monitoring.

Idea of methodbased on self-similarity evaluation is that IoT
system implements set of technological processes, each pro-
cess is implemented with a certain periodicity. This periodicity is
reflected in data of each device, which implements technological
process. On this basis it is assumed a presence of self-similarity
properties for time-series data from devices [9-14]. Security in-
cident is considered to be a violation of self-similarity for time
series generated by IoTdevice. Security criterion is value of the
Hurst exponent, which takes the value between 0,5 and 1 for self-

similar process [15]. Calculating the Hurst exponentis produced
by dispersion method [16]:

1. For selected device is allocated a set of events for a certain
period of time Az ;

2. Of events set are generated time series x(#;), x(#3), ..., x(;),
where x — values of events parameters at appropriate time;

3. Selected an aggregation period m and moved to aggre-

. . 1
gated time series x™ . x{™ - — 3 x;
M i—km—m+1

4. Plotted log D(x™) by log(m);

5. From ratio log D(x(’")) equivalent log D(x)—p-log(m)
obtained value ;
B

6. Hurst exponentvalue calculated H =1 5

The idea of method based on dynamic similarity in data is that
during concerted work of devices data sets are changed rather
similar [2, 17]. Security criterion for this method is deviation val-
ues from normal value of linear correlation coefficient and coef-
ficient of agreement in dynamics [18]. Permissible deviation is
determined in accordance with Chaddock scale: changing type
of communication characterizes security incident [19].

Calculation of the linear correlation coefficient » occurs by
formula

Z_ (x; — })(J’i - }_/)

r= — — )
anﬂfm—ﬁ

wherexandy — event parameters values from a pair of select-
ed IoTdevices.
Coefficient of agreement in dynamics, in accordance with
[20], occurs by formula
ZZZ yle

1

ks: N . ’
ﬁ@%i@%z

where A'x and A’ y — finite differences i-order [20].

Calculation of values for both coefficients allows to deter-
mine form of functional relationship between [oT devices. The
dependence is linear if both coefficient values are near to 1, and if
only the coefficient of agreement in dynamics value is near to 1,
dependence is non-linear.

EXPERIMENTS

To evaluate the effectiveness of developed methods was im-
plemented experimental model of SIEM system. Research was
performed on data obtained from self-regulating watering green-
house system, they are shown at Fig. 4. System consisted of:

« soilmoisturesensors (400 pieces);

* temperatureSensors (400 pieces);

* lightsensors (270 pieces);

« ,smart" cranes (20 pieces);

* leakagesensors (100 pieces).

Studies in reducing dimension of the data confirmed effec-
tiveness of developed method of aggregation and normalization
(Table).
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Fig. 4. Self-regulating watering greenhouse system

Table
The largest and smallest data reduction per day

Parameters Light sensor Soil moisture sensor
Frequer.lcy of messages 30 seconds 10 seconds
generation
Aggregation period 2 minutes 30 seconds
Number of sensors 270 pieces 400 pieces
Amount of data per day 777600 messages | 3456000 messages
Amount 0 f data gfter 194400 messages | 1152000 messages
aggregation by time
N .
% o‘f aggregation by 68% 43%
device type
Amount of data after
ageregation by device type 59320 messages 861200 messages
Reduction of data amount In 13,3 times In 5 times

The best performance of data reduction per day were
achieved for the light sensor because in most cases, both types
of aggregation were performed. The worst results were obtained
for the data of soil moisture sensors: as values did not coincide
more than in 50 % of the cases, data volume declined by only in
5 times.

Evaluating the effectiveness of methods for detection ofsecu-
rity incidents was carried out by implementing 60 attacks form
the following classes:

¢ Denial of Service (DoS) — 9 attacks;

* Man-in-the-Middle (data interception, modification, dele-
tion) — 34 attacks;

* system settings changing — 12 attacks;

* adding non-existent devices and data — 5 attacks.

Experiments have shown that developed methods could de-
tect 95 % of attacks on IoT system, and the methods complement
each other, detecting different types of attacks. In particular, data
duplication attack to temperature sensor has been identified only
by the method based on detection of implicit connections, as it
was recorded violation of the implicit connection between a
pair of temperature sensors. It should be noted that the attack
of humidity sensor data modification, which was consisted in a
smooth change of the observed values, was detected only by the
method based on the self-similarity evaluation.

50 attacks were detected by method based on self-similarity
evaluation, 39 attacks were detcted by method based on detect-
ing implicit relations. Thus, 18 attacks were detected only by
first method, and 7 attacks — by only second method. A total of
60 attacks were detected 57, for the entire SIEM system were
detected errors: 9% of first order, 5% of second order.

2 of 3 missing attacks belonged to “Man-in-the-Middle”
class. They have not been detected due to the fact that in database
was not implemented records of minimum and maximum val-
ues of parameters for each aggregation period. Last one attack
belonged to “system settings changing”class, it has not been de-
tected due to a short training period for system, so not all implicit
connections were found.

The results indicate that developed methods allow full use
for detection of security incidents in IoT.

CONCLUSION

Thus, has been developed an approach for detection of secu-
rity incidents in IoT based on SIEM technology. The approach
takes into account the specifics of IoT subject area, which is in
the large amounts of heterogeneous data from devices and in
need to control not only communication, but also the logical
connections between devices. Experimental results showed that
developed detection methods are able to detect security incidents
that are not detectable by standard methods used in SIEM-sys-
tems.

Future work will be related to the study of the safety of cy-
berphysical systems and the development of a dynamic approach
to assessing the safety of complex systems.
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Iloaxoa Kk 00OHAPYKEHUIO MHIIUACHTOB
0ezonacHocTy B UHTEpHeTE Belen
¢ MCIOJIb30BaHMeM TexHoJoruu SIEM
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Canxr-IlerepOypr, Poccus
dmitry.zegzhda@ibks.ftk.spbstu.ru, lavrova@ibks.spbstu.ru

Annomayus. B nannoii craThe npeasiaraeTcsi NoAXojx K o0Hapy-
“KeHHI0 HHIUIEeHTOB Oe3onacHocTH B MHTepHeTe Beleli ¢ HCMo/Ib-
3oBanueM TexHosorun SIEM. IIpensiaraemMplii moaxox y4uTbiBaeT
TakHe 0cO0eHHOCTH NpeaMeTHOI 00aacTu UHTepHeTa Bemieii, kak
BBICOKAsl PA3HOPOTHOCTH YCTPOHCTB M 00JIbII0E KOJUYeCTBO HesIB-
HBIX JIOTHYECKHX CBfA3eil, BOSHHKAIOUINX Mesk/1y YCTPoiicTBaMH NpH
peajiM3aly MMHU TeXHOJOrM4YecKux npoueccos. Taxike ¢popmann-
30BaHO MOHATHE cOObLITHS Oe3omacHocTH At UHTepHeTa Bemeii
Ha OCHOBe rpa¢oBoii MoeJ M B3aUMO/IeiiCTBUS YCTPOICTB.

Knrouegvie cnosa: UntepHer Beuleil, HHIUAEHT 0€30M1aCHOCTH,
SIEM, ana;u3 6e30MacHOCTH, arperanusi 1aHHbIX.
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O030p aBTOMATH3MPOBAHHBIX CUCTEM
MOHUTOPHMHIA

Hockosa A. ., Tokpanosa M. B.
[eTepOyprekuii rocyIapCTBEHHBIA YHUBEPCUTET ITyTel coodmienus Mimmneparopa Asekcanzapa |
Cankr-IlerepOypr, Poccus
magistrpgups@rambler.ru

Annomayus. Jlana odmas kiaaccupukanus aBTOMaTH3HPO-
BaHHBIX cucTeM MoHUTOpuHra (ACM), paccMOTpPEHBI OCHOBHbIE
acnmeKThbl MX NMPUMeHeHHUsl. B cBsI3M ¢ HenmpepbIBHBIM MacIITad-
HBIM NOCTPOEHHEM KPYIHBIX CTPATerH4ecKU BaKHbIX 00bEKTOB
H pa3BHTHEM COBPeMeHHBIX TexHoJoruii ACM aBTOMATU3HPYIOT
M 3HAYHTEJIbHO YNPOLIAIOT 3TOT MPOLece, yIy4lIas KauecTBO Ha-
0J1101eHUS H TOUHOCTb COOPAHHBIX JAHHBIX MOHUTOPHHT SIBJIsIeTCS
Ba’KHBIM MPOLIECCOM COBPEMEHHOI0 MPOMBILIJIEHHOI0 MPOU3BOI-
cTBa. B cTarbe paccMOTpeHbI 0cHOBHBIE cepbl npuMeHenust ACM,
a TakiKe MPHMepPbI MOMYIAPHBIX CHCTEM Ha PbIHKe: AedopManu-
OHHOI'0O MOHUTOPHHIA, MOHUTOPUHIA OKPY-KaloLIeil cpeabl, TPaHC-
nopta, UT-cucrem.

Kniouegvie cnosa: aBTOMaTU3UPOBAHHbIE CHCTEMbl MOHHTOPHH-
ra, 1e)opMalHOHHbIIi MOHMTOPHHI, MOHMTOPHHI OKpY:Kalowiei
cpelbl, MOHUTOPUHT TPaHcnopTa, MOHUTOPUHT UT-cucrem.

BBEIEHUE

OKpy)Xaromuii MAP HAXOJUTCSA B HEIPEPHIBHOM H3MEHE-
HUH, MEHSETCS cpefa OOUTaHMS JIIOACH, CTHIIb M KaueCTBO UX
KHU3HHU. Bo3HUKaeT MHOXKeCTBO HEOOCKPEOOB, TOHHENEH JUIN-
HOM B HECKOJIBKO KMJIOMETPOB, MOCTOB, COSJIMHSIIOIINX OCTPOBA,
o0ocTpsieTcst mpobiieMa 0e30MaCHOCTH KHU3HH U JCSITeIbHOCTH
yesoBeka. [1osBIISIIOTCS HOBBIE TEXHOJIOTUH M YCTAHOBKH, KOTO-
pBIe He BCera MOJE3HbI IS HKOJIIOTHH; TIPOUCXO/SAT BPETHBIC
BBIOPOCHI B OKPY’KAIOIIYIO CPELy, 3arps3HAIOTCS BOAOEMBI; BbI-
MHPAIOT PEIKHE BUABI )KHBOTHEIX. M3-3a OypHOTO pa3BUTHA
MIPOMBIIIIICHHOCTH UCTONB3YETCS MHOTO TOPIOYUX MaTepHa-
JIOB, JIEKTPOIHEPTUU. YacTo BOZHUKAIOT NOKapbl. KOHTpOIb
1 TMPOTHO3RMPOBAHHUE STUX IPOLECCOB — CIOXKHEIN MpoIecc.
CriennanucTsl 10 BCEMY MUPY BEIYT MOCTOSHHBIC HAOMIONCHHS.
VX nHTEpeCyIOT KaK KOJIMYECTBEHHBIE, TAK U KaYeCTBEHHBIE T10-
kazarenu. [yt 0003HaYEHUsI ATOTO MPOLIEcca UCTIONB3YIOT Tep-
MHUH «MOHUTOPHHI» (OT JIaT. monitor — HaONIOIeHNe, KOHTPOJIb,
MIPEI0CTEPEIKEHHE).

MOHUTOPHHT — 3TO HENPEPBIBHBIN NpoIecC HaOIIOIeHHS
U perucTpamnyy napaMeTpoB oObeKTa B CPAaBHEHHH C 3aJlaH-
HbIMU KpuTepusiMu [1]. CeronHst 3TOT TEPMUH UCTIOIb3YETCS
B MC/IMITMHE, B MCTEOPOJIOTHH, B CTPOUTEIILCTBE U T. 1. B Heko-
TOPBIX OTPACIISX JaHHBIC COOMPAIOTCS M HAKATUTMBAIOTCS OUCHb
WHTCHCUBHO.

CeromHs cO34aH0 MHOKECTBO TEXHOJIOTHI Ha 0a3e reoje-
3WYECKUX MPUOOPOB, TTO3BOISAIONINX MPOBOAUTE MOHUTOPHHT
BaKHBIX OOBEKTOB C BBICOKOM TOUHOCTBIO B pEaIbHOM BPEMEHH
IUTSL IPEAYTIPSIKICHIS KaTacTpod U aBapuif. DTH TEXHOJIOTHH
OCHOBaHBI Ha cOOpE JAHHBIX OT U3MEPHUTEIBbHBIX TPUOOPOB (CEH-
COpOB), B UNCIIE KOTOPBIX IMEIOTCSI TE0JIE3MYECKUE, B YACTHOCTH
GPS-o6opynoBanue. CBejeHHsI OT BCEX CEHCOPOB MEPEAAIOT-
csl B eIMHYI0 0a3y JJaHHBIX U COBMECTHO oOpabarbiBatoTcs [2].

Jns ynpaBlieHHsl TaTYdKaMU Ha OOJIBIIOM pPacCTOSHUHU
oT MecTa cOopa 1 00pabOTKH JaHHBIX UCIIONB3YIOTCS CUCTEMBI

ABTOMATU3UPOBAHHOTO MOHMUTOPHHTA. PaboTaroias B aBroMaTu-
YECKOM PEKUME CHCTEMA TI03BOJISIET BBIMOJIHSATD IIUKIIbI H3MEpe-
HUIA ¢ BBICOKOH CKOPOCTBIO M MCKJIHOYATh OLUIMOKH, CBSI3aHHbIC
C yesoBeuecKiM (pakTopoM. [IpoMeKyTKH MEKITY LUKIAMH U3~
MepeHI/Iﬁ MOT'YT COCTaBJIATh OT HCCKOJIBKUX MUHYT WJIN 4aCOB
JI0O MECsILeB U JIeT. B crmcke 3an1ad, penaeMbpIX 4esI0BEKOM,
OCTaIOTCSl Ka4eCTBEHHBIN aHAJIN3 COOpPaHHbBIX PE3YJILTAaTOB, BbI-
060p HEOOXOMMBIX CPEICTB HAOIIOICHHH, UX PACTIONOKCHHS
U COeTMHEHHS B 00IIyro ceThb. ViMes moCTOsIHHO OOHOBIIsSIEMbIE
napameTpbl HaOTI0IaeMOoro 00beKTa, MOXKHO C BHICOKO# cTere-
HbBIO JIOCTOBEPHOCTH MPOrHO3UPOBATH COCTOSIHIE HAOIFOIAeMOTO
00beKTa, MPeJOTBPAIATh ABAPUH WIIK PACCUUTHIBATH YKOHOMH-
YEeCKHUE IMOKA3aTeIH MOCISICTBHIIA MPOUCIIECTBHN [3, 4].

OCHOBHBIE IPEUMYIIECTBA UCTIOIb30BAHMUS CUCTEM aBTOMa-
TU3UPOBAHHOTO MOHUTOPUHTA!

* KOHTPOJIb JIaHHBIX B pEajbHOM BPEMEHH C yAalleHHOTO
MecTa;

* HETPEPBIBHBIII MOHUTOPHHT 00BEKTOB;

* JIOCTYITHOE PACIIOJIOKEHHE CEHCOPOB M3MEPUTEIBHON CH-
CTEMBI, HE 3aBHCSIIEE OT PYYHOTO YIIPABICHUS OTIEPaTOPOM;

* cOOp JTaHHBIX, TIPEIBAPUTEIbHBIIN aHATN3 HHPOPMAIUH U ee
oTIpaBka B J1000e MecTo yepe3 VHTepHerT;

* ABTOMATUYECKOE YBEIOMIICHHE JIUIL O JTFOOOM CMEIEHUU
3a Tpe/ielibl YCTAHOBICHHOTO JHAa30Ha;

* SKOHOMUSI JICHEIKHBIX CPEICTB, MOCKOJIbKY ABTOMATHYECKHE
HaOJIO/ICHNST TO3BOJISIIOT OTKA3aThCsl OT YUaCTHs YeJIOBEKa,;

* MCKJIFOYEHHE OIMOOK OrlepaTopa, Tak Kak aBTOMaTHYECKHe
HabmroneHus 6onee T0CTOBEPHBHI.

ABTOMATH3UPOBAHHBIE CUCTEMBI
JEO®OPMAILIMOHHOI'O MOHUTOPUHT' A

[TocTpoeHo yrke OONBIIOE KOJIMIECTBO CTPATETHUCCKU BakK-
HEIX 00BEKTOB, TAKMX KakK IUIOTHHEI, 1aMOb1, I DC, ADC, Teie-
BU3HOHHBIC BBIIIKH, CTAPCHUE KOHCTPYKIIHI KOTOPBIX TpeOyer
0coboro BHUMaHUs. Pa3pymaroTcss MOCTBI M JKIJIBIC 3TaHUsI, BBI-
XOIISAT U3 CTPOSI JINHUH JICKTPOIICPEIaqr, TPOUCKXOIIT OOBAIIBI
B maxrtaX. ECTh MHOXeCTBO ()aKTOPOB, BIHSIOIIIX HA PEIICHIC
JaHHOH 3amaqn. K HUIM MOYKHO OTHECTH PUPOIHBIC KaTacTPOdBI
1 KaTaKIM3Mbl, TEXHOTCHHBIC aBapHH, TIOBBIIIICHHBIC HATPY3KH,
OIIMOKH B IPOCKTUPOBAHUH U CTPOUTENBCTBE [5].

Bwmecre ¢ TeM, 60TbI10T0 BHUMaHHS TPEOYIOT TaKUe TIPUPOJI-
HBIC ABJICHHUS, KaK JBHXKCHUSA 3eMHOM KOPBbI, OITOJI3HH, BYJIKAHUYEC-
CKasl ICITEIbHOCTh, 3eMJICTPSICCHUS, KOTOPBIC HY)KIAIOTCS B U3Y-
YEHWH ISl TIPOTHO3UPOBAHUS ¥ TIPSy IPEIKICHHS YPS3BBIUAHBIX
curyanuii. KOHTpoIIb CTaOMIIBHOCTH MOTCHIIMAIBHO OMACHBIX 00b-
CKTOB U IIPOTHO3MPOBAHUE UX ITOBEICHHS — OYCHB CEPHE3HBIC BO-
MPOCHL. PerieHreM Takix HH)KCHEPHBIX 3a]1a9 SIBIISICTCS Opeiee-
HUE TPOLIECCOB e(hOpMAIIHH, OCETaHNUS, U3MCHEHHS CTPYKTYPBI
npenMeToB. MOHUTOPHHT COCTOSHHS IPUPOIHBIX 0OBEKTOB H HC-
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KyCCTBEHHBIX COOPYKEHHUI B HAIIN HH — HEOOXOANMAs U HEOTh-
emJieMasi 4acTh CHUCTeMBbl obecrieueHus: 6e30macHocTu [6, 7].

OjiHa U3 TUIUPYIONMX KOMIAHUH B oOnactu pedopmanu-
onHoro Mouutopunra — LeicaGeoMoS (IIseiinapust). Ee co-
BpEMEHHas PorpaMMHasi CHCTeMa MOHUTOPHHTA, KOHPHUTYpH-
pyemast 1oJ] KOHKpETHOE IPHUMEHEHHE, UCIIONb3yeTCsl Ha CyIIe-
CTBYIOUIMX M CTPOSIIMXCS 00bEKTax 000l BeIMuuHbI, 00e-
crieunBaeT (pyHKIIMOHUPOBAHNE OYE€Hb THOKOH aBTOMAaTH4eCKOMH
CHCTEMBI KOHTPOJIS Ie(OpMaLid, KOTOpast II03BOJISIET KOMOWHH-
pOBaTh CBEACHUS OT Pa3MUIHBIX HaTduKoB (GNSS-TIpHeMHUKOB,
TaXxeOMETPOB, TEOTEXHNIECKUX M METEOPOJIOTHIECKHUX CEHCO-
pos) [8]. LeicaGeoMoS npumensieTcst 11 KOHTPOJIS 3a CTPYK-
TypHBIMH JedopMarusamMu (1am0, TIIOTHH, HACKITIEH, TOHHEIIEH,
MOCTOB, BBICOTHBIX 3/IaHHI), 32 OMOI3HSAMU B ocaakamu (oce-
JTAaHWEM TTOPOIBI WIIH ITPOCAAKON TPYHTA), aBTOMATH3HUPOBAHHOM
ChEeMKH (Hanmpumep, HeMpPEePbIBHBIX, aBTOMATH3MPOBAHHbIX U3-
Mepenuit) [9].

[Iporpammuoe obecneuenune LeicaGeoMoS coctout u3
HECKOJIbKHX MTPUIIOKCHUH:

* GeoMoSMonitor paboTaeT B pe)XKMMe peabHOTO BpeMEHH,
cobupaeTt, 00pabaTsiBacT ¥ HaKAILIMBACT JaHHBIC, OTOOpaXKaeT
UX Ha SKpaHe, IPOBEPSET AaHHbIEC HA BXOXK/ICHUE B yCTAaHOBJICH-
HBIE JTOMYCKHU 1 OMOBEIAET ONPE/ICICHHBIX JINII;

* GeoMoSAnalyzer paboTaeT B aBTOHOMHOM pPEKHUME, TIPe/I-
Ha3HA4YCHO ISl IPOCMOTPA U aHAJIN3a HAKOIUICHHBIX JAHHBIX;

* GeoMoSHiSpeed cobupaet u oOpabaTbiBaeT AaHHBIC
oT GNSS-nmpuémHNKOB B BeIcOKOM Temne (o 20 '), mpenHa-
3HAUEHO ISl TPOPECCHOHATIBHOTO MPHUHSATHS PEIICHHsI, OCHO-
BaHHOTO Ha aHayn3e OOJIBIINX MOTOKOB JIAHHBIX;

* GeoMoSAdjustment oTBe4aeT 3a BHIYUCICHUE CETEBBIX
TIOTIPaBOK (ypaBHUBAHUE), aHAIN3 Aedopmaluii u ceTeBoe Mo-
JIeTUPOBaHHE.

LeicaGeoMoS XpaHHT BCe U3MEPEHHS U pe3ysbTaThl 00pa-
00TKH B OTKpEITOH 0a3e maHHBIX MySQL, K KOTOpPEIM MOXHO
00paTUThCS JIOKAIBHO WM YAAIEHHO, UCIONb3Ys MPUIOKCHUS
LeicaGeoMoSAnalyzer, LeicaGeoMoSAdjustment nnm nHOE
mporpamMMHoe obecniederne [9].

JU1st TOUHOTO YCTaHOBJICHUS! IPUYUH OOHAPYKEHHOTO JIBU-
JKEHUsI M POTHO3MPOBaHUs pa3BuTHs coObiTHil LeicaGeoMoS
COGIMHSET B CUCTEMY Teofie3ndeckre (3IeKTPOHHBIC TaXeoMe-
Tpb! ¥ gatuuku GNSS) U reoTexHUYECKHUE AaTUUKU:

» taxeomeTpbl cepuir Leica TM50, TS50, TS15, TM30,
TS30, TPS1100, TPS1200, TPS1200+, TCA1201M, TPS1800
n TCA2003, TPS LeicaViVa;

» MmynsTUCTaHIUIO Leica MS50;

* crrytHUKOBBIE GNSS-natunku GPS SystemLeicaViVa, ce-
puro GMX900;

» Leica GNSS Spider msa pacmmpennoro GNSS-mouuTO-
pHHTa;

 guBesupsl Leica DNA u Leica Sprinter;

 narunku HakiaoHa Leica Nivel210/220;

* METEOpOJIOTHYECKHE AaTYMKH (TeMIIepaTypa, 1aBjiecHHe
U T.1L);

e MHTEpQEiC U MOJKIIOUEHUsI PErUCTPAaTOPOB JaHHbBIX
CampbellScientific: reoTexHn4YeCcKHEe AATUUKH ST ©3MEPEHUS
BJIMSIHUS BHEITHUX YCJIOBUI{, HAIpUMEp, SKCTEH30METPHI (JIIIs1
N3MEpEeHNs JTMHEHHBIX 1e(OopMaIuii), Mbe30MeTphl (s U3Me-
PEHUS CKNMAEMOCTH T'a30B), IATYNKH HATPSHKEHNS, MHKJIHHOME-
TPBI, TEPMOMETPEI, 0apOMETPEI, JATIUKH AOKIA U ApyTHe [8].

B nmomonHeHne K cTaHAapTHBIM CPEACTBaM CBA3W Leica-
GeoMoS Tarxoke ToaepKuBaeT ceTeBoi mpotokoi ces3u TCP/IP,

KOTOPBIH IMO3BOJISIET UCTIONB30BaTh TexHomoruto Ethernet u mo-
OWMIIBHBIE CETH.

ABTOMATU3UPOBAHHBIE CUCTEMbBI MOHUTOPUHT A
OKPYXAIOLIEI CPEJIbI

VYXynueHne coOCTOsIHUS IPUPOJHOI Cpelibl, KaK IIPaBUIIO,
CBSI3aHO C HEPAIMOHAIBHBIM M BapBAPCKUM UCIIOIb30BAHHEM
PECYpCOB, C OMIUOKAMH B TEXHUYCCKOU M 3KOJIOTUYCCKOM I10-
JUTHUKE, C HU3KUM YPOBHEM pa3pabOTKH M BHEAPCHUS 0€30T-
XOJTHBIX TEXHOJIOTHH, C MaJIOH N3YYEHHOCTBIO BCEX ITOCIICICTBUIMA
AHTPOIOTCHHOTO BO3/ICHCTBIL. B CltoKHBIIIEHCS CHTYaIuu 4pe3-
BBIYAIHO BaYKHBI JJIs IPAKTUICCKUX ICHCTBUH U JTOJITOCPOIHOTO
MIPOTHO3MPOBAHUS KaueCcTBa OKPYKAFOIICH Cpeabl KOHTPOIb CO-
CTOSTHUS U OTIpeZieTIiCHne TeHACHINH ee n3menenus [10].

HaGmromenne 3a coCTOSTHIEM OKpY’KaIOIIeH Cpesl mpes-
CTaBIISICT CO00# cOOp MHpOPMAIUK O (PAKTHIESCKOM COCTOSHUH
00BEKTOB OKPYIKAIOIIEH Cpelibl, 00 HCTOUHHUKAX 3arpsi3HCHHUS,
00 OCHOBHBIX U3MCHCHHUSX IO BO3JCHCTBUEM 3arpsI3HUTEICH.
Ha ocHoBe 3Toil HH(pOpMAIIUN aHATU3UPYIOTCSI TIPOIIECCHI, CO-
CTaBJISFOTCS MPOTHO3bI U3MCHECHHUS CPEIbI M TUIAHBI TIPEIOTBpa-
IICHUS OTPULIATEIBHBIX TOCICICTBHIA, pa3padaThIBAIOTCS CTpa-
TETUH ONTHMATBHBIX B3aUMOOTHOIIICHUH O0IIECTBA M OKPYKakO-
et cpenst [11].

PaccmoTpuM ogHY M3 CHCTEM DKOJIOTHYECKOTO MOHHUTO-
punra — Emercit (MAC DMEPCHUT). Ota nahopManmoHHO-
aHaTWTHYECKas CUCTeMa MpeaHa3HadeHa I OpTaHU3alHnH
TePPUTOPHUATBEHO PACTIPEICICHHOTO ONEPATUBHOTO KOHTPOJIS
COCTOSIHUS OKPY’KAIOIIEeH CPebl C IEeNbI0 00HAPYKEHUS U TIPO-
THO3UPOBAHUS OMACHBIX SIBICHUN H TiporieccoB [12]. Cucrema
MO3BOJISICT B PEaIbHOM BPEMEHHU MMPOU3BOIAMUTH U3MEPEHHUSI U T1e-
pelaBaTh UX PEe3yJBTaThl B ICHTP MOHUTOPHHIA (CUTYaIMOHHBIH
LEHTP) WIH B JISKypHO-1ucrieTyepekyto ciyx0y (EJJ/1C). duk-
CUPYFOTCS CJICAYIOIINE OCHOBHEIC ITAPAMETPHI:

* YPOBCHB 3€pKaJia BOABI PEK M OTKPBITHIX BOJIOCMOB;

* KOJTMYECTBO U HHTCHCUBHOCTD YKHUKAX OCAJIKOB;

* MOIIHOCTH (DOHOBOTO SKBHBAJICHTA JJO3BI TaMMa-H3ITyde-
HUS,

* cozepKaHNe aBapUHHO-XMMHYECKHUX OTMACHBIX W TOKCHY-
HBIX BEIIECTB B aTMOC(HEPHOM BO3IyXC;

* HaJIMYHUe U KOHIIEHTPAIUS Ta30B YIIICBOAOPOTIHON TPYIIIIHI
B atMocdepe;

* HaJM4yue B aTMoc(epe OOCBBIX OTPABISAIOIIMX BEIICCTB;

* CKOPOCTh W HAIPaBJICHHE BETPa, TEMIIEPATypa U OTHO-
CUTEJIbHAS BIAXKHOCTh aTMOC(EPHOro BO3ayXa, aTMOc(epHOe
JTaBJICHHC;

* BEICOTA CHEKHOTO TIOKPOBA;

* TeMIIepaTypa Ha MOBEPXHOCTH MTOYBHI M HA 3aJJAHHOM IITy-
OuHe;

* CyMMapHas COJIHEUHas paJIualfisl.

Ecmu opne 13 HaOMOmaeMBIX TapaMeTPOB BBIXOINT 32 Tpe-
JICITBI HOPMBI, TO CHCTEMa TeHepUPYeT TPEBOKHOE COOOIICHNE,
COOTBETCTBYIOIIEE HACTYIICHUIO HEOIATOPUATHOTO FIIH OTIac-
HOTO siBiicHus. [Ipu GuKcamu onacHOro YpOBHs MMOKa3aTesci
COCTOSIHUSI OKPYIKAIOIICH Cpe/ibl H3MEPUTEIbHBIC KOMILICK-
Chl aBTOMAaTHYECKHU TEPEXOAT B YUAIICHHBIH PEKUM HU3ME-
PCHUSL.

B 3aBucumocTH oT 3334 mocTel HabmoneHus: Emercit mo-
TYT OBITh YKOMIUICKTOBAHbI PA3IIYHBIMA METECOPOIIOTHUECKUMHI
nmarurkamu [ 12]. B cranmapTHY O TOCTaBKY ITOCTOB HAOTFOICHHS
Emercit BXOmAT clenyromue qaTaiKu:
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* Konr4uecTBa (MHTEHCUBHOCTH) M BHJIa ocankoB. CriocoOeH
pa3iuyarh MSATh BHIOB OCAIKOB: JOK/b, CHET, I'pajl, CHET C J0-
KIEeM, MOPOCh (PaAMOIOKAIIMOHHBIM METOIOM H3MEpEeHNs);

* CKOPOCTH U HaINpaBlIeHNs BeTpa (YIBTPa3BYKOBBIM METOJIOM
U3MEpEHUsl);

* aTMOC(EPHOTO JABJICHHUS, TEMIICPATYPhI ¥ BIIaXKHOCTH BO3-
Jyxa.

ABTOMATH3UPOBAHHBIE CUCTEMbl MOHUTOPUHT A
TPAHCIIOPTA

OmnpeneseHrne MECTOTIONOKCHHUS TTIOIBIKHOTO OOBEKTa, CKO-
POCTH €ro TIepeMeIeHHSI U TOYHOTO BPEMEHH C MCIIOIB30BaHHU-
€M TEXHOJIOTHH CITyTHUKOBOW HaBUTAITHH ITUPOKO TIPUMEHSCTCS
B CHCTeMaX MOHHUTOpPHHTA TpaHcmopTa. Ceifyac mpuMeHEHHE
TEXHOJOTHI aBTOMaTH3NPOBAHHOTO CITyTHUKOBOTO CIICKCHHS
1 KOHTPOJIS — HE3aMEeHHUMas COCTaBJISIONIas OU3Hec-mpolecca
Ha TPEANPHUITHH, 1€ KOTOPOTO — MOAHAThH YIIPABICHHUE aBTO-
MapKOM Ha HOBBIN 3()(EKTUBHBII yPOBEHb.

TexHoIOrHK CIyTHUKOBOTO MOHUTOPHHIA TPAHCIIOPTA aK-
THBHO pa3BuBaroTCs. [lepBOHAYATIBHO CHUCTEMBI MOHUTOPHHTA
MPUMCHSUTUCH HCKITFOUUTEIBHO JIJIsI KOHTPOJIS WJIA MOHUTOPHH-
ra mepeMelICHHs TPAHCIIOPTHBIX CPEJCTB U pabOTaIH TOIBKO
B o(aifH-pekrMe, He TI03BOIISIS B peaTbHOM BPEMEHH CIICTUTh
3a 00bekToM. C pa3BUTHEM TEXHOJIOTHH Mepemadyn JaHHBIX
GSM/GPRS, a Taxxe web-TeXHOIOTHI CHCTEeMbI MOHUTOPHHTA
ABTOTPAHCIIOPTA TIO3BOJIMIIH TUCTAHIIMOHHO HAOTIONATh 32 TPaHC-
MTOPTOM KPYTJIIOCYTOYHO, MPAKTHIYECKH B PCATTLHOM BPEMEHH.

B cuctemax MOHUTOpPUHTA U KOHTPOJISI TPAHCIIOPTA UCITOJb-
3yeTCsl COUCTAHNUEC HABUTALMOHHBIX U TCIICKOMMYHHUKAI[HOHHBIX
tTexHonoruit. K mpumepy, B kauecTBe KaHAJIOB Mepeadn JaH-
HBIX B OCHOBHOM Hcnoyib3yercs GSM/GPRS, a B otnaneHHbIX
paiioHax, rjie OTCYTCTBYET MOKPBITHE COTOBOW CBSI3H — CHCTEMBbI
CITyTHUKOBOM cBsi3u [13].

PazBuTHE TEXHOIOTHIA TAKXKE TTO3BOJIIIIO UCTIONB30BATh B CH-
cTeMe MOHUTOPHUHTA TeIEeMETPHI0 00beKkTOB. CTalo BO3MOXK-
HBIM TIO/IKJTFOYCHUE PA3TMYHBIX JATIUKOB U UCTIOTHHUTEIHHBIX
YCTPOWCTB, KOTOPEIC TTO3BOJISIOT WIIH TT0IaBaTh BOTUTEIIO CHT-
HaJTBI TPEBOTHY B PEXKAME PEaTbHOTO BPEMEHH, WIIH OTCIICKHUBATh

3arpaBKy | CJIUB TOIUIMBA (JaTYMK yPOBHS TOIUIMBA), THOO JaT-
YHKOB COCTOSTHHS MEXaHU3MOB, K IIPHMEPY, U3MEPUTEIH TEM-
repaTyphbl, KOHIEBbIE BBIKIIFOUATENH U T. 1. B mocnennee Bpemst
CTaJIi NOMYJISIPHBI cpecTBa (hoto- u Buneopukcanuu [14].

Kounenius « IHTEPHET BELEN»

Konnenuus Mutepuera emeit (Internet of Things — [oT)
npeacTaBisieT co0oi cucTeMy, KOTOpas UMEEeT COOCTBEHHYIO
cpelly U MpOTOKOJI. BHeHU cll0il 9TON cCpeibl — KOMIUIEKCHBIE
CHUCTEMBI YIPABICHHS — MEXaHUYECKHE, TEIJIOBbIC, ONTHYE-
CKHE U APYTHE ATYHKH, KOTOPBIE N3MEPSIOT (PU3NIECKOE CO-
CTOSIHME 37[aHni, 000pyIOBaHUs WIN Jaxe Joneil. buaromaps
BCTPOEHHBIM JaTuMKaM U Mukporpoueccam loT ycrpoiictBa
MpUOOPETAIOT CITOCOOHOCTH OMIYIIATh OKPY)KAIOIIYIO CPEdy
1 0OMEHUBATHCS AAHHBIMHU C KOMIIBIOTEPOM WIN JPYTHUM 000-
pyRoBaHHEM. « YMHBIE BEILI» MOIYYal0T CUTHAJIBI U BBITOIHSIOT
3a/1a4M, He TPeOys IpH 3TOM BBOJA HH(OPMAIIUH YCTOBCKOM.
Wneonorus ViHTepHeTa Belell HanpaBlieHa Ha TTOBBIIEHHE (-
(beKTI/IBHOCTI/I 3a CUCT aBTOMATHU3alur IMpoueCCOB B PA3JIMIHBIX
cdepax JIesITeNbHOCTH, B TOM YHCIIE MOHUTOPUHTA, HCKITIOYast
yesoBeka [15].

[orennmansHble BO3MOXKHOCTH puMeHeHust [oT MHoroumc-
JICHHBI ¥ pa3HO00pa3Hbl. OHU MPOHUKAIOT MPAKTHYECKH BO BCE
cepbl NOBCEAHEBHON KM3HH JIIONIEH, MPEINPHUATHI 1 00IIecTBa
B IIEJTIOM:

* 31paBooxpanenue. loT-mraTgopmel 0OecTIeunBaroT IEHTPa-
JIM30BaHHbBIM MOHUTOPHHT U arperaryio JaHHBIX MEANIIMHCKOTO
000pynOBaHUs U IPHIIOKEHNH;

* TOPTOBJIA. HHTepHeT Beﬂleﬁ TIO3BOJIAACT BHEAPATH BBICOKHE
TEXHOJIOTUU Ha IIPENIPUATUAX PO3HUYHON U OIITOBOM TOPIOBIIY,
npeajaras peueHus 1o aBToMaru3aluu mmponu3BOJACTBA,

* cenbeckoe xo3sicTBo. loT-mmargopma no3sossieT aproma-
THU3HPOBATh MHOKECTBO aCHEKTOB JIEATEIBHOCTH CEIbXO03ITPON3-
BOZICTBA, NMOBbIMAast 3()(HEKTUBHOCTH M (PHHAHCOBBIC TIOKA3aTEIH
Ha IIPOMU3BOJICTBE.

Ccepsl npumenenns MHTepHeTa Beleil He OrpaHIIHBAIOTCS
yKa3aHHBIMH, B KQKIOW MOXKHO HalTH HanOoiee () (heKTHBHBII
CIICHAPHI UCTIONB30BaHusA (puc. 1).
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Puc. 1. Cdepsl npumenenus MurepHera Bemiei
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Puc. 2. Be6-untepdeiic SAYMON

ITonsitue HTEpHETA BEllE MOXKHO YCIOBHO pa3iesIUTh
Ha JBe c(epbl IPUMEHEHNUS: OBITOBBIC CETH «YMHBIX» BEIeH
(adhocloT) u UHTE/UIEKTYaIbHBIC PEIICHHUS B 00JIACTH MEKMa-
HIMHHBIX KOMMyHHKanuii Machine-to-Machine (M2M).

AdhocloT — xonuenuust THTEepHEeTa Bellel HHTEIICKTyallb-
HOW OKpy»Karolel cpeJibl, OCHOBAHHOM Ha CUTYaTHBHBIX Jie-
LICHTPAJIN30BaHHBIX OecrpoBoaHbIX ceTsax (adhoc). Dta cpena
COCTOUT W3 NMPHUBBIYHBIX, HO «YJIyYIICHHBIX» OBITOBBIX BEIICH.

Ho oco0yto poins B passutun [oT urpaer nHTeIeKTYaIbHOE
pemerue B oomactu M2M. M2M — o01iiee Ha3BaHNE TEXHOJIOTHH,
KOTOpBIE TI03BOJISIIOT Tprbopam oOMeHuBaThest HH(opManneit
JIPYT € APYTOoM. DTO POBOAHBIE U OECIIPOBOIHBIE CHCTEMBI J1aT-
YHKOB, KOTOPBIE NTEpeatoT HH()OPMAINIO OT OJHOTO YCTPOIHCTBA
npyromy. C momorpio pemernii [oT/M2M koMnaaun cMOTyT
YAaJIEHHO IIPOBEPSTH COCTOSHUE CBOETO 000PY/I0BaHUsI, CTEIICHb
M3HOCA, BEPOSITHOCTH COOEB, KOHTPOIUPOBATH MHOTHE JIPyTHUE
MOKa3aTey.

3anorom ycremsoro ¢yHkiuonuposanus loT sBusercs
KaueCTBEHHOE M HaJ/IeKHOE B3aUMOACHCTBUE KAaK OTIENIbHBIX
IPHOOPOB, TaK ¥ 0OBEJMHEHHBIX IPYII YCTPOUCTB, HAXOSIIIMXCS
TI0JT HOCTOSIHHBIM KOHTPOJIEM, TIO3TOMY IuTaTr(opMa MOHUTOPHHTa
1 YIIPABJICHUS CTAHOBHUTCS €Ie OJHUM CEIMEHTOM KOHIICIIINHT
WnuTepHeta Bemel, 6e3 KOTOPOil ycrenHas padoTa CUCTEMbI
HEBO3MOXKHA.

[Ipumepom Takoi MIaTGOPMBI MOHUTOPHHTA SBISIETCS SAY-
MON, npeaHa3zHa4eHHast 7151 HOCTOSIHHOTO U CTaTUCTHYIECKOTO
HaOJIIOIEHUsT M KOHTPOJIS COCTOSIHUS MOKa3aresnel paboThl ceTn,
obopynoBanusi, mpuiokeHni u cepprcoB. SAYMON mpenocras-
JsieT OOraThlil HKHCTPYMEHTApHi JUTsl yIIPABJICHUsI © MOHUTOPHHTA
CeTSMH YCTPOUCTB, 00pa0OTKHM 1 aHAIN3a JAHHBIX, HHTETPalluiu
¢ IpyruMu cucteMamu npeanpusrtust [16] (puc. 2).

OOBEKTOM MOHUTOPHHIA MOXKET OBITH JIF000H 00BEKT Pr3n-
YEeCKOTO MIIM JIOTHYECKOTO MUpa, HallpuMep, NaMsTh, IpoLec-
cop, (aiioBas cucTema, Iporece UK IPorpaMMa, KOJIM4ecTBO
OJIh30BaTeNeH, ouepensb GaiioB Ha 06paboTKy, 00BeM 00pado-
TaHHOTO Tpa(uKa, BEIPYYKa U WHbIC (PMHAHCOBBIE [TOKA3ATENH,
3HAYEHUE TEMIIEPaTyphl MM XUMUYECKOTO COCTABa Ta3a WiN
xuakoctu [17].

OTIMauTeNFHON 0COOEHHOCTRIO TIIAT(HOPMBI SBIISETCS BO3-
MOYKHOCTH XPaHEHHUSI OPUTHHAIBHBIX HEMOINU(UIINPOBAHHBIX
3HAYCHUH TMOoKa3aTesieil 3a 3HaUUTEeIbHbIE TPOMEKYTKU Bpe-
MEHH ¢ 00ecreueHUeM BbICOKOM CKOPOCTH 3allUCH M J0CTyIa
K JJAaHHBIM, YTO TI03BOJISIET OBICTPO M Ka4E€CTBEHHO aHAJIM3HPO-
BaTh CUTYallMH B HACTOSIIEM M ITPOIIOM, CTPOUTH MaTeMaTH-
4eCKH 00OCHOBAHHBIC ITPOTHO3BI Pa3BUTHsI CUTYallMH B Oyay-
mem [16].

3AKJIIOYEHUE

ToaBosIst UTOTH, MOYKHO CKa3aTh, YTO MO MEPE MOJICPHHU3AIINH
MPOM3BOJICTBA, MACIITAOHOTO CTPOSHHUSI KPYITHBIX CTpareruye-
CKHU BKHBIX 00BEKTOB M PAa3BUTHsI COBPEMEHHBIX TEXHOJIOTHI
ABTOMATU3MPOBAHHBIE CHCTEMbl MOHUTOPUHIA IPUMEHSIIOTCS BCE
mupe. ACM MO3BOJISIOT TOCTOSIHHO YIQJIEHHO KOHTPOJIUPOBATh
00BEKTBI, YIPOIIast 3TOT MPOIECC IS YST0BEKa, CIIOCOOCTBYIOT
YMEHBIIICHHIO KOJIMYESCTBA ONMIHOOK, CBA3aHHBIX C YSJIOBEUCCKUM
thakropom. Ho ¢ poctom poi ACM HEoOX0AUMO YIeNsATh O0JTb-
11 BHIMAHUS BOTIPOCAM MPABIIILHON paObOThI CHCTEM H 3aIl[UThI
MOJTYYaeMBbIX TAaHHBIX.
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Overview of Automated Monitoring Systems

Noskova A. 1., Tokranova M. V.
Emperor Alexander I St. Petersburg State Transport University
St. Petersburg, Russia
magistrpgups@rambler.ru

Abstract. The general classification of automated monitoring
systems (ACM), the main aspects of their application are consid-
ered. Monitoring is an important process for modern industrial
production, due to the continuous large-scale construction of large
strategically important facilities and the development of modern
technologies. This led to the creation of systems that automate and
greatly simplify this process, at the same time improving the quality
of observations and the accuracy of the data collected. Thanks to
ASM the person to carry out the analysis of the acquired informa-
tion. The article tells about the main scope of the ASM and the
examples of the most popular systems on the market.

Keywords: automated monitoring system, deformation moni-
toring, environmental monitoring, traffic monitoring, monitoring
of IT systems.
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HpnMeHeHne CUCTEM AaBTOMATU3HUPOBAHHOI'0
IIPOCKTHPOBAHUI B MAIIIMHOCTPOCHHUHA

by6nos B.II., Cyaronos I1I. X.
[eTepOyprekuii TocyIapCTBEHHBIA YHUBEPCUTET ITyTei coodmienus Mimmneparopa Asekcanzapa |
Canxr-IlerepOypr, Poccus
bubnov1950@yandex.ru, sultonovsh@yandex.ru

Annomayus. PaccmaTpuBaeTcsi TeXHOJIOTHYECKHIl mpouecc
aBTOMATH3AUUHM TBEPAOTEIbLHOT0 MOAeJHPOBAHHS HAa dTame
NPOEKTHO-KOHCTPYKTOpPcKHUX padoT. [lpeacrasiieHsl mpodiembl,
BO3HHKAIOIHE TPU HCIOJIH30BAHUH MPOTPAMMHBIX CPeICTB TEXHO-
Joruyeckoro npoexktuponanmus. Ilpensnoxeno peumenue 3THX Npo-
0J1eM, KOTOpOe 3aK/JII0YAeTCsl B aBTOMATHYeCKOM (OpMHPOBAHUH
MAacCHBA KOHCTPYKTHBHO-TEXHOJIOTHYECKHX MPU3HAKOB U B CHH-
Te3e TeXHOJOrH4ecKoro npouecca HHGOPMAHOHHON cUCTeMOit
Ha cTaauu padoyero NPOeKTHPOBAHMS.

Kniouegvie cnosa: TBepaoTe/ibHOE MO/IeIUPOBAHUE, AJTOPUTM,
MeTO/l KOHEYHBIX 3JIEMEHTOB, HHKeHepHbIi anaau3, SolidWorks,
MPOEeKTHPOBaHHeE.

BBEIEHUE

B Hacrosiee BpeMs 0HO U3 Ba)KHEHIINX HalpaBIeHUN Ba-
TOHOCTPOEHHUS — HCIIOIb30BAHHE KOMITBIOTEPHBIX TEXHOIOTUI
JUIsl PEILICHUS CIIOXKHBIX 3a71ad IPOEKTUPOBaHUs. Bo3moxxHOCTH
1 TPAaHUIIBI IPUMEHEHUS KOMIIBIOTEPHBIX TEXHOIOTHH 11 aBTO-
MaTH3aLUH TPOEKTUPOBAHUS ONPEACIAIOTCS YPOBHEM HAYYHO-
TeXHUYCCKHUX 3HAHWU B AaHHOU oTpaciu. Uem niyOxe paspa-
0oTaHa Teopusl TOrO WIIM MHOTO KJIacca TEXHUYECKHX CHCTEM,
TeM OoJIbIlle BO3MOXKHOCTEH JIJIsl aBTOMATH3aluy TpoLecca ux
IIPOEKTUPOBAHUSI.

MHor#e cnenuaIicTbl KOHCTPYKTOPCKHUX OT/IEIOB ITPOMBIIII-
JICHHBIX TPEANPUATHIA MPHOOPETAIOT OMBIT HOCTPOCHUS TBEP-
JIOTETBHBIX MOJIETIEH MEeTOIOM Tpod 1 ommnoOok. B sTom ciaydae
TEXHOJIOTHUS TIOCTPOEHUSI TPEXMEPHBIX MOJIEIEH C TOMOIIBIO
JIBYXMEPHOI CHCTEMBI aBTOMAaTH3UPOBAHHOTO IIPOEKTHPOBAHUS
HE ONTHMaJIbHA U B 3aBUCUMOCTH OT YPOBHS KOMIIBIOTEPHOM MO/
TOTOBKH KOHCTPYKTOpPa MOXKET ObITh OYeHb TPpyJ0eMKoH [1, 2].

B mocrnenHue roapl MHTEIUIEKTyalbHast HHGOPMaIHOHHAs
cuctema (MUC) nnst pemieHUs: pacueTHBIX U HEKOTOPBIX MPO-

eKTHBIX 3a7a9 (M3TOTOBJICHHUS YepTekel, crierudukanmii, pacye-
TOB ¥ T./I.) yIIEJIIET MHOTO BHIMAHHS aBTOMATH3AIINH PaCIEeTHO-
KOHCTPYKTOPCKUX PabOT MPU MPOESKTUPOBAHUH Y3JIOB H arpera-
TOB, B CBSI3U C YeM IOSBIISIOTCS YHUBEPCAIbHBIC HHKCHEPHBIC
MporpamMMbl. ABTOMaTH3alus MPOESKTHPOBAHHUS C TOMOIIIBIO KOM-
MIBIOTEPHBIX TEXHOJIOTUII OCHOBBIBAETCSA Ha CUCTEMHOM TOJIXOJIE,
T.€. Ha CO3/1aHUU U BHEJPEHUU CUCTEM aBTOMATHU3UPOBAHHOTO
MpOeKTUpOBaHUs TexHn4Yeckux o0bekroB (CAIIP), bmaromaps
KOTOPBIM pElIaeTcsl BeCh KOMIUIEKC 3a1a4 OT aHAJIN3a 3a1aHus
IO pa3pabOTKH MOITHOTO 00heMa KOHCTPYKTOPCKON M TEXHOJIO-
TUYECKOU JTOKyMeHTanuu [3, 4].

Ienwm BHeOpEeHNUA TaKUX MPOTPAMM — MOBBICUTH KadeCTBO
MPOCKTUPOBAHUSA, CHU3UTHh MaTepHUaJbHbIC 3aTPaThl HA HETO,
COKPATUTh CPOKU NMPOCKTHPOBAHUS U OCBOCHUS HOBBIX BHJIOB
BBIITYCKa€MOM MPOAYKIXH. SIBHOE TPENMYIIECTBO aBTOMATH3H-
POBAaHHOTO MPOEKTHPOBAHHS — BOSMOKHOCTb 3aMEHUTh MaTeMa-
TUYECKUM MOJICIIMPOBAHUEM JTOPOTOCTOSIIIEE U TPOIOTKUTEIb-
Hoe (u3nyeckoe MozpenrpoBanue. [Iponecc NpoeKTHPOBaHUS
peayinzyercs B HOACUCTEMAaX B BUJE MOCIE0BAaTEIbHOCTH MIPO-
eKTHBIX Ipoueayp u onepauuil. Ilponeaypa cocrtour us sie-
MEHTAPHBIX MPOCKTHBIX OTEpaIiii, UMEeT TBEPABIH MOPSIOK
WX BBITIOJHCHUS M HAIIPABJICHA Ha JIOCTHKCHUE JIOKAJTbHOM TIeTIH
B TIPOIIECCE MPOCKTUPOBAaHUA. T 00BEKTa MPOCKTHPOBAHUS
MOKa3aH Ha puc. 1.

PaccmoTpum mpuMep MOIeIMpOBaHUS aBTOCIETIKH TIOIBHK-
HOTO cocTaBa Ipu oMoy nporpammsl SolidWorks [4, 5]. Jlns
MOTYYEHHSI TOCTOBEPHBIX PE3YJIFTAaTOB MIPU pacyeTax HeoOXomu-
MO TaK)X€ paCCMOTPETh YCIOBUS SKCIUTyaTallui MOJICIINPYEMOM
JIeTaJIu UJIH y37a.

ABTOCIIETHOE YCTPOWCTBO OTHOCHUTCS K OTBETCTBEHHBIM
yacTsaM BaroHa. OHO MpeHa3HA4YeHO AJIS COeIUHEHNUs (CLere-
HUSI) BATOHOB H JIOKOMOTHBOB, VACPKAHHS UX HA OTPEIICIICHHOM
PACCTOSIHHH JIPYT OT JIpyTa, Mepeaadyd U CMATYCHUS CHCTBHS

Hiiﬂeﬂllﬂ MaINIHHOCTPOCHH I

Tuo oobeKTa
MPOEeKTHPOBAHHUS

O0beKThI CTPpOHTE/IBCTBA

H3pennsn npabopocTpoenns,

TexHomoraueckne nponeccsl B

BKIIOYASA PAJHOIEKTPOHHKY

Texnoaoraueckne 00LEKTLI

MAaIIHHO- H PHOOPOCTPOCHHH

B CTPOHTEILCTBE

IIporpamMMHEBIe H3neaHs

0pFﬂHH3ﬂH HOHHBI€ CHCTEMBI

Ilpouee

Puc. 1. Tun o6bexTa NPOEKTUPOBAHUS
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MIPOAONBHBIX (PACTATHBAIOIMINX U CKUMAIOIINX) yCHITUH, pa3-
BHBAIOIINXCSA BO BPeMsI IBIDKEHHS MTOE3/1a.

Hapyiienust mpaBuit 3KCIUTyaTaiuu (POCIyCK BArOHOB C TOp-
KM Ha TOBBIINICHHON CKOPOCTH, HEMPABIILHOC BEACHUE MOE3/1a
U T.71.) ¥ PEMOHTa aBTOCIEIHOTO YCTPOICTBA YaCTO MPUBOJIST
K TMOSIBJICHUIO TPEIIUH U M3JIOMOB B €ro netajsx. [IpuauHoii
M3JI0OMa MOXKET OBITh M YPE3MEPHBIN U3HOC JCTaJICH.

ABTOCIIEITHOE YCTPOHUCTBO BO BPEMsI IKCILTyaTaI[H TOIBEP-
raeTcs BO3ICHCTBHIO KOMIUIEKCA CHIIOBBIX (DAKTOPOB, ACHUCTBY-
IOIUX B BEPTUKATHHOW M TOPU30HTAIBHON TUTOCKOCTSX. [lox
BO3/ICHCTBHEM TIEPEUNCIICHHBIX CHJI aBTOCIICIIKA OJHOBPEMEHHO
moaBepraercs aedopMarisimM u3ruda B BEPTUKAIEHON U TOPH-
30HTAJIFHOHN TIOCKOCTSIX, CTECHEHHOTO KPYUCHHUS, PACTKCHUS
U COKaTHA.

C 1oMOIIbI0 MHIKEHEPHOTO aHalln3a TPEXMEPHOT0 MoJie-
JIMpOBAaHUA MOJIB30BATCIIb MOXET OUCHUTH MPOYHOCTH pa3pa-
00TaHHOI UM KOHCTPYKIIMH IO JOIMYCTUMBIM HAIPSDKCHUSIM,
OTIPEICIIUTh HauboJIee clladble MeCTa KOHCTPYKIIUU U BHECTH
HE0OXOIMMBIC U3MEHEHUS B M3JIEHC (ONMTUMU3HPOBATH €r0).
[pu 5TOM MeXKITy TPEXMEPHON MOMACTBIO H3ICIUS M PACICTHOU
KOHEYHO-3JIEMCHTHOW MOJICITBIO TTOICPIKUBACTCST ACCOITUATHB-
Has CBs3b. [lapaMeTpudeckrue H3MEHEHHS UCXOIHON TBEPIO-
TEITFHOW MOJETH aBTOMAaTHYECKHU TEPEHOCITCS Ha CETOYHYIO
KOHEYHO-3JIEMEHTHYIO MoJenb [3]. Anroput™m paboTHl aHAIN3
TPEXMEPHOTO MOJICIMPOBAHIE MTOKAa3aH Ha pHC. 2.

CMonenupyeM yClIOBUSI Harpy>KeHUsI 00beKTa, YTOObI BbIS-
BUTH NPCACIbHYIO BEJIMYMHY 3HAYCHUSA CYMMApPHOT'O MPOAO0JIb-
HOTO 3a30pa B aBTOCIEITHOM ycTpoicTBe. [yt 3Toro Heobxomu-
MO: CO3/1aTh IlapaMeTPHU30BaHHYIO MOJIEIb aBTOCLEIKH; yCTa-
HOBHTBH XapaKTep B3aUMOACUCTBUS 00BEKTA C COMPSIKCHHBIMH
AJIEeMEHTaMU (CIOCO0 OMUPAHUs); ONMPEICIIUTh THITHI U MECTa
MIPUJIOKCHUS BHEIITHUX HATrPY30K; BHITIONHUTH ITUKJI PAacUeTOB;
YCTaHOBHTH TCHCHIIMIO U3MCHEHMH TapaMeTpoB. Co3maHHas
¢ momomibo porpamMmsl SolidWorks Monens aBrocuenku npu-
BeJIeHa Ha puc. 3.

Taxkum 06pa3oM, MOIENb €CTh HACATN3UPOBAHHOE TIPEI-
CTaBJICHUE 3aJJaHHOM peaabHON KOHCTPYKUUU. TOUHOCTDH BbI-
MTOJTHSAEMOTO PacyeTa 3aBUCUT B OCHOBHOM OT TOUHOCTH MOJIe-
JIUPpOBAaHUMA, MTOOTOMY OTally MOATOTOBKHU paC‘IeTHOﬁ MOOCIHN
ClIeyeT yACSTh NCKIFOYUTEIbHOE BHUMAHHE.

OCOOEHHOCTD JIJAHHOTO 3Tana — MHOTOBAaPUAHTHOCTb. J{iis
OJTHOM M TOH e KOHCTPYKIIMH MOKHO CO3/IaTh MHOTO MOJICIICH.
Ha To4HOCTh MOJICNIN BIUSICT CTCICHB JCTAILHOCTH IIPU OTO-
OpakeHHH pealbHON KOHCTPYKIMA. VIHBIMU CIIOBaMH, B MOJICITb
MOTYT OBITh BKIIFOUCHBI HE BCE KOHCTPYKTHUBHBIC 3JICMCHTHI,
a TOJBKO T€, KOTOPhIC B HANOOJBINEH CTCTICHN OTIPENICISIOT e
KECTKOCTh M MIPOYHOCTE.

CO3TAHHE TPEXMEPHOI
MOJETH

3ATAYUA
3ATAHHE MATEPHATTA

TEHEPAITHA KOHEYHO-
IJEMEHTHOH CETKH

HATTOKEHHE TPAHHYHBIX
VCIIOBHH

BBIIIO.THEHHE PACYETA

AHAJIH3 PE3YJIbTATOB

Puc. 2. Anroputm paboThl aHAIN3a TPEXMEPHOTO MOJIETMPOBAHUS

ToyHOCTH MOZIETMPOBAHUS 3aBUCHUT TaKXKe OT pa3MEepOB HUC-
MOJIb3YEMBIX KOHEYHBIX JIEMEHTOB M MX TUMOB. OCHOBHBIM
MCTOYHHKOM MH(OpManuu ciryxar 4epTexu. C 1eNbI YBEIH-
YEHHUsI TOYHOCTU B pacy&Trax Mpu MOJECITUPOBAHUU UCIOIb30-
BaHBI pa3Mepsl U3 uepTexel aBrocuenku CA-3.

Ha srame pabodero mpoekTHPOBaHUS, KOTAa UMECTCS OKOH-
YaTeIBHBIN BapHaHT C JETAIbHOHN MpopabOTKOH, co3maeTes
mopoOHas pacueTHasI MOJIEIh, HAaNOO0JIee TIOTHO OTPaXKAIOIIast
CTPYKTYpY peanbHON KOHCTPYKIIUH.

[Ipu reHepanuy CeTKU KOHEUHO-2JIEMEHTHON HIcaIn3auu
00BEKTa UCCIIENOBAHNS MCTIONB30BAINCH 00bEMHBIE KOHEUHBIC
aneMeHTHl. Mneanu3amus aBTocuenHoro ycrpoiicrea mo MKD
nmpuBeneHa Ha puc. 4 [3, 4].

B ocHoBe mo6oro pacyera Ha IPOYHOCTH JICKHUT pacyeTHas
cxema, BKITIoyaromias B ce0si reOMETPUUECKUE MapaMeTphbl KOH-
CTPYKUUU U JEHCTBYIOIIME HAa Hee HAarpy3ku. B nanpHeiiiem
B 3aBHCHMOCTH OT KOHEUHBIX LI€JIel pacyeTa ¢ y4eToM mare-
pHuaia KOHCTPYKIIMH OMPEICSIIIIOTCS HaPsDKEHUsS U e opma-
IIUU e¢ DIIEMEHTOB. 3aTeM Ha OCHOBE aHaN3a ITOJIs HaIpsDKe-
HUH yCTaHABINBACTCS HanOoOJee OMacHOE CEUeHHUE, IPH ITOM

Puc. 3. KoHe4uHO-3JIeMEHTHAsT MOJIEIIb aBTOCIICITHOTO yCTpOf/'ICTBa
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Puc. 4. TlogroroBka KOHEYHO-3JIEMEHTHOM CETKH

VAVAY
\VAVA

A28

P

s
RS

N/
i

IAN
\/
iy
AV

gf
L7

VA
A
K%

N/
%V

won Mises (Mm*2)

4042 504 8320

l 3705 998 5920

_ 3369092 6068,0

_ 3032186 366,0
. 26352803540

L 23583741440

2021 468 0320
1 684 561 9200
1347 655 8080
1090 745 96,0
RN
I 336937 4720
21 3400

— Mpegen Tekyvectv: 6204220000

Puc. 5. YcraHOBKa MECTOIONIOKEHHSI BHEIIHUX HArpy30K (a) 1 MOJICJIMPOBaHKE PEKUMa TOJIKaHuUs (0)

HCHOJb3YIOTCS TUIOTE3bI IPOYHOCTH B 3aBUCUMOCTH OT CBOMCTB
Marepuaia U yCIoBUi paboThl KOHCTPYKITHH.

B cootBeTcTBUM ¢ KOHCTPYKTOPCKOM IOKyMEHTaluen, Map-
Ka CTaJIi 3JIEMCHTOB KOPITyca aBTOCIUCNKH J0bKHA ObiTh 20 TJ1
I'OCT 5267.0-90, nonmyctumoe Hamnpsikenue 295 Mlla [6].

[Tpu pacyerax HEOOXOIMMO MPABUIBHO YCTAaHOBUTH MECTO-
MOJIOKEHHUE U 3HaU€HHE BHEIIHUX Harpy30K, BUJ] OMUPaHUs MO-
Jenu. MopeapoBaHUe U pacueThl IPOU3BOIATCS AJIs PEXKUMOB
KaK TOJIKaHWS, TaK U OykcupoBku. Criocod MpHIIoKeHISI Harpy-
30K U BapHaHT pacyeTa NPUBEACH Ha pUC. 5.

3 AKJIIOYEHUE

Mo/ieTupoBaHHe PEKUMOB HArpyKEHUsI IO3BOJISIET YCTAHO-
BUTh HanOoJiee HArpy>KeHHbIC YUYACTKH KOHCTPYKIIMU U MECTa
KOHTAKTa JI€MEHTOB (MPUIIOKEHHUS HATPy30K) [6—8].
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Abstract. The technological process of automation of solid-state
modeling at the stage of design and construction work is considered.
The problems arising due to the use of software for technological
design are presented. The solution of problems by the automatic
formation of an array of constructive technological features, and
the synthesis of the technological process at the stage of working
design by the information system, are proposed.
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OnpIT peajn3anum IUCTAHIMOHHBIX
o0pa3oBarTe/IbHBIX TEXHOJIOTHI NPH 00YYeHUH
CTYIE€HTOB I10 HAIIPABJEHUIO MOATOTOBKH
«TexHOJI0Orusl TPAHCIMOPTHBIX MPOLIECCOB)

Bnacenxo A.B., Konosanosa T. B., Hagupsua C. JI.
Kyb6aHckuii rocynapcTBeHHBIN TEXHOIOTHIECKAN YHUBEPCUTET
Kpacnonap, Poccust
alex_vlasenko@list.ru

Annomauua. PaccmaTpuBaeTcsl ONBIT pean3alii JUCTAHIH-
OHHBIX 00pa30BaTe/IbHBIX TEXHOJOT Uil PH 00yYeHHH CTYIEHTOB
10 HANPABJICHUIO NOATOTOBKHU «TeXH0/I0rus TPAHCHOPTHBIX IIPO-
neccoB». Onucan pa3padoTaHHbIN ABTOPaAMM AJITOPUTM peasiu3a-
[HH 3JIEKTPOHHOT0 00yYeHHsl H AUCTAHIUOHHBIX 00pa30BaTeJbHbIX
TexHos1oruii. ConnonoruyecKue Uccael0BaHus BbISBUIN 3aHHTe-
PECOBAHHOCTD CTYICHTOB B IPHMEHEHNH 3JICKTPOHHOI0 00y4eHUs
U IUCTAHIUOHHBIX 00Pa30BaTeIbLHBIX TEXHOJIOTHIf MPH peaan3auu
yueOHOro mpouecca.

Kniouegnvie cnosa: obpazosanue, 00ydeHNe, HIEKTPOHHOE 00yte-
HHE, TUCTaHIMOHHBIE 00pa30BaTeIbHbIE TEXHOIOTHH, MEKTPOHHBII
IIPOrPAMMHO-METOINYECKUIT KOMILIEKC.

Oo0ecrieuenne BEICOKOTO KauecTBa MPodecCHOHATBHON 1T0/-
TOTOBKH BBIITyCKHHKA BO MHOTOM 3aBHCHT OT BBIOOpa 00pasoBa-
TEJFHBIX TeXHOJNOTHI. OOpa30oBaTeIbHBIN IpoIece JOIDKeH ooec-
MIEYNBATh AKTUBHOE yYacTHE B HEM CTYJCHTOB, UTO MTO3BOJISET
6omee 3¢ PekTHBHO 1 OBICTPO (POPMUPOBATH ¥ HIX KOMITCTECHIINH,
HEOOXOIUMBIE JIJIS1 BBIITYCKHUKA. KOMIIETEHTHOCTHBIN MOIX0]
K 00yYEHHIO TT03BOJISICT TPUMEHSTh IPAKTHUKO-OPUEHTHPOBAHHBIC
TEXHOJIOTHH, ITPU KOTOPBIX CTYICHTHI IIOIPYXKAOTCS B mpodec-
CHOHAJIBHYIO Cpely BO BpeMs yueOHOH, TEXHOIOTHYECKOH, TPO-
W3BOJCTBEHHON M NPEIIUIUIOMHON MTPAKTHKH.

[Tpu nmpoekTrpoBaHuK 00pa30BATEIBHBIX POrpaMM Oaka-
JlaBpHara ¥ MarucTpaTyphbl HallpaBJIEHHs MOATOTOBKH « TexHo-
JIOTHSI TPAHCTIOPTHBIX MPOLIECCOBY OBUIN YUTCHBI TAKHE MPUHIIH-
B IPOOJIEMHO-OPUEHTUPOBAHHOTO 00yUCHNS, KaK HeOOIbIIOE
KOJIMYECTBO JICKINH, HHTETPUPYIOMINX PSI TEM, KaCAIOIIUXCS
pemIaeMbIxX 3aa4 1 MOTPYXKAIOMIUX CTyACHTOB B MIPOOIEMHBII
KOHTEKCT; YBEJIIMYCHNE 00beMa CaMOCTOSTETIFHON paboOTHI CTY-
JIEHTOB, OPUEHTHPOBAHUE CTYIEHTOB Ha CaMOCTOSITEIbHBIN
MOMCK MH()OPMALIMK ¥ HOBBIX 3HAHUN; BO3MOXHOCTH OLICHKH
CTCTEeHU CPOPMUPOBAHHOCTH KOMIICTEHIIHI [ 1].

Peanu3zanust ’TUX MPUHIMIIOB TPeOyeT H3MEHEHHS (yHKIUH
TIperno/iaBaTesis, KOTOPBIH J0JDKEH BBICTYIIATh B POJIM HACTaBHHU-
Ka, KOHCYbTaHTa. J{J1sl TOBBIIICHUS! YPOBHS MOTHBALIMK U BO-
BJICUCHHOCTH CTYAEHTOB B 00pa30BaTeIbHBII IPOIiecc nepecMo-
TPEHBI IPOTPaMMBbI CTAXMPOBKH TIPETIOAaBaTelIei, K ydeOHOMY
TIpoLeCCy TPUBIICKAIOTCS BEAYIINE CIECIHAINCTHI IIPOM3BO/ICTBA
(ot 5 10 20%), B pamMKax y4eOHBIX KypCOB CHCTEMAaTHUECKH
MIPOBOSITCSA BCTPEUH C PabOTOAATENIMH, CEMUHAPBI, MacTep-
KJ1accel [2].

Peanu3yroTcs Takke COBPEMEHHBIE TEXHOJIOTUH O0yUCHUS:

* IpobaeMHOe 00yUeHHE;

* IPOEKTHOE 00yYeHUE;

* THPOKOMMYHHUKAIMOHHBIE TEXHOJIOTHH;

* TEXHOJIOTHH CKBO3HOTO KypCOBOTO M JTUIZIOMHOTO MPOEK-
THPOBAHHS,

* UTPOBOE OOyUEHHE (IETOBBIC UTPHI, )KHBOE MOJCTTMPOBAHUE
M3yJaeMbIX IPOIIECCOB);

* HHTEpaKTUBHOE O0yUeHHE.

[Ipn n3ydeHUN MHXKEHEPHBIX TUCHIUIIINH Hanboiee mpo-
JYKTHBHO HCIIOJIB3YIOTCsI clienytoline (opMbl: paboTa B MajbIx
rpyImmnax, 9BpucTuieckas Oeceia, Kpyriblid CTON (JUCKyCCHs,
nebarbl), MO3roBoi mTypM, case-study (keiic-MeTo/1, aHaIu3
KOHKPETHBIX CHTyallui, CUTYallHOHHBIN aHaIN3), MyOnuyHast
Mpe3eHTalMs IPOEKTa, IEPEBO PelleHni, MacTep-kiacc [3].

Coueranue 6a30B0i (pyHIaMEHTAIBHON MTOATOTOBKH C MPaK-
THUKO-OPUEHTHPOBAHHOW HAy4HO-HCCIIE0BATEIbCKON paboTOM
CTYIICHTOB SIBIIICTCS OCHOBOH WHHOBAIIMOHHON CHUCTEMBI MOJI-
TOTOBKH BBIITYCKHHUKOB, 0OTaJAIOIINX HE TOIEKO HEOOXOIMMBIM
00beMOM 3HAHUH, HO 1 HABBIKAMH CaMOCTOSATEIIEHOTO PEIICHHS
HOBBIX HAyYHO-TEXHUYECKHX 3a/1ad, MOATOTOBICHHBIX K pabdo-
T€ HaJ[ POCKTOM B KOMaH/IE, CIIOCOOHBIX 32 KOPOTKOE BPEMs
MEPEeCTPOUTHCS Ha paboTy B CMEKHOW 00JaCTH 3HAHUN 1 TEXHH-
ku [4]. UccnenoBarenbckas paboTa CTyIEHTOB B paMKax X03sIi-
CTBCHHBIX JTOT'OBOPOB C MPOU3BOACTBECHHBIMU NPCANIPUATUIMN
1 HayYHO-HMCCIIEZIOBATEIIbCKUMU OPTraHU3alMsIMU HOCHT XapakTep
MEXIUCHUIIIMHAPHOTO CKBO3HOT'O MPOEKTUPOBaHUs [5].

C 2015 . mpu 0Oy4YeHUH CTY/ICHTOB OakajaBpHaTa U Maru-
CTpaTyphl 110 HANPABJIECHHUIO TOATOTOBKH « TeXHOJIO0rus TpaHc-
MOPTHBIX MPOIECCOBY MO BCEM AUCIUILINHAM YICOHBIX TUIAHOB
pa3paboTaHbl ¥ BHEIPCHBI B YICOHBIN TPOIECC IEKTPOHHEIC
nporpaMMHO-MeTogudeckne komriekcsl (3IIMK). DIIMK —
9TO DJIEKTPOHHAs KOMHUSA MEeYaTHON BEepCHH MPOTPaMMHO-
METOINYECKOTO KOMITJIEKCA TUCIHUIIINHBI, CTPYKTYpPHPOBaH-
Hasl B BUJIC TEKCTOBBIX U Tpauueckux (ailiioB, TOMOTHEHHAS
MyHBTHMeﬂHﬁHBIMH ayauo-, BH}IGO(baﬁI[aMH " 3JICKTPOHHBIMHA
00pa3oBaTeNbHBIMU PECypcaMu, peHa3HaYeHHas sl peasin3a-
UM TUCHUTUTHHBI WM €€ YaCTH C IPUMEHEHHEM DJIEKTPOHHOTO
00y4eHHs ¥ AMCTAHIIMOHHBIX 00pa30BaTENIbHBIX TEXHOJIOTHH
(B0 u 10T).

OIIMK muctuiuivH U ux (yHKIHOHATHHBIC KOMIOHCHTHI
MCTIOIB3YIOTCS ISl IOAEPKKH Y4eOHOTO mporecca ¢ mpuMe-
HeaneMm D0 u JIOT mo BceM YpOBHSAM BBICIIETO 0O0pa30BaHUS
1 popMaM 0OyUeHUS B CIEAYIONINX BapHAHTaX:

1) mpumenenne D0 u JIOT B KkauecTBe TOTTOTHEHHS K TPAIH-
IIHOHHOW OpTaHU3AINH yIeOHOTO MpoIecca MyTeM IpeaoCcTaB-
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JICHUSI CTYJICHTaM BO3MO)KHOCTH CaMOCTOSITEJILHO U3y4aTh y4e0-
HBII MaTepuasi B paMKax pealu3yeMol 00pa3oBaTelbLHOM Mpo-
rpamMMslI (TpocMoTp yueOHO-MeTonueckux MarepuaioB [IMK);

2) npumenenue D0 u JIOT ¢ u3MeHeHHeM TpaguIlMOHHON
OpraHHU3aluK y4eOHOTO Tpolecca MPH Pean3aliu OTAeIbHBIX
BHJIOB Y4eOHOW paboThl MO AUCLUILIMHE IIyTEM COKpAICHUS
KOJIMYECTBA ayJJUTOPHBIX 3aHATHH 110 AUCUUIUTIHE (JISKIUH, J1a-
0OpaTOPHBIX, MPAKTUYECKUX 3aHATHH U TIP.) 33 CUET IepeHoca
gactu 3aasatui B DMOC;

3) mpumenenune D0 u JJOT ¢ usMeHeHHEM TpaJHIIHOHHOMN
OpTaHM3aLNH YIeOHOTO MpoIiecca MU peali3aii BCEX BUIOB
Y49eOHBIX 3aHATHI B paMKax oTaeabHOi qucuumumasl OOTT my-
TeM nepenoca »tux 3ausaTuil B DMOC (kpoMe mpoBeaeHus mpo-
MEXYTOUHOU aTTecTaIum) [6].

TpeGoBanust K CTPYKTYpe, COIEPKAHHIO, 0POPMIICHHUIO, pa3-
paboTke, yTBEpKACHHUIO, perucrpannu u nepecmorpy MK
JIUCHUIUINHBI U €70 KOMIIOHEHTOB, UCIOIb3YEMBIX ITPU peasin3a-
LMW OCHOBHBIX 00pa30BaTelIbHBIX MIPOrpamMM ¢ puMeHeHneM D0
n J1OT, onpenenens! cranaapToM 00pa3oBaTeIbHOM OpraHu3aliiy.

OIIMK 28 % mucturuinH y4eOHBIX IIIaHOB OakajgaBpHara
1 MarucTpaTyphbl HaNpaBJIeHHs OATOTOBKH « TeXHOIOT s TpaHe-
MTOPTHBIX MPONECCOB» M UX (PyHKIMOHAIBHBIE KOMITIOHEHTHI
pa3paboTaHbl A7l 3-TO BapuaHTa NPUMEHEHHUS: MPEANOoNaraioT
00paTHYIO CBSI3b CTYAEHTOB C mpemoaasareneM (on- u offline
MEpOIIPUATHS: BEOUHAPBI, IEPENHCKY, TECTUPOBAHHUE, HHIUBHU-
JtyaJbHbIE U IPYIIIOBBIE KOHCYIBTAIUU U TIP.). DIEKTPOHHOE
o0ydeHue peanusyercs 6€3 0cBOOOKICHUsI CTYISHTOB OT MO-
CEIIIEHUS ayIUTOPHBIX 3aHATHH.

B DIIMK pasmemienst B ¢popmare .pdf paboduast mporpamma
JIUCHUIUIMHBI, KOHCIIEKT JIEKIUI, CIUCOK JTUTEepaTyphl, TUIIO-
BbI€ KOHTPOJIBHBIE 33/1aHHSI, BOIIPOCHI K 9K3aMEHY, METOINUECKHE
yKa3aHUs K IPAaKTHYECKUM 3aHATHSIM, IO BBIIOJIHEHHUIO KYpCo-
BOIi paboTHI, 110 U3YYEHHIO AUCIUIUINHEIL, TI0 CAMOCTOSTEILHON
pabote. [moccapwii mo TuUCIHIIIHHE coaepkut okomo 100 Tep-
MHHOB, YTO CITOCOOCTBYET YCBOCHHIO CTY/ICHTAMH JIEKIIIOHHOTO
Marepuana Mpu U3y4eHNH Kypca.

B MHTEpaKTHBHOM peKHME CTY/ICHTaM JOCTYITHBIL:

* KOHCIEKT Jekuuit. Dopma nmpenocrapieHus: Mmarepuasa mno-
3BOJIET CTyAGHTaM 00pamarsCcs K NIOCCAPHIO 10 JUCLUIUINHE,
HCTOYHHMKAM JINTEPaTypbl, HOPMAaTUBHBIM TOKYMEHTaM, a TaKXkKe
BO3BpAIaThCs K APYTUM pasjenaM Kypca, UTo AaeT BO3MOXK-
HOCTb YCBauBaTh MaTepHall KayKA0H JEKIMHU U TOHUMATh MECTO
M3y4aeMOoro BOMpoca B JUCLUIUINHE B LIEJIOM;

* KOHCYJIBTallMK Iperoasarersi. B pamkax pazpaboTaHHOTO
OIIMK y cTyneHTOB UMeeTcsl BO3MOXKHOCTD 3a7aTh BOIIPOCHI
TIPENo/IaBaTeio, OTIPABUTH paboTy Ha npoBepKy. lanHas ¢op-
Ma [OJTyYeHHUs] KOHCYIIBTAINH TI03BOJISIET BO BPEMSI ayJUTOPHBIX
3aHSATHHN yAEIATH OOJIbIIE BpEMEHH Pa3bsICHEHUIO MTPOOIEMHBIX
BOIIPOCOB TI0 TEME PAKTHUECKUX PaOdOT, TIOBBIIIAET CTETIEHD Ca-
MOCTOATEIBHOCTH BBINOIHAEMBIX 3a/IaHUi, CIOCOOCTBYET Ooree
DTyOOKOMY TOHMMAaHMIO H3y4aeMOoil AUCIUIUINHEL B pesynbrare
TAKOTO B3aMMO/ICHCTBYSI TIPETIOaBaTelisi U CTYJCHTOB HaOIo1a-
eTcst OOoJbIIasi CTETIeHb OPUTUHAIBHOCTH MPOEKTHBIX PELICHHIH;

e rectel. B OIIMK mpenycMoTpeHs! TpU ypOBHS IPOBEPKHU
3HaHUIl CTYIEHTOB: TECTOBBIE 3aJJaHUs JUI [Iepexoa OT OfHOU

YaCTH JIEKLUHU K APYTOH, TECTHI MO KAXKIOMY pa3aely AUCIUTIIN-
HBI ¥ UTOTOBBIH TECT 1O Kypcy. JlaHHast popma mpoBepKH 3HAHUIA
IMOBBIIIACT YPOBCHDL MOATOTOBJICHHOCTH CTYACHTOB K KaXXIOMY
3aHATUIO U K IPOMEXKYTOYHOM arTecTaluy. B nepcrekTuse Bo3-
HUKAaeT BO3MOXXHOCTh BBOJUTH PEHTHHIOBYIO OIICHKY 3HaHUM
CTYICHTOB, BHOCUTb NPEIIOIaBATENI0 KOPPEKTHBEI B N3JI0KCHUE
MaTepHalIoB JICKIIUH U MPAaKTHYECKHUX 3aHATHH (B METOIMYECKOM
TUIaHe).

[Tpn peanu3anmm >IEKTPOHHOTO 00yUCHHUS ONIEPaTUBHO pe-
IIAFOTCSI BOIIPOCHI OPraHN3alMOHHOTO XapaKTepa: BPeMs 1 MECTO
KOHCYIBTalNl, 0cOOeHHOCTH 0()OPMIICHISI KypCOBOH pabOTHI
M OTYETOB IO MPAKTUUECKUM 3aHITUSIM U T.II.

[Tpu anpobariyt MOJETH AIEKTPOHHOTO OOYYCHHS MO Ha-
MIPaBJICHUIO TIOITOTOBKU « T€XHOJIOTHsI TPaHCIIOPTHBIX MpoLiec-
coB» (OaxayaBpuaT U MarucTpaTrypa) BBIABICHBI CIEIyIOIHNE
pOOJIEMBbI: HEOOXOAMMO JOTIOTHUTEIBHOE 00yUYEHHE CTYICHTOB
pabore B MH(GOPMAIMOHHON 00pa30BaTeIbHON cpefie; Habona-
€TCsl HU3Kasi akKTUBHOCTB CTYACHTOB B MEKCECCHOHHBII TIEPHO/I;
Mpero/aBaTellb 3aTpadrBacT JOIOIHUTEIHLHOE BpeMs Ha padoTy
CO CTy/ICHTaMH.
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Abstract. This article examines the experience of implementation
of distance educational technologies in training of students in specialty
“Technology of transport processes”. Describes the authors developed
the algorithm of implementation of e-learning and distance educational
technologies. Sociological research has identified students ‘ interest in
further implementation of the educational process with the use of
e-learning and distance educational technologies.
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