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Abstract. The article presents algorithms for assessing the quality indicators of distributed data storage sys-
tems used to accumulate and process data from automated information systems for various purposes, serving  
a large number of geographically distributed clients. Mathematical expressions for indicators of confidenti-
ality, availability and cost of data storage are given. The proposed algorithms make it possible to analyze  
the distribution of information resources among the elements of the data storage system in order to select ra-
tional solutions for organizing the storage of confidential information.
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Introduction
Modern automated information systems that serve a 

large number of users contain data storage systems (DSS), 
the quality of which is subject to high requirements [1–3].

In order to analyze the values of quality indicators 
of the functioning of storage systems, a methodologi-
cal apparatus is needed for assessing the following 
indicators of storing data located in storage systems: 
confidentiality, availability and cost.

A feature of the proposed approach is the use of quan-
titative estimates of the indicators under consideration.

The article discusses mathematical expressions that 
make it possible to quantify the values of the listed in-
dicators and proposes algorithms for their calculation.

Quality indicators  
of a distributed data storage system

A distributed information system (RIS), including 
client automated workstations (AWS) and data pro-
cessing centers (DPCs), united by a global compu-
ter network (fig. 1), allows solving applied problems 
based on the collection, storage, processing and trans-
mission of target information [4–7].

We will assume that the operating techno-
logy of such a RIS involves collecting informa-
tion from client workstations and processing it  
in one or more data centers. In this case, informa-
tion is accumulated in a database (DB) and stored 
in a data center.
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Fig. 1. Distributed information system

Information received from clients is stored in rela-
tional databases with a table structure (fig. 2). The data-
base consists of n records or their blocks, each of which 
contains service information from one RIS client.

Records
Recording storage location

α1 α2 ... αm

r1 0 1 0

r2 1 0 0

...

rn 1 0 1

Fig. 2. Structure of stored information in the database

In order to increase reliability, database records 
can be stored on several elements of a data storage 
system, which can have a different architecture and 
represent a data storage of various capacities, ac-
cessed by users via the global Internet. At the same 
time, storing data on each storage system element 
has a certain cost, depending on the volume of stored 
information and the quality of the services provided 
for its storage (reliability, confidentiality, communi-
cation channel capacity, etc.). 

In normal mode, RIS uses a database located  
in the data center, and the remaining data centers are 
used for backup information storage.

Each data center can be subject to destruc-
tive effects, both external (cyber-attack, terrorist  
attack, natural disaster, etc.) and internal (breakdown,  
failure, unauthorized access to data), as a result  
of which the integrity, availability and confidentiality 
of stored information can be violated (or parts there-
of), which leads to denial of service to the RIS.

In order to meet the requirements for the quality  
of information storage, database records can be 
distributed among storage elements (data center  
and workstation) in such a way as to ensure restoration 
of access to data in the event of a data center service 
failure within a given time, subject to restrictions on 
the cost and confidentiality of their storage.

Data storage confidentiality indicator
Let a rectangular matrix be given H[n,m], each  

element hij of which is equal to 1 if the i-th record,  
1 ≤ i ≤ n, is placed on the j-th element of the storage 
system, 1 ≤ j ≤ m and is equal to 0 otherwise.

Let also be given a vector C〈m〉 = 〈c1, c2,..., cm〉, each 
element cj of which is the probability (guarantee level) 
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of ensuring confidentiality of data storage on the j-th 
element of the storage system.

Let’s consider two options for ensuring the confi-
dentiality of data storage, each of which is advisable 
to use in appropriate conditions [8–12].

Option 1. The confidentiality requirement applies 
to each record separately.

Data confidentiality indicator — the minimum  
level of confidentiality L for all database records will be

                      
1 at x = 0;where β (x,y) = �1 at x = 1

Option 2. The confidentiality requirement applies 
to the entirety of the records.

Data confidentiality indicator — average value  
of information storage confidentiality:

                                                                  , 

where combjk is the value of the j-th digit (0 or 1) in the 
binary representation (combination) of the number k.

Data storage cost indicator
The cost of data storage is determined by the total 

cost of storing it on all storage elements. If the cost of 
storage is calculated through the price Z〈m〉 = 〈z1, z2,..., zm〉  
for storing a unit of data volume on the j-th storage 
element, then the total cost of storing all records on all 
storage systems will be:

                                                       ,

where zj is the cost of storing a unit of volume (GB, 
TB) of data on the j-th storage system;
vj — vector component; 
Vn = v1,..., vn — volume of the i-th record.

Data availability indicator
The availability of data depends on the readiness  

of the storage system elements to provide the data- 

bases stored in it. This indicator can be estimated 
based on the availability factors g of the correspon-
ding storage elements [13–15]:

                                                ,

tp — the time of regular operation of the RIS,  
during which the requested database records must 
be provided with the established efficiency;
tв — time during which the requested database re-
cords are unavailable.
If the availability coefficient of the j-th storage ele-

ment is gj, then the minimum level of availability G 
for all data records will be

                                                                      .

Obviously, this indicator depends on the placement 
of database records, the readiness and state of storage 
elements (serviceable/faulty).

To increase data availability, storage elements are 
combined into clusters, duplicating information on 
each element of such a cluster. However, duplication 
of information increases the risk of unauthorized ac-
cess to it, which leads to a decrease in the confiden-
tiality of data storage.

Thus, the optimization problem arises of placing 
information on storage elements in order to ensure 
its maximum confidentiality under restrictions on the 
availability and cost of data storage.

To ensure the adequacy of the solution to this 
problem, algorithms are proposed for assessing the 
confidentiality, availability and cost of data sto-
rage, the use of which will make it possible to select  
a rational configuration for placing information on 
storage elements.

The following describes the step-by-step opera-
tion of algorithms for assessing quality indicators  
of storage systems, common to which are the follow-
ing notations: matrix H[n,m] — matrix for placing re-
cords on storage systems; n — number of database 
records (blocks); m — number of storage elements.
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Algorithm for assessing information availability 
in a distributed data storage system

In the presented algorithm gi, the availability  
coefficient of the i-th storage element.

Algorithm 1.
Step 1. Start.
Step 2. i :=1 , G :=1.
Step 3. j :=1, d :=1.
Step 4. If hij = 1, then d := d·(1 – gi).
Step 5. j := j + 1.
Step 6. If j > N, then go to step 7, otherwise —  
to step 4.
Step 7. G := min(G,1 – d).
Step 8. i := i + 1.
Step 9. If i > m, then go to step 10, otherwise —  
to step 3.
Step 10. End.
As a result of the algorithm’s operation, the vari-

able G will have the value of the minimum level of 
data recording availability. By comparing this value 
with the required one, it is possible to assess the suita- 
bility of data distribution among storage elements 
from the point of view of information availability re-
quirements. The computational complexity of the al-
gorithm is O(mn).

Algorithm for estimating the cost of information 
storage in a distributed data storage system

In the presented algorithm zj, is the price of storing 
a unit of data volume on the j-th storage element, vi 

and is the volume of the i-th data block.
Algorithm 2.
Step 1. Start.
Step 2. i := 0, S := 0.
Step 3. j := 1.
Step 4. If hij = 1, then S := S + zj · vi .
Step 5. j := j + 1.
Step 6. If j > N, then go to step 7, otherwise —  
to step 4.
Step 7. i := i + 1.
Step 8. If i > m, then go to step 10, otherwise —  
to step 3.
Step 9. Finish.
At the end of the algorithm, the variable will have 

the value of the cost of data storage. By comparing 

this value with the required one, it is possible to assess 
the suitability of data distribution among storage ele-
ments from the point of view of requirements for the 
cost of information storage. The computational com-
plexity of the algorithm is O(mn).

Algorithms for assessing information 
confidentiality in a distributed data storage system

In the algorithms under consideration ci, the level  
of confidentiality of information storage on the i-th 
storage element.

As a result of the operation of the algorithms,  
the variable C will have a value of a certain level  
of data storage confidentiality. Comparing this value  
with the required one, it is possible to evaluate  
the value of the confidentiality of data distributed 
among storage elements in terms of information con-
fidentiality requirements.

Algorithm 3. Estimation of the minimum level  
of data confidentiality. 

Step 1. Start.
Step 2. i := 1, C := 1.
Step 3. j := 1, d := 1.
Step 4. If hij = 1, then d := d · ci.
Step 5. j := j + 1.
Step 6. If j > N, then go to step 7, otherwise —  
to step 4.
Step 7. C := min(C,d).
Step 8. i := i + 1.
Step 9. If i > m, then go to step 10, otherwise —  
to step 3.
Step 10. Finish.
Thus, the variable C will have the value of the mini-

mum level of confidentiality of data storage. The com-
putational complexity of the algorithm is O(m2).

Algorithm 4. Estimating the average level of infor-
mation confidentiality (brute force).

Step 1. Start.
Step 2. i := 1, C := 0.
Step 3. j := 1, u := 0.
Step 4. k := 1, d := 1.
Step 5. If hik = 1⌒comb(i,k – 1) = 1, then d := d · ci .
Step 6. k := k + 1.
Step 7. If k > m, then go to step 8, otherwise —  
to step 5.
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Step 8. u := u + d.
Step 9. j := j + 1.
Step 10. If j > N, then go to step 11, otherwise —  
to step 4.
Step 11. C := C + u.
Step 12. i := i + 1.
Step 13. If i > 2m – 1, then go to step 14, otherwise —  
to step 3.
Step 14. If C := C / �n�2m – 1��.
Step 15. End.
In the presented algorithm, the value of the func-

tion β is equal to the value β of the digit β∈{0,1},  
in the binary code of the integer α, 0 ≤ α ≤ 2m – 1.

As a result of the algorithm’s operation, the vari-
able C will have the value of the average level of con-
fidentiality of data storage.

It should be noted that the algorithm has high com-
putational complexity O(2m) and is applicable for rela-
tively small values of the number of storage elements.

Since in practice there is a need to assess the con-
fidentiality of data storage on a significant number  
of storage elements, it is advisable to use an approxi-
mate approach to assessment based on “greedy algo-
rithms”. The algorithm proposed below, which be-
longs to this type, implements a strategy of “greedy” 
data collection on storage elements with the goal  
of unauthorized collection of the maximum amount  
of information at minimal cost.

Algorithm 5. Evaluating the confidentiality of data 
storage (greedy algorithm).

Step 1. Start.
Step 2. Define the vector F = f1, f2,...,fm, fi ∈ {0,1}.
Step 3. F := 0, C := 0, k := 1.
Step 4. i := 1, d := 0.
Step 5. If fi = 1, then go to step 13, otherwise —  
to step 6.
Step 6. j := 1, u := 0.
Step 7. u := u + H(j,i).

Step 8. j := j + 1.
Step 9. If j > N , then go to step 10, otherwise —  
to step 7.
Step 10. If u · (1 – ci) ≥ d, then go to step 11, other-
wise — to step 13.
Step 11. d : = u · (1 – ci), l := i.
Step 12. fl : = 1, c : = c + d.
Step 13. i := i + 1.
Step 14. If i > m, then go to step 15, otherwise —  
to step 5.
Step 15. If hjl = 1, then hjr = 0 ∀r = 1,...,m.
Step 16. k := k + 1.
Step 17. If k > m, then go to step 18, otherwise — 
to step 4.
Step 18. End.
As a result of the algorithm’s operation, the varia-

ble C will have the value of the pessimistic (minimum) 
level of data storage confidentiality. The computa-
tional complexity of the algorithm is O(m2).

Thus, the presented algorithms provide estimates 
of data storage quality indicators.

Conclusion
The given algorithms have a practical focus  

on studying the effectiveness of using storage systems 
for collecting, storing and processing confidential in-
formation.

The main problem of using algorithms is obtaining 
initial data, namely, estimates of the values of indi-
cators of the availability of storage elements and the 
level of their provision of confidentiality of stored 
information. Availability estimates can be obtained 
based on software agents that operate on each stor-
age element and keep track of the active location of 
the corresponding storage element on the network.  
Obtaining confidentiality estimates can be found using 
fuzzy data analysis models [16], taking into account 
many parameters of their storage on storage elements.
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Аннотация. В статье представлены алгоритмы оценивания показателей качества распределенных 
систем хранения данных, применяемых для накопления и обработки данных автоматизированных ин-
формационных систем различного назначения, обслуживающих большое количество территориально 
распределенных клиентов. Приведены математические выражения показателей конфиденциальности, 
доступности и стоимости хранения данных. Предложенные алгоритмы позволяют проанализировать 
распределение информационных ресурсов по элементам системы хранения данных для выбора рацио-
нальных решений по организации хранения конфиденциальной информации.

Ключевые слова: распределенная система хранения данных, конфиденциальность данных.
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